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Pl anni ng for Protocol Adoption and Subsequent Transitions
Abstract

Over the nmany years since the introduction of the Internet Protocol
we have seen a nunber of transitions throughout the protocol stack,
such as depl oying a new protocol, or updating or replacing an

exi sting protocol. Many protocols and technol ogi es were not desi gned
to enable snooth transition to alternatives or to easily depl oy
extensions; thus, sone transitions, such as the introduction of |Pv6,
have been difficult. This docunent attenpts to sunmari ze sone basic
principles to enable future transitions, and it also sunmari zes what
makes for a good transition plan.

Status of This Meno

This docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

This docunent is a product of the Internet Architecture Board (I|AB)
and represents information that the 1 AB has deened val uable to
provide for pernmanent record. It represents the consensus of the
Internet Architecture Board (1 AB). Docunents approved for
publication by the | AB are not a candidate for any |evel of Internet
St andard; see Section 2 of RFC 7841.

I nformation about the current status of this docunent, any errata,
and how to provide feedback on it nmay be obtai ned at
http://ww. rfc-editor.org/info/rfc8170

Copyright Notice

Copyright (c) 2017 I ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent.
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1. Introduction

May 2017

O©OOOWOONNNOOOURAN

A "transition" is the process or period of changing fromone state or
condition to another. There are several types of such transitions,
i ncluding both technical transitions (e.g., changing protocols or

depl oyi ng an extension) and organi zational transitions (e.qg.

changi ng what organi zati on manages a web site). This docunent
focuses solely on technical transitions, although sonme principles

m ght apply to other types as well.

In this docunment, we use the term"transition" generically to apply

to any of:

o adoption of a new protocol where none existed before,

o deploynent of a new protocol that obsol etes a previous protocol
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o deploynent of an updated version of an existing protocol, or
0o deconmi ssi oni ng of an obsol ete protocol

There have been many | ETF and |1 AB RFCs and | AB statenents di scussing
transitions of various sorts. NMbst are protocol -specific docunments
about specific transitions. For exanple, sone rel evant ones in which
the |1 AB has been invol ved incl ude:

0 | AB RFC 3424 [ RFC3424] reconmended that any technol ogy for
so-called "UNi |l ateral Self-Address Fixing (UNSAF)" across NATs
include an exit strategy to transition away from such a nechani sm
Since the 1ESG not the | AB, approves |ETF docunents, the | ESG
t hus becane the body to enforce (or not) such a requirenent.

0 | AB RFC 4690 [ RFC4690] gave recommendati ons around
i nternationalized domain nanes. It discussed issues around the
process of transitioning to new versions of Unicode, and this
resulted in the creation of the I|ETF Precis Wrking Goup (W5 to
address this problem

o The I AB statenment on "Fol |l ow up work on NAT-PT"
[l abl pv6Transiti onStatenent] pointed out gaps at the time in
transitioning to IPv6, and this resulted in the rechartering of
the | ETF Behave W5 to sol ve this problem

More recently, the | AB has done work on nore generally applicable
principles, including two RFCs.

| AB RFC 5218 [ RFC5218] on "Wat Makes for a Successful Protocol ?"
studi ed specifically what factors contribute to, and detract from
the success of a protocol and it nmade a nunber of recommendati ons.

It discussed two types of transitions: "initial success" (the
transition to the technol ogy) and extensibility (the transition to
updated versions of it). The principles and reconmendations in that
docunent are generally applicable to all technical transitions. Sone
i mportant principles included:

1. Incentive: Transition is easiest when the benefits conme to those
bearing the costs. That is, the benefits should outweigh the
costs at *each* entity. Sone successful cases did this by
providing incentives (e.g., tax breaks), or by reducing costs
(e.g., freely available source), or by inposing costs of not
transitioning (e.g., regulation), or even by narrowi ng the
scenarios of applicability to just the cases where benefits do
outwei gh costs at all relevant entities.
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2. Increnental Deployability: Backwards conpatibility makes
transition easier. Furthernore, transition is easiest when
changing only one entity still benefits that entity. In the

easi est case, the benefit immedi ately outwei ghs the cost, so
entities are naturally incented to transition. Mre comonly,
the benefits only outweigh the costs once a significant nunber of
other entities also transition. Unfortunately, in such cases,
the natural incentive is often to delay transitioning.

3. Total Cost: It is inmportant to consider costs that go beyond the
core hardware and software, such as operational tools and
processes, personnel training, business nodel (accounting/
billing) dependencies, and legal (regulation, patents, etc.)
costs.

4. Extensibility: Design for extensibility [RFC6709] so that things
can be fixed up later.

| AB RFC 7305 [ RFC7305] reported on an | AB workshop on | nternet
Technol ogy Adoption and Transition (I TAT). Like RFC 5218, this
wor kshop al so di scussed econoni c aspects of transition, not just
techni cal aspects. Sone inportant observations included:

1. Early-Adopter Incentives: Part of Bitcoin's strategy was extra
incentives for early adopters conpared to | ate adopters. That
is, providing a long-term advantage to early adopters can help
stinmulate transition even when the initial costs outweigh the
initial benefit.

2. Policy Partners: Policy-naking organi zati ons of various sorts
(Regional Internet Registries (RIRs), ICANN, etc.) can be
i mportant partners in enabling and facilitating transition.

The renni nder of this docunent continues the discussion started in
those two RFCs and provides some additional thoughts on the topic of
transition strategi es and pl ans.

2. Extensibility

Many protocols are designed to be extensible, using nechanisns such
as options, version negotiation, etc., to ease the transition to new
features. However, inplenentations often succunb to comercia
pressures to ignore this flexibility in favor of performance or
econony, and as a result such extension nechanisns (e.g., |Pv6 Hop-
by- Hop Options) often experience problens in practice once they begin
to be used. |In other cases, a mechanismmi ght be put into a protoco
for future use w thout having an adequate sense of howit will be
used, which causes problens later (e.g., SNWP's original 'security’
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field, or the IPv6 Flow Label). Thus, designers need to consider
whether it would be easier to transition to a new protocol than it
woul d be to ensure that an extension point is correctly specified and
i mpl ement ed such that it would be avail abl e when needed.

A protocol that plans for its own eventual replacenent during its
design nakes later transitions easier. Developing and testing a
design for the technical nechani sns needed to signal or negotiate a
replacenent is essential in such a plan.

When there is interest in translation between a new nechani sm and an
ol d one, conplexity of such translation nust also be considered. The
maj or challenge in translation is for semantic differences. Oten
syntactic differences can be translated seam essly; senmantic ones

al rost never. Hence, when designing for translatability, syntactic
and semantic differences should be clearly docunented.

See RFC 3692 [RFC3692] and RFC 6709 [ RFC6709] for nore discussion of
desi gn considerations for protocol extensions.

3. Transition vs. Coexistence

There is an inportant distinction between a strict "flag day" style
transition where an old nechanismis inmediately replaced with a new
mechani sm vs. a | ooser coexistence-based approach where transition
proceeds in stages where a new nechanismis first added al ongside an
exi sting one for sone overlap period, and then the old mechanismis
renoved at a | ater stage.

When a new nechani smis backwards conpatible with an existing
mechani sm transition is easiest because different parties can
transition at different tinmes. However, when no backwards
conmpatibility exists such as in the IPv4 to IPv6 transition, a
transition plan nust choose either a "flag day" or a period of
coexi stence. \When a large nunber of entities are involved, a flag
day becones inpractical or even inpossible. Coexistence, on the
ot her hand, involves additional costs of nmintaining two separate
mechani sms during the overlap period, which could be quite |ong.
Furt hernmore, the longer the overlap period, the nore the old
mechani sm ni ght get further deploynment and thus increase the overal
pain of transition.

Oten the decision between a "flag day" and a sustained coexi stence
peri od may be conplicated when differing incentives are involved
(e.g., see the case studies in the AppendiXx).

Some new protocols or protocol versions are devel oped with the intent
of never retiring the protocol they intend to replace. Such a
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protocol might only aimto address a subset of the use cases for
which an original is used. For these protocols, coexistence is the
end state.

I ndefinite coexi stence as an approach could be viable if renoval of
the existing protocol is not an urgent goal. It nmight also be
necessary for "wildly successful" protocols that have nore disparate
uses than can reasonably be considered during the design of a

repl acenent. For exanple, HTTP/2 does not aspire to cause the
eventual decomm ssioning of HITP/1.1 for these reasons.

4. Transl ati on/ Adaptation Location

A translation or adaptation mechanismis often required if the old
and new nmechani snms are not interoperable. Care nust be taken when
det erm ni ng whet her one will work and where such a translator is best
pl aced.

A transl ation nechani smnmay not work for every use case. For
exanple, if translation fromone protocol (or protocol version) to

anot her produces indeterminate results, translation will not work
reliably. 1In addition, if translation always produces a downgraded
protocol result, the incentive considerations in Section 5.2 will be
rel evant.

Requiring a translator in the niddl e of the path can hanper end-to-
end security and reliability. For exanple, see the discussion of
net wor k- based filtering in [ RFC7754].

On the other hand, requiring a translation layer within an endpoint
can be a resource issue in some cases, such as if the endpoint could
be a constrai ned node [ RFC7228].

In addition, when a translator is within an endpoint, it can attenpt
to hide the difference between an ol der protocol and a newer

protocol, either by exposing one of the two sets of behavior to
applications and internally nmapping it to the other set of behavior
or by exposing a higher |level of abstraction that is then
alternatively mapped to either one depending on detecting which is
needed. In contrast, when a translator is in the mddle of the path,
typically only the first approach can be done since the niddle of the
path is typically unable to provide a higher |evel of abstraction

Any transition strategy for a non-backward-conpatibl e mechani sm
shoul d include a discussion of where the inconpatible nechanismis

pl aced and a rationale. The transition plan should al so consider the
transition away fromthe use of translation and adaptation

t echnol ogi es.

Thal er I nf or mat i onal [ Page 6]



RFC 8170 Pl anning for Transition May 2017

5. Transition Plans

A review of the case studies described in Appendi x A suggests that a
good transition plan include at |least the follow ng conponents: an
under st andi ng of what is already deployed and in use, an expl anation
of incentives for each entity involved, a description of the phases
of the transition along with a proposed criteria for each phase, a
nmet hod for neasuring the transition’s success, a contingency plan for
failure of the transition, and an effective nmethod for conmmunicating
the plan to the entities involved and incorporating their feedback
thereon. W recommend that such criteria be considered when

eval uating proposals to transition to new or updated protocols. Each
of these conponents is discussed in the subsections bel ow

5.1. Understandi ng of Existing Depl oynent

Oten an exi sting mechani sm has variations in inplenentations and
operational deploynents. For exanple, a specification nmight include
optional behaviors that may or may not be inplenented or depl oyed.
In addition, there may al so be inplenentations or depl oynents that
deviate from or include vendor-specific extensions to, various
aspects of a specification. It is inportant when considering a
transition to understand what variations one is intending to
transition fromor coexist with, since the technical and
non-techni cal issues may vary greatly as a result.

5.2. Explanation of Incentives

A transition plan should explain the incentives to each invol ved
entity to support the transition. Note here that nmany entities other
than the endpoint applications and their users may be affected, and
the barriers to transition nmay be non-technical as well as technical
When consi dering these incentives, also consider network operations
tool s, practices and processes, personnel training, accounting and
billing dependenci es, and | egal and regulatory incentives.

If there is opposition to a particular new protocol (e.g., from
anot her standards organi zation, or a governnment, or sone other
affected entity), various non-technical issues arise that should be
part of what is planned and dealt with. Simlarly, if there are
significant costs or other disincentives, the plan needs to consider
how t o overcone t hem

It’s worth noting that an analysis of incentives can be difficult and
at times led astray by wi shful thinking, as opposed to adequately
considering econonic realities. Thus, honestly considering any
barriers to transition, and justifying one’ s concl usions about

others’ incentives, are key to a successful analysis.
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5.3. Description of Phases and Proposed Criteria

Transition phases mght include pilot/experinmental deploynent,
coexi stence, deprecation, and renoval phases for a transition from
one technol ogy to another inconpatible one.

Tinelines are notoriously difficult to predict and inpossible to

i mpose on uncoordinated transitions at the scale of the Internet, but
rough estimates can sonetimes help all involved entities to
understand the intended duration of each phase. Mre often, it is
useful to provide criteria that nust be nmet in order to nove to the
next phase. For exanple, is renoval scheduled for a particular date
(e.g., Federal Comunications Conmi ssion (FCC) regulation to

di sconti nue anal og TV broadcasts in the U S. by June 12, 2009), or is
removal to be based on the use of the old nmechanismfalling bel ow a
specified |l evel, or sone other criteria?

As one exanpl e, RFC 5211 [RFC5211] proposed a transition plan for

| Pv6 that included a proposed tineline and criteria specific to each
phase. Wile the tineline was not accurately followed, the phases
and tineline did serve as inputs to the Wrld IPv6 Day and Wrld | Pv6
Launch events.

5.4. Measurenent of Success

The degree of deploynment of a given protocol or feature at a given
phase in its transition can be neasured differently, depending on its
design. For exanple, server-side protocols and options that identify
t hensel ves through a versioning or negotiation nmechani smcan be

di scovered through active Internet neasurenent studies.

5.5. Contingency Pl anning

A contingency plan can be as sinple as providing for indefinite
coexi stence between an old and new protocol, or for reverting to the
old protocol until an updated version of the new protocol is

avail able. Such a plan is useful in the event that unforeseen

probl ens are di scovered during depl oynent, so that such probl ens can
be quickly nitigated

For exanple, World IPv6 Day included a contingency plan that was to
revert to the original state at the end of the day. After

di scovering no issues, sone participants found that this contingency
pl an was unnecessary and kept the new state
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5.6. Comunicating the Plan

Many of the entities involved in a protocol transition nay not be
aware of the I ETF or the RFC series, so dissem nation through other
channel s is key for sufficiently broad conmunication of the
transition plan. Wiile flag days are inpractical at Internet scale,
coordi nated "events" such as World | Pv6 Launch may i nprove genera
awar eness of an ongoing transition.

Also, there is often a need for an entity facilitating the transition
t hrough advocacy and focus. Such an entity, independent of the |ETF,
can be key in comunicating the plan and its progress.

Sone transitions have a risk of breaking backwards conpatibility for
sone fraction of users. |In such a case, when a transition affects
conmpeting entities facing the risk of losing customers to each ot her,
there is an econom c disincentive to transition. Thus, one role for
a facilitating entity is to get conpetitors to transition during the
same tinmefrane, so as to nitigate this fear. For exanple, the
success of Wrld I Pv6 Launch was largely due to | SOC playing this
role.

6. Security Considerations

Thi s docunent discusses attributes of protocol transitions. Sone
types of transition can adversely affect security or privacy. For
exanple, requiring a translator in the niddle of the path may hanper
end-to-end security and privacy, since it creates an attractive
target. For further discussion of sone of these issues, see
Section 5 of [RFC7754].

In addition, coexistence of two protocols in general increases risk
in the sense that it doubles the attack surface. It allows
exploiters to choose the weaker of two protocols when both are
avail able, or to force use of the weaker when negotiating between the
protocols by claimng not to understand the stronger one.

7. | ANA Consi derations

Thi s docunent does not require any | ANA acti ons.
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8. Concl usi on

Thi s docunent summarized the set of issues that should be considered
by protocol designers and deployers to facilitate transition and
provi des pointers to previous work (e.g., [RFC3692] and [ RFC6709])
that provided detailed design guidelines. This docunent also covered
what makes for a good transition plan and includes several case
studi es that provide exanples. As nore experience is gained over
time on how to successfully apply these principles and design
effective transition plans, we encourage the comunity to share such
| earnings with the I ETF community and on the

architecture-di scuss@etf.org mailing list so that any future
docunent on this topic can | everage such experience.
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Appendi x A, Case Studies

Appendi x A of [RFC5218] describes a number of case studies that are
rel evant to this docunment and highlight various transition problens
and strategies (see, for instance, the Inter-Domain Milticast case
study in Appendix A 4 of [RFC5218]). W now include severa
additional case studies that focus on transition problenms and
strategies. Many other equally good case studies could have been

i ncluded, but, in the interests of brevity, only a sanpling is

i ncluded here that is sufficient to justify the conclusions in the
body of this docunent.

A 1. Explicit Congestion Notification

Explicit Congestion Notification (ECN) is a nechanismto replace |oss

as the only signal for the detection of congestion. It does this
with an explicit signal first sent froma router to a recipient of a
packet, which is then reflected back to the sender. |t was

standardi zed in 2001 in [RFC3168], and the nechani sm consists of two
parts: congestion detection in the IP layer, reusing two bits of the
old IP Type of Service (TCS) field, and congestion feedback in the
transport layer. Feedback in TCP uses two TCP flags, ECN Echo and
Congesti on W ndow Reduced. Together with a suitably configured
active queue nanagenent (AQW), ECN can inprove TCP perfornmance on
congested |inks.

The depl oynent of ECN is a case study in failed transition foll owed
by possible redenption. Initial deploynment of ECN in the early and
m d 2000s led to severe problens with sonme network equipnent,

i ncludi ng hone router crashes and reboots when packets with ECN I P or
TCP flags were received [ TSV2007]. This led to firewalls stripping
ECN | P and TCP flags, or even droppi ng packets with these flags set.
This stalled deploynent. The need for both endpoints (to negotiate
and support ECN) and on-path devices (to mark traffic when congestion
occurs) to cooperate in order to see any benefits from ECN depl oynent
was a further issue. The deploynent of ECN across the Internet had
failed.

In the late 2000s, Linux and W ndows servers began defaulting to
"passi ve ECN support"™, meaning they would negotiate ECN if asked by
the client but would not ask to negotiate ECN by default. This

deci sion was regarded as without risk: only if a client was
explicitly configured to negotiate ECN woul d any possible
connectivity problens surface. Gadually, this has increased server
support in the Internet fromnear zero in 2008, to 11% of the top
mllion Al exa webservers in 2011, to 30%in 2012, and to 65%in late
2014. In the neantinme, the risk to connectivity of ECN negoti ation
has reduced dranatically [ PAMR015], |eading to ongoing work to nake
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W ndows, Apple i0S, OSX, and Linux clients negotiate ECN by default.
It is hoped that a critical nmass of clients and servers negotiating
ECN wi Il provide an incentive to mark congestion on ECN enabl ed
traffic, thus breaking the | ogjam

A 2. Internationalized Donmai n Nanes

The depl oynent of Internationalized Domain Nanes (I DNs) has a | ong
and conplicated history. This should not be surprising, since

i nternationalization deals with |anguage and cul tural issues
regarding differing expectations of users around the world, thus
making it inherently difficult to agree on common rul es.

Furt hermore, because human | anguages evol ve and change over tine,
even if common rules can be established, there is likely to be a need
to review and update themregul arly.

There have been nultiple technical transitions related to |DNs,

i ncluding the introduction of non-ASCII in DNS, the transition to
each new version of Unicode, and the transition from|DNA 2003 to

| DNA 2008. A brief history of the introduction of non-ASCI| in DNS
and the various conplications that arose therein, can be found in
Section 3 of [RFC6055]. While IDNA 2003 was limted to Uni code
version 3.2 only, one of the |IDNA 2008 changes was to decouple its
rules fromany particular version of Unicode (see [RFC5894],
especially Section 1.4, for nore discussion of this point, and see

[ RFC4690] for a list of other issues with | DNA 2003 that notivated

| DNA 2008). However, the transition from | DNA 2003 to | DNA 2008
itself presented a problem since | DNA 2008 did not preserve backwards
conpatibility with IDNA 2003 for a couple of codepoints.

I nvestigations and di scussions with affected parties led to the | ETF
ultimtely choosing | DNA 2008 because the overall gain by noving to
| DNA 2008 to fix the problenms with | DNA 2003 was seen to be nuch
greater than the problenms due to the few inconpatibilities at the
time of the change, as not many IDNs were in use and even fewer that
m ght see inconpatibilities.

A coupl e of browser vendors in particular were concerned about the

di fferences between | DNA 2003 and | DNA 2008, and the fact that if a
browser stopped being able to get to sone site, or unknowi ngly sent a
user to a different (e.g., phishing) site instead, the browser would
be blaned. As such, any user-perceivabl e change from | DNA 2003
behavi or woul d be painful to the vendor to deal w th; hence, they
coul d not depend on solutions that woul d need action by ot her
entities.
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Thus, to deal with issues |like such inconpatibilities, some
applications and client-side frameworks wanted to nmap one string into
anot her (nanely, a string that would give the same result as when

| DNA 2003 was used) before invoking DNS

To provide such mappi ng (and sone ot her functionality), the Unicode
Consortium published [ TR46], which continued down the path of | DNA
2003 with a code point by code point selection nmechanism This was
i mpl enent ed by sone, but never adopted by the | ETF.

Meanwhi l e, the I ETF did not publish any mappi ng mechani sm but

[ RFC5895] was published on the I ndependent Submi ssion stream In

di scussi ons around nmappi ng, one of the key topics was about how | ong
the transition should last. At one end of the duration spectrumis a
flag day where sone entities would be broken initially but the change
woul d happen before | DN usage becane even nore ubiquitous. At the
other end of the spectrumis the need to maintain mappi ngs
indefinitely. Local incentives at each entity who needed to change,
however, nmeant that a short tineframe was inpractical

There are many affected types of entities with very different

i ncentives. For exanple, the incentives affecting browser vendors,
regi stries, domain name marketers and applicants, app devel opers, and
protocol designers are each quite different, and the various
solutions require changes by multiple types of entities, where the
benefits do not always align with the costs. |If there is some group
(or even an individual) that is opposed to a change/transition and
able to put significant resources behind their opposition,
transitions get a | ot harder

Finally, there are nmultiple namng contexts, and the protoco

behavi or (including how internationalized domain nanes are handl ed)
wi t hin each nami ng context can be different. Hence, applications and
franmewor ks often encounter a variety of behaviors and may or may not
be designed to deal with them See Sections 2 and 3 of [RFC6055] for
nore di scussi on.

In summary, all this diversity can cause problens for each affected
entity, especially if a conpetitor does not have such a problem
e.g., for browser vendors if conpeting browsers do not have the sane
probl ens, or for an emmil server provider if conpeting server

provi ders do not have the sane problens.
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A. 3. |Pv6

Twenty-one years after publication of [RFC1883], the transition to
IPv6 is still in progress. The first docunent to describe a
transition plan ([ RFC1933]) was published | ess than a year after the
protocol itself. It recomended coexistence (dual -stack or tunneling
technol ogy) with the expectation that over tine, all hosts would have
| Pv6, and I Pv4 could be quietly retired.

In the early stages, deploynment was linmted to peer-to-peer uses
tunnel ed over |Pv4 networks. For exanple, Teredo [ RFC4380] aligned
the cost of fixing the problemw th the benefit and all owed for
incremental benefits to those who used it.

Operating system vendors had incentives because with such tunneling
protocol s, they could get peer-to-peer apps working w thout depending
on any infrastructure changes. That resulted in the main apps using
| Pv6 being in the peer-to-peer category (BitTorrent, Xbox ganing
etc.).

Rout er vendors had sone incentive because | Pv6 coul d be used within
an intra-domain network nore efficiently than tunneling, once the OS
vendors al ready had | Pv6 support and sone speci al - pur pose apps
exi st ed.

For content providers and | SPs, on the other hand, there was little
incentive for deploynent: there was no increnental benefit to
deploying locally. Since everyone already had | Pv4, there was no
network effect benefit to deploying |IPv6. Even as proponents argued
t hat workarounds to extend the life of |Pv4d -- such as O assl ess
Inter-Donmain Routing (CIDR) [ RFC4632] , NAT, and stingy allocations
-- made it nore conplex, I1Pv4 continued to work well enough for nost
applications.

Wor karounds to NAT probl ems docunented in [ RFC6269] and [ RFC7021]

i ncluded Interactive Connectivity Establishnment (I CE), Session
Traversal Utilities for NAT (STUN), and Traversal Using Rel ays around
NAT (TURN), technol ogies that all owed those experiencing the probl ens
to deploy technologies to resolve them As with end-to-end |Pv6
tunneling (e.g., Teredo), the incentives there aligned the cost of
fixing the problemw th the benefit and all owed for increnenta
benefits to those who used them The | AB di scussed NAT technol ogy
proposal s [ RFC3424] and reconmended t hat they be considered short-
termfixes and said that proposals nust include an exit plan, such
that they would decline over time. |In particular, the | AB warned
agai nst generalizing NAT sol utions, which would | ead to greater
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dependence on them |In sone ways, these solutions, along with other
| Pv4 devel oprrent (e.g., the workarounds above, and retrofitting | Psec
into I Pv4) continued to reduce the incentive to deploy |Pv6.

Some early advocates overstated the benefits of |Pv6, suggesting that
it had better security (because |Psec was required) or that NAT was
worse than it often appeared to be or that |Pv4 exhaustion would
happen years sooner than it actually did. Sone people pushed back on
t hese exaggerations, and decided that the protocol itself sonehow

| acked credibility.

Not until a few years after |Pv4 addresses were exhausted in various

RIR regions did I Pv6 deploynment significantly increase. The R Rs had
been advocating in their communities for |Pv6 for some tinme, reducing
fees for IPv6, and in sone cases providing training;, there is little

to suggest that these had a significant effect. The RIRs and others

conduct ed surveys of different industries and industry segnments to

| earn why people did not deploy I Pv6 [I Pv6Survey2011]

[1 Pv6Survey2015], which commonly listed |ack of a business case, |ack
of training, and | ack of vendor support as prinmary hurdles.

Arguably forward-I|ooking conpani es col |l aborated, with 1SOC, on Wrld
| Pv6 Day and World I Pv6 Launch to junp-start gl obal |Pv6 depl oynent.
By including nultiple conpetitors, Wrld |IPv6 Day reduced the risk
that any of themwould | ose custoners if a user’s | Pv6 inplenentation
was broken. World | Pv6 Launch then set a goal for content providers
to pernanently enable IPv6, and for large ISPs to enable I Pv6 for at

| east 1% of end users. These large, visible deploynments gave vendors
specific features and target dates to support I1Pv6 well. Key aspects
of World IPv6 Day and Wrld I Pv6 Launch that contributed to their
successes (nmeasured as increased depl oynent of |Pv6) were the

communi cati on through I SCC, and that neasurenment netrics and
contingency plans were announced in advance.

Several efforts have been made to mitigate the |ack of a business
case. Sone governnents (South Korea and Japan) provided tax
incentives to include IPv6. Oher governnents (Bel gium and

Si ngapore) mandated | Pv6 support by private conpanies. Few of these
had enough value to drive significant |Pv6 depl oynment.

The concern about lack of training is often a conmon issue in
transitions. Because IPv4 is so ubiquitous, its use is routine and
simplified with common tools, and it is taught in network training
everywhere. \Wiile |IPv6 deploynent was |ow, ignorance of it was no
obstacle to being hired as a network adni nistrator or devel oper
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Organi zations with the greatest incentives to deploy |Pv6 are those
that continue to grow quickly, even after |Pv4 free-pool exhaustion
Thus, |1SPs have had varying levels of conmitnment, based on the growth
of their user base, services being added (especially video over |P)
and the nunber of |Pv4 addresses they had available. C oud-based
providers, including Content Delivery Network (CDN) and hosting
conpani es, have been mmj or buyers of |Pv4 addresses, and several have
been strong depl oyers and advocates of |Pv6.

Different organizations will use different transition nodels for
their networks, based on their needs. Some are electing to use

| Pv6-only hosts in the network with I Pv6-1Pv4 translation at the
edge. O hers are using dual-stack hosts with I Pv6-only routers in
the core of the network, and I Pv4 tunneled or translated through them
to dual -stack edge routers. Still others are using native dual -stack
t hroughout the network, but that generally persists as an interim
measure: adoption of two technologies is not the sanme as
transitioning fromone technology to another. Finally, sone walled
gardens or isolated networks, such as nanagenent networks, use

| Pv6-only end-t o-end.

It is inmpossible to predict with certainty the path | Pv6 depl oynent
wi |l have taken when it is conplete. Lessons |earned so far include
aligning costs and benefits (incentive), and ensuring increnenta
benefit (network effect or backward conpatibility).

A 4. HITP
HTTP has been through several transitions as a protocol

The first version [HITPO.9] was extrenely sinple, with no headers,
status codes, or explicit versioning. HITP/ 1.0 [ RFC1945] introduced
these and a nunber of other concepts; it succeeded nostly because
depl oynent of HTTP was still relatively new, with a small pool of
i npl ementers and (conparatively) small set of deploynents and users.

HTTP/ 1.1 [RFC7230] (first defined in [ RFC2068]) was an attenpt to
make the protocol suitable for the nassive scale it was being
depl oyed upon and to introduce sone new features.

HTTP/ 2 [ RFC7540] was | argely ained at inproving performance. The
primary inprovenent was the introduction of request nultiplexing,

whi ch is supported by request prioritization and flow control. It

al so i ntroduced header conpression [ RFC7541] and binary franing; this
made it conpletely backwards inconpatible on the wire, but stil
semantically conpatible with previous versions of the protocol
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A . 4.1. Protocol Versioning, Extensions, and ' G ease’

During the devel opment of HTTP/ 1.1, there was a fair anount of
confusion regarding the semantics of HTTP version nunbers, resulting
in [RFC2145]. Later, it was felt that mnor versioning in the
protocol caused nore confusion than it was worth, so HTTP/ 2.0 becane
HTTP/ 2.

This decision was informed by the observation that nany

i npl enent ati ons i gnored the nmaj or version nunber of the protocol or
msinterpreted it. As is the case with many protocol extension
points, HITP versioning had failed to be "greased" by use often
enough, and so had beconme "rusted" so that only a limted range of
val ues coul d interoperate.

Thi s phenonenon has been observed in other protocols, such as TLS (as
exenplified by [ GREASE]), and there are active efforts to identify
extension points that are in need of such "grease" and naeking it
appear as if they are in use.

Besi des the protocol version, HITP' s extension points that are well -
greased include header fields, status codes, nedia types, and cache-
control extensions; HITP nethods, content-encodi ngs, and chunk-
extensions enjoy less flexibility, and need to be extended nore
cautiously.

A 4.2, Lints on Changes in Mijor Versions

Each update to the "major" version of HTTP has been acconpani ed by
changes that weren't conpatible with previous versions. This was not
uni formy successful given the diversity and scal e of depl oynent and
i mpl emrent ati ons.

HTTP/ 1.1 introduced pipelining to inprove protocol efficiency.
Al though it did enjoy inplenentation, interoperability did not
fol | ow

This was partially because nany existing inplenmentations had chosen
architectures that did not |end thenselves to supporting it;

pi pelining was not uniformy inplenmented and where it was, support
was sometines incorrect or inconplete. Since support for pipelining
was i ndicated by the protocol version nunber itself, interop was
difficult to achieve, and furthernore its inability to conpletely
address head-of -1ine bl ocking issues nmade pipelining unattractive.

Li kewi se, HTTP/ 1.1’ s Expect/ Continue nechanismrelied on w de support

for the new semantics it introduced and did not have an adequate
fall back strategy for previous versions of the protocol. As a
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result, interoperability and depl oyment suffered and is stil
considered a "problem area” for the protocol

More recently, the HTTP working group decided that HTTP/ 2 represented
an opportunity to inprove security, making the protocol nuch stricter
than previous versions about the use of TLS. To this end, a long
list of TLS cipher suites were prohibited, constraints were placed on
t he key exchange net hod, and renegotiation was prohibited.

This did cause depl oynent problens. Though nost were minor and
transitory, disabling renegotiation caused problens for deploynents
that relied on the feature to authenticate clients and pronpted new
work to replace the feature.

A nunber of other features or characteristics of HTTP were identified
as potentially undesirable as part of the HTTP/ 2 process and
considered for renoval. This included trailers, the 1xx series of
responses, certain nodes of request forns, and the unsecured
(http://) variant of the protocol

For each of these, the risk to the successful deploynent of the new
versi on was considered to be too great to justify renoving the
feature. However, deployment of the unsecured variant of HITP/2
remains extrenmely limted.

A 4.3. Planning for Repl acenent

HTTP/ 1.1 provided the Upgrade header field to enable transitioning a
connection to an entirely different protocol. So far, this has been
little-used, other than to enable the use of WbSockets [ RFC6455].

Wth performance being a prinmary notivation for HITP/ 2, a new
nmechani sm was needed to avoid spending an additional round trip on
protocol negotiation. A new nmechanismwas added to TLS to pernit the
negoti ati on of the new version of HITP: Application-Layer Protoco
Negoti ation (ALPN) [RFC7301]. Upgrade was used only for the
unsecured variant of the protocol

ALPN was identified as the primary way in which future protoco

versi ons woul d be negotiated. The nechanismwas well-tested during
devel opnent of the specification, proving that new versions could be
depl oyed safely and easily. Several draft versions of the protoco
wer e successfully depl oyed during devel opnent, and version

negoti ati on was never shown to be an issue.

Confidence that new versions would be easy to deploy if necessary

lead to a particular design stance that m ght be considered unusua
in light of the advice in [RFC5218], though is conpletely consistent
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with [ RFC6709]: few extension points were added, unless an i mediate
need was under st ood.

Thi s deci sion was made on the basis that it would be easier to revise
the entire protocol than it would be to ensure that an extension

point was correctly specified and i nplenmented such that it would be
avai | abl e when needed.
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