I nt ernet Engi neering Task Force (I ETF) S. Deering

Request for Comments: 8200 Retired
STD: 86 R Hi nden
obsol etes: 2460 Check Point Software
Cat egory: Standards Track July 2017

| SSN: 2070- 1721

Internet Protocol, Version 6 (l1Pv6) Specification
Abstr act

Thi s docunent specifies version 6 of the Internet Protocol (IPv6).
It obsol etes RFC 2460.

Status of This Meno
This is an Internet Standards Track docunent.

This docunent is a product of the Internet Engi neering Task Force
(IETF). It represents the consensus of the |IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Group (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it may be obtai ned at
http://ww. rfc-editor.org/info/rfc8200
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Copyright Notice

Copyright (c) 2017 I ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the I ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this document. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided wi thout warranty as
described in the Sinplified BSD License.

Thi s docunent may contain material from|ETF Docunents or |ETF
Contributions published or made publicly avail abl e before Novenber
10, 2008. The person(s) controlling the copyright in sonme of this
material may not have granted the I ETF Trust the right to all ow

nodi fications of such material outside the | ETF Standards Process.
Wt hout obtaining an adequate |icense fromthe person(s) controlling
the copyright in such materials, this docunent may not be nodified
out side the | ETF Standards Process, and derivative works of it may
not be created outside the | ETF Standards Process, except to fornmat
it for publication as an RFC or to translate it into |anguages other
t han Engli sh.
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1

I ntroduction

I P version 6 (IPv6) is a new version of the Internet Protocol (IP)
designed as the successor to | P version 4 (1Pv4) [RFC791]. The
changes fromlIPv4d to IPv6 fall primarily into the foll ow ng

cat egori es:

0 Expanded Addressing Capabilities

| Pv6 increases the I P address size from32 bits to 128 bits, to
support nore |evels of addressing hierarchy, a nmuch greater
nunber of addressabl e nodes, and sinpler autoconfiguration of
addresses. The scalability of nulticast routing is inproved by
adding a "scope" field to nmulticast addresses. And a new type
of address called an "anycast address" is defined; it is used
to send a packet to any one of a group of nodes.

0 Header Fornmat Sinplification

Some | Pv4 header fields have been dropped or nade optional, to
reduce the conmmon-case processing cost of packet handling and
tolimt the bandwi dth cost of the |Pv6 header.

o |Inproved Support for Extensions and Options

Changes in the way | P header options are encoded allows for
nmore efficient forwarding, less stringent linits on the length
of options, and greater flexibility for introducing new options
in the future

o Flow Labeling Capability

A new capability is added to enable the |abeling of sequences
of packets that the sender requests to be treated in the
network as a single flow

0 Authentication and Privacy Capabilities

Extensi ons to support authentication, data integrity, and
(optional) data confidentiality are specified for |Pv6.

Thi s docunent specifies the basic IPv6 header and the initially
defined | Pv6 extension headers and options. It also discusses packet
size issues, the semantics of flow labels and traffic classes, and
the effects of | Pv6 on upper-layer protocols. The format and
semantics of | Pv6 addresses are specified separately in [ RFC4291].
The 1 Pv6 version of 1CWP, which all 1Pv6 inplenentations are required
to include, is specified in [RFC4443].
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The data transmni ssion order for IPv6 is the sane as for |Pv4 as
defined in Appendi x B of [RFC791].

Note: As this docunent obsol etes [ RFC2460], any docunent referenced
in this docunent that includes pointers to RFC 2460 shoul d be
interpreted as referencing this docunent.

2. Terninol ogy
node a device that inplenents |IPv6

router a node that forwards | Pv6 packets not explicitly
addressed to itself. (See Note bel ow. )

host any node that is not a router. (See Note bel ow. )

upper layer a protocol layer immedi ately above | Pv6. Exanples are
transport protocols such as TCP and UDP, contro
protocol s such as ICMP, routing protocols such as OSPF,
and internet-layer or |ower-layer protocols being
"tunnel ed" over (i.e., encapsulated in) IPv6 such as
I nt ernet work Packet Exchange (1PX), AppleTalk, or |1Pv6

itself.
Iink a conmuni cation facility or medi umover which nodes can
comuni cate at the link layer, i.e., the layer

i medi ately bel ow | Pv6. Exanples are Ethernets (sinple
or bridged); PPP links; X 25, Franme Relay, or ATM
networ ks; and internet-layer or higher-layer "tunnel s"
such as tunnels over IPv4 or IPv6 itself.

nei ghbors nodes attached to the sanme |ink
i nterface a node’s attachment to a link
addr ess an | Pv6-layer identifier for an interface or a set of
i nterfaces.
packet an | Pv6 header plus payl oad.
link MIu the maxi num transm ssion unit, i.e., maxi mum packet size

in octets, that can be conveyed over a link

path Mru the minimumlink MU of all the links in a path between
a source node and a destination node.
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Note: it is possible for a device with nultiple interfaces to be
configured to forward non-sel f-destined packets arriving from sone
set (fewer than all) of its interfaces and to discard non-self-
destined packets arriving fromits other interfaces. Such a device
must obey the protocol requirenments for routers when receiving
packets from and interacting with neighbors over, the fornmer
(forwarding) interfaces. It nust obey the protocol requirenents for
hosts when receiving packets from and interacting wi th neighbors
over, the latter (non-forwarding) interfaces.

3. | Pv6 Header For mat

T T S T i s L i S S S S S S S e T s

| Version| Traffic O ass | FI ow Label
R R R R e e s o S e R S S S S S S e e e e e
| Payl oad Length | Next Header | Hop Limt
B e i ol i i i e S S S e e e T i T sl st ST O S N I S S S SR
| |
+ +
| |
+ Sour ce Address +
| |
+ +
| |
B s S S i i i ks a ks st S S S S S S
| |
+ +
| _ _ |
+ Desti nati on Address +
| |
+ +
| |
R R R R e e s o S e R S S S S S S e e e e e
Ver si on 4-bit Internet Protocol version nunber = 6
Traffic d ass 8-bit Traffic Class field. See Section 7
Fl ow Label 20-bit flow |l abel. See Section 6
Payl oad Length 16-bit unsigned integer. Length of the |IPv6
payl oad, i.e., the rest of the packet

following this | Pv6 header, in octets. (Note
that any extension headers (see Section 4)
present are considered part of the payl oad,
i.e., included in the length count.)
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4.

Next Header 8-bit selector. Identifies the type of header
i medi ately following the | Pv6 header. Uses
the sane values as the I Pv4 Protocol field
[ 1 ANA- PN .

Hop Limt 8-bit unsigned integer. Decrenented by 1 by
each node that forwards the packet. When
forwardi ng, the packet is discarded if Hop
Limt was zero when received or is decrenmented
to zero. A node that is the destination of a
packet should not discard a packet with Hop
Limt equal to zero; it should process the
packet nornally.

Sour ce Address 128-bit address of the originator of the
packet. See [RFC4291].

Destination Address 128-bit address of the intended recipient of
t he packet (possibly not the ultinate
recipient, if a Routing header is present).
See [ RFC4291] and Section 4. 4.

| Pv6 Extension Headers

In IPv6, optional internet-layer information is encoded in separate
headers that may be placed between the | Pv6 header and the upper-

| ayer header in a packet. There is a small nunber of such extension
headers, each one identified by a distinct Next Header val ue.

Ext ensi on headers are nunbered from | ANA | P Protocol Nunbers
[IANA-PN], the sane values used for IPv4 and | Pv6. When processing a
sequence of Next Header values in a packet, the first one that is not
an extension header [I ANA-EH] indicates that the next itemin the
packet is the correspondi ng upper-Ilayer header. A special "No Next
Header" value is used if there is no upper-layer header
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As illustrated in these exanples, an | Pv6 packet may carry zero, one,
or nore extension headers, each identified by the Next Header field
of the precedi ng header

S o e e e e e e e e e e e e m o

| | Pv6é header | TCP header + data

| |

| Next Header =

| TCP |

Fom e e e e e oo oo o e e e e e e e e m o

S S o e e e e e e e e oo - o

| 1Pv6 header | Routing header | TCP header + data

| | |

| Next Header = | Next Header =

| Rout i ng | TCP |

S S o e e e e e e e e e e e e m o
R o e e oo oo
| 1Pv6 header | Routing header | Fragnent header | fragnent of TCP
| | | | header + data

| Next Header = | Next Header = | Next Header =

| Rout i ng | Fr agnment | TCP |

S S S S

Ext ensi on headers (except for the Hop-by-Hop Opti ons header) are not
processed, inserted, or deleted by any node al ong a packet’'s delivery
path, until the packet reaches the node (or each of the set of nodes,
in the case of nulticast) identified in the Destination Address field
of the I Pv6 header

The Hop-by-Hop Options header is not inserted or deleted, but may be
exam ned or processed by any node al ong a packet’s delivery path,
until the packet reaches the node (or each of the set of nodes, in
the case of multicast) identified in the Destination Address field of
the 1 Pv6 header. The Hop-by-Hop Options header, when present, nust

i mediately follow the I Pv6 header. |Its presence is indicated by the
val ue zero in the Next Header field of the | Pv6 header

NOTE: Wil e [ RFC2460] required that all nodes rnust exami ne and
process the Hop-by-Hop Options header, it is now expected that nodes
al ong a packet’s delivery path only exani ne and process the

Hop- by- Hop Options header if explicitly configured to do so.
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At the destination node, nornmal denultiplexing on the Next Header
field of the | Pv6 header invokes the nodule to process the first
extensi on header, or the upper-layer header if no extension header is
present. The contents and semantics of each extension header
determ ne whether or not to proceed to the next header. Therefore,
ext ensi on headers nust be processed strictly in the order they appear
in the packet; a receiver nust not, for exanple, scan through a
packet |ooking for a particular kind of extension header and process
that header prior to processing all precedi ng ones.

If, as a result of processing a header, the destination node is
required to proceed to the next header but the Next Header value in
the current header is unrecognized by the node, it should discard the
packet and send an | CMP Par aneter Problem nessage to the source of

t he packet, with an | CW Code val ue of 1 ("unrecogni zed Next Header
type encountered") and the |ICVMP Pointer field containing the offset
of the unrecogni zed value within the original packet. The sane
action should be taken if a node encounters a Next Header val ue of
zero in any header other than an |Pv6 header

Each extension header is an integer nultiple of 8 octets long, in
order to retain 8-octet alignment for subsequent headers. Milti-
octet fields within each extension header are aligned on their
natural boundaries, i.e., fields of width n octets are placed at an
integer multiple of n octets fromthe start of the header, for n =1
2, 4, or 8.

A full inplementation of 1Pv6 includes inplenentation of the
foll owi ng ext ensi on headers:

Hop- by- Hop Opti ons

Fragnent

Destination Options

Rout i ng

Aut henti cati on

Encapsul ati ng Security Payl oad

The first four are specified in this docunent; the last two are

specified in [RFC4302] and [ RFC4303], respectively. The current 1|ist
of 1 Pv6 extension headers can be found at [| ANA-EH].
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4.1. Extension Header O der

When nore than one extension header is used in the sane packet, it is
recommended that those headers appear in the follow ng order:

| Pv6 header

Hop- by- Hop Opti ons header

Destination Options header (note 1)

Rout i ng header

Fragnment header

Aut henti cati on header (note 2)

Encapsul ati ng Security Payl oad header (note 2)
Destination Options header (note 3)
Upper - Layer header

note 1: for options to be processed by the first destination that
appears in the 1Pv6 Destination Address field plus
subsequent destinations listed in the Routing header

note 2: additional reconmendations regarding the relative order of
the Authentication and Encapsul ati ng Security Payl oad
headers are given in [ RFC4303].

note 3: for options to be processed only by the final destination
of the packet.

Each extensi on header should occur at nost once, except for the
Destinati on Options header, which should occur at npbst tw ce (once
before a Routing header and once before the upper-I|ayer header).

I f the upper-layer header is another |IPv6 header (in the case of |Pv6
bei ng tunnel ed over or encapsulated in IPv6), it nay be foll owed by
its own extension headers, which are separately subject to the same
orderi ng recomendati ons.

I f and when other extension headers are defined, their ordering
constraints relative to the above |isted headers nust be specified.

| Pv6 nodes nust accept and attenpt to process extension headers in
any order and occurring any nunber of tines in the sane packet,
except for the Hop-by-Hop Options header, which is restricted to
appear imediately after an I Pv6 header only. Nonetheless, it is
strongly advised that sources of |Pv6 packets adhere to the above
recomended order until and unl ess subsequent specifications revise
t hat reconmendati on
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4.2. Options

Two of the currently defined extension headers specified in this
docunent -- the Hop-by-Hop Options header and the Destination Options
header -- carry a variable nunber of "options"” that are type-Iength-
val ue (TLV) encoded in the follow ng fornat:

B e T T e S e i i e s i ST TSI
| Option Type | Opt Data Len | Option Data
B T e I s T s S

Option Type 8-bit identifier of the type of option

Opt Data Len 8-bit unsigned integer. Length of the Option
Data field of this option, in octets.

Option Data Variable-length field. Option-Type-specific
dat a.

The sequence of options within a header nust be processed strictly in
the order they appear in the header; a receiver nust not, for

exanpl e, scan through the header |ooking for a particular kind of
option and process that option prior to processing all preceding
ones.

The Option Type identifiers are internally encoded such that their
hi ghest-order 2 bits specify the action that nust be taken if the
processing | Pv6 node does not recognize the Option Type:

00 - skip over this option and conti nue processi ng the header
01 - discard the packet.

10 - discard the packet and, regardl ess of whether or not the
packet’ s Destination Address was a multicast address, send an
| CMP Paraneter Problem Code 2, nessage to the packet’s
Source Address, pointing to the unrecognized Option Type.

11 - discard the packet and, only if the packet’s Destination
Address was not a nulticast address, send an | CMP Paraneter
Probl em Code 2, nessage to the packet’s Source Address
pointing to the unrecogni zed Option Type.

The third-highest-order bit of the Option Type specifies whether or

not the Option Data of that option can change en route to the
packet’s final destination. Wen an Authentication header is present
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in the packet, for any option whose data nay change en route, its
entire Option Data field nmust be treated as zero-val ued octets when
computing or verifying the packet’s authenticating val ue.

0 - Option Data does not change en route
1 - Option Data nmay change en route

The three high-order bits described above are to be treated as part
of the Option Type, not independent of the Option Type. That is, a
particular option is identified by a full 8-bit Option Type, not just
the loworder 5 bits of an Option Type.

The sane Option Type nunbering space is used for both the Hop-by-Hop
Options header and the Destination Options header. However, the
specification of a particular option may restrict its use to only one
of those two headers.

I ndi vi dual options may have specific alignnent requirenents, to
ensure that nmulti-octet values within Option Data fields fall on
natural boundaries. The alignment requirenent of an option is
specified using the notation xn+y, neaning the Option Type nust
appear at an integer nmultiple of x octets fromthe start of the
header, plus y octets. For exanpl e:

2n neans any 2-octet offset fromthe start of the header.
8n+2 nmeans any 8-octet offset fromthe start of the header, plus
2 octets.

There are two paddi ng options that are used when necessary to align
subsequent options and to pad out the containing header to a nultiple
of 8 octets in length. These padding options nust be recognized by
all 1Pv6 inplenentations:

Padl option (alignnent requirenment: none)

B L T S
| 0 |
B L T S

NOTE! the format of the Padl option is a special case -- it does
not have length and val ue fields.

The Padl option is used to insert 1 octet of padding into the
Options area of a header. |If nore than one octet of padding is
requi red, the PadN option, described next, should be used, rather
than multiple Padl options.
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PadN option (alignnent requirenent: none)

T e i i i i o e e e
| 1 | Opt Data Len | Option Data
B T S i T o T ot -t

The PadN option is used to insert two or nore octets of padding
into the Options area of a header. For N octets of padding, the
Opt Data Len field contains the value N2, and the Option Data
consists of NN2 zero-val ued octets.

Appendi x A contains fornmatting guidelines for designing new options.
4.3. Hop-by-Hop Options Header

The Hop-by-Hop Options header is used to carry optional information

that may be exam ned and processed by every node al ong a packet’s

delivery path. The Hop-by-Hop Options header is identified by a Next
Header value of 0 in the | Pv6 header and has the follow ng fornmat:

i T o T e e e et o S s S R R SR

| Next Header | Hdr Ext Len | |

B s o ks ik ks S SR S i R S S e +
Options

B S i S S S S S T2 s S S S o S S S S

Next Header 8-bit selector. Identifies the type of header
i medi ately followi ng the Hop-by-Hop Options
header. Uses the sane values as the |Pv4
Protocol field [IANA-PN].

Hdr Ext Len 8-bit unsigned integer. Length of the
Hop- by- Hop Opti ons header in 8-octet units,
not including the first 8 octets.

Opti ons Vari able-length field, of length such that the
conpl et e Hop-by-Hop Options header is an
integer multiple of 8 octets long. Contains
one or nore TLV-encoded options, as described
in Section 4.2.

The only hop-by-hop options defined in this docunent are the Padl and
PadN options specified in Section 4.2.
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The Routing header is used by an | Pv6 source to |list one or nore

i nternmedi ate nodes to be "visited" on the way to a packet’s
destination. This function is very simlar to |Pv4d’s Loose Source
and Record Route option. The Routing header is identified by a Next
Header value of 43 in the i medi ately precedi ng header and has the

followi ng fornmat:

T S i o S S e i < S S S S S S S S S S

| Next Header | Hdr

Ext Len | Routing Type | Segnents Left

i S S S T i S S S S s S S S S S R T Tk

|
type-specific data .

i S S S e i S S e s s S S S e

Next Header

Hdr Ext Len

Routi ng Type

Segnments Left

type-specific data

Deering & Hi nden

8-bit selector. Identifies the type of header
i medi ately follow ng the Routing header

Uses the sanme val ues as the | Pv4 Protocol
field [ ANA- PN .

8-bit unsigned integer. Length of the Routing
header in 8-octet units, not including the
first 8 octets.

8-bit identifier of a particular Routing
header vari ant.

8-bit unsigned integer. Nunber of route
segnents remaining, i.e., nunber of explicitly
listed internediate nodes still to be visited
bef ore reaching the final destination.

Vari able-1ength field, of format determ ned by
the Routing Type, and of length such that the
conpl ete Routing header is an integer nultiple
of 8 octets |ong.
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If, while processing a received packet, a node encounters a Routing
header with an unrecogni zed Routing Type val ue, the required behavior
of the node depends on the value of the Segnents Left field, as
fol | ows:

If Segments Left is zero, the node nust ignore the Routing header
and proceed to process the next header in the packet, whose type
is identified by the Next Header field in the Routing header

If Segments Left is non-zero, the node nust discard the packet and
send an | CMP Par aneter Problem Code 0, nessage to the packet’s
Source Address, pointing to the unrecogni zed Routing Type.

If, after processing a Routing header of a received packet, an

i nternedi ate node deternines that the packet is to be forwarded onto
a link whose link MU is less than the size of the packet, the node
must di scard the packet and send an | CMP Packet Too Big nessage to

t he packet’s Source Address.

The currently defined | Pv6 Routing Headers and their status can be
found at [IANA-RH]. Allocation guidelines for |Pv6 Routing Headers
can be found in [RFC5871].

4.5, Fragnent Header

The Fragment header is used by an | Pv6 source to send a packet |arger
than would fit in the path MU to its destination. (Note: unlike

| Pv4, fragnentation in IPv6 is perforned only by source nodes, not by
routers along a packet’s delivery path -- see Section 5.) The
Fragnent header is identified by a Next Header value of 44 in the

i medi ately precedi ng header and has the follow ng format:

i T o T e e e et o S s S R R SR

| Next Header | Reserved | Fragment O f set | Res| M

B T e o i S I i i S S N iy St S I S S

| I dentification

e e i i e T S i S e e e R

Next Header 8-bit selector. ldentifies the initial header
type of the Fragnentable Part of the origina
packet (defined below). Uses the sane val ues
as the IPv4 Protocol field [IANA-PN].

Reserved 8-bit reserved field. Initialized to zero for
transm ssion; ignored on reception
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Fragnent O fset 13-bit unsigned integer. The offset, in
8-octet units, of the data following this
header, relative to the start of the
Fragment abl e Part of the original packet.

Res 2-bit reserved field. Initialized to zero for
transm ssion; ignored on reception

Mflag 1 = nore fragnents; 0 = last fragnent.
I dentification 32 bits. See description bel ow

In order to send a packet that is too large to fit in the MU of the
path to its destination, a source node nay divide the packet into
fragments and send each fragnment as a separate packet, to be
reassenbl ed at the receiver.

For every packet that is to be fragnmented, the source node generates
an ldentification value. The Identification nmust be different than
that of any other fragnmented packet sent recently* with the same
Source Address and Destination Address. |If a Routing header is
present, the Destination Address of concern is that of the fina
destinati on.

* "recently" neans within the maxinumlikely lifetine of a
packet, including transit tine fromsource to destination and
time spent awaiting reassenbly with other fragnents of the sane
packet. However, it is not required that a source node knows
t he maxi num packet lifetime. Rather, it is assuned that the
requi renent can be net by inplenenting an al gorithmthat
results in alowidentification reuse frequency. Exanples of
algorithnms that can neet this requirement are described in
[ RFC7739] .
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The initial, large, unfragmented packet is referred to as the
"original packet", and it is considered to consist of three parts, as
illustrated:

ori gi nal packet:

o e e e ee e ae e aaaaa . B S i - +
| Per-Fragnent | Extension & Upper-Layer | Fragnent abl e

| Header s | Header s | Part |
Fmm e oo - I R B T +

The Per-Fragnent headers nust consist of the | Pv6 header plus any
ext ensi on headers that nust be processed by nodes en route to the
destination, that is, all headers up to and including the Routing
header if present, else the Hop-by-Hop Options header if present,
el se no extension headers.

The Extension headers are all other extension headers that are not
i ncluded in the Per-Fragnent headers part of the packet. For this
pur pose, the Encapsul ating Security Payload (ESP) is not

consi dered an extensi on header. The Upper-Layer header is the
first upper-layer header that is not an |IPv6 extension header.
Exanpl es of upper-|ayer headers include TCP, UDP, |Pv4, |Pv6,

| CMPv6, and as noted ESP.

The Fragmentabl e Part consists of the rest of the packet after the

upper -1 ayer header or after any header (i.e., initial |IPv6 header
or extension header) that contains a Next Header value of No Next
Header .

The Fragnentable Part of the original packet is divided into
fragments. The lengths of the fragnments nust be chosen such that the
resulting fragment packets fit within the MU of the path to the
packet’s destination(s). Each conplete fragnent, except possibly the
last ("rightnost”) one, is an integer multiple of 8 octets |ong.

Deering & Hi nden St andards Track [ Page 17]



RFC 8200 | Pv6 Specification July 2017

The fragnents are transmitted in separate "fragnent packets" as
illustrated:
ori gi nal packet:

| Per-Fragnent | Ext & Upper-Layer| first | second | | last
| Header s | Header s | fragnent|fragment|....|fragment|

oo [ TS e e e e B +
| Per-Fragnent | Fragnent | Ext & Upper-Layer | first |
| Header s | Header | Header s | fragnment |
e f S o m e e e e e e me o oo S +
Fom e e e oo oo Fom e oo - o e e m e e e e e e e e e e oo oo - +
| Per-Fragnent | Fragnent | second |
| Header s | Header | f ragnment
o e oo E R o m e e e e e e e e a o a oo +
o}
o}
o}
oo E R B +
| Per-Fragnment | Fragnent | | ast |
| Header s | Header | fragment |
e Fomm e o - S +

The first fragnent packet is conposed of:

(1) The Per-Fragment headers of the original packet, with the
Payl oad Length of the original |Pv6é header changed to contain
the Iength of this fragment packet only (excluding the |length
of the IPv6 header itself), and the Next Header field of the
| ast header of the Per-Fragnment headers changed to 44.

(2) A Fragnent header contai ning:

The Next Header value that identifies the first header
after the Per-Fragnment headers of the original packet.

A Fragnent O fset containing the offset of the fragnent,
in 8-octet units, relative to the start of the
Fragnmentabl e Part of the original packet. The Fragnent
Ofset of the first ("leftnost") fragnent is O.

An Mflag value of 1 as this is the first fragnent.
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The ldentification value generated for the origina
packet .

(3) Extension headers, if any, and the Upper-Layer header. These
headers must be in the first fragnent. Note: This restricts
the size of the headers through the Upper-Layer header to the
MIU of the path to the packet’s destinations(s).

(4) The first fragnent.

The subsequent fragnent packets are conposed of:

(1) The Per-Fragnent headers of the original packet, with the
Payl oad Length of the original |Pv6 header changed to contain
the length of this fragment packet only (excluding the |length
of the I Pv6 header itself), and the Next Header field of the
| ast header of the Per-Fragnent headers changed to 44.

(2) A Fragnent header containing:

The Next Header value that identifies the first header
after the Per-Fragment headers of the original packet.

A Fragnent O fset containing the offset of the fragnent,
in 8-octet units, relative to the start of the
Fragnentabl e Part of the original packet.

An Mflag value of 0 if the fragnent is the |ast
("rightnost”) one, else an Mflag value of 1

The ldentification value generated for the origina
packet .

(3) The fragment itself.

Fragnents nust not be created that overlap with any other fragnments
created fromthe original packet.
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At the destination, fragnent packets are reassenbled into their
original, unfragmented form as illustrated:

reassenbl ed origi nal packet:

| Per-Fragnent |Ext & Upper-Layer| first | second | | last
| Header s | Header s | frag datalfragment|..... | f ragnment

The follow ng rul es govern reassenbly:

An original packet is reassenbled only fromfragnent packets that
have the sane Source Address, Destination Address, and Fragnent
I dentification.

The Per-Fragnment headers of the reassenbl ed packet consists of all
headers up to, but not including, the Fragnent header of the first
fragment packet (that is, the packet whose Fragnent Offset is
zero), with the follow ng two changes

The Next Header field of the |ast header of the Per-Fragnent
headers is obtained fromthe Next Header field of the first
fragment’s Fragnent header

The Payl oad Length of the reassenbl ed packet is conputed from
the I ength of the Per-Fragnment headers and the | ength and

of fset of the last fragment. For exanple, a fornula for
conmputing the Payl oad Length of the reassenbl ed original packet
is:

PL.orig = PL.first - FL.first - 8 + (8 * FOlast) + FL.|ast

wher e

PL.orig = Payload Length field of reassenbl ed packet.

PL.first = Payload Length field of first fragnment packet.

FL.first = length of fragnent follow ng Fragment header of
first fragnent packet.

FOlast = Fragnent Ofset field of Fragnent header of | ast
fragment packet.

FL.last = length of fragnent follow ng Fragnment header of

| ast fragnment packet.

The Fragmentabl e Part of the reassenbl ed packet is constructed
fromthe fragnents followi ng the Fragnent headers in each of
the fragnent packets. The Iength of each fragnment is computed
by subtracting fromthe packet’s Payl oad Length the I ength of
the headers between the | Pv6 header and fragnent itself; its
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relative position in Fragnentable Part is conputed fromits
Fragnent O fset val ue.

The Fragnent header is not present in the final, reassenbled
packet .

If the fragnent is a whole datagram (that is, both the Fragnent
Ofset field and the Mflag are zero), then it does not need
any further reassenbly and shoul d be processed as a fully
reassenbl ed packet (i.e., updating Next Header, adjust Payl oad
Length, renoving the Fragnent header, etc.). Any other
fragments that nmatch this packet (i.e., the sanme | Pv6 Source
Address, | Pv6 Destination Address, and Fragnment ldentification)
shoul d be processed i ndependently.

The following error conditions may arise when reassenbling fragnented
packet s:

(o]

If insufficient fragments are received to conplete reassenbly
of a packet within 60 seconds of the reception of the first-
arriving fragment of that packet, reassenbly of that packet
nmust be abandoned and all the fragnments that have been received

for that packet nust be discarded. |If the first fragnent
(i.e., the one with a Fragnent Ofset of zero) has been
received, an I CWP Tine Exceeded -- Fragnent Reassenbly Tine

Exceeded nessage should be sent to the source of that fragnent.

If the length of a fragnent, as derived fromthe fragment
packet’s Payl oad Length field, is not a multiple of 8 octets
and the Mflag of that fragnent is 1, then that fragnent nust
be di scarded and an | CVP Paraneter Problem Code 0, nessage
shoul d be sent to the source of the fragment, pointing to the
Payl oad Length field of the fragnent packet.

If the length and offset of a fragnent are such that the

Payl oad Length of the packet reassenbled fromthat fragnent
woul d exceed 65,535 octets, then that fragnent nust be

di scarded and an | CWP Paraneter Problem Code 0, nmessage shoul d
be sent to the source of the fragment, pointing to the Fragnent
Ofset field of the fragment packet.

If the first fragnent does not include all headers through an
Upper - Layer header, then that fragnent should be discarded and
an | CMP Paraneter Problem Code 3, nessage should be sent to
the source of the fragnent, with the Pointer field set to zero.
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o |If any of the fragnents being reassenbl ed overlap with any
other fragments being reassenbled for the sanme packet,
reassenbly of that packet mnust be abandoned and all the
fragments that have been received for that packet nust be
di scarded, and no I CVP error nessages should be sent.

It should be noted that fragments nay be duplicated in the
network. Instead of treating these exact duplicate fragments
as overlapping fragnents, an inplenentation may choose to
detect this case and drop exact duplicate fragnents while
keepi ng the other fragnments belonging to the sane packet.

The followi ng conditions are not expected to occur frequently but are
not considered errors if they do:

The nunber and content of the headers precedi ng the Fragnent
header of different fragnments of the same original packet may
differ. \Watever headers are present, preceding the Fragnent
header in each fragnent packet, are processed when the packets
arrive, prior to queueing the fragnents for reassenbly. Only
those headers in the Offset zero fragnent packet are retained in
t he reassenbl ed packet.

The Next Header values in the Fragnent headers of different
fragments of the sane original packet may differ. Only the val ue
fromthe Ofset zero fragment packet is used for reassenbly.

O her fields in the I1Pv6 header may al so vary across the fragnents
bei ng reassenbl ed. Specifications that use these fields my
provide additional instructions if the basic nechani smof using
the values fromthe Ofset zero fragnent is not sufficient. For
exanpl e, Section 5.3 of [RFC3168] describes how to conbi ne the
Explicit Congestion Notification (ECN) bits fromdifferent
fragments to derive the ECN bits of the reassenbl ed packet.
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4.6. Destination Options Header

The Destination Options header is used to carry optional information
that need be exam ned only by a packet’s destination node(s). The
Destination Options header is identified by a Next Header value of 60
in the imedi ately precedi ng header and has the follow ng fornat:

B Lt r s i i i o o T s ks S R S

| Next Header | Hdr Ext Len |

B S Tk sl S S S S S S it s S +
Options

| |
B s T s s e T o e S T ks et s oot ST S S S o S S 3
Next Header 8-bit selector. |Identifies the type of header
i mediately following the Destination Options

header. Uses the sane values as the |Pv4
Protocol field [I ANA-PN .

Hdr Ext Len 8-bit unsigned integer. Length of the
Destination Options header in 8-octet units,
not including the first 8 octets.

Opti ons Vari able-1ength field, of length such that the
conpl ete Destination Options header is an
integer multiple of 8 octets long. Contains
one or nore TLV-encoded options, as described
in Section 4. 2.

The only destination options defined in this docunent are the Padl
and PadN options specified in Section 4.2.

Note that there are two possi ble ways to encode optional destination
information in an I Pv6 packet: either as an option in the Destination
Options header or as a separate extension header. The Fragnent
header and the Authentication header are exanples of the latter
approach. VWhich approach can be used depends on what action is
desired of a destination node that does not understand the optiona

i nformation:

o If the desired action is for the destination node to discard
the packet and, only if the packet’s Destination Address is not
a multicast address, send an | CMP Unrecogni zed Type nessage to
t he packet’s Source Address, then the information may be
encoded either as a separate header or as an option in the
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4.

4,

7.

8.

Destination Options header whose Option Type has the value 11
inits highest-order 2 bits. The choice nay depend on such
factors as which takes fewer octets, or which yields better
alignment or nore efficient parsing.

o |If any other action is desired, the informati on nust be encoded
as an option in the Destination Options header whose Option
Type has the value 00, 01, or 10 in its highest-order 2 bits,
specifying the desired action (see Section 4.2).

No Next Header

The value 59 in the Next Header field of an | Pv6 header or any
extension header indicates that there is nothing follow ng that
header. |If the Payload Length field of the |IPv6 header indicates the
presence of octets past the end of a header whose Next Header field
contains 59, those octets nust be ignored and passed on unchanged i f
t he packet is forwarded.

Defi ni ng New Extensi on Headers and Options

Defining new | Pv6 extension headers is not reconmended, unless there
are no existing | Pv6 extension headers that can be used by specifying
a new option for that |Pv6 extension header. A proposal to specify a
new | Pv6 extension header must include a detailed technica

expl anati on of why an existing |IPv6 extension header can not be used
for the desired new function. See [RFC6564] for additiona

background i nformati on.

Not e: New extension headers that require hop-by-hop behavi or nust not
be defined because, as specified in Section 4 of this docunent, the
only extension header that has hop-by-hop behavior is the Hop-by-Hop
Opti ons header.

New hop- by-hop options are not recommended because nodes may be
configured to ignore the Hop-by-Hop Options header, drop packets
contai ni ng a Hop-by-Hop Options header, or assign packets containing
a Hop-by-Hop Options header to a slow processing path. Designers
consi dering defining new hop-by-hop options need to be aware of this
likely behavior. There has to be a very clear justification why any
new hop-by-hop option is needed before it is standardized.

I nst ead of defining new extension headers, it is recommended that the
Destination Options header is used to carry optional infornmation that
nmust be exanined only by a packet’s destination node(s), because they
provi de better handling and backward conpatibility.
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5.

I f new extension headers are defined, they need to use the follow ng
format:

B T T T o o S S S e i S S Tk e e Y S
| Next Header | Hdr Ext Len
+-

|
i S T +
|

Header - Speci fic Data
| |
B ok T S S S e it S R R et et TEIE SRR SR S S S S S s i e o =
Next Header 8-bit selector. Identifies the type of
header inmediately follow ng the extension

header. Uses the sane values as the | Pv4
Protocol field [IANA-PN].

Hdr Ext Len 8-bit unsigned integer. Length of the
Destination Options header in 8-octet units,
not including the first 8 octets.

Header Specific Data Variable-length field. Fields specific to
t he extensi on header

Packet Size |ssues

I Pv6 requires that every link in the Internet have an MIU of 1280
octets or greater. This is known as the IPv6 minimumlink MU  On
any |link that cannot convey a 1280-octet packet in one piece, |ink-
specific fragnentation and reassenbly nust be provided at a |ayer
bel ow | Pv6.

Li nks that have a configurable MIU (for exanple, PPP Iinks [RFCL1661])
must be configured to have an MIU of at |east 1280 octets; it is
recommended that they be configured with an MIU of 1500 octets or
greater, to accomopdate possible encapsul ations (i.e., tunneling)

wi t hout incurring |IPv6-1ayer fragnentation.

From each link to which a node is directly attached, the node nmust be
abl e to accept packets as large as that link's MU

It is strongly recommended that |Pv6 nodes inplenent Path MIuU

Di scovery [RFC8201], in order to discover and take advantage of path
MIUs greater than 1280 octets. However, a nmininal |Pv6

i npl ementation (e.g., in a boot ROM may sinply restrict itself to
sendi ng packets no |arger than 1280 octets, and omit inplenentation
of Path MIU Di scovery.
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In order to send a packet larger than a path’s MIU, a node may use
the 1 Pv6 Fragnent header to fragnent the packet at the source and
have it reassenbled at the destination(s). However, the use of such
fragmentation is discouraged in any application that is able to
adjust its packets to fit the neasured path MU (i.e., down to 1280
octets).

A node nust be able to accept a fragnmented packet that, after
reassenbly, is as large as 1500 octets. A node is permtted to
accept fragmented packets that reassenble to nore than 1500 octets.
An upper -l ayer protocol or application that depends on | Pv6
fragmentation to send packets larger than the MIU of a path shoul d
not send packets larger than 1500 octets unless it has assurance that
the destination is capable of reassenbling packets of that |arger

si ze.

6. Fl ow Label s

The 20-bit Flow Label field in the 1 Pv6 header is used by a source to
| abel sequences of packets to be treated in the network as a single
fl ow

The current definition of the | Pv6 Fl ow Label can be found in
[ RFC6437] .

7. Traffic O asses

The 8-bit Traffic Class field in the IPv6 header is used by the
network for traffic managenent. The value of the Traffic Cass bits
in a received packet or fragnent mght be different fromthe val ue
sent by the packet’'s source.

The current use of the Traffic Class field for Differentiated

Services and Explicit Congestion Notification is specified in
[ RFC2474] and [ RFC3168].
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8. Upper-Layer Protocol I|ssues

8.1

Upper - Layer Checksuns

Any transport or other upper-layer protocol that includes the
addresses fromthe |IP header in its checksum conputation nust be
nodi fied for use over IPv6, to include the 128-bit | Pv6 addresses
instead of 32-bit |IPv4 addresses. |n particular, the follow ng
illustration shows the TCP and UDP "pseudo- header" for |Pv6:

+-
|
—+

I
=+

|
+

|
+-
I
=+

|
+

|
—+

I
+-
|
+-
|
+-

T T T 2 i S T e
T S T T S S A o S S

I T T S S i e S A e

i S T i o S S S Tk wih S S S S S S e i o

Sour ce Address

Desti nati on Address

+
+
+
+
+
+
+
+

Upper - Layer Packet Length

+

+
|
|
I
|
|
I
|
|
I
|

zero | Next Header

T e

(o]

If the | Pv6 packet contains a Routing header, the Destination
Address used in the pseudo-header is that of the final
destination. At the originating node, that address will be in
the | ast elenment of the Routing header; at the recipient(s),
that address will be in the Destination Address field of the

| Pv6 header.

The Next Header val ue in the pseudo-header identifies the
upper -1l ayer protocol (e.g., 6 for TCP or 17 for UDP). It wll
differ fromthe Next Header value in the |Pv6 header if there
are extension headers between the | Pv6 header and the upper-

| ayer header.
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0 The Upper-Layer Packet Length in the pseudo-header is the
I ength of the upper-Ilayer header and data (e.g., TCP header
plus TCP data). Sone upper-layer protocols carry their own
length information (e.g., the Length field in the UDP header);
for such protocols, that is the length used in the pseudo-
header. Oher protocols (such as TCP) do not carry their own
I ength information, in which case the length used in the
pseudo- header is the Payl oad Length fromthe | Pv6 header, m nus
the length of any extension headers present between the |Pv6
header and the upper-I|ayer header.

o Unlike IPv4, the default behavi or when UDP packets are
originated by an I Pv6 node is that the UDP checksumis not
optional. That is, whenever originating a UDP packet, an |Pv6
node nust conpute a UDP checksum over the packet and the
pseudo- header, and, if that conputation yields a result of
zero, it nust be changed to hex FFFF for placenent in the UDP
header. |Pv6 receivers nust discard UDP packets containing a
zero checksum and should log the error

0 As an exception to the default behavior, protocols that use UDP
as a tunnel encapsul ation nmay enabl e zero-checksum node for a
specific port (or set of ports) for sending and/or receiving.
Any node i npl enenting zero-checksum node nust follow the
requirenents specified in "Applicability Statenent for the Use
of | Pv6 UDP Datagrams with Zero Checksuns" [ RFC6936].

The 1 Pv6 version of | CW [ RFC4443] includes the above pseudo- header
in its checksum conputation; this is a change fromthe |Pv4 version
of I CMP, which does not include a pseudo-header in its checksum The
reason for the change is to protect |ICVP from mi sdelivery or
corruption of those fields of the | Pv6 header on which it depends,

whi ch, unlike I Pv4, are not covered by an internet-layer checksum
The Next Header field in the pseudo-header for |ICWP contains the

val ue 58, which identifies the IPv6 version of |ICW

8.2. Maxi mum Packet Lifetinme

Unli ke | Pv4, I Pv6 nodes are not required to enforce naxi mum packet
lifetime. That is the reason the IPv4 "Tinme-to-Live" field was
renanmed "Hop Limt" in IPv6. |In practice, very few, if any, |IPv4

i npl ementations conformto the requirenent that they linmt packet
lifetime, so this is not a change in practice. Any upper-I|ayer
protocol that relies on the internet |layer (whether IPv4 or IPv6) to
limt packet lifetinme ought to be upgraded to provide its own
mechani sms for detecting and di scardi ng obsol ete packets.
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8. 3.

8. 4.

9.

Maxi mum Upper - Layer Payl oad Si ze

When conputing the nmaxi mum payl oad size avail able for upper-I|ayer
data, an upper-layer protocol nust take into account the | arger size
of the I1Pv6 header relative to the | Pv4 header. For exanple, in

| Pv4, TCP's Maxi num Segnent Size (MSS) option is conputed as the
maxi mum packet size (a default value or a value |earned through Path
MIU Di scovery) mnus 40 octets (20 octets for the nminimumlength | Pv4
header and 20 octets for the mininmumlength TCP header). When using
TCP over |1Pv6, the MSS nust be conputed as the maxi mum packet size
m nus 60 octets, because the m ninumlength | Pv6 header (i.e., an

| Pv6 header with no extension headers) is 20 octets |longer than a

m ni mum | ength | Pv4 header

Respondi ng to Packets Carrying Routing Headers

When an upper -l ayer protocol sends one or nore packets in response to
a recei ved packet that included a Routing header, the response

packet (s) nust not include a Routing header that was automatically
derived by "reversing" the received Routing header UNLESS the
integrity and authenticity of the received Source Address and Routing
header have been verified (e.g., via the use of an Authentication
header in the received packet). In other words, only the foll ow ng
ki nds of packets are pernitted in response to a received packet
bearing a Routing header

0 Response packets that do not carry Routing headers.

0 Response packets that carry Routing headers that were NOT
derived by reversing the Routing header of the received packet
(for exanmple, a Routing header supplied by |oca
configuration).

0 Response packets that carry Routing headers that were derived
by reversing the Routing header of the received packet |IF AND
ONLY IF the integrity and authenticity of the Source Address
and Routing header fromthe received packet have been verified
by the responder.

| ANA Consi derations

RFC 2460 is referenced in a nunber of | ANA registries. These
i ncl ude:

0 Internet Protocol Version 6 (IPv6) Paraneters [l ANA-6P]

0 Assigned Internet Protocol Numbers [1 ANA- PN
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0 ONC RPC Network Identifiers (netids) [IANA-NI]

0 Network Layer Protocol ldentifiers (NLPIDs) of Interest
[ 1 ANA- NL]

0 Protocol Registries [|ANA-PR|
The | ANA has updated these references to point to this docunent.
10. Security Considerations

| Pv6, fromthe viewpoint of the basic format and transm ssion of
packets, has security properties that are sinilar to | Pv4. These
security issues include:

0 Eavesdroppi ng, where on-path el enents can observe the whol e
packet (including both contents and netadata) of each |Pv6
dat agram

o Replay, where the attacker records a sequence of packets off of
the wire and plays themback to the party that originally
received them

o Packet insertion, where the attacker forges a packet with sone
chosen set of properties and injects it into the network.

o Packet deletion, where the attacker renpbves a packet fromthe
W re.

o Packet nodification, where the attacker renoves a packet from
the wire, nodifies it, and reinjects it into the network.

o Mn-in-the-mddle (MTM attacks, where the attacker subverts
the conmuni cation streamin order to pose as the sender to
recei ver and the receiver to the sender

o Denial-of-service (DoS) attacks, where the attacker sends |arge
anmounts of legitinate traffic to a destination to overwhel mit.

| Pv6 packets can be protected from eavesdroppi ng, replay, packet

i nsertion, packet nodification, and M TM attacks by use of the
"Security Architecture for the Internet Protocol"” [RFC4301]. In
addi tion, upper-layer protocols such as Transport Layer Security
(TLS) or Secure Shell (SSH) can be used to protect the application-
| ayer traffic running on top of |Pv6.

There is not any mechanismto protect against DoS attacks. Defending
agai nst these type of attacks is outside the scope of this
speci fication.

| Pv6 addresses are significantly larger than |IPv4 addresses naking it
much harder to scan the address space across the Internet and even on
a single network link (e.g., Local Area Network). See [RFC7707] for
nore information.
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| Pv6 addresses of nodes are expected to be nore visible on the
Internet as conpared with I Pv4 since the use of address translation
technology is reduced. This creates sone additional privacy issues
such as making it easier to distinguish endpoints. See [RFC7721] for
nmor e i nformation.

The design of |IPv6 extensi on header architecture, while adding a | ot
of flexibility, also creates new security challenges. As noted

bel ow, issues relating to the Fragnent extension header have been
resolved, but it’'s clear that for any new extensi on header designed
in the future, the security inplications need to be exam ned
thoroughly, and this needs to include how the new extension header
works with existing extension headers. See [RFC7045] for nore

i nformation.

This version of the I Pv6 specification resolves a nunber of security
i ssues that were found with the previous version [ RFC2460] of the
| Pv6 specification. These include:

0 Revised the text to handle the case of fragnents that are whole
datagranms (i.e., both the Fragnent Offset field and the Mflag
are zero). |If received, they should be processed as a
reassenbl ed packet. Any other fragments that match shoul d be
processed i ndependently. The Fragnment creation process was
nodi fied to not create whol e datagram fragnments (Fragnent
Ofset field and the Mflag are zero). See [RFC6946] and
[ RFC8021] for nore information

0 Renoved the paragraph in Section 5 that required including a
Fragnent header to outgoing packets if an | CMP Packet Too Big
message reporting a Next-Hop MU is |ess than 1280. See
[ RFC6946] for nore information.

0 Changed the text to require that | Pv6 nodes nmust not create
overl apping fragnents. Al so, when reassenbling an | Pv6
datagram if one or nore of its constituent fragnents is
determ ned to be an overlapping fragnment, the entire datagram
(and any constituent fragnents) nust be silently discarded.
Includes clarification that no | CMP error nessage shoul d be
sent if overlapping fragments are received. See [RFC5722] for
nmor e i nformation.

0 Revised the text to require that all headers through the first

upper-1layer header are in the first fragnment. See [RFC7112]
for nmore information.
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0 Incorporated the updates from [ RFC5095] and [ RFC5871] to renobve
the description of the Routing Header type 0 (RHO), that the
al |l ocations guidelines for Routing headers are specified in RFC
5871, and renoved RHO fromthe list of required extension
headers.

Security issues relating to other parts of |Pv6 including addressing,
| CMPv6, Path MIU Di scovery, etc., are discussed in the appropriate
speci fications.
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Appendi x A.  Formatting Quidelines for Options

Thi s appendi x gives sone advice on howto lay out the fields when
desi gni ng new options to be used in the Hop-by-Hop Options header or
the Destination Options header, as described in Section 4.2. These
gui del i nes are based on the foll owi ng assunptions:

0 One desirable feature is that any nmulti-octet fields within the
Option Data area of an option be aligned on their natura
boundaries, i.e., fields of width n octets should be placed at
an integer multiple of n octets fromthe start of the
Hop- by- Hop or Destination Options header, for n =1, 2, 4, or
8.

0 Another desirable feature is that the Hop-by-Hop or Destination
Options header take up as little space as possible, subject to
the requirenent that the header be an integer multiple of 8
octets |ong.

o It may be assunmed that, when either of the option-bearing
headers are present, they carry a very small nunber of options,
usual Iy only one.

These assunptions suggest the follow ng approach to |laying out the
fields of an option: order the fields fromsnallest to largest, wth
no interior padding, then derive the alignment requirement for the
entire option based on the alignnent requirement of the largest field
(up to a maxi mum alignment of 8 octets). This approach is
illustrated in the foll ow ng exanpl es:

Exanple 1

If an option X required two data fields, one of length 8 octets and
one of length 4 octets, it would be laid out as foll ows:

B ol ok ks o S S S e e e S
| Option Type=X | Opt Data Len=12

B Lt r s i i i o o T s ks S R S

| 4-octet field

B s T s s e T o e S T ks et s oot ST S S S o S S 3

+ 8-octet field +
B T T i e e S e e e R e ale i S T S e e S e i o e sl i S T
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Its alignnment requirenent is 8n+2, to ensure that the 8-octet field
starts at a nmultiple-of-8 offset fromthe start of the enclosing
header. A conpl ete Hop-by-Hop or Destination Options header
containing this one option would | ook as foll ows:

B T S S e s e i s S i S S S S S S T S SR S S S i S S S
| Next Header | Hdr Ext Len=1 | Option Type=X | Opt Data Len=12|

B Lt r s i i i o o T s ks S R S
| 4-octet field |

B s T s s e T o e S T ks et s oot ST S S S o S S 3
+
+

8-octet field +
B e S S i i i T e s aiks S S S S S S

Exanpl e 2

If an option Y required three data fields, one of length 4 octets,
one of length 2 octets, and one of length 1 octet, it would be laid
out as follows:

+- - - - - - - -+

| Option Type=Y |
B i i i e S i i S S S S S e st S SR S
| Opt Data Len=7 | 1l-octet field | 2-octet field |
e o T i i o o O S e S ol o S S S s it SR R SR S
| 4-octet field |
B T S St i i T s T e o S S i St SN
Its alignnment requirenent is 4n+3, to ensure that the 4-octet field
starts at a nultiple-of-4 offset fromthe start of the enclosing
header. A conpl ete Hop-by-Hop or Destination Options header
containing this one option would | ook as foll ows:

B T e o i S I i i S S N iy St S I S S
| Next Header | Hdr Ext Len=1 | Padl Option=0 | Option Type=Y |
e i T i i o T R O S O e S T S s it (o (B SR S
| Opt Data Len=7 | 1l-octet field | 2-octet field |
s i e S e S T S S S e O i i R S NI S e R S S
| 4-octet field |
B e s i e e e s i i ST RIE CRIE TR TR TR S T S S S s sl S S S
| PadN Option=1 | Opt Data Len=2 | 0 0 |
B e i S T e i T e S R S e e e s i i T S
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Destination Options header containing both options X
and Y from Exanples 1 and 2 woul d have one of the two foll ow ng

formats, dependi ng on which option appeared first:

T T i e i i e T e b s S S SN S
| Next Header | Hdr Ext Len=3 | Option Type=X | Opt Data Len=12]
i T i i o e e e e e e et i S o SR R R SR
| 4-octet field |
B T e o i S I i i S S N iy St S I S S
| |
+ 8-octet field +
|+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-|+
| PadN Option=1 | Opt Data Len=1 | 0 | Option Type=Y |
B T e o i S I i i S S N iy St S I S S
| Opt Data Len=7 | 1l-octet field | 2-octet field |
T e e i i e e S et s S S SN SR
I 4-octet field |
i T i i o e e e e e e et i S S S R R SR
| PadN Option=1 | Opt Data Len=2 | 0 0 |
B e s i e e e s i i ST RIE CRIE TR TR TR S T S S S s sl S S S
T T i e i i e T e b s S S SN S
| Next Header | Hdr Ext Len=3 | Padl Option=0 | Option Type=Y |
i T i i o e e e e e st i S SR TR R e SR
| Opt Data Len=7 | 1-octet field | 2-octet field |
B e s i e e e s i i ST RIE CRIE TR TR TR S T S S S s sl S S S
| 4-octet field |
e e i i e T S i S e e e R
| PadN Option=1 | Opt Data Len=4 | 0 | 0 |
i T i e T e e S kS R SR SR R SR e
| 0 | 0 | Option Type=X | Opt Data Len=12|
B e s i e e e s i i ST RIE CRIE TR TR TR S T S S S s sl S S S
| 4-octet field |
e e i i e T S i S e e e R
| |
+ 8-octet field +
L—+++++++++++++++++++++++++++++++L—
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Appendi x B. Changes Since RFC 2460

This neno has the foll owi ng changes from RFC 2460

(o]

(o]

Renoved | P Next CGeneration fromthe Abstract.

Added text in Section 1 that the data transm ssion order is the
sane as | Pv4 as defined in RFC 791.

Clarified the text in Section 3 about decrenenting the Hop Limt.

Carified that extension headers (except for the Hop-by-Hop
Options header) are not processed, inserted, or deleted by any
node al ong a packet’'s delivery path.

Changed requirenment for the Hop-by-Hop Options header to a "may",
and added a note to indicate what is expected regarding the
Hop- by- Hop Opti ons header

Added a paragraph to Section 4 to clarify how extension headers
are nunbered and which are upper-I|ayer headers.

Added a reference to the end of Section 4 to the "I Pv6 Extension
Header Types" | ANA registry.

I ncorporated the updates from RFCs 5095 and 5871 to renove the
description of RHO, that the allocations guidelines for routing
headers are specified in RFC 5871, and renoved RHO fromthe I|i st
of required extension headers.

Revi sed Section 4.5 on I Pv6 fragnentati on based on updates from
RFCs 5722, 6946, 7112, and 8021. This includes:

- Revised the text to handle the case of fragnents that are whol e
datagranms (i.e., both the Fragnent Offset field and the Mflag
are zero). |If received, they should be processed as a
reassenbl ed packet. Any other fragnents that natch should be
processed i ndependently. The revised Fragnment creation process
was nodified to not create whol e datagram fragnments (Fragnent
Ofset field and the Mflag are zero).

- Changed the text to require that | Pv6 nodes nmust not create
overl apping fragnents. Al so, when reassenbling an | Pv6
datagram if one or nore its constituent fragnents is
determined to be an overlapping fragment, the entire datagram
(and any constituent fragnents) nust be silently discarded.
Includes a clarification that no | CMP error nessage should be
sent if overlapping fragnments are received.
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- Revised the text to require that all headers through the first
Upper - Layer header are in the first fragment. This changed the
text describing how packets are fragmented and reassenbl ed and
added a new error case.

- Added text to the Fragnent header process on handling exact
duplicate fragnents.

- Updated the Fragnentation header text to correct the inclusion
of an Authentication Header (AH) and noted No Next Header case.

- Changed term nol ogy in the Fragnent header section from
"Unfragnent abl e Headers" to "Per-Fragnment headers”

- Renoved the paragraph in Section 5 that required including a
Fragnment header to outgoing packets if an | CMP Packet Too Big
message reports a Next-Hop MIU | ess than 1280.

- Changed the text to clarify MU restriction and 8-byte
restrictions, and noted the restriction on headers in the first
fragment.

0o In Section 4.5, added clarification noting that sone fields in the
| Pv6 header may al so vary across the fragnents being reassenbl ed,
and that other specifications may provide additional instructions
for how they should be reassenbled. See, for exanple, Section 5.3
of [ RFC3168].

0 Incorporated the update from RFC 6564 to add a new Section 4.8
that describes reconmendations for defining new extensi on headers
and options.

0o Added text to Section 5 to define "I Pv6 minimumlink MU

o Sinplified the text in Section 6 about Flow Labels and renoved
what was Appendi x A ("Semantics and Usage of the Flow Labe
Field"); instead, pointed to the current specifications of the
| Pv6 Fl ow Label field in [RFC6437] and the Traffic Class field in
[ RFC2474] and [ RFC3168].

0 Incorporated the update made by RFC 6935 ("I1Pv6 and UDP Checksuns
for Tunnel ed Packets") in Section 8. Added an exception to the
default behavior for the handling of UDP packets with zero
checksuns for tunnels.

0 Added instruction to Section 9, "IANA Considerations", to change
references to RFC 2460 to this docunent.
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0 Revised and expanded Section 10, "Security Considerations".

0 Added a paragraph to the Acknow edgnents section acknow edgi ng the
aut hors of the updating documents.

o Updated references to current versions and assigned references to
normati ve and i nformative.

0 Made changes to resolve the errata on RFC 2460. These are:

Erratum I D 2541 [Err2541]: This erratumnotes that RFC 2460
didn’t update RFC 2205 when the length of the flow | abel was
changed from 24 to 20 bits from RFC 1883. This issue was
resolved in RFC 6437 where the flow | abel is defined. This
specification now references RFC 6437. No change is required.

Erratum I D 4279 [Err4279]: This erratumnoted that the
specification doesn’t handle the case of a forwardi ng node
receiving a packet with a zero Hop Linmit. This is fixed in
Section 3 of this specification.

Erratum | D 4657 [Err4657]: This erratum proposed text that

ext ensi on headers must never be inserted by any node ot her than
the source of the packet. This was resolved in Section 4,

"1 Pv6 Extension Headers"

Erratum | D 4662 [Err4662]: This erratum proposed text that

ext ensi on headers, with one exception, are not exam ned,
processed, nodified, inserted, or deleted by any node along a
packet’s delivery path. This was resolved in Section 4, "IPv6
Ext ensi on Headers"

Erratum I D 2843: This erratumis marked "Rejected". No change
was nade.
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