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Abstr act

Thi s docunent describes BGPsec, an extension to the Border Gateway
Protocol (BGP) that provides security for the path of Autononobus
Systenms (ASes) through which a BGP UPDATE nessage passes. BGPsec is
i npl emented via an optional non-transitive BGP path attribute that
carries digital signatures produced by each AS that propagates the
UPDATE nmessage. The digital signatures provide confidence that every
AS on the path of ASes listed in the UPDATE nmessage has explicitly
aut hori zed the advertisement of the route.

Status of This Meno
This is an Internet Standards Track docunent.

This docunent is a product of the Internet Engi neering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841.

I nformation about the current status of this docunent, any errata,
and how to provide feedback on it may be obtai ned at
https://ww. rfc-editor.org/info/rfc8205

Copyright Notice

Copyright (c) 2017 I ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the I ETF Trust’s Lega
Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this document. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided wi thout warranty as
described in the Sinplified BSD License.
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1

1

I ntroduction

Thi s docunent describes BGPsec, a nechanismfor providing path
security for Border Gateway Protocol (BGP) [ RFC4271] route
advertisenents. That is, a BGP speaker who receives a valid BGPsec
UPDATE nessage has cryptographi c assurance that the advertised route
has the follow ng property: every Autononous System (AS) on the path
of ASes listed in the UPDATE nessage has explicitly authorized the
advertisement of the route to the subsequent AS in the path.

Thi s docunent specifies an optional (non-transitive) BGP path
attribute, BGPsec_PATH. It al so describes how a BGPsec-conpliant BGP
speaker (referred to hereafter as a BGPsec speaker) can generate,
propagate, and validate BGP UPDATE nessages containing this attribute
to obtain the above assurances.

BGPsec is intended to be used to supplenent BGP origin validation
[ RFC6483] [ RFC6811], and when used in conjunction with origin
validation, it is possible to prevent a wide variety of route

hi j acki ng attacks agai nst BGP

BGPsec relies on the Resource Public Key Infrastructure (RPKI)
certificates that attest to the allocation of AS nunber and IP
address resources. (For nore information on the RPKI, see RFC 6480

[ RFC6480] and the docunents referenced therein.) Any BGPsec speaker
who wi shes to send, to external (eBGP) peers, BGP UPDATE nessages
cont ai ni ng the BGPsec_PATH needs to possess a private key associ ated
with an RPKI router certificate [RFC8209] that corresponds to the
BGPsec speaker’s AS nunmber. Note, however, that a BGPsec speaker
does not need such a certificate in order to validate received UPDATE
messages contai ning the BGPsec PATH attribute (see Section 5.2).

1. Requirenments Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here

BGPsec Negoti ation

This docunent defines a BGP capability [ RFC5492] that allows a BGP
speaker to advertise to a neighbor the ability to send or to receive
BGPsec UPDATE nessages (i.e., UPDATE nmessages containing the
BGPsec_PATH attribute).
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2.1. The BGPsec Capability
This capability has capability code 7.
The capability length for this capability MIST be set to 3.

The 3 octets of the capability format are specified in Figure 1

0 1 2 3 4 5 6 7
g +
| Version | Dir | Unassigned
oo s oo e e e e e e e e e oo oo - +
| |
+------ AFl e +
| |
g +

Figure 1: BGPsec Capability Format

The first 4 bits of the first octet indicate the version of BGPsec
for which the BGP speaker is advertising support. This docunent
defines only BGPsec version O (all 4 bits set to 0). Oher versions
of BGPsec may be defined in future docunments. A BGPsec speaker MAY
advertise support for nultiple versions of BGPsec by including

mul tiple versions of the BGPsec capability in its BGP OPEN nessage.

The fifth bit of the first octet is a Direction bit, which indicates
whet her the BGP speaker is advertising the capability to send BGPsec
UPDATE nessages or recei ve BGPsec UPDATE nessages. The BGP speaker
sets this bit to 0 to indicate the capability to recei ve BGPsec
UPDATE nessages. The BGP speaker sets this bit to 1 to indicate the
capability to send BGPsec UPDATE nessages.

The remaining 3 bits of the first octet are unassigned and for future
use. These bits are set to O by the sender of the capability and
i gnored by the receiver of the capability.

The second and third octets contain the 16-bit Address Fanily
Identifier (AFlI), which indicates the address famly for which the
BGPsec speaker is advertising support for BGPsec. This docunent only
specifies BGPsec for use with two address famlies, |IPv4 and | Pv6,
with AFl values 1 and 2, respectively [I ANA-AF]. BGPsec for use with
other address families may be specified in future docunents.
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2.2. Negotiating BGPsec Support

In order to indicate that a BGP speaker is willing to send BGPsec
UPDATE messages (for a particular address famly), a BGP speaker
sends the BGPsec capability (see Section 2.1) with the Direction bit
(the fifth bit of the first octet) set to 1. In order to indicate
that the speaker is willing to receive BGP UPDATE nessages contai ni ng
the BGPsec PATH attribute (for a particular address fanily), a BGP
speaker sends the BGPsec capability with the Direction bit set to O.
In order to advertise the capability to both send and receive BGPsec
UPDATE nessages, the BGP speaker sends two copies of the BGPsec
capability (one with the Direction bit set to 0 and one with the
Direction bit set to 1).

Simlarly, if a BGP speaker w shes to use BGPsec with two different
address famlies (i.e., IPv4 and |1 Pv6) over the sanme BGP session,
then the speaker includes two instances of this capability (one for
each address famly) in the BGP OPEN nessage. A BGP speaker MJST NOT
announce BGPsec capability if it does not support the BGP

mul ti protocol extension [RFC4760]. Additionally, a BGP speaker

MUST NOT advertise the capability of BGPsec support for a particul ar
AFl unless it has also advertised the multiprotocol extension
capability for the same AFl [RFC4760].

In a BGPsec peering session, a peer is pernitted to send UPDATE
messages containing the BGPsec PATH attribute if and only if:

o The given peer sent the BGPsec capability for a particular version
of BGPsec and a particular address family with the Direction bit
set to 1, and

0 The other (receiving) peer sent the BGPsec capability for the sane
versi on of BGPsec and the sane address fanmily with the Direction
bit set to O.

In such a session, it can be said that the use of the particular
versi on of BGPsec has been negotiated for a particul ar address
famly. Traditional BGP UPDATE nessages (i.e., unsigned, containing
the AS PATH attribute) MAY be sent within a session regardl ess of
whet her or not the use of BGPsec is successfully negoti ated.

However, if BGPsec is not successfully negotiated, then BGP UPDATE
messages containing the BGsec PATH attri bute MJUST NOT be sent.

Thi s docunent defines the behavior of inplementations in the case
where BGPsec version O is the only version that has been successfully
negotiated. Any future docunent that specifies additional versions
of BGPsec will need to specify behavior in the case that support for
nmul tiple versions is negoti at ed.
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BGPsec cannot provi de neani ngful security guarantees w thout support
for 4-byte AS nunbers. Therefore, any BGP speaker that announces the
BGPsec capability, MJST al so announce the capability for 4-byte AS
support [RFC6793]. |If a BGP speaker sends the BGPsec capability but
not the 4-byte AS support capability, then BGPsec has not been
successful ly negotiated, and UPDATE nessages containing the
BGPsec_PATH attribute MJST NOT be sent within such a session.

3. The BGPsec_PATH Attribute

The BGPsec_PATH attribute is an optional non-transitive BGP path
attri bute.

This docunent registers an attribute type code for this attribute:
BGPsec_PATH (see Section 9).

The BGPsec_PATH attribute carries the secured information regarding
the path of ASes through which an UPDATE nessage passes. This

i ncludes the digital signatures used to protect the path infornation.
The UPDATE nessages that contain the BGPsec_PATH attribute are
referred to as "BGPsec UPDATE nessages". The BGPsec_PATH attribute
repl aces the AS PATH attribute in a BGPsec UPDATE nessage. That is,
UPDATE nessages that contain the BGPsec_PATH attri bute MJUST NOT
contain the AS PATH attribute, and vice versa.

The BGPsec PATH attribute is nade up of several parts. The

hi gh-1evel diagramin Figure 2 provides an overview of the structure
of the BGPsec_PATH attribute. ("SKI" as used in Figure 2 means
"Subject Key ldentifier".)
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o o e e oo +
| R + |
| | Secure_Path | |
| Femmmmm e e aaa + |
| | pCount X | |
| | Fl ags X | |
| | AS X | |
| | pCount Y | |
| | Flags Y | |
| | AS Y | |
| | co | |
| T + |
| |
| T + T + |
| | Signature_Block 1 | | Signature_Block 2 |

| i + i + |
| | AlgorithmSuite 1 | | AlgorithmSuite 2 |

| | SKI X1 | | SKI X2 |

| | Signature X1 | | Signature X2 |

| |  SKI Y1 | |  SKI Y2 | |
| | Signature Y1 | | Signature Y2 |

| | C | | ce | |
| o + o + |
| |
o o e e e e +

Fi gure 2: High-Level Diagram of the BGPsec_PATH Attribute

Figure 3 provides the specification of the format for the BGPsec_PATH

attri bute.
N N NN N ..~ +
| Secure_Path (vari abl e)
o +
| Sequence of one or two Signature_Bl ocks (variable) |
i +

Fi gure 3: BGPsec_PATH Attribute Format

The Secure_Path contains AS path information for the BGPsec UPDATE
message. This is logically equivalent to the information that is
contained in a non-BGPsec AS PATH attribute. The information in the
Secure_Path is used by BGPsec speakers in the sane way that
informati on fromthe AS PATH i s used by non- BGPsec speakers. The
format of the Secure_Path is described belowin Section 3.1.

The BGPsec_PATH attribute will contain one or two Signature_Bl ocks,
each of which corresponds to a different algorithmsuite. Each of
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the Signature Blocks will contain a Signature Segnent for each AS
nunber (i.e., Secure_ Path Segnent) in the Secure Path. In the

nost conmon case, the BGPsec_PATH attribute will contain only a
single Signature Bl ock. However, in order to enable a transition
froman old algorithmsuite to a new algorithmsuite (wthout a

flag day), it will be necessary to include two Signature_ Bl ocks (one
for the old algorithmsuite and one for the new al gorithm suite)
during the transition period. (See Section 6.1 for nore discussion
of algorithmtransitions.) The format of the Signature_Blocks is
descri bed below in Section 3.2.

3.1. Secure_Path
A detailed description of the Secure_Path information in the

BGPsec_PATH attribute is provided here. The specification for the
Secure_Path field is provided in Figures 4 and 5.

o m s o e e e e e e e e e e e e e e e e e e e e e e e e e +
| Secure_Path Length (2 octets)
oo e e e e e e e e e e e e e e e e e e e e e e eme e +
| One or nore Secure_Path Segnents (vari abl e)
o mm m e e e e e e e e e e e e e e e e e e e e e e e eao +

Fi gure 4: Secure_Path For nat

The Secure Path Length contains the length (in octets) of the entire
Secure_Path (including the 2 octets used to express this length
field). As explained below, each Secure_Path Segnment is 6 octets
long. Note that this means the Secure_Path Length is two greater
than six tines the nunber of Secure_ Path Segnents (i.e., the nunber
of AS nunbers in the path).

The Secure_Path contains one Secure_Path Segment (see Figure 5) for
each AS in the path to the originating AS of the prefix specified in
t he UPDATE nessage. (Note: Repeated ASes are "conpressed out" using
the pCount field, as discussed bel ow. )

oo o e e e e e e e e e e e e e e e e e e e e e e e e e emee s +

| pCount (1 octet)

B +

| Confed_Segnent flag (1 bit) | Unassigned (7 bits) | (Flags)
o +

| AS Numnber (4 octets) |

oo o e e e e e e e e e e e e e e e e e e e e e e e e e emee s +

Fi gure 5: Secure_Path Segnment For mat
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The AS Nunber (in Figure 5) is the AS nunber of the BGP speaker that
added this Secure_Path Segnment to the BGPsec PATH attribute. (See
Section 4 for nore information on populating this field.)

The pCount field contains the nunber of repetitions of the associated
AS nunber that the signature covers. This field enables a BGPsec
speaker to minic the semantics of prepending multiple copies of their
AS to the AS _PATH wi thout requiring the speaker to generate multiple
signatures. Note that Section 9.1.2.2 ("Breaking Ties (Phase 2)") in
[ RFC4271] nentions the "nunber of AS nunbers" in the AS PATH
attribute that is used in the route selection process. This netric
(nunber of AS nunbers) is the sane as the AS path length obtained in
BGPsec by summing the pCount values in the BGPsec PATH attri bute.

The pCount field is also useful in nanaging route servers (see
Section 4.2), AS confederations (see Section 4.3), and AS Nunber

m grations (see [ RFC8206] for details).

The leftnost (i.e., the nost significant) bit of the Flags field in
Figure 5 is the Confed Segnent flag. The Confed Segnent flag is set
to 1 to indicate that the BGPsec speaker that constructed this
Secure_Path Segnment is sending the UPDATE nessage to a peer AS within
the sane AS confederation [ RFC5065]. (That is, a sequence of
consecutive Confed_Segnent flags are set in a BGPsec UPDATE nessage
whenever, in a non-BGPsec UPDATE nessage, an AS PATH segnent of type
AS CONFED SEQUENCE occurs.) In all other cases, the Confed_Segnent
flag is set to O.

The remaining 7 bits of the Flags field are unassigned. They MJST be
set to O by the sender and ignored by the receiver. Note, however,
that the signature is conputed over all 8 bits of the Flags field.

As stated earlier in Section 2.2, BGPsec peering requires that the
peering ASes MJST each support 4-byte AS numbers. Currently assigned
2-byte AS nunbers are converted into 4-byte AS nunbers by setting the
two high-order octets of the 4-octet field to 0 [ RFC6793].
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3.2. Signature_Bl ock

A detailed description of the Signature_Blocks in the BGPsec_PATH
attribute is provided here using Figures 6 and 7.

e +
| Signature_Block Length (2 octets)

oo e e e e e e e e e e e e e e e e e e eeee oo +
| Algorithm Suite Identifier (1 octet) |
o +
| Sequence of Signature Segments (vari able)

e +

Fi gure 6: Signature_ Bl ock Fornat

The Signature Block Length in Figure 6 is the total nunber of octets

in the Signature_Block (including the 2 octets used to express this
length field).

The Algorithm Suite ldentifier is a 1-octet identifier specifying the
di gest algorithmand digital signature algorithmused to produce the
digital signature in each Signature Segment. An |ANA registry of
algorithmsuite identifiers for use in BGPsec is specified in the
BGPsec al gorithns docunent [RFC8208].

A Signature Block in Figure 6 has exactly one Signature Segnment (see
Figure 7) for each Secure_Path Segnent in the Secure_Path portion of
the BGPsec_PATH attribute (that is, one Signature Segnent for each
distinct AS on the path for the prefix in the UPDATE nessage).

oo e oo +
| Subject Key ldentifier (SKI) (20 octets) |
o e e e e e +
| Signhature Length (2 octets)

o e m e e e e e e e e e e e e e e e e e e +
| Signature (vari abl e) |
oo e oo +

Figure 7: Signature Segnment Format

The Subject Key Identifier (SKI) field in Figure 7 contains the val ue
in the Subject Key ldentifier extension of the RPKI router
certificate [ RFC6487] that is used to verify the signature (see
Section 5 for details on the validity of BGPsec UPDATE messages).

The SKI field has a fixed size of 20 octets. See Section 6.2 for
consi derations for the SKI size.
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The Signature Length field contains the size (in octets) of the val ue
in the Signature field of the Signature Segnent.

The Signature field in Figure 7 contains a digital signature that
protects the prefix and the BGPsec_PATH attribute (see Sections 4 and
5 for details on signature generation and validation, respectively).

4. BGPsec UPDATE Messages

Section 4.1 provides general guidance on the creation of BGPsec
UPDATE nessages -- that is, UPDATE nmessages containing the
BGPsec PATH attri bute.

Section 4.2 specifies how a BGPsec speaker generates the BGPsec_ PATH
attribute to include in a BGPsec UPDATE nessage.

Section 4.3 contains special processing instructions for nmenbers of
an AS confederation [ RFC5065]. A BGPsec speaker that is not a nenber
of such a confederati on MUST NOT set the Confed Segnent flag in its
Secure_Path Segnent (i.e., |eave the Confed_Segment flag at the
default value of 0) in all BGPsec UPDATE nessages it sends.

Section 4.4 contains instructions for reconstructing the AS PATH
attribute in cases where a BGPsec speaker receives an UPDATE nessage
with a BGPsec PATH attribute and wi shes to propagate the UPDATE
nessage to a peer who does not support BGPsec.

4.1. GCeneral CGuidance

The information protected by the signature on a BGPsec UPDATE nessage
i ncl udes the AS nunber of the peer to whomthe UPDATE nessage is
being sent. Therefore, if a BGPsec speaker wi shes to send a BGPsec
UPDATE message to nultiple BGP peers, it MJST generate a separate
BGPsec UPDATE nessage for each uni que peer AS to whom t he UPDATE
message i s sent.

A BGPsec UPDATE nessage MUST advertise a route to only a single
prefix. This is because a BGPsec speaker receiving an UPDATE nessage
with nmultiple prefixes would be unable to construct a valid BGPsec
UPDATE nessage (i.e., valid path signatures) containing a subset of
the prefixes in the received update. |If a BGPsec speaker w shes to
advertise routes to nultiple prefixes, then it MJST generate a
separate BGPsec UPDATE nessage for each prefix. Additionally, a
BGPsec UPDATE nessage MJST use the MP_REACH NLRI attribute [ RFC4760]
to encode the prefix.
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The BGPsec_PATH attribute and the AS PATH attribute are nmutually
exclusive. That is, any UPDATE nessage containi ng the BGPsec_PATH
attribute MJUST NOT contain the AS PATH attribute. The information
that would be contained in the AS PATH attribute is instead conveyed
in the Secure_Path portion of the BGPsec_PATH attri bute.

In order to create or add a new signature to a BGPsec UPDATE nessage
with a given algorithmsuite, the BGPsec speaker MJUST possess a
private key suitable for generating signatures for this algorithm
suite. Additionally, this private key nmust correspond to the public
key in a valid RPKI end entity certificate whose AS nunber resource
ext ensi on includes the BGPsec speaker’s AS number [RFC8209]. Note
al so that new signatures are only added to a BGPsec UPDATE nessage
when a BGPsec speaker is generating an UPDATE nmessage to send to an
external peer (i.e., when the AS nunber of the peer is not equal to
the BGPsec speaker’s own AS nunber).

The RPKI enables the legitinmate hol der of I P address prefix(es) to

i ssue a signed object, called a Route Origin Authorization (RQY),
that authorizes a given ASto originate routes to a given set of
prefixes (see RFC 6482 [RFC6482]). It is expected that nost Relying
Parties (RPs) will utilize BGPsec in tandemwi th origin validation
(see RFC 6483 [ RFC6483] and RFC 6811 [RFC6811]). Therefore, it is
RECOMVENDED t hat a BGPsec speaker only originate a BGPsec UPDATE
message advertising a route for a given prefix if there exists a
valid ROA authorizing the BGPsec speaker’'s AS to originate routes to
this prefix.

If a BGPsec router has received only a non-BGPsec UPDATE nessage
containing the AS PATH attribute (instead of the BGPsec_ PATH
attribute) froma peer for a given prefix, then it MJUST NOT attach a
BGPsec_PATH attribute when it propagates the UPDATE nessage. (Note
that a BGPsec router may al so receive a non-BGPsec UPDATE nessage
froman internal peer without the AS PATH attribute, i.e., with just
the Network Layer Reachability Information (NLRI) in it. In that
case, the prefix is originating fromthat AS, and if it is selected
for advertisenent, the BGPsec speaker SHOULD attach a BGPsec_PATH
attribute and send a signed route (for that prefix) to its externa
BGPsec- speaki ng peers.)

Conversely, if a BGPsec router has received a BGPsec UPDATE nmessage
(with the BGPsec_PATH attribute) froma peer for a given prefix and
it chooses to propagate that peer’s route for the prefix, then it
SHOULD propagate the route as a BGPsec UPDATE nessage containing the
BGPsec_PATH attri bute.
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Not e that renoving BGPsec signatures (i.e., propagating a route
advertisement without the BGPsec_PATH attribute) has significant
security ramfications. (See Section 8 for a discussion of the
security ramfications of renmoving BGPsec signatures.) Therefore
when a route advertisenent is received via a BGPsec UPDATE nessage
propagating the route advertisenent w thout the BGPsec_PATH attri bute
i's NOT RECOMVENDED, unless the nessage is sent to a peer that did not
advertise the capability to receive BGPsec UPDATE nessages (see
Section 4.4).

Furt hernmore, note that when a BGPsec speaker propagates a route
advertisenent with the BGPsec PATH attribute, it is not attesting to
the validation state of the UPDATE nessage it received. (See
Section 8 for nore discussion of the security semantics of BGPsec
signatures.)

If the BGPsec speaker is produci ng an UPDATE nessage that would, in

t he absence of BGPsec, contain an AS SET (e.g., the BGPsec speaker is
perform ng proxy aggregation), then the BGPsec speaker MJST NOT

i nclude the BGPsec PATH attribute. In such a case, the BGPsec
speaker MJST renpve any existing BGPsec_PATH in the received
advertisenent(s) for this prefix and produce a traditiona

(non- BGPsec) UPDATE nessage. It should be noted that BCP 172

[ RFC6472] recomends agai nst the use of AS SET and AS CONFED SET in
the AS PATH of BGP UPDATE nessages.

The case where the BGPsec speaker sends a BGPsec UPDATE nessage to an
i BGP (internal BGP) peer is quite sinple. \When originating a new
route adverti senent and sending it to a BGPsec-capabl e i BGP peer, the
BGPsec speaker onits the BGPsec PATH attribute. When originating a
new route advertisenent and sending it to a non-BGPsec i BGP peer, the
BGPsec speaker includes an enpty AS PATH attribute in the UPDATE
nmessage. (An enpty AS PATH attribute is one whose length field
contains the value 0 [RFC4271].) Wen a BGPsec speaker chooses to
forward a BGPsec UPDATE nessage to an i BGP peer, the BGPsec_PATH
attribute SHOULD NOT be renoved, unless the peer doesn’'t support
BGPsec. | n the case when an i BGP peer doesn’t support BGPsec, then a
BGP UPDATE nessage with AS PATH is reconstructed fromthe BGPsec
UPDATE nmessage and then forwarded (see Section 4.4). In particular
when forwarding to a BGPsec-capable i BGP (or eBGP) peer, the

BGPsec PATH attri bute SHOULD NOT be renobved even in the case where

t he BGPsec UPDATE nessage has not been successfully validated. (See
Section 5 for nore information on validation and Section 8 for the
security ramnmifications of renmoving BGPsec signatures.)
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Al'l BGPsec UPDATE nmessages MJST conformto BGP' s maxi nrum nessage

size. If the resulting nmessage exceeds the maxi num nessage size,
then the guidelines in Section 9.2 of RFC 4271 [ RFC4271] MJST be
fol | oned.

4.2. Constructing the BGPsec_PATH Attri bute

When a BGPsec speaker receives a BGPsec UPDATE nessage containing a
BGPsec_PATH attribute (with one or nore signatures) froman (interna
or external) peer, it may choose to propagate the route adverti sement
by sending it to its other (internal or external) peers. Wen
sending the route advertisenent to an internal BGPsec-speaki ng peer
the BGPsec PATH attribute SHALL NOT be nodified. Wen sending the
route advertisenent to an external BGPsec-speaking peer, the

foll owi ng procedures are used to formor update the BGPsec_PATH
attribute

To generate the BGPsec PATH attribute on the outgoi ng UPDATE nessage,
the BGPsec speaker first generates a new Secure Path Segnent. Note
that if the BGPsec speaker is not the origin AS and there is an

exi sting BGPsec_PATH attribute, then the BGPsec speaker prepends its
new Secure_Path Segnment (places in first position) onto the existing
Secure_Pat h.

The AS nunber in this Secure_Path Segnent MUST match the AS nunber in
the Subject field of the RPKI router certificate that will be used to
verify the digital signature constructed by this BGPsec speaker (see
Section 3.1.1 in [RFC8209] and RFC 6487 [ RFC6487]).

The pCount field of the Secure Path Segnent is typically set to the
value 1. However, a BGPsec speaker nmay set the pCount field to a
val ue greater than 1. Setting the pCount field to a value greater
than 1 has the same semantics as repeating an AS nunber mnultiple
times in the AS PATH of a non-BGPsec UPDATE nessage (e.g., for
traffic engineering purposes).

To prevent unnecessary processing load in the validation of BGPsec
signatures, a BGPsec speaker SHOULD NOT produce nultiple consecutive
Secure_Path Segnents with the same AS nunber. This nmeans that to
achi eve the senmantics of prepending the same AS nunber k tines, a
BGPsec speaker SHOULD produce a single Secure_Path Segnent -- with a
pCount of k -- and a single corresponding Signature Segnent.

A route server that participates in the BGP control plane but

does not act as a transit AS in the data plane nmay choose to set
pCount to 0. This option enables the route server to participate in
BGPsec and obtain the associated security guarantees w thout
increasing the length of the AS path. (Note that BGPsec speakers
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conpute the Iength of the AS path by summ ng the pCount values in the
BGPsec_PATH attribute; see Section 5.) However, when a route server
sets the pCount value to 0, it still inserts its AS nunber into the
Secure_Path Segnment, as this information is needed to validate the
signature added by the route server. See [RFC3206] for a discussion
of setting pCount to O to facilitate AS Nunber nmigration. Also, see
Section 4.3 for the use of pCount=0 in the context of an AS
confederation. See Section 7.2 for operational guidance for
configuring a BGPsec router for setting pCount=0 and/or accepting
pCount =0 from a peer.

Next, the BGPsec speaker generates one or two Signature_ Bl ocks.
Typically, a BGPsec speaker will use only a single algorithmsuite
and thus create only a single Signature Block in the BGPsec_ PATH
attribute. However, to ensure backwards conpatibility during a
period of transition froma ’'current’ algorithmsuite to a ’'new
algorithmsuite, it will be necessary to originate UPDATE nessages
that contain a Signature Bl ock for both the 'current’ and the 'new
algorithmsuites (see Section 6.1).

If the received BGPsec UPDATE nessage contains two Signature_ Bl ocks
and the BGPsec speaker supports both of the corresponding al gorithm
suites, then the new UPDATE nessage generated by the BGPsec speaker
MUST i ncl ude both of the Signature Blocks. |If the received BGPsec
UPDATE nessage contains two Signhature Bl ocks and the BGPsec speaker
only supports one of the two corresponding algorithmsuites, then the
BGPsec speaker MJST renove the Signature_Block corresponding to the
algorithmsuite that it does not understand. |f the BGPsec speaker
does not support the algorithmsuites in any of the Signature_Bl ocks
contained in the recei ved UPDATE nessage, then the BGPsec speaker
MUST NOT propagate the route advertisenent with the BGPsec_ PATH
attribute. (That is, if it chooses to propagate this route
advertisenment at all, it MJST do so as an unsi gned BGP UPDATE
message. See Section 4.4 for nore information on converting to an
unsi gned BGP UPDATE nessage.)

Note that in the case where the BGPsec PATH has two Signature_ Bl ocks
(corresponding to different algorithmsuites), the validation

al gorithm (see Section 5.2) deems a BGPsec UPDATE nessage to be
"Valid if there is at |east one supported algorithmsuite (and
correspondi ng Signature_Block) that is deenmed 'Valid . This neans
that a 'Vvalid BGPsec UPDATE nessage may contain a Signature Bl ock
that is not deened 'Valid (e.g., contains signatures that BGPsec
does not successfully verify). Nonetheless, such Signature_ Bl ocks
MUST NOT be rempved. (See Section 8 for a discussion of the security
ram fications of this design choice.)
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For each Signature_ Bl ock corresponding to an algorithmsuite that the
BGPsec speaker does support, the BGPsec speaker MJST add a new
Signature Segnment to the Signature_ Bl ock. This Signature Segnent is
prepended to the list of Signature Segments (placed in the first
position) so that the list of Signature Segnents appears in the sane
order as the correspondi ng Secure_ Path Segnents. The BGPsec speaker
popul ates the fields of this new Signature Segnent as foll ows.

The Subject Key ldentifier field in the new segnment is populated with
the identifier contained in the Subject Key ldentifier extension of
the RPKI router certificate corresponding to the BGPsec speaker

[ RFC8209]. This Subject Key ldentifier will be used by recipients of
the route advertisenent to identify the proper certificate to use in
verifying the signature.

The Signature field in the new segnent contains a digital signature
that binds the prefix and BGPsec_PATH attribute to the RPKI router
certificate corresponding to the BGPsec speaker. The digita
signature is conputed as foll ows:

o For clarity, let us number the Secure_Path and correspondi ng
Signature Segments from1 to N, as follows. Let Secure_Path
Segnment 1 and Signature Segnent 1 be the segments produced by the
origin AS. Let Secure_Path Segnent 2 and Signhature Segnment 2 be
the segnents added by the next AS after the origin. Continue this
nmet hod of nunbering, and ultimately | et Secure_Path Segnent N and
Si gnature Segnment N be those that are being added by the current
AS. The current AS (Nth AS) is signing and forwardi ng the UPDATE
message to the next AS (i.e., the (Nt1)th AS) in the chain of ASes
that formthe AS path.

0o In order to construct the digital signature for Signature
Segrment N (the Signature Segnent being produced by the current
AS), first construct the sequence of octets to be hashed as shown
in Figure 8. This sequence of octets includes all the data that
the Nth AS attests to by adding its digital signature in the
UPDATE nessage that is being forwarded to a BGPsec speaker in the
(N+1)th AS. (For the design rationale for choosing the specific
structure in Figure 8, please see [Borchert].)
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o e e oo +
| Target AS Nunber
e +----\
| Signature Segnent N1 | \
i + |
| Secure_Path Segnent N | |
o e e e e e e e eeeeeeeaeicaesaeaaa + \
> Data from
R e + / N Segnents
| Signature Segnent 1 |
BT T + |
| Secure_Path Segnent 2 | |
o e e e e e e e eeeeeeeaeicaesaeaaa + /
| Secure_Path Segnent 1 | /
e +---/
| Algorithm Suite Identifier |
o e e e e e e e e e e e e e e e e +
| AFI |
o e e e +
| SAFI |
o e e e +
| NLRI |
o e e e e e e e e e e e e e e e e +

Fi gure 8: Sequence of COctets to Be Hashed

The elenments in this sequence (Figure 8) MJST be ordered exactly
as shown. The ’'Target AS Nunber’ is the AS to whomthe BGPsec
speaker intends to send the UPDATE nessage. (Note that the
"Target AS Nunber’ is the AS nunber announced by the peer in the
OPEN nessage of the BGP session within which the UPDATE nessage is
sent.) The Secure_Path and Signature Segnents (1 through N-1) are
obt ai ned fromthe BGPsec_PATH attribute. Finally, the Address
Family ldentifier (AFl), Subsequent Address Family ldentifier
(SAFl'), and NLRI fields are obtained fromthe MP_REACH NLRI
attribute [RFC4760]. Additionally, in the Prefix field within the
NLRI field (see Section 5 in RFC 4760 [ RFC4760]), all of the
trailing bits MJUST be set to 0 when constructing this sequence.

o Apply to this octet sequence (in Figure 8) the digest algorithm
(for the algorithmsuite of this Signature_Block) to obtain a
di gest val ue.

0o Apply to this digest value the signature algorithm (for the
algorithmsuite of this Signature_Block) to obtain the digital
signature. Then populate the Signature field (in Figure 7) with
this digital signature.
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The Signature Length field (in Figure 7) is populated with the |ength
(in octets) of the value in the Signature field.

4.3. Processing Instructions for Confederation Menbers

Menbers of AS confederations [ RFC5065] MUST additionally follow the
instructions in this section for processi ng BGPsec UPDATE nessages.

When a BGPsec speaker in an AS confederation receives a BGPsec UPDATE
message froma peer that is external to the confederation and chooses
to propagate the UPDATE nessage within the confederation, it first
adds a signature signed to its own Menber-AS (i.e., the 'Target AS
Nunmber’ is the BGPsec speaker’s Menber-AS Nunber). In this
internally nodified UPDATE nessage, the new y added Secure Path
Segrment contains the public AS nunber (i.e., Confederation
Identifier), the segnent’s pCount value is set to 0, and
Confed_Segment flag is set to 1. Setting pCount=0 in this case hel ps
ensure that the AS path length is not unnecessarily increnented. The
newl y added signature is generated using a private key correspondi ng
to the public AS nunber of the confederation. The BGPsec speaker
propagates the nodified UPDATE nessage to its peers within the

conf eder at i on.

Any BGPsec_PATH nodifications nentioned below in the context of
propagati on of the UPDATE nessage within the confederation are in
addition to the nodification described above (i.e., w th pCount=0).

When a BGPsec speaker sends a BGPsec UPDATE nessage to a peer that

bel ongs within its own Menber-AS, the confederation nmenber SHALL NOT
nodi fy the BGPsec_PATH attribute. When a BGPsec speaker sends a
BGPsec UPDATE nessage to a peer that is within the same confederation
but in a different Menber-AS, the BGPsec speaker puts its Menber-AS
Number in the AS Number field of the Secure_Path Segnent that it adds
to the BGPsec UPDATE nessage. Additionally, in this case, the
Menmber - AS that generates the Secure_Path Segnent sets the
Confed_Segnent flag to 1. Further, the signature is generated with a
private key corresponding to the BGPsec speaker’s Menber-AS Nunber.
(Note: In this docunent, intra-Menber-AS peering is regarded as i BGP
and inter-Menber-AS peering is regarded as eBGP. The latter is also
known as confederation-eBGP.)

Wthin a confederation, the verification of BGsec signatures added
by ot her nenbers of the confederation is optional. Note that if a
confederation chooses not to verify digital signatures within the
confederation, then BGPsec is not able to provide any assurances
about the integrity of the Menber-AS Nunbers placed in Secure_Path
Segnments where the Confed_Segnment flag is set to 1
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When a confederati on nenber receives a BGPsec UPDATE nessage from a
peer within the confederation and propagates it to a peer outside the
confederation, it needs to renove all of the Secure_Path Segments
added by confederation menbers as well as the corresponding Signature
Segnents. To do this, the confederation menber propagating the route
out side the confederation does the foll ow ng:

o First, starting with the nost recently added Secure_ Path Segnent,
renove all of the consecutive Secure_Path Segnents that have the
Confed_Segnment flag set to 1. Stop this process once a
Secure_Path Segnment that has its Confed_Segnent flag set to O is
reached. Keep a count of the nunber of segnents renoved in this
f ashi on.

0 Second, starting with the nost recently added Signature Segnent,
renove a nunber of Signature Segnments equal to the nunber of
Secure_Path Segments renoved in the previous step. (That is,
renove the K nost recently added Signature Segnents, where Kis
t he nunber of Secure_ Path Segnents renoved in the previous step.)

o Finally, add a Secure_Path Segnent containing, in the AS field,
the AS Confederation Identifier (the public AS nunber of the
confederation) as well as a corresponding Signature Segnent. Note
that all fields other than the AS field are popul ated as per

Section 4. 2.
Finally, as discussed above, an AS confederation MAY optionally
decide that its menbers will not verify digital signatures added by
menbers. I n such a confederation, when a BGPsec speaker runs the

algorithmin Section 5.2, the BGPsec speaker, during the process of
signature verifications, first checks whether the Confed_Segnent flag
in a Secure_Path Segnent is set to 1. |If the flag is set to 1, the
BGPsec speaker skips the verification for the corresponding signature
and i medi ately noves on to the next Secure_Path Segnment. Note that
as specified in Section 5.2, it is an error when a BGPsec speaker
receives, froma peer who is not in the sane AS confederation, a
BGPsec UPDATE nessage contai ning a Confed_Segnent flag set to 1.

4. 4. Reconstructing the AS PATH Attribute

BGPsec UPDATE nmessages do not contain the AS PATH attri bute.

However, the AS PATH attribute can be reconstructed fromthe
BGPsec_PATH attribute. This is necessary in the case where a route
advertisement is received via a BGPsec UPDATE nessage and then
propagated to a peer via a non-BGPsec UPDATE nessage (e.g., because
the latter peer does not support BGPsec). Note that there may be
addi ti onal cases where an inplenmentation finds it useful to perform
this reconstruction. Before attenpting to reconstruct an AS PATH for
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t he purpose of forwarding an unsigned (non-BGPsec) UPDATE nessage to
a peer, a BGPsec speaker MJST performthe basic integrity checks
listed in Section 5.2 to ensure that the recei ved BGPsec UPDATE
message i s properly forned

The AS PATH attribute can be constructed fromthe BGPsec PATH
attribute as follows. Starting with a blank AS PATH attri bute,
process the Secure_Path Segnents in order fromleast recently added
(corresponding to the origin) to nost recently added. For each
Secure_Path Segnment, performthe foll owi ng steps:

1. If the Secure_ Path Segnment has pCount=0, then do nothing (i.e.
nmove on to process the next Secure_Path Segnent).

2. If the Secure_Path Segnent has pCount greater than 0 and the
Confed_Segnment flag is set to 1, then ook at the nost recently
added segnent in the AS PATH

* |In the case where the AS PATH is blank or in the case where
the nost recently added segnent is of type AS SEQUENCE, add
(prepend to the AS PATH) a new AS_PATH segnent of type
AS _CONFED _SEQUENCE. This segnent of type AS_CONFED SEQUENCE
shal |l contain a nunber of elenents equal to the pCount field
in the current Secure_Path Segnent. Each of these el enents
shal |l be the AS nunber contained in the current Secure_Path
Segrment. (That is, if the pCount field is X, then the segnent
of type AS_CONFED SEQUENCE contains X copies of the
Secure_Path Segnent’s AS Number field.)

* |In the case where the nost recently added segnent in the
AS PATH is of type AS CONFED SEQUENCE, then add (prepend to
the segnment) a nunber of elenents equal to the pCount field in
the current Secure_Path Segment. The value of each of these
el ements shall be the AS nunber contained in the current
Secure_Path Segment. (That is, if the pCount field is X then
add X copies of the Secure_Path Segnent’s AS Nunber field to
the existing AS CONFED SEQUENCE. )

3. If the Secure_Path Segnment has pCount greater than 0 and the
Confed_Segnment flag is set to 0, then ook at the nost recently
added segnent in the AS PATH

* |In the case where the AS PATH is blank or in the case where
the nost recently added segnent is of type AS CONFED SEQUENCE
add (prepend to the AS PATH) a new AS PATH segnent of type
AS SEQUENCE. This segnment of type AS_SEQUENCE shall contain a
nunber of elements equal to the pCount field in the current
Secure_Path Segnent. Each of these elenents shall be the AS
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nunber contained in the current Secure_Path Segnent. (That
is, if the pCount field is X, then the segnent of type
AS_SEQUENCE contai ns X copies of the Secure_Path Segment’s AS
Number field.)

* |In the case where the nost recently added segnent in the
AS PATH is of type AS SEQUENCE, then add (prepend to the
segrment) a nunber of elenents equal to the pCount field in the
current Secure_Path Segnent. The value of each of these
el ements shall be the AS nunber contained in the current
Secure_Path Segment. (That is, if the pCount field is X, then
add X copies of the Secure_ Path Segnent’s AS Nunber field to
t he existing AS SEQUENCE.)

As part of the procedure described above, the follow ng additiona
actions are performed in order not to exceed the size linitations of
AS_SEQUENCE and AS CONFED SEQUENCE. While addi ng the next
Secure_Path Segnent (with its prepends, if any) to the AS PATH being
assenbled, if it would cause the AS SEQUENCE (or AS_CONFED SEQUENCE)
at hand to exceed the linit of 255 AS nunbers per segment [ RFC4271]

[ RFC5065], then the BGPsec speaker would follow the reconmendati ons
in RFC 4271 [ RFC4271] and RFC 5065 [ RFC5065] of creating another
segnment of the sane type (AS_SEQUENCE or AS_CONFED SEQUENCE) and
continue filling that.

Finally, one special case of reconstruction of AS PATH is when the
BGPsec_PATH attribute is absent. As explained in Section 4.1, when a
BGPsec speaker originates a prefix and sends it to a BGPsec-capabl e

i BGP peer, the BGPsec_PATH is not attached. So, when received froma
BGPsec- capabl e i BGP peer, no BGPsec PATH attribute in a BGPsec UPDATE
message i s equivalent to an enpty AS PATH [ RFC4271].

5. Processing a Received BGPsec UPDATE Message

Upon receiving a BGPsec UPDATE nessage from an external (eBGP) peer,
a BGPsec speaker SHOULD validate the nessage to determ ne the
authenticity of the path infornmation contained in the BGPsec_ PATH
attribute. Typically, a BGPsec speaker will also wish to perform
origin validation (see RFC 6483 [ RFC6483] and RFC 6811 [ RFC6811]) on
an inconi ng BGPsec UPDATE nessage, but such validation is independent
of the validation described in this section

Section 5.1 provides an overvi ew of BGPsec validation, and

Section 5.2 provides a specific algorithmfor perform ng such
validation. (Note that an inplenmentation need not follow the
specific algorithmin Section 5.2 as |long as the input/output
behavi or of the validation is identical to that of the algorithmin
Section 5.2.) During exceptional conditions (e.g., the BGPsec
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speaker receives an incredibly |arge nunber of UPDATE nessages at
once), a BGPsec speaker MAY tenporarily defer validation of inconing
BGPsec UPDATE nessages. The treatnent of such BGPsec UPDATE
nmessages, whose validation has been deferred, is a matter of |oca
policy. However, an inplenentation SHOULD ensure that defernment of
validation and status of deferred nessages is visible to the
oper at or.

The validity of BGPsec UPDATE nessages is a function of the current
RPKI state. Wen a BGPsec speaker |learns that the RPKI state has
changed (e.g., froman RPKI validating cache via the RPKI-Router
protocol [RFC8210]), the BGPsec speaker MJST rerun validation on al
af f ect ed UPDATE nessages stored in its Adj-RIB-1n [ RFC4271]. For
exanpl e, when a given RPKI router certificate ceases to be valid

(e.g., it expires or is revoked), all UPDATE nessages containing a
si gnature whose SKI matches the SKI in the given certificate MJST be
reassessed to determne if they are still valid. If this

reassessnment deternmnes that the validity state of an UPDATE nessage
has changed, then, depending on local policy, it nay be necessary to
rerun best path selection

BGPsec UPDATE nmessages do not contain an AS PATH attribute. The
Secure_Path contains AS path information for the BGPsec UPDATE
message. Therefore, a BGPsec speaker MJUST utilize the AS path
information in the Secure_Path in all cases where it woul d otherwi se
use the AS path information in the AS PATH attribute. The only
exception to this rule is when AS path information nust be updated in
order to propagate a route to a peer (in which case the BGPsec
speaker follows the instructions in Section 4). Section 4.4 provides
an algorithmfor constructing an AS PATH attribute froma BGPsec_PATH
attribute. Wenever the use of AS path information is called for
(e.g., loop detection or the use of the AS path length in best path
selection), the externally visible behavior of the inplenentation
shall be the same as if the inplenmentation had run the algorithmin
Section 4.4 and used the resulting AS PATH attribute as it would for
a non- BGPsec UPDATE nessage.

5.1. Overview of BGPsec Validation

Val i dati on of a BGPsec UPDATE nessage makes use of data from RPK
router certificates. |In particular, it is necessary that the
reci pi ent have access to the follow ng data obtained fromvalid RPK
router certificates: the AS Nunmber, Public Key, and Subject Key
Identifier fromeach valid RPKI router certificate.

Note that the BGPsec speaker could performthe validation of RPK

router certificates on its own and extract the required data, or it
could receive the sane data froma trusted cache that perfornms RPKI
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val idation on behal f of (sone set of) BGPsec speakers. (For exanple,
the trusted cache could deliver the necessary validity information to
the BGPsec speaker by using the Router Key PDU (Protocol Data Unit)
for the RPKI-Router protocol [RFC3210].)

To val idate a BGPsec UPDATE nessage containing the BGPsec_ PATH
attribute, the recipient perforns the validation steps specified in
Section 5.2. The validation procedure results in one of two states:
"Valid and 'Not Valid

It is expected that the output of the validation procedure will be
used as an input to BGP route selection. That said, BGP route

sel ection, and thus the handling of the validation states, is a
matter of local policy and is handl ed using local policy mechanismns.

| mpl enent ati ons SHOULD enabl e operators to set such local policy on a
per-session basis. (That is, it is expected that sone operators wll
choose to treat BGPsec validation status differently for UPDATE
messages received over different BGP sessions.)

BGPsec validation need only be perforned at the eBGP edge. The

val idation status of a BGP signed/unsi gned UPDATE nessage MAY be
conveyed via i BGP froman ingress edge router to an egress edge
router via some mechani sm according to local policy within an AS.

As discussed in Section 4, when a BGPsec speaker chooses to forward a
(syntactically correct) BGPsec UPDATE nessage, it SHOULD be forwarded
with its BGPsec PATH attribute intact (regardl ess of the validation
state of the UPDATE nmessage). Based entirely on local policy, an
egress router receiving a BGPsec UPDATE nessage fromwithin its own
AS MAY choose to performits own validation

5.2. Validation Al gorithm

This section specifies an algorithmfor validation of BGPsec UPDATE
messages. A conformant inplenmentation MJST include a BGPsec update
validation algorithmthat is functionally equivalent to the
externally visible behavior of this algorithm

First, the recipient of a BGPsec UPDATE nessage performs a check to
ensure that the nessage is properly formed. Both syntactical and
protocol violation errors are checked. The BGPsec_PATH attribute
MUST be present when a BGPsec UPDATE nessage is received froman
external (eBGP) BGPsec peer and al so when such an UPDATE nessage is
propagated to an internal (iBGP) BGPsec peer (see Section 4.2). The
error checks specified in Section 6.3 of [RFC4271] are perforned,
except that for BGPsec UPDATE nessages the checks on the AS PATH
attribute do not apply and instead the foll ow ng checks on the
BGPsec_PATH attribute are perforned
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1. Check to ensure that the entire BGPsec _PATH attribute is
syntactically correct (conforms to the specification in this
docunent) .

2. Check that the AS nunber in the nost recently added Secure_Path
Segrment (i.e., the one corresponding to the eBGP peer from which
t he UPDATE nessage was received) nmatches the AS nunber of that
peer as specified in the BGP OPEN nmessage. (Note: This check is
performed only at an ingress BGPsec router where the UPDATE
message is first received froma peer AS.)

3. Check that each Signature Bl ock contains one Signature Segnent
for each Secure_Path Segnent in the Secure Path portion of the
BGPsec PATH attribute. (Note that the entirety of each
Si gnature_Bl ock MJUST be checked to ensure that it is well forned
even though the validation process nay term nate before all
signatures are cryptographically verified.)

4. Check that the UPDATE nessage does not contain an AS PATH
attribute.

5. If the UPDATE nessage was received froma BGPsec peer that is not
a menber of the BGPsec speaker’s AS confederation, check to
ensure that none of the Secure_Path Segnents contain a Flags
field with the Confed_Segnent flag set to 1.

6. |If the UPDATE nessage was received froma BGPsec peer that is a
menber of the BGPsec speaker’s AS confederation, check to ensure
that the Secure_Path Segnent corresponding to that peer contains
a Flags field with the Confed Segnent flag set to 1

7. |f the UPDATE nessage was received froma peer that is not
expected to set pCount=0 (see Sections 4.2 and 4.3), then check
to ensure that the pCount field in the nost recently added
Secure_Path Segment is not equal to 0. (Note: See Section 7.2
for router configuration guidance related to this item)

8. Using the equival ent of AS PATH corresponding to the Secure Path
in the UPDATE nessage (see Section 4.4), check that the local AS
nunber is not present in the AS path (i.e., rule out an AS | oop).

If any of these checks fail, it is an error in the BGPsec_ PATH
attribute. BGPsec speakers MJST handl e any syntactical or protocol
errors in the BGPsec PATH attribute by using the "treat-as-wthdraw'
approach as defined in RFC 7606 [ RFC7606]. (Note: Since the AS
nunber of a transparent route server does appear in the Secure_Path
wi th pCount=0, the route server MAY check to see if its local ASis
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listed in the Secure_Path, and this check MAY be included in the
| oop-detection check |isted above.)

Next, the BGPsec speaker exam nes the Signature_Blocks in the
BGPsec_PATH attribute. A Signature_Block corresponding to an
algorithmsuite that the BGPsec speaker does not support is not
considered in the validation process. |If there is no Signature_ Bl ock
corresponding to an algorithmsuite that the BGPsec speaker supports,
then in order to consider the UPDATE nessage in the route selection
process, the BGPsec speaker MUST strip the Signature_Bl ock(s),
reconstruct the AS PATH fromthe Secure_Path (see Section 4.4), and
treat the UPDATE nessage as if it were received as an unsi gned BGP
UPDATE nessage.

For each remai ning Signature_Bl ock (corresponding to an al gorithm
suite supported by the BGPsec speaker), the BGPsec speaker iterates
through the Signature Segnments in the Signature_ Block, starting with
the nost recently added segnent (and concluding with the

| east recently added segnent). Note that there is a one-to-one
correspondence between Signature Segnents and Secure_ Path Segnents
within the BGPsec_PATH attribute. The follow ng steps nake use of
this correspondence:

0 Step 1: Let there be K AS hops in a received BGPsec_PATH attribute
that is to be validated. Let AS(1), AS(2), ..., AS(K+1l) denote
t he sequence of AS nunbers fromthe origin AS to the validating
AS. Let Secure_Path Segnent N and Signature Segnent N in the
BGPsec_PATH attribute refer to those corresponding to AS(N) (where
N=1, 2, ..., K. The BGPsec speaker that is processing and
validating the BGPsec PATH attribute resides in AS(K+1l). Let
Si gnature Segnent N be the Signature Segnent that is currently
bei ng verifi ed.

0 Step 2: Locate the public key needed to verify the signature (in
the current Signature Segment). To do this, consult the valid
RPKI router certificate data and look up all valid (AS Nunber,
Public Key, Subject Key ldentifier) triples in which the AS
mat ches the AS nunber in the correspondi ng Secure_Pat h Segnent.

O these triples that match the AS nunber, check whether there is
an SKI that matches the value in the Subject Key ldentifier field
of the Signature Segnent. If this check finds no such matching
SKI value, then mark the entire Signature Block as 'Not Valid and
proceed to the next Signature_ Bl ock

0 Step 3: Conpute the digest function (for the given algorithm
suite) on the appropriate data.
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In order to verify the digital signature in Signature Segnent N,
construct the sequence of octets to be hashed as shown in Figure 9
(using the notations defined in Step 1). (Note that this sequence
is the same sequence that was used by AS(N) that created the

Si gnature Segnment N (see Section 4.2 and Figure 8).)

S +
| Target AS Nunber
e +----\
| Signature Segnent N1 | \
BT T + |
| Secure_Path Segnent N | |
o e e e e e e e eeeeeeeaeicaesaeaaa + \
> Data from
R e R + / N Segnents
| Signature Segnent 1 |
BT T + |
| Secure_Path Segnent 2 | |
o e e e e e e e eeeeeeeaeicaesaeaaa + /
| Secure_Path Segnent 1 | /
e +---/
| Algorithm Suite Identifier |
o e e e e e e e e e e e e e e e e +
| AFI |
S +
| SAFI |
T e +
| NLRI |
o e e e e e e e e e e e e e e e e +

Fi gure 9: Sequence of Octets to Be Hashed for Signature Verification
of Signature Segment N, N= 1,2, ..., K Were KIs the Nunber of
AS Hops in the BGPsec_PATH Attribute

The elenments in this sequence (Figure 9) MJST be ordered exactly
as shown. For the first segnment to be processed (the

nost recently added segnent (i.e., N = K) given that there are K
hops in the Secure Path), the 'Target AS Number’ is AS(K+1), the
AS nunmber of the BGPsec speaker validating the UPDATE nessage.
Note that if a BGPsec speaker uses multiple AS Nunmbers (e.g., the
BGPsec speaker is a nmenber of a confederation), the AS nunber used
here MJUST be the AS nunber announced in the OPEN nessage for the
BGP session over which the BGPsec UPDATE nessage was received.

For each other Signature Segnent (N smaller than K), the ' Target
AS Number’ is AS(N+1), the AS nunber in the Secure_Path Segment

that corresponds to the Signature Segnent added i mmediately after
the one being processed (that is, in the Secure Path Segnent that

Lepi nski & Sriram St andards Track [ Page 26]



RFC 8205 BGPsec Protocol Sept enber 2017

6.

6.

corresponds to the Signature Segnent that the validator just
fini shed processing).

The Secure_Path and Signature Segment are obtained fromthe

BGPsec PATH attribute. The AFl, SAFl, and NLRI fields are
obtained fromthe MP_REACH NLRI attribute [RFC4760].

Additionally, in the Prefix field within the NLRI field (see
Section 5 in RFC 4760 [ RFC4760]), all of the trailing bits MJST be
set to 0 when constructing this sequence.

0 Step 4: Use the signature validation algorithm (for the given
algorithmsuite) to verify the signature in the current segnent.
That is, invoke the signature validation algorithmon the
following three inputs: the value of the Signature field in the
current segnment, the digest value conmputed in Step 3 above, and
the public key obtained fromthe valid RPKI data in Step 2 above.
If the signature validation algorithmdeterm nes that the
signature is invalid, then mark the entire Signature_ Bl ock as
"Not Valid and proceed to the next Signature Block. |[If the
signature validation algorithmdeterm nes that the signature is
valid, then continue processing Signhature Segnents (within the
current Signature_Bl ock).

If all Signature Segnments within a Signature_ Bl ock pass validation
(i.e., all segnents are processed and the Signature Bl ock has not yet
been nmarked 'Not Valid' ), then the Signature Block is nmarked as
"Vali d’

If at | east one Signature_Block is marked as 'Valid , then the
validation algorithmterm nates and the BGPsec UPDATE nessage is
deened 'Valid' . (That is, if a BGPsec UPDATE nessage contains two

Si gnature_Bl ocks, then the UPDATE nessage is deened 'Valid if the
first Signature_Block is marked 'Valid OR the second Signature_Bl ock
is marked 'Valid .)

Algorithns and Extensibility
1. Algorithm Suite Considerations

Note that there is currently no support for bilateral negotiation
(using BGP capabilities) between BGPsec peers to use a particul ar
(digest and signature) algorithmsuite. This is because the

al gorithm suite used by the sender of a BGPsec UPDATE nessage MJST be
understood not only by the peer to whomit is directly sending the
nmessage but also by all BGPsec speakers to whomthe route
advertisenent is eventually propagated. Therefore, selection of an
al gorithm suite cannot be a | ocal matter negotiated by BGP peers but

i nstead nust be coordi nated t hroughout the Internet.
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To this end, [RFC8208] specifies a nmandatory-to-use 'current’
algorithmsuite for use by all BGPsec speakers.

It is anticipated that, in the future, [RFC8208] or its successor

wi |l be updated to specify a transition fromthe *current’ algorithm
suite to a 'new algorithmsuite. During the period of transition
al | BGPsec UPDATE nessages SHOULD sinul taneously use both the
"current’ algorithmsuite and the 'new algorithmsuite. (Note that
Sections 3 and 4 specify how the BGPsec_PATH attribute can contain
signatures, in parallel, for two algorithmsuites.) Once the
transition is conplete, the use of the old "current’ algorithmwlI
be deprecated, the use of the 'new algorithmwll be nandatory, and
a subsequent ’'even newer’ algorithmsuite may be specified as
"recommended to inplenent". Once the transition has successfully
been conpleted in this nmanner, BGPsec speakers SHOULD include only a
single Signature_ Bl ock (corresponding to the 'new algorithn.

6.2. Considerations for the SKI Size
Dependi ng on the nethod of generating key identifiers [ RFC7093], the

size of the SKI in an RPKI router certificate may vary. The SK
field in the BGPsec_PATH attri bute has a fixed size of 20 octets (see

Figure 7). If the SKI is longer than 20 octets, then use the
| eftnost 20 octets of the SKI (excluding the tag and | ength)
[RFC7093]. If the SKI value is shorter than 20 octets, then pad the

SKI (excluding the tag and length) to the right (least significant
octets) with octets having "0" val ues.

6.3. Extensibility Considerations

This section discusses potential changes to BGPsec that would require
substantial changes to the processing of the BGPsec PATH and t hus
necessitate a new version of BGPsec. Exanples of such changes

i ncl ude:

0o A new type of signature algorithmthat produces signatures of
variable | ength

o0 A new type of signature algorithmfor which the nunber of
signatures in the Signature_Block is not equal to the nunber of
ASes in the Secure_Path (e.g., aggregate signatures)

0 Changes to the data that is protected by the BGPsec signatures
(e.g., attributes other than the AS path)

In the case that such a change to BGPsec were deened desirable, it is

expected that a subsequent version of BGPsec would be created and
that this version of BGPsec would specify a new BGP path attribute --
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let’s call it "BGPsec_PATH Two" -- that is designed to accomodate
the desired changes to BGPsec. In such a case, [RFC8208] or its
successor would be updated to specify algorithmsuites appropriate
for the new version of BGPsec.

At this point, a transition would begin that is anal ogous to the
algorithmtransition discussed in Section 6.1. During the transition
period, all BGPsec speakers SHOULD si nmul t aneously include both the
BGPsec_PATH attribute and the new BGPsec_PATH Two attribute. Once
the transition is conplete, the use of BGPsec_PATH coul d then be
deprecated, at which point BGPsec speakers should include only the
new BGPsec_PATH Two attribute. Such a process could facilitate a
transition to a new BGPsec senmantics in a backwards-conpati bl e

fashi on.

7. Operations and Managenent Considerations

Sonme operations and nanagenent issues that are closely relevant to
BGPsec protocol specification and depl oynent are highlighted here.
The best practices concerning operations and depl oynent of BGPsec are
provided in [ RFC8207].

7.1. Capability Negotiation Failure

Section 2.2 describes the negotiation required to establish a
BGPsec- capabl e peering session. Not only nust the BGPsec capability
be exchanged (and agreed on), but the BGP nultiprotocol extension

[ RFCA760] for the sane AFl and the 4-byte AS capability [ RFC6793]
MUST al so be exchanged. Failure to properly negotiate a BGPsec
session -- due to a nissing capability, for exanple -- may stil
result in the exchange of BGP (unsigned) UPDATE nessages. It is
RECOMVENDED t hat an inplementation log the failure to properly
negotiate a BGPsec session. Also, an inplenmentati on MJST have the
ability to prevent a BGP session from being established if configured
to only use BGPsec.

7.2. Preventing Msuse of pCount=0

A peer that is an Internet Exchange Point (IXP) (i.e., route server)
with a transparent AS is expected to set pCount=0 in its Secure_Path
Segnment while forwardi ng an UPDATE nessage to a peer (see

Section 4.2). dCearly, such an | XP MJUST configure its BGPsec router
to set pCount=0 in its Secure_Path Segnent. This also neans that a
BGPsec speaker MJST be configured so that it permts pCount=0 from an
| XP peer. Two other cases where pCount is set to O are in the
contexts of an AS confederation (see Section 4.3) and of AS migration
[ RFC8206]. In these two cases, pCount=0 is set and accepted within
the sane AS (albeit the AS has two different identities). Note that
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7.

7.

if a BGPsec speaker does not expect a peer AS to set its pCount=0 and
i f an UPDATE nessage received fromthat peer violates this, then the
UPDATE nmessage MJUST be considered to be in error (see the list of
checks in Section 5.2). See Section 8.4 for a discussion of security
consi derati ons concerni ng pCount =0.

3. FEarly Ternmination of Signature Verification

During the validation of a BGPsec UPDATE nmessage, route processor
performance speedup can be achi eved by incorporating the foll ow ng
observations. An UPDATE nessage is deened 'Valid if at |east one of
the Signature Blocks is marked as 'Valid (see Section 5.2).
Therefore, if an UPDATE nessage contains two Signature_ Bl ocks and the
first one verified is found 'Valid' , then the second Signature_ Bl ock
does not have to be verified. And if the UPDATE nessage is chosen
for best path, then the BGPsec speaker adds its signature (generated
with the respective algorithm to each of the two Signature_ Bl ocks
and forwards the UPDATE nessage. Al so, a BGPsec UPDATE nessage is
deermed 'Not Valid if at |east one signature in each of the
Signature_Blocks is invalid. This principle can al so be used for
route processor workload savings, i.e., the verification for a
Signature_Block term nates early when the first invalid signature is
encount er ed.

4. Non-deterministic Signature Algorithns

Many signature algorithms are non-deterministic. That is, many
signature algorithms will produce different signatures each tinme they
are run (even when they are signing the sane data with the sane key).
Therefore, if a BGsec router receives a BGsec UPDATE nessage froma
peer and |later receives a second BGPsec UPDATE nessage fromthe sane
peer for the sane prefix with the sane Secure_Path and SKis, the
second UPDATE nessage MAY differ fromthe first UPDATE nessage in the
signature fields (for a non-deterministic signature algorithm.
However, the two sets of signature fields will not differ if the
sender caches and reuses the previous signature. For a determnistic
signature algorithm the signature fields MJST be identical between
the two UPDATE nessages. On the basis of these observations, an

i mpl enent ati on MAY incorporate optinizations in update validation
processi ng.

5. Private AS Nunbers

It is possible that a stub custoner of an | SP enploys a private AS
nunber. Such a stub custoner cannot publish a ROA in the d obal RPKI
for the private AS nunber and the prefixes that they use. Also, the
d obal RPKI cannot support private AS nunbers (i.e., BGPsec speakers
in private ASes cannot be issued router certificates in the d oba
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RPKI). For interactions between the stub custoner (with the private
AS nunber) and the ISP, the follow ng two scenarios are possible:

1. The stub custoner sends an unsi gned BGP UPDATE nessage for a
prefix to the ISPPs AS. An edge BGPsec speaker in the ISP's AS
may choose to propagate the prefix to its non-BGPsec and BGPsec
peers. |If so, the | SP's edge BGPsec speaker MJST strip the
AS PATH with the private AS nunmber and then (a) re-originate the
prefix wi thout any signatures towards its non-BGPsec peer and
(b) re-originate the prefix including its own signature towards
its BGPsec peer. 1In both cases (i.e., (a) and (b)), the prefix
MUST have a ROA in the dobal RPKI authorizing the ISPs AS to
originate it.

2. The ISP and the stub custoner nmay use a |l ocal RPKI repository
(using a mechani sm such as one of the nechanisns described in
[SLURM ). Then, there can be a ROA for the prefix originated by
the stub AS, and the eBGP speaker in the stub AS can be a BGPsec
speaker having a router certificate, albeit the ROA and router
certificate are valid only locally. Wth this arrangenent, the
stub AS sends a signed UPDATE nessage for the prefix to the ISP’ s
AS. An edge BGPsec speaker in the ISP's AS validates the UPDATE
message, using RPKI data based on the |ocal RPKI view  Further
it may choose to propagate the prefix to its non-BGPsec and
BGPsec peers. |If so, the I SP's edge BGPsec speaker MUST strip
the Secure Path and the Signature Segnent received fromthe stub
AS with the private AS nunber and then (a) re-originate the
prefix wi thout any signatures towards its non-BGPsec peer and
(b) re-originate the prefix including its own signature towards
its BGPsec peer. In both cases (i.e., (a) and (b)), the prefix
MUST have a ROA in the dobal RPKI authorizing the ISPs AS to
originate it.

It is possible that private AS nunbers are used in an AS

conf ederati on [ RFC5065]. The BGPsec protocol requires that when a
BGPsec UPDATE nessage propagates through a confederation, each
Menber-AS that forwards it to a peer Menber-AS MJST sign the UPDATE
nmessage (see Section 4.3). However, the d obal RPKI cannot support
private AS nunbers. |In order for the BGPsec speakers in Menber- ASes
with private AS nunbers to have digital certificates, there MJST be a
mechani smin place in the confederation that allows the establishnent
of a local, custonized view of the RPKI, augnenting the d obal RPKI
repository data as needed. Since this nmechani sm (for augnenting and
mai ntai ning a local imge of RPKI data) operates locally within an AS
or AS confederation, it need not be standard based. However, a

st andar d- based nmechani sm can be used (see [SLURM). Recall that in
order to prevent exposure of the internals of AS confederations, a
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BGPsec speaker exporting to a non-nenber renoves al
i ntra-confederation Secure_Path Segnents and Signatures (see
Section 4.3).

7.6. Robustness Considerations for Accessing RPKI Data

The depl oynent structure, technol ogi es, and best practices concerning
G obal RPKI data to reach routers (via local RPKI caches) are
described in [ RFC6810], [RFC8210], [RFC8181], [RFC7115], [RFC8207],
and [ RFC8182]. For exanple, Serial-Nunber-based increnental update
mechani snms are used for efficient transfer of just the data records
that have changed since the |ast update [ RFC6810] [ RFC8210]. The
update notification file is used by Relying Parties (RPs) to discover
whet her any changes exi st between the state of the G obal RPK
repository and the RP's cache [ RFC8182]. The notification describes
the location of (1) the files containing the snapshot and

(2) increnmental deltas, which can be used by the RP to synchronize
with the repository. Making use of these technol ogi es and best
practices results in enabling robustness, efficiency, and better
security for the BGPsec routers and RPKI caches in terns of the flow
of RPKI data fromrepositories to RPKI caches to routers. Wth these
mechani sms, it is believed that an attacker wouldn't be able to

meani ngful Iy correlate RPKI data flows with BGPsec RP (or router)
actions, thus avoiding attacks that nmay attenpt to deternmine the set
of ASes interacting with an RP via the interactions between the RP
and RPKI servers.

7.7. Gaceful Restart

During Graceful Restart (GR), restarting and receiving BGPsec
speakers MUST foll ow the procedures specified in [ RFC4724] for
restarting and receiving BGP speakers, respectively. In particular
t he behavi or of retaining the forwarding state for the routes in the
Loc-RI B [ RFC4271] and marking them as stale, as well as not
differentiating between stale routing information and ot her

i nformati on during forwarding, will be the sane as the behavi or
specified in [ RFC4724].

7.8. Robustness of Secret Random Nunber in ECDSA

The Elliptic Curve Digital Signature Al gorithm (ECDSA) with curve
P-256 is used for signing UPDATE nessages in BGPsec [ RFC8208]. For
ECDSA, it is stated in Section 6.3 of [FIPS186-4] that a new secret
random nunmber "k" shall be generated prior to the generation of each
digital signature. A high-entropy random bit generator (RBG nust be
used for generating "k", and any potential bias in the "k" generation
al gorithm nmust be mtigated (see the nmethods described in [Fl PS186- 4]
and [ SP800-90A]).
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7.9. Increnental/Partial Deployment Considerations

What will migration fromBGP to BGPsec | ook like? Wat are the
benefits for the first adopters? Initially, small groups of

conti guous ASes woul d be doing BGPsec. There woul d possi bly be one
or nore such groups in different geographic regions of the gl oba
Internet. Only the routes originated within each group and
propagated within its borders would get the benefits of cryptographic
AS path protection. As BGPsec adoption grows, each group grows in
size, and eventually they join together to formeven | arger

BGPsec- capabl e groups of contiguous ASes. The benefit for early
adopters starts with AS path security within the regi ons of

conti guous ASes spanned by their respective groups. Over tine, they
woul d see those regions of contiguous ASes grow nuch | arger

During partial deploynent, if an AS in the path doesn’t support
BGPsec, then BGP goes back to traditional node, i.e., BGPsec UPDATE
nmessages are converted to unsi gned UPDATE nessages before forwarding
to that AS (see Section 4.4). At this point, the assurance that the
UPDATE nmessage propagated via the sequence of ASes listed is |ost.
In other words, for the BGPsec routers residing in the ASes starting
fromthe origin AS to the AS before the one not supporting BGPsec,
the assurance can still be provided, but not beyond that (for the
UPDATE nessages i n consideration).

8. Security Considerations

For a di scussion of the BGPsec threat nodel and related security
consi derations, please see RFC 7132 [ RFC7132].

8.1. Security Quarantees

When used in conjunction with origin validation (see RFC 6483

[ RFC6483] and RFC 6811 [ RFC6811]), a BGPsec speaker who receives a
valid BGPsec UPDATE message containing a route advertisenent for a
given prefix is provided with the follow ng security guarantees:

0o The origin AS nunber corresponds to an AS that has been
authorized, in the RPKI, by the |IP address space holder to
originate route advertisenents for the given prefix.

0 For each ASin the path, a BGPsec speaker authorized by the hol der
of the AS nunber intentionally chose (in accordance with | oca
policy) to propagate the route advertisenent to the subsequent AS
in the path.
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That is, the recipient of a valid BGPsec UPDATE nessage is assured
that the UPDATE nessage propagated via the sequence of ASes listed in
the Secure_Path portion of the BGPsec_PATH attribute. (It should be
noted that BGPsec does not offer any guarantee that the data packets
woul d flow along the indicated path; it only guarantees that the BGP
UPDATE nessage conveying the path indeed propagated al ong the

i ndi cated path.) Furthernore, the recipient is assured that this
path term nates in an AS that has been authorized by the | P address
space holder as a legitimate destination for traffic to the given
prefix.

Not e that al though BGPsec provides a nechanismfor an AS to validate
that a received UPDATE nessage has certain security properties, the
use of such a mechanismto influence route selection is conpletely a
matter of local policy. Therefore, a BGPsec speaker can nake no
assunptions about the validity of a route received froman externa
(eBGP) BGPsec peer. That is, a conmpliant BGPsec peer nay (depending
on the local policy of the peer) send UPDATE nessages that fail the
validity test in Section 5. Thus, a BGPsec speaker MJST conpletely
validate all BGPsec UPDATE nessages received fromexternal peers
(Val i dati on of UPDATE nessages received frominternal peers is also a
matter of local policy; see Section 5.)

8.2. On the Renpbval of BGPsec Signatures

There nay be cases where a BGPsec speaker deens 'Valid (as per the
validation algorithmin Section 5.2) a BGPsec UPDATE nessage t hat
contains both a "Valid and a 'Not Valid Signature_Block. That is,
t he UPDATE nessage contains two sets of signatures corresponding to
two algorithmsuites, and one set of signatures verifies correctly
and the other set of signatures fails to verify. |In this case, the
protocol specifies that a BGPsec speaker choosing to propagate the
route advertisenent in such an UPDATE nessage MJUST add its signature
to each of the Signature_Bl ocks (see Section 4.2). Thus, the BGPsec
speaker creates a signature using both algorithmsuites and creates a
new UPDATE nessage that contains both the "Valid and the 'Not Valid’
set of signatures (fromits own vantage point).

To understand the reason for such a design decision, consider the
case where the BGPsec speaker receives an UPDATE nessage with both a
set of algorithmA signatures that are 'Valid and a set of algorithm
B signatures that are "Not Valid'. |In such a case, it is possible
(perhaps even likely, depending on the state of the al gorithm
transition) that sone of the BGPsec speaker’s peers (or other
entities further downstreamin the BGP topol ogy) do not support
algorithm A  Therefore, if the BGPsec speaker were to rempve the
"Not Valid set of signatures corresponding to algorithm B, such
entities would treat the nessage as though it were unsigned. By

Lepi nski & Sriram St andards Track [ Page 34]



RFC 8205 BGPsec Protocol Sept enber 2017

including the "Not Valid set of signatures when propagating a route
adverti senent, the BGPsec speaker ensures that downstreamentities
have as nuch informati on as possible to make an infornmed opinion
about the validation status of a BGPsec UPDATE nessage.

Note al so that during a period of partial BGPsec deploynent, a
downstream entity might reasonably treat unsigned nessages
differently from BGPsec UPDATE nessages that contain a single set of
"Not Valid signatures. That is, by renoving the set of 'Not Valid
signatures, the BGPsec speaker might actually cause a downstream
entity to 'upgrade’ the status of a route advertisenent from

"Not Valid to unsigned. Finally, note that in the above scenari o,
the BGPsec speaker ni ght have deened al gorithm A signatures 'Valid’
only because of sone issue with the RPKI state local to its AS (for
exanple, its AS nmight not yet have obtained a Certificate Revocation
List (CRL) indicating that a key used to verify an algorithmA
signature belongs to a newy revoked certificate). |In such a case
it is highly desirable for a downstreamentity to treat the UPDATE
message as 'Not Valid (due to the revocation) and not as ’'unsigned
(which woul d happen if the "Not Valid Signature_Bl ocks were renoved
en route).

A simlar argunent applies to the case where a BGPsec speaker (for
sonme reason, such as a lack of viable alternatives) selects as its
best path (to a given prefix) a route obtained via a 'Not Valid
BGPsec UPDATE nmessage. In such a case, the BGPsec speaker shoul d
propagate a signed BGPsec UPDATE nmessage, adding its signature to the
"Not Valid signatures that already exist. Again, this is to ensure
that downstreamentities are able to nake an inforned decision and
not erroneously treat the route as unsigned. It should also be noted
that due to possible differences in RPKI data observed at different
vantage points in the network, a BGPsec UPDATE nmessage deened ' Not
Valid at an upstream BGPsec speaker nmay be deenmed ’'Valid by another
BGP speaker downstream

I ndeed, when a BGPsec speaker signs an outgoi ng UPDATE nessage, it is
not attesting to a belief that all signatures prior to its own
signature are valid. Instead, it is merely asserting that:

0 The BGPsec speaker received the given route adverti senent with the
i ndi cated prefix, AFl, SAFI, and Secure_Path, and

0 The BGPsec speaker chose to propagate an advertisenent for this

route to the peer (inplicitly) indicated by the 'Target AS
Number’ .
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8.3. Mtigation of Denial-of-Service Attacks

The BGPsec update validation procedure is a potential target for

deni al - of -servi ce attacks agai nst a BGPsec speaker. The mitigation
of denial -of-service attacks that are specific to the BGPsec protoco
i s considered here.

To mtigate the effectiveness of such denial -of-service attacks
BGPsec speakers should inplement an update validation algorithmthat
performnms expensive checks (e.g., signature verification) after
perform ng checks that are | ess expensive (e.g., syntax checks). The
validation algorithmspecified in Section 5.2 was chosen so as to
performchecks that are likely to be expensive after checks that are
likely to be inexpensive. However, the relative cost of perfornng
required validation steps may vary between inpl enentations, and thus
the algorithmspecified in Section 5.2 may not provide the best

deni al -of -service protection for all inplenmentations.

Addi tionally, sending UPDATE nessages with very long AS paths (and
hence a | arge nunber of signatures) is a potential nechanismto
conduct deni al -of -service attacks. For this reason, it is inportant
that an inplementation of the validation algorithm stops attenpting
to verify signatures as soon as an invalid signature is found. (This
ensures that |ong sequences of invalid signatures cannot be used for
deni al -of -service attacks.) Furthernore, inplenentations can
mtigate such attacks by only perforning validation on UPDATE
messages that, if valid, would be selected as the best path. That
is, if an UPDATE nmessage contains a route that would | ose out in best
path selection for other reasons (e.g., a very long AS path), then it
is not necessary to determ ne the BGPsec-validity status of the
route.

8.4. Additional Security Considerations

The mechani sm of setting the pCount field to O is included in this
specification to enable route servers in the control path to
participate in BGPsec without increasing the length of the AS path.
Two ot her scenarios where pCount=0 is utilized are in the contexts of
an AS confederation (see Section 4.3) and of AS migration [ RFC8206].
In these two scenarios, pCount=0 is set and al so accepted within the
same AS (albeit the AS has two different identities). However,
entities other than route servers, confederation ASes, or migrating
ASes coul d concei vably use this nechanism (set the pCount to 0) to
attract traffic (by reducing the length of the AS path)
illegitimately. This risk is largely mtigated if every BGPsec
speaker follows the operational guidance in Section 7.2 for
configuration for setting pCount=0 and/or accepting pCount=0 from a
peer. However, note that a recipient of a BGsec UPDATE nessage
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within which an upstreamentity two or nore hops away has set pCount
to 0 is unable to verify for thensel ves whet her pCount was set to O
legitimtely.

There is a possibility of passing a BGPsec UPDATE nessage via
tunnel i ng between col luding ASes. For exanple, let’'s say that AS-X
does not peer with AS-Y but colludes with AS-Y, and it signs and
sends a BGPsec UPDATE nessage to AS-Y by tunneling. AS-Y can then
further sign and propagate the BGPsec UPDATE nessage to its peers.
It is beyond the scope of the BGPsec protocol to detect this form of
mal i ci ous behavior. BGPsec is designed to protect nmessages sent
within BGP (i.e., within the control plane) -- not when the contro
pl ane i s bypassed.

A variant of the collusion by tunneling mentioned above can happen in
the context of AS confederations. Wen a BGPsec router (outside of a
confederation) is forwarding an UPDATE nmessage to a Menber-AS in the
confederation, it signs the UPDATE nessage to the public AS nunber of
the confederation and not to the nmenber’s AS nunber (see

Section 4.3). The Menber-AS can tunnel the signed UPDATE nessage to
anot her Menber-AS as received (i.e., without adding a signature).

The UPDATE nessage can then be propagated using BGPsec to ot her

conf ederati on nenbers or to BGPsec nei ghbors outside of the
confederation. This kind of operation is possible, but no grave
security or reachability conpronise is feared for the foll ow ng
reasons:

0o The confederation nenbers belong to one organization, and strong
internal trust is expected.

0 Recall that the signatures that are internal to the confederation
MUST be renoved prior to forwarding the UPDATE nessage to an
out si de BGPsec router (see Section 4.3).

BGPsec does not provide protection against attacks at the transport
layer. As with any BGP session, an adversary on the path between a
BGPsec speaker and its peer is able to performattacks such as

nmodi fyi ng vali d BGPsec UPDATE nessages to cause themto fai

val i dation, injecting (unsigned) BGP UPDATE nessages wi thout
BGPsec_PATH attributes, injecting BGPsec UPDATE nmessages with
BGPsec_PATH attributes that fail validation, or causing the peer to
tear down the BGP session. The use of BGPsec does nothing to

i ncrease the power of an on-path adversary -- in particular, even an
on-path adversary cannot cause a BGPsec speaker to believe that a
BGPsec-invalid route is valid. However, as with any BGP session
BGPsec sessions SHOULD be protected by appropriate transport security
mechani snms (see the Security Considerations section in [RFC4271]).
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There is a possibility of replay attacks, defined as follows. |In the
context of BGPsec, a replay attack occurs when a nalicious BGPsec
speaker in the AS path suppresses a prefix withdrawal (inplicit or
explicit). Further, a replay attack is said to occur al so when a
mal i ci ous BGPsec speaker replays a previously received BGPsec
announcenent for a prefix that has since been withdrawn. The
mtigation strategy for replay attacks involves router certificate
roll over; please see [ ROLLOVER] for details.

9. | ANA Consi der ati ons

| ANA has registered a new BGP capability described in Section 2.1 in
the "Capability Codes" registry's "I ETF Review' range [ RFC8126]. The
description for the new capability is "BGPsec Capability". This
docunment is the reference for the new capability.

| ANA has al so registered a new path attribute described in Section 3
in the "BGP Path Attributes" registry. The code for this new
attribute is "BGsec_ PATH'. This docunent is the reference for the
new attri bute.

| ANA has defined the "BGPsec Capability" registry in the "Resource
Public Key Infrastructure (RPKI)" group. The registry is as shown in
Figure 10, with val ues assigned from Section 2. 1:

Hom oo oo e e e e e e e e e aaa R +
| Bits | Field | Reference

[ e B SR +
| 0-3 | Version | [ RFC8205]

| | Value = 0x0 |

R oo e e e e e e e e e e e eaaa R +

| 4 | Direction | [ RFC8205]
| | (Both possible values 0 and 1 are
| | fully specified by this RFC) |

| 5-7 | Unassigned | [ RFC8205]
| | Value = 000 (in binary) |

Figure 10: |1 ANA Registry for BGPsec Capability

The Direction bit (fourth bit) has a value of either 0 or 1, and both
values are fully specified by this docunent. Future Version val ues
and future values of the Unassigned bits are assigned using the
"Standards Action" registration procedures defined in RFC 8126

[ RFC8126] .
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10.

10.

| ANA has defined the "BGPsec_PATH Fl ags" registry in the "Resource

Public Key Infrastructure (RPKI)" group. The registry is as shown in

Figure 11, with one val ue assigned from Section 3. 1:

Hom - - o m e e e e e e e e e e e e e e e e e e e e am o S
| Flag | Description | Reference
R oo o e e e e e e e e e e e e e e e e eaa R
| O | Confed_Segnent |

| | Bit value = 1 neans Fl ag set |

| | (i ndi cates Confed_Segnent) |

| | Bit value = 0 is default |

Hom - - o s e m e e e e e e e e e e e e e e e e e e e e o - o B S
| 1-7 | Unassigned | [ RFC8205]

| | Value: Al 7 bits set to zero |

Figure 11: |1 ANA Registry for BGPsec_PATH Flags Field

Future val ues of the Unassigned bits are assigned using the

"Standards Action" registration procedures defined in RFC 8126

[ RFC8126] .
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