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Standard for ARPA |Internet Text Messages

PREFACE

By 1977, the Arpanet enpl oyed several infornmal standards for

the text nessages (mail) sent anong its host conputers. It was
felt necessary to codify these practices and provide for those
features that seened inmnent. The result of that effort was

Request for Comments (RFC) #733, "Standard for the Format of ARPA
Net wor k Text Message", by Crocker, Vittal, Pogran, and Henderson
The specification attenpted to avoid nmajor changes in existing
software, while permtting several new features

Thi s docunment revises the specifications in RFC #733, in
order to serve the needs of the larger and nore conpl ex ARPA
Internet. Sone of RFC #733's features failed to gain adequate
accept ance. In order to sinplify the standard and the software
that follows it, these features have been renoved. A different
addressing schenme is wused, to handle the case of inter-network
mai | ; and the concept of re-transm ssion has been introduced.

This specification is intended for use in the ARPA Internet.
However, an attenpt has been nade to free it of any dependence on
that environment, so that it can be applied to other network text
nessage systemns.

The specification of RFC #733 took place over the course of
one year, using the ARPANET mail environnent, itself, to provide
an on-going forumfor discussing the capabilities to be included.
More than twenty individuals, fromacross the country, partici-
pated in the original discussion. The developnment of this
revi sed specification has, simlarly, utilized network mail -based
group discussion. Both specification efforts greatly benefited
fromthe coments and ideas of the participants.

The syntax of the standard, in RFC #733, was originally
specified in the Backus-Naur Form (BNF) neta-language. Ken L.
Harrenstien, of SRl International, was responsible for re-coding
the BNF into an augnented BNF that nmakes the representation
smal | er and easier to understand.
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1. | NTRODUCTI ON
1.1. SCOPE

This standard specifies a syntax for text nessages that are
sent anobng conputer wusers, within the framework of "electronic
mai |l ". The standard supersedes the one specified in ARPANET
Request for Coments #733, "Standard for the Format of ARPA Net -
wor k Text Messages”.

In this context, nessages are viewed as having an envel ope
and contents. The envelope contains whatever information is
needed to acconplish transmi ssion and delivery. The contents
conpose the object to be delivered to the recipient. This stan-
dard applies only to the format and sone of the semantics of nes-
sage contents. It contains no specification of the information
in the envel ope.

However, sonme nmessage systenms may use information from the
contents to create the envelope. It is intended that this stan-
dard facilitate the acquisition of such information by prograns.

Some nessage systens nmay store nessages in formats that
differ fromthe one specified in this standard. This specifica-
tion is intended strictly as a definition of what nessage content
format is to be passed BETWEEN hosts.

Note: This standard is NOT intended to dictate the internal for-
mats used by sites, the specific nessage systemfeatures
that they are expected to support, or any of the charac-
teristics of user interface prograns that create or read
nessages.

A distinction should be nade between what the specification
REQUIRES and what it ALLOAS. Messages can be nmade conpl ex and
rich with formally-structured conponents of information or can be
kept small and sinple, with a minimum of such information. Also,
the standard sinplifies the interpretation of differing visua
formats in nmessages; only the visual aspect of a nessage is
affected and not the interpretation of information wthin it.
| mpl enentors nmay choose to retain such visual distinctions.

The formal definition is divided into four levels. The bot-
tom | evel describes the neta-notation used in this docunment. The
second | evel describes basic |exical analyzers that feed tokens
to higher-level parsers. Next is an overall specification for
messages; it pernmits distinguishing individual fields. Fi nal |y,
there is definition of the contents of several structured fields.
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1.2. COVMUNI CATI ON FRAMEVWORK

Messages consi st of lines of text. No special provisions
are nmde for encoding drawi ngs, facsinile, speech, or structured
text. No significant consideration has been given to questions
of data conpression or to transnission and storage efficiency,
and the standard tends to be free with the nunber of bits con-
suned. For exanple, field nanmes are specified as free text,
rat her than special terse codes

A general "nemp" framework is used. That is, a nessage con-
sists of sonme information in a rigid format, followed by the main
part of the nessage, with a format that is not specified in this
docunent . The syntax of several fields of the rigidly-fornmated
("headers") section is defined in this specification; sone of
these fields nust be included in all nessages.

The syntax that distinguishes between header fields is
specified separately from the internal syntax for particul ar
fields. This separation is intended to allow sinple parsers to
operate on the general structure of messages, w thout concern for
the detailed structure of individual header fields. Appendix B
is provided to facilitate construction of these parsers.

In addition to the fields specified in this docunment, it is
expected that other fields will gain common use. As necessary,
the specifications for these "extension-fields" will be published
through the sane mechani smused to publish this docunent. Users
may also wish to extend the set of fields that they wuse
privately. Such "user-defined fields" are permitted.

The framework severely constrains docunent tone and appear-
ance and is primarily useful for nobst intra-organization conmuni-
cations and well-structured i nter-organi zati on comuni cati on
It also can be used for sone types of inter-process conmmunica-
tion, such as sinple file transfer and renote job entry. A nore
robust framework might allow for multi-font, nulti-color, nulti-
di mensi on encoding of information. A less robust one, as is
present in nost single-machine nessage systens, would nore
severely constrain the ability to add fields and the decision to
i nclude specific fields. |In contrast wi th paper-based conmunica-
tion, it is interesting to note that the RECEIVER of a nmessage
can exercise an extraordinary anount of control over the
nmessage’ s appearance. The anount of actual control available to
message receivers is contingent upon the capabilities of their
i ndi vi dual nessage systens.
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2. NOTATI ONAL CONVENTI ONS

This specification uses an augnent ed Backus-Naur Form ( BNF)
notation. The differences fromstandard BNF i nvol ve naning rul es
and indicating repetition and "l ocal" alternatives.

2.1. RULE NAM NG

Angl e brackets ("<", ">") are not wused, in general. The
nane of aruleis sinply the nane itself, rather than "<nane>".
Quot ation-marks enclose literal text (which may be upper and/or
| ower case). Certain basic rules are in uppercase, such as
SPACE, TAB, CRLF, DIG T, ALPHA, etc. Angle brackets are used in
rule definitions, and in the rest of this docunent, whenever
their presence will facilitate discerning the use of rule nanes.

2.2. RULEl1 / RULE2: ALTERNATI VES

El enents separated by slash ("/") are alternatives. Ther e-
fore "foo / bar" will accept foo or bar.

2.3. (RULEl RULE2): LOCAL ALTERNATI VES

El enents enclosed in parentheses are treated as a single
el ement . Thus, "(elem (foo / bar) elem" allows the token
sequences "elemfoo elent and "el em bar el ent.

2.4. *RULE: REPETITION

The character "*" preceding an el enent indicates repetition
The full formis:

<| >*<nprel enent
indicating at least <I> and at nbst <m> occurrences of el enent.
Default values are 0 and infinity so that "*(elenent)" allows any
number, including zero; "1*element” requires at |east one; and
"1*2el ement” all ows one or two.
2.5. [RULE]: OPTI ONAL

Squar e brackets encl ose optional elenments; "[foo bar]" is
equi valent to "*1(foo bar)".

2.6. NRULE: SPECI FI C REPETI TI ON
"<n>(elenment)" is equivalent to "<n>*<n>(elenent)"; that is,

exactly <n> occurrences of (elenent). Thus 2DIGA T is a 2-digit
nurmber, and 3ALPHA is a string of three al phabetic characters.
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2.7. #RULE: LISTS
A construct "#" is defined, simlar to "*", as foll ows:
<| >#<nel enent
indicating at |least <> and at nobst <n> el enents, each separated

by one or nore commas (","). This nmakes the usual formof lists
very easy; a rule such as ’(elenment *("," elenent))’ can be shown

as "1#el enent". Wher ever this construct is used, null elenents
are allowed, but do not contribute to the count of elenents
present. That is, "(elenent),,(elenent)" is permtted, but

counts as only two elenents. Therefore, where at |east one ele-
ment is required, at |least one non-null el enent nust be present.
Default values are 0 and infinity so that "#(elenment)" allows any
nunber, including zero; "1#elenent" requires at |east one; and
"1#2el erent" all ows one or two.

2.8. ; COWENTS
A sem -colon, set off sone distance to the right of rule
text, starts a comment that continues to the end of line. This

is a sinple way of including useful notes in parallel wth the
speci fications.
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3. LEXICAL ANALYSI S OF MESSACGES

3.1. GENERAL DESCRI PTI ON

A nessage consists of header fields and, optionally, a body.
The body is sinply a sequence of |ines containing ASCI| charac-

ters. It is separated fromthe headers by a null line (i.e.
line with nothing preceding the CRLF).

3.1.1. LONG HEADER FI ELDS

Each header field can be viewed as a single, logical line

a

of

ASCII characters, conprising a field-nane and a fiel d-body.
For conveni ence, the field-body portion of this conceptua
entity can be split into a nultiple-line representation; this
is called "folding". The general rule is that wherever there
may be linear-white-space (NOT sinply LWSP-chars), a CRLF
i medi ately foll owed by AT LEAST one LWSP-char nmay instead be

inserted. Thus, the single line
To: "Joe & J. Harvey" <ddd @rg> JJV @BBN
can be represented as:

To: "Joe & J. Harvey" <ddd @ O g>,

JJIV@sBN
and
To: "Joe & J. Harvey"
<ddd@ Org>, JJV
@BBN
and
To: "Joe &

J. Harvey" <ddd @Org> JJV @BBN

The process of noving from this folded mul tiple-line
representation of a header field to its single line represen-

tation is called "unfolding". Unfolding is acconplished by

regardi ng CRLF imediately followed by a LWP-char as

equi val ent to the LWSP-char

Note: While the standard permts folding wherever |inear-
white-space is permitted, it is recomended that struc-
tured fields, such as those containing addresses, limt

folding to higher-level syntactic breaks. For address
fields, it is recommended that such folding occur
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3.

3.

3.

bet ween addresses, after the separating comma.
1.2. STRUCTURE OF HEADER FI ELDS

Once a field has been unfolded, it nay be viewed as being com
posed of a field-nane followed by a colon (":"), followed by a
field-body, and ternminated by a carriage-return/line-feed.
The field-name nust be conposed of printable ASCII characters
(i.e., characters that have values between 33. and 126.
deci nal, except colon). The field-body may be conposed of any
ASClI| characters, except CRor LF. (Wile CR and/or LF nay be
present in the actual text, they are renoved by the action of
unfolding the field.)

Certain field-bodies of headers may be interpreted according
to an internal syntax that sone systens nmay w sh to parse

These fields are called "structured fields". Exanpl es
include fields containing dates and addresses. Oher fields,
such as "Subject" and "Coments", are regarded sinply as

strings of text.

Note: Any field which has a field-body that is defined as
other than sinply <text> is to be treated as a struc-
tured field.

Fi el d-nanes, unstructured field bodies and structured
field bodies each are scanned by their own, independent
"l exical" anal yzers.

1.3. UNSTRUCTURED FI ELD BODI ES

For some fields, such as "Subject" and "Conments", no struc-
turing is assuned, and they are treated sinply as <text>s, as
in the nessage body. Rules of folding apply to these fields,
so that such field bodies which occupy several |ines nust
t heref ore have the second and successive lines indented by at
| east one LWSP-char.

1.4. STRUCTURED FI ELD BCDI ES

To aid in the creation and reading of structured fields, the
free insertion of linear-white-space (which pernits folding
by inclusion of CRLFs) is allowed between |exical tokens.
Rather than obscuring the syntax specifications for these
structured fields with explicit syntax for this |Ilinear-white-
space, the existence of another "lexical" analyzer is assuned.
This anal yzer does not apply for unstructured field bodies
that are sinply strings of text, as described above. The
anal yzer provides an interpretation of +the unfolded text
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conmposing the body of the field as a sequence of |exical sym
bol s.
These synbol s are:
- individual special characters

- quoted-strings
- domain-literals

- coments

- atons
The first four of these synbols are self-delimting. At ons
are not; they are delimted by the self-deliniting synbols and
by linear-white-space. For the purposes of regenerating

sequences of atoms and quoted-strings, exactly one SPACE is
assuned to exist, and should be used, between them (Also, in
the "Carifications" section on "Wite Space", below, note the
rul es about treatment of nultiple contiguous LWSP-chars.)

So, for exanple, the fol ded body of an address field

":sysmail"@ Some-Goup. Sone-Og,
Muhamed. (I am the greatest) Ali @the)Vegas. \BA
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is analyzed into the follow ng | exical synbols and types:

:sysmai | quoted string
@ speci al
Somre- G oup atom

. speci al
Somre-Or g atom

, speci al
Muhanmmed at om

. speci al
(I am the greatest) comment
Ali atom
@ at om
(the) commrent
Vegas atom

. speci al
V\BA atom

The canonical representations for the data in these addresses
are the follow ng strings:

and

Not e:

":sysnail " @one- G oup. Sonme- Or g

Muhamed. Al | @/egas. \BA

For purposes of display, and when passing such struc-
tured information to other systens, such as mail proto-
col services, there must be NO |Ilinear-white-space
between <word>s that are separated by period (".") or
at-sign ("@) and exactly one SPACE between all other
<word>s. Al so, headers should be in a folded form
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3.2. HEADER FI ELD DEFI NI TI ONS

These rul es show a field nmeta-syntax, wthout

regard for the

particular type or internal syntax. Their purpose is to pernit

detection of fields; also, they present to higher-Ieve

an i mge of each field as fitting on one line.

field = field-name ":" [ field-body | CRLF

field-nane

fiel d-body fiel d-body-contents

[ CRLF LWSP-char fi el d- body]

fiel d-body-contents =

parsers

1*<any CHAR, excluding CTLs, SPACE, and ":">

<the ASCI| characters nmaking up the field-body, as

defined in the follow ng sections,

and consi sting

of conbi nations of atom quoted-string, and

speci al s tokens, or else consisting of texts>

August 13, 1982 - 9 -
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3.3. LEXI CAL TOKENS

The following rules are used to define an underlying | exica
anal yzer, which feeds tokens to higher level parsers. See the
ANSI references, in the Bibliography.

; ( Cctal, Decinal.)

CHAR = <any ASClI| character> ;o ( 0-177, 0.-127.)
ALPHA = <any ASCII| al phabetic character>

; (101-132, 65.- 90.)

;o (141-172, 97.-122.)
DAT = <any ASCI| decinmal digit> 7 ( 60- 71, 48.- 57.)
CTL = <any ASCI| control ; (0- 37, 0.- 31.)

character and DEL> 7o ( 177, 127.)

CR = <ASCIlI CR, carriage return> ; ( 15, 13.)
LF = <ASCI| LF, linefeed> v ( 12, 10.)
SPACE = <ASClI| SP, space> i ( 40, 32.)
HTAB = <ASCI| HT, horizontal -tab> i ( 11, 9.)
<"'> = <ASCI| quote mark> P ( 42, 34.)
CRLF = CRLF
LWSP- char = SPACE /| HTAB ; semantics = SPACE

linear-white-space = 1*([CRLF] LWSP-char) ; semantics = SPACE
; CRLF => folding

speci al s = "™/ My o<t "@ ; Must be in quoted-
[y et o\ <> ; string, to use
[ A ; within a word.
delimters = specials / linear-white-space / coment
t ext = <any CHAR, including bare ; => atons, specials
CR & bare LF, but NOT ; conmments and
i ncludi ng CRLF> ;  quoted-strings are
7 NOT recogni zed.
at om = 1*<any CHAR except specials, SPACE and CTLs>

quoted-string = <"> *(qtext/quoted-pair) <">, Regular qtext or
; quot ed chars

gt ext = <any CHAR excepting <">, ; => may be fol ded
"\" & CR and including
| i near-white-space>

domain-literal = "[" *(dtext / quoted-pair) "]"
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dt ext = <any CHAR excluding "[", ; => may be fol ded
"1", "\" & CR, & including
| i near-white-space>

conment = "(" *(ctext / quoted-pair / comment) ")"

ct ext = <any CHAR excluding "(", ; => may be fol ded

")*, "\" & CR, & including
| i near-white-space>

quoted-pair = "\" CHAR ; may quote any char
phrase = 1*word ; Sequence of words
wor d = atom/ quoted-string

3. 4. CLARI FI CATI ONS

3.4.1. QUOTI NG

Sonme characters are reserved for special interpretation, such
as delimting lexical tokens. To pernit use of these charac-
ters as uninterpreted data, a quoting nmechanism is provided.
To quote a character, precede it with a backslash ("\").

This mechanismis not fully general. Characters may be quoted
only within a subset of the lexical constructs. In particu-
lar, quoting is linted to use within:

- quoted-string
- domain-litera
- conment

Wthin these constructs, quoting is REQURED for CR and "\"

and for the character(s) that delinit the token (e.g., "(" and
")" for a comment). However, quoting is PERMTTED for any
character.

Note: In particular, quoting is NOT permtted wthin atons.

For exanple when the local-part of an addr-spec nust
contain a special character, a quoted string nust be
used. Therefore, a specification such as:

Ful I\ Nanme@onai n
is not |egal and nmust be specified as:

"Full Nane" @onai n
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3.4.2. WH TE SPACE

Note: In structured field bodies, multiple |linear space ASCI
characters (nanmely HTABs and SPACEs) are treated as
single spaces and may freely surround any synbol. In

all header fields, the only place in which at | east one
LWSP-char is REQU RED i s at the begi nning of continua-
tion lines in a folded field.

When passing text to processes that do not interpret text
according to this standard (e.g., nmail protocol servers), then
NO | i near-white-space characters should occur between a period
(".") or at-sign ("@) and a <word>. Exactly ONE SPACE should
be used in place of arbitrary linear-white-space and conment
sequences.

Note: Wthin systens conformng to this standard, wherever a
menber of the list of delinmters is allowed, LWSP-chars
may al so occur before and/or after it.

Witers of mail-sending (i.e., header-generating) prograns
shoul d realize that there is no network-w de definition of the
effect of ASCII HT (horizontal -tab) characters on the appear-
ance of text at another network host; therefore, the use of
tabs in nessage headers, though pernitted, is discouraged.

3.4.3. COWENTS

A coment is a set of ASCI| characters, which is enclosed in
mat ching parentheses and which is not within a quoted-string
The conment construct pernits nmessage originators to add text
which will be wuseful for human readers, but which will be
ignored by the formal semantics. Conments should be retained
while the nessage is subject to interpretation according to
this standard. However, conmments nust NOT be included in
other cases, such as during protocol exchanges with mail
servers.

Comments nest, so that if an unquoted |eft parenthesis occurs
in a coment string, there nust also be a matching right
parent hesis. Wen a conment acts as the delinmiter between a
sequence of two |exical synbols, such as two atons, it is |ex-
ically equivalent with a single SPACE, for the purposes of
regenerating the sequence, such as when passing the sequence
onto a mail protocol server. Coments are detected as such
only within field-bodies of structured fields.

If a cooment is to be "folded" onto nultiple Iines, then the
syntax for folding nust be adhered to. (See the "Lexica
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Anal ysi s of Messages" section on "Folding Long Header Fields"
above, and the section on "Case |Independence" below. ) Note
that the official semantics therefore do not "see" any
unquoted CRLFs that are in comments, although particul ar pars-
ing prograns may wish to note their presence. For these pro-

grams, it would be reasonable to interpret a "CRLF LWSP-char"
as being a CRLF that is part of the conment; i.e., the CRLF is
kept and the LWSP-char is discarded. Quoted CRLFs (i.e., a
backsl ash followed by a CR followed by a LF) still nust be

foll owed by at | east one LWSP-char
3.4.4. DELIMTING AND QUOTI NG CHARACTERS

The quote character (backslash) and characters that delimt
syntactic units are not, generally, to be taken as data that
are part of the delinmted or quoted unit(s). In particular
t he quot at i on- mar ks t hat define a quoted-string, the
parent heses that define a coment and the backslash that
quotes a following character are NOTI part of the quoted-
string, comrent or quoted character. A quotation-mark that is
to be part of a quoted-string, a parenthesis that is to be
part of a coment and a backslash that is to be part of either
must each be preceded by the quote-character backslash ("\").
Note that the syntax allows any character to be quoted wthin
a quoted-string or coment; however only certain characters
MUST be quoted to be included as data. These characters are
the ones that are not part of the alternate text group (i.e.
ctext or qtext).

The one exception to this rule is that a single SPACE is
assumed to exist between contiguous words in a phrase, and
this interpretation is independent of the actual nunber of
LWSP-chars that the <creator places between the words. To
i nclude nore than one SPACE, the creator nust make the LWSP-
chars be part of a quoted-string.

Quotation marks that delinit a quoted string and backsl ashes
that quote the follow ng character should NOT acconpany the
quot ed-string when the string is passed to processes that do
not interpret data according to this specification (e.g., nai
protocol servers).

3.4.5. QUOTED- STRI NGS

VWhere permitted (i.e., in words in structured fields) quoted-
strings are treated as a single synbol. That is, a quoted-
string is equivalent to an atom syntactically. |If a quoted-

string is to be "folded" onto nmultiple lines, then the syntax
for folding nmust be adhered to. (See the "Lexical Analysis of
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Messages" section on "Folding Long Header Fields" above, and
the section on "Case |Independence” bel ow.) Therefore, the
official semantics do not "see" any bare CRLFs that are in
quot ed- strings; however particular parsing prograns may W sh
to note their presence. For such prograns, it would be rea-
sonable to interpret a "CRLF LWSP-char" as being a CRLF which
is part of the quoted-string; i.e., the CRLF is kept and the
LWSP-char is discarded. Quoted CRLFs (i.e., a backslash fol-
lowed by a CR followed by a LF) are also subject to rul es of
fol ding, but the presence of the quoting character (backsl ash)
explicitly indicates that the CRLF is data to the quoted
string. Stripping off the first followi ng LWSP-char is also
appropriate when parsing quoted CRLFs.

3.4.6. BRACKETI NG CHARACTERS

There is one type of bracket which nust occur in matched pairs
and nay have pairs nested w thin each other

0 Par ent heses (" (" and "
nent s.

)") are used to indicate com

There are three types of brackets which nust occur in natched
pairs, and which may NOT be nested:

0 Col on/ sem -colon (":" and ";") are used in address
specifications to indicate that the included list of
addresses are to be treated as a group

0 Angle brackets ("<" and ">" are generally wused to
indicate the presence of a one machi ne-usable refer-
ence (e.g., delimting mail boxes), possibly including
source-routing to the nachine.

o} Square brackets ("[" and "]") are used to indicate the
presence of a dommin-literal, which the appropriate
name-domain is to wuse directly, bypassing norna
nane-resol uti on mechani sns.

3.4.7. CASE | NDEPENDENCE

Except as noted, al phabetic strings may be represented in any
conbi nati on of upper and | ower case. The only syntactic units
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whi ch requires preservation of case information are:

- text

- qgtext

- dtext

- ctext

- quoted-pair

- local-part, except "Postmaster"

When mat chi ng any ot her syntactic unit, case is to be ignored.

For exanple, the field-nanes "Froni, "FROM', "fronf, and even
"FroM are semantically equal and should all be treated ident-
ically.

When generating these units, any m x of upper and |ower case
al phabetic characters may be wused. The case shown in this
specification is suggested for nmessage-creating processes.

Note: The reserved local-part address unit, "Postnaster", is
an exception. When the value "Postmaster" is being
interpreted, it nmust be accepted in any mnmixture of
case, including "POSTMASTER', and "postnaster".

3.4.8. FOLDI NG LONG HEADER FI ELDS

Each header field may be represented on exactly one line con-
sisting of the name of the field and its body, and term nated
by a CRLF; this is what the parser sees. For readability, the
field-body portion of |Iong header fields may be "fol ded" onto
multiple lines of the actual field. "Long" is comonly inter-
preted to nean greater than 65 or 72 characters. The forner
Il ength serves as a limt, when the message is to be viewed on
nmost sinple term nals which use sinple display software; how
ever, the limt is not inposed by this standard.

Note: Sone display software often can selectively fold |ines,

to suit the display terminal. |In such cases, sender-
provided folding can interfere wth t he di spl ay
sof tware

3.4.9. BACKSPACE CHARACTERS

ASCI| BS characters (Backspace, decimal 8) may be included in
texts and quoted-strings to effect overstriking. However, any
use of backspaces which effects an overstrike to the Ileft of
the beginning of the text or quoted-string is prohibited.
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3.4.10. NETWORK- SPECI FI C TRANSFORMATI ONS

During transm ssion through heterogeneous networks, it may be
necessary to force data to conformto a network’s |ocal con-
ventions. For exanple, it nay be required that a CR be fol-
lowed either by LF, making a CRLF, or by <null>, if the CRis
to stand alone). Such transformations are reversed, when the
message exits that network

When crossing network boundaries, the nessage should be
treated as passing through two nodules. It will enter the
first nodul e containi ng what ever network-specific transform-
tions that were necessary to pernmt mgration through the
"current" network. It then passes through the nodul es:

o] Transformati on Reversa
The "current" network’s idiosyncracies are renoved and
the nessage is returned to the canonical form speci-
fied in this standard.

o] Transf ornati on

The "next" network’s l|ocal idiosyncracies are inposed
on the nessage.

From ==> | Renobve Net-A
Net - A | idiosyncracies
| |
\/

Conf or mance
with standard

X
\/

| I'nmpose Net-B | ==> To
| idiosyncracies | Net - B
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4. MESSAGE SPECI FI CATI ON

4.1. SYNTAX

Note: Due to an artifact of the notational conventions, the syn-
tax indicates that, when present, sone fields, nust be in
a particular order. Header fields are NOT required to
occur in any particular order, except that the nessage
body nmust occur AFTER the headers. It is recomended
that, if present, headers be sent in the order "Return-
Pat h", "Received", "Date", "Fronf, "Subject", "Sender",
"To", "cc", etc.
This specification pernmits nultiple occurrences of nost
fields. Except as noted, their interpretation is not
specified here, and their use is discouraged.

The foll owi ng syntax for the bodies of various fields should
be thought of as describing each field body as a single |ong
string (or line). The "Lexical Analysis of Message" section on
"Long Header Fields", above, indicates how such | ong strings can
be represented on nore than one line in the actual transmtted
nessage
nmessage = fields *( CRLF *text ) ; Everything after

; first null Iine
;IS message body
fields = dat es ; Creation tine,
source ; author id & one
1*destination ;  address required
*optional -field ;  others optiona
source = [ trace ] ; het traversals
ori gi nat or ; original mail
[ resent ] ; forwarded
trace = return ; path to sender
1*recei ved ; receipt tags
return = "Return-path" ":" route-addr ; return address
recei ved = "Received" o ; one per relay
["from domain] ; sendi ng host
["by" domai n] ; receiving host
["via" atom ; physical path
*("with" atom ; link/mail protoco
["id" nsg-i d] ; receiver msg id
["for" addr-spec] ; initial form
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ori gi nat or

aut hentic

~
—~

resent

[

resent - aut henti
I (

dat es =

[

orig-date

resent -date

destination =
/
/
/
/
/

optional -field
/

~ e e~~~

nmsg-id =

August 13, 1982

L date-ti

aut hentic
"Repl y- To" e
"Fr ont e
n Sender n n : n
" Fr ont' e

resent-authentic
"Resent - Repl y- To"

CcC =
"Resent - From!

" Resent - Sender "
"Resent - Front

orig-date
resent-date |

" Dat e" wo
"Resent-Date" ":"

"To" o
"Resent - To"
"eg"
"Resent -cc"
"bcc"
"Resent - bcc"

"Message- | D'

"Resent - Message- | D'

"I n- Repl y- To"

" Ref erences”

" Keywor ds"

" Subj ect”
"Comment s"
"Encrypt ed"
extension-field
user-defined-field

"<" addr-spec ">"

me ; tinme received

; authenticated addr
1#address] )

mai | box ; Single author

nmai | box Actual submttor
1#mai | box) Mul ti pl e aut hors
or not sender

":" 1#address] )

mai | box
mai | box
1#mai | box )

; Original
;. Forwar ded

date-tine
date-tine

1#address ; Primary

1#addr ess
1#address ; Secondary
1#addr ess
#address ; Blind carbon
#addr ess

e neg-id

nsg-id
*(phrase / nsg-id)
*(phrase / nsg-id)
#phr ase
*t ext
*t ext
"ot 1#2word
; To be defined
; May be pre-enpted

; Uni que nessage id
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extension-field =
<Any field which is defined in a docunent
published as a formal extension to this
specification; none will have names begi nni ng
with the string "X-">

user-defined-field =
<Any field which has not been defined
in this specification or published as an
extension to this specification; nanes for
such fields nust be unique and nmay be
pre-enpted by published extensions>

4.2. FORWARDI NG

Sonme systens permit mail recipients to forward a nessage,

retaining the original headers, by adding sone new fields. This
standard supports such a service, through the "Resent-" prefix to
field nanes.
Whenever the string "Resent-" begins a field nanme, the field
has the sane semantics as a field whose nanme does not have the
prefix. However, the nessage is assuned to have been forwarded
by an original recipient who attached the "Resent-" field. This
new field is treated as being nore recent than the equivalent,
original field. For exanple, the "Resent-Fronf, indicates the
person that forwarded the nmessage, whereas the "Front field indi-
cates the original author.

Use of such precedence information depends upon partici-
pants’ communi cati on needs. For exanple, this standard does not
dictate when a "Resent-From" address should receive replies, in
lieu of sending themto the "From" address.

Note: In general, the "Resent-" fields should be treated as con-
taining a set of information that is independent of the
set of original fields. Information for one set should
not automatically be taken fromthe other. The interpre-
tation of nmultiple "Resent-" fields, of the same type, is
undef i ned.

In the remai nder of this specification, occurrence of |ega
"Resent-" fields are treated identically with the occurrence of
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fields whose nanes do not contain this prefix.
4.3. TRACE FI ELDS

Trace information is used to provide an audit trail of nes-
sage handling. In addition, it indicates a route back to the
sender of the nessage.

The list of known "via" and "with" values are registered
with the Network Information Center, SRl International, Menlo
Park, California.

4.3.1. RETURN- PATH

This field is added by the final transport system that
delivers the nessage to its recipient. The field is intended
to contain definitive information about the address and route
back to the nmessage’s originator.

Note: The "Reply-To" field is added by the originator and
serves to direct replies, whereas the "Return-Path"
field is used to identify a path back to the origina-
tor.

Wiile the syntax indicates that a route specification is
optional, -every attenpt should be nade to provide that infor-
mation in this field.

4.3.2. RECElIVED

A copy of this field is added by each transport service that
rel ays the nmessage. The information in the field can be quite
useful for tracing transport problens.

The nanes of the sending and receiving hosts and tinme-of-
recei pt may be specified. The "via" paranmeter nmay be used, to
i ndi cate what physical nechanismthe nmessage was sent over

such as Arpanet or Phonenet, and the "wi th" paraneter may be
used to indicate the mail-, or connection-, |evel protoco

that was used, such as the SMIP mail protocol, or X 25 tran-
sport protocol

Note: Several "with" paraneters may be included, to fully
specify the set of protocols that were used.

Sonme transport services queue nail; the internal nessage iden-
tifier that is assigned to the nessage may be noted, using the
"id" parameter. Wien the sending host uses a destination
address specification that the receiving host reinterprets, by
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4.4,

bl e
and

4.4,

4.4.

Aug

expansion or transformation, the receiving host may wsh to
record the original specification, using the "for" paraneter.
For exanple, when a copy of mail is sent to the nenber of a
distribution list, this paraneter may be used to record the
original address that was used to specify the |ist.

ORI G NATOR FI ELDS

The standard allows only a subset of the conbinations possi-
with the From Sender, Reply-To, Resent-From Resent-Sender
Resent-Reply-To fields. The limtation is intentional

1. FROM/ RESENT- FROM

This field contains the identity of the person(s) who w shed
this nessage to be sent. The nessage-creation process should
default this field to be a single, authenticated machine
address, indicating the AGENT (person, system or process)
entering the nmessage. |If this is not done, the "Sender" field
MUST be present. |If the "Front' field IS defaulted this way,
the "Sender"” field is optional and is redundant wth the
"From field. In all cases, addresses in the "Fronl field
nmust be machi ne-usabl e (addr-specs) and nmay not contain naned
lists (groups).

2. SENDER / RESENT- SENDER

This field contains the authenticated identity of the AGENT
(person, system or process) that sends the nessage. It is
i ntended for use when the sender is not the author of the nes-
sage, or to indicate who anbng a group of authors actually
sent the nessage. |If the contents of the "Sender" field would
be conpletely redundant wth the "Fromt field, then the
"Sender" field need not be present and its use is discouraged
(though still legal). |In particular, the "Sender" field MJST
be present if it is NOT the sane as the "Fronml Field.

The Sender nmumil box specification includes a word sequence
whi ch nmust correspond to a specific agent (i.e., a human user
or a conputer progran) rather than a standard address. Thi s
indicates the expectation that the field will identify the
singl e AGENT (person, system or process) responsible for
sending the mail and not sinply include the nanme of a mail box
fromwhich the mail was sent. For exanmple in the case of a
shared | ogin name, the nane, by itself, would not be adequate.
The | ocal -part address unit, which refers to this agent, is
expected to be a conputer systemterm and not (for exanple) a
general i zed person reference which can be wused outside the
network text message context.
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Since the critical function served by the "Sender" field is
identification of the agent responsible for sending nmail and
si nce conputer prograns cannot be held accountable for their
behavior, it is strongly recommended that when a conputer pro-
gram generates a nessage, the HUMAN who is responsible for
that program be referenced as part of the "Sender" field mail -
box specification

4.4.3. REPLY-TO/ RESENT-REPLY-TO

This field provides a general nmechanism for indicating any
mai | box(es) to which responses are to be sent. Three typica

uses for this feature can be distinguished. In the first
case, the author(s) may not have regul ar nachi ne- based mail -
boxes and therefore wi sh(es) to indicate an alternate machine
addr ess. In the second case, an author may wi sh additiona

persons to be nade aware of, or responsible for, replies. A
somewhat different use nmy be of sone help to "text nmessage
tel econf erenci ng" groups equi pped with automatic distribution
servi ces: i nclude the address of that service in the "Reply-
To" field of all messages submitted to the teleconference;
then participants can "reply" to conference submi ssions to
guarantee the correct distribution of any submission of their
own.

Note: The "Return-Path" field is added by the mail transport
service, at the tine of final deliver. It is intended
to identify a path back to the orginator of the nes-
sage. The "Reply-To" field is added by the nessage
originator and is intended to direct replies.

4. 4.4, AUTOVATI C USE OF FROM / SENDER / REPLY-TO

For systens which autonmatically generate address |lists for
replies to nessages, the followi ng reconmendati ons are nade:

o0 The "Sender" field mail box should be sent notices of
any problenms in transport or delivery of the origina
messages. If there is no "Sender" field, then the
"From field nail box should be used.

o The "Sender" field mailbox should NEVER be used
automatically, in a recipient’s reply nessage.

o] If the "Reply-To" field exists, then the reply should

go to the addresses indicated in that field and not to
the address(es) indicated in the "Front' field.
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o] If there is a "Front' field, but no "Reply-To" field,
the reply should be sent to the address(es) indicated
in the "Front field

Sonetines, a recipient may actually wish to comunicate wth
the person that initiated the nmessage transfer. |n such
cases, it is reasonable to use the "Sender" address.
This recommendation is intended only for automated use of
originator-fields and is not intended to suggest that replies
may not al so be sent to other recipients of nessages. It is
up to the respective nmail-handling prograns to deci de what
additional facilities will be provided.
Exanpl es are provided in Appendi x A

4.5. RECEI VER FI ELDS

4.5.1. TO/ RESENT-TO

This field contains the identity of the primary recipients of
t he nmessage.

4.5.2. CC/ RESENT-CC

This field contains the identity of the secondary (infornae-
tional) recipients of the nessage.

4.5.3. BCC / RESENT-BCC

This field contains the identity of additional recipients of

the nessage. The contents of this field are not included in
copi es of the nessage sent to the primary and secondary reci-
pi ents. Sonme systens may choose to include the text of the

"Bec" field only in the author(s)’'s copy, while others nmay
also include it in the text sent to all those indicated in the
"Becc" list.

4.6. REFERENCE FI ELDS
4.6.1. MESSAGE-|ID / RESENT- MESSAGE-I| D

This field contains a unique identifier (the |ocal-part
address wunit) which refers to TH S version of TH S nessage.
The uni queness of the nessage identifier is guaranteed by the
host which generates it. This identifier is intended to be
machi ne readabl e and not necessarily neani ngful to humans. A
message identifier pertains to exactly one instantiation of a
particul ar nessage; subsequent revisions to the nmessage shoul d
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each receive new nessage identifiers.

4.6.2. |INREPLY-TO

The contents of this field identify previous correspon-
dence which this nessage answers. Note that if nessage iden-
tifiers are used in this field, they nust use the nsg-id

specification format.

4.6.3. REFERENCES

The contents of this field identify other correspondence
which this nessage references. Note that if nessage identif-
iers are used, they nust use the nsg-id specification format.

4.6.4. KEYWORDS

This field contains keywords or phrases, separated by

comas.
4.7. OTHER FI ELDS
4.7.1. SUBJECT

This is intended to provide a sumary, or indicate
nature, of the nessage

4.7.2. COWENTS

t he

Pernmits adding text cormments onto the nessage wthout

di sturbing the contents of the nmessage’s body.
4.7.3. ENCRYPTED

Sonetines, data encryption is wused to increase

t he

privacy of nmessage contents. If the body of a nessage has
been encrypted, to keep its contents private, the "Encrypted"
field can be used to note the fact and to indicate the nature

of the encryption. The first <word> paraneter indicates

t he

software wused to encrypt the body, and the second, optiona

<word> is intended to aid the recipient in selecting the

proper decryption key. This code word may be viewed as an

index to a table of keys held by the recipient.

Note: Unfortunately, headers nust contain envelope, as well
as contents, information. Consequently, it is neces-
sary that they renain unencrypted, so that nmil tran-

sport services may access t hem Since nanes,
addresses, and "Subject"” field contents may contain
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sensitive information, this requirenent limts tota
nmessage privacy.

Nanes of encryption software are registered with the Net-
work Information Center, SRl International, Menlo Park, Cali-
forni a.

4.7.4. EXTENSI ON-FI ELD

A limted nunmber of common fields have been defined in
this docunent. As network mail requirenents dictate, addi-
tional fields may be standardized. To provide user-defined
fields with a nmeasure of safety, in name selection, such
extension-fields will never have nanes that begin wth the
string "X-".

Nanes of Extension-fields are registered with the Network
Information Center, SRl International, Menlo Park, California.

4.7.5. USER- DEFI NED- FI ELD

I ndi vi dual users of network nmail are free to define and
use additional header fields. Such fields nmust have nanmes
whi ch are not already used in the current specification or in
any definitions of extension-fields, and the overall syntax of
these user-defined-fields must conformto this specification’s
rul es for delimting and folding fields. Due to the
extension-field publishing process, the name of a user-
defined-field may be pre-enpted

Note: The prefatory string "X-" will never be wused in the

nanes of Extension-fields. This provides user-defined
fields with a protected set of nanes.
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5. DATE AND TI ME SPECI FI CATI ON

5.1. SYNTAX

A -1; (J not used)

M-12; N +1; Y:+12
Local differential

hour s+m n. (HHMV)

[ ("t [ "-") 4ADIGT)

date-tinme = [ day "," ] date tine ; dd mmyy
; hh:mmss zzz
day = "Mon" / "Tue" / "Wed" [/ "Thu"
[/ "Fri" [/ "Sat" [/ "Sun"
date = 1*2DIA T nonth 2DIGA T ; day nmonth year
; e.g. 20 Jun 82
nont h = "Jan" [/ "Feb" / "Nar" [/ "Apr"
[/ "way" [/ "Jun" /  "Jul" [ "Aug"
/ "Sep" [/ "CQct" / "Nov' [/ "Dec"
time = hour zone ; ANSI and MIlitary
hour = 2D T ":" 2D T [":" 2DIAT]
; 00:00:00 - 23:59:59
zone = "urt / "aevr ; Universal Tine
; North Anmerican : UT
/  "EST" /[ "EDT" ; Eastern: - 5/ - 4
/[ "csTt [ "CDT" ; Central: - 6/ - 5
/[ "MBT" [ "MDT" ; Mountain: - 7/ - 6
/[  "PST" | "PDT" ; Pacific: - 8 -7
/[ 1ALPHA ; Mlitary: Z = UT

5.2. SENMANTI CS

I f included, day-of-week rmust be the day inplied by the date
speci fication.

Tinme zone nmay be indicated in several ways. "UT" is Univer-
sal Time (formerly called "Greenwich Mean Tine"); "GMI" is per-
nmtted as a reference to Universal Tinme. The nilitary standard

uses a single character for each zone. "Z" is Universal Tine.
"A" indicates one hour earlier, and "M indicates 12 hours ear-
lier; "N' is one hour later, and "Y" is 12 hours later. The

letter "J" is not used. The other remaining two forns are taken
from ANSI standard X3.51-1975. One allows explicit indication of
the amount of offset fromUT; the other uses common 3-character
strings for indicating time zones in North America.
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6. ADDRESS SPEC! FI CATI ON

6.1. SYNTAX

addr ess = mai |l box ; one addressee

!/ group ; named |ist
group = phrase ":" [#mail box] ";"
mai | box = addr-spec ; sinple address

!/ phrase route-addr ; name & addr-spec
route-addr = "<" [route] addr-spec ">"
route = 1#("@ domain) ":" ; path-relative
addr - spec = local-part "@ donain ; gl obal address
local-part = word *("." word) ; uninterpreted

, Case-preser ved

domai n = sub-domain *("." sub-donain)
sub-domain = domain-ref / domain-litera
domain-ref = atom ; synbolic reference

6.2. SEMANTI CS

A mail box receives mail. It is a conceptual entity which
does not necessarily pertain to file storage. For exanple, sone
sites may choose to print nmail on their line printer and deliver
the output to the addressee’s desk

A nai | box specification conprises a person, system or pro-
cess nane reference, a donai n-dependent string, and a nane-donain
reference. The nane reference is optional and is usually used to
indicate the human nane of a recipient. The nane-donmain refer-
ence specifies a sequence of sub-donains. The donmai n- dependent
string is uninterpreted, except by the final sub-domain; the rest
of the nmail service nerely transmits it as a literal string

6.2.1. DOVAI NS

A name-domain is a set of registered (mail) nanes. A nane-
domain specification resolves to a subordinate nane-donain
specification or to a termnal donain-dependent string.
Hence, domain specification is extensible, pernmitting any
nunber of registration |evels.
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Name- domai ns nodel a gl obal, logical, hierarchical addressing
schene. The nodel is logical, in that an address specifica-
tionis related to nane registration and is not necessarily
tied to transm ssion path. The nodel’s hierarchy is a

directed graph, called an in-tree, such that there is a single
path from the root of the tree to any node in the hierarchy.
If nore than one path actually exists, they are considered to
be di fferent addresses.

The root node is conmon to all addresses; consequently, it is
not referenced. Its children constitute "top-Ilevel" nane-
domains. Usually, a service has access to its own full domain
specification and to the names of all top-Ilevel nane-domains.

The "top" of the domain addressing hierarchy -- a child of the
root -- is indicated by the right-nost field, in a donmin
specification. |Its child is specified to the left, its child

to the left, and so on.

Some groups provide formal registration services; these con-
stitute nane- domai ns that are independent |logically of
specific machines. 1In addition, networks and nachines inpli-
citly conpose nane-donains, since their nmenbership usually is
regi stered in name tabl es.

In the case of formal registration, an organi zation inplenments
a (distributed) data base which provides an address-to-route
mappi ng service for addresses of the form

person@ egi stry. organi zati on

Note that "organization" is a logical entity, separate from
any particul ar conmuni cati on networKk.

A nmechani sm for accessing "organization" is universally avail -

abl e. That mechanism in turn, seeks an instantiation of the
registry; its location is not indicated in the address specif-
i cation. It is assuned that the system which operates under

t he nane "organi zati on" knows how to find a subordinate regis-
try. The registry will then use the "person" string to deter-
m ne where to send the nail specification

The latter, network-oriented case pernits sinple, direct,
attachnent-rel ated address specification, such as:

user @ost . net wor k
Once the network is accessed, it is expected that a nessage

will go directly to the host and that the host will resolve
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the user nane, placing the nessage in the user’s nmail box.
6.2.2. ABBREVI ATED DOVAI N SPECI FI CATI ON

Since any nunber of levels is possible within the domain
hi erarchy, specification of a fully qualified address can
becone inconvenient. This standard pernits abbrevi ated donain
specification, in a special case:

For the address of the sender, <call the |eft-nost
sub-domain Level N In a header address, if all of
t he sub-domai ns above (i.e., to the right of) Level N
are the sanme as those of the sender, then they do not
have to appear in the specification. O herw se, the
address nmust be fully qualified.

This feature is subject to approval by local sub-
donai ns. I ndi vi dual sub-domains may require their
menber systens, which originate nmail, to provide ful
domain specification only. When permtted, abbrevia-
tions may be present only while the nessage stays
wi thin the sub-domain of the sender.

Use of this nmechanismrequires the sender’s sub-donain
to reserve the nanes of all top-level donmins, so that
full specifications can be distinguished from abbrevi -
ated specifications.

For exanple, if a sender’s address is:

sender @egi stry-A. registry-1. organi zati on- X
and one recipient’s address is:

reci pient @egistry-B.regi stry-1.organi zati on-X
and another’s is:

reci pi ent @egi stry-C.regi stry-2.organi zati on- X

then ".registry-1.organi zati on- X' need not be specified in the
the nmessage, but "registry-Cregistry-2" DOES have to be
specified. That is, the first two addresses may be abbrevi-
ated, but the third address nust be fully specified.

When a nessage crosses a donmain boundary, all addresses nust
be specified in the full format, ending with the top-Ieve

nane-domain in the right-nost field. It is the responsibility
of mail forwarding services to ensure that addresses conform
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with this requirement. In the case of abbreviated addresses,
the relaying service nust nmake the necessary expansions. It
shoul d be noted that it often is difficult for such a service
to locate all occurrences of address abbreviations. For exam
ple, it will not be possible to find such abbreviations within
the body of the nessage. The "Return-Path" field can aid
recipients in recovering fromthese errors.

Note: When passing any portion of an addr-spec onto a process
which does not interpret data according to this stan-
dard (e.g., nail protocol servers). There nust be NO
LWSP-chars preceding or following the at-sign or any
delimting period ("."), such as shown in the above
exanpl es, and only ONE SPACE between contiguous
<wor d>s

6.2.3. DOVAIN TERMVS

A domai n-ref nust be THE official name of a registry, network
or host. It is a synbolic reference, within a name sub-
domain. At tines, it is necessary to bypass standard nechan-
isns for resolving such references, using nore primtive
i nformation, such as a network host address rather than its
associ at ed host nane.

To pernmit such references, this standard provides the domain-
literal construct. Its contents nust conformw th the needs
of the sub-donmain in which it is interpreted

Domain-literals which refer to domains within the ARPA Inter-
net specify 32-bit Internet addresses, in four 8-bit fields
noted in decimal, as described in Request for Conments #3820,
"Assi gned Nunbers.” For exanpl e:

[10.0.3.19]

Note: THE USE OF DOMAI N- LI TERALS IS STRONGLY DI SCOURAGED. It
is permtted only as a neans of bypassing tenporary
systemlimtations, such as nane tables which are not
conpl et e.

The nanmes of "top-level" domains, and the nanmes of donains

under in the ARPA Internet, are registered with the Network

Information Center, SRl International, Menlo Park, California.

6.2.4. DOVAI N- DEPENDENT LOCAL STRI NG

The |l ocal -part of an addr-spec in a nmilbox specification
(i.e., the host’s nane for the mailbox) is understood to be
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what ever the receiving mail protocol server allows. For exam
ple, some systenms do not understand nmil box references of the
form"P. D. Q Bach", but others do

This specification treats periods (".") as |exical separators.
Hence, their presence in |local-parts which are not quoted-
strings, is detected. However, such occurrences carry NO
semantics. That is, if a local-part has periods within it, an
address parser will divide the local-part into several tokens,
but the sequence of tokens will be treated as one uninter-
preted unit. The sequence wll be re-assenbled, when the
address is passed outside of the systemsuch as to a mail pro-
tocol service

For exanple, the address:
First.Last@egistry.Og

is legal and does not require the local-part to be surrounded
with quotation-narks. (However, "First Last" DOES require
quoting.) The local-part of the address, when passed outside
of the mail system wthin the Registry.Og domain, is
"First.Last", again w thout quotation narks.

6.2.5. BALANCI NG LOCAL- PART AND DOVAI N

In sone cases, the boundary between |ocal -part and domain can
be flexible. The local-part may be a sinple string, which is
used for the final deternination of the recipient’s nailbox.
All  other levels of reference are, therefore, part of the
donai n.

For some systems, in the case of abbreviated reference to the
|l ocal and subordinate sub-donmains, it nmay be possible to
specify only one reference within the domain part and place
the other, subordinate nanme-domain references wthin the
| ocal -part. This woul d appear as:

mai | box. subl. sub2@ hi s- donai n
Such a specification would be acceptable to address parsers
which conform to RFC #733, but do not support this newer
Internet standard. While contrary to the intent of this stan-
dard, the formis |egal

Al so, sone sub-domai ns have a specification syntax which does
not conformto this standard. For exanple:

sub- net. mai | box@ub- donmai n. domai n
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uses a different parsing sequence for local-part than for
domai n.

Note: As a rule, the domain specification should contain
fields which are encoded according to the syntax of
this standard and which contain generally-standardized
i nformati on. The | ocal -part specification should con-
tain only that portion of the address which deviates
fromthe formor intention of the domain field.

6.2.6. MJILTI PLE MAI LBOXES
An individual may have several nmil boxes and wish to receive
mail at whatever nmailbox is convenient for the sender to
access. This standard does not provide a neans of specifying
"any nenber of" a list of nmil boxes.

A set of individuals may wish to receive nmail as a single unit

(i.e., a distribution list). The <group> construct pernits
specification of such a list. Recipient mail boxes are speci-
fied within the bracketed part (":" - ";"). A copy of the
transmtted nessage is to be sent to each nmilbox |isted.

This standard does not permt recursive specification of
groups wi thin groups.

While a list nust be naned, it is not required that the con-
tents of the |list be included. 1In this case, the <address>
serves only as an indication of group distribution and would
appear in the form

nane: ;

Some mail services nmay provide a group-list distribution
facility, accepting a single mailbox reference, expanding it
to the full distribution list, and relaying the nail to the
list’s nmenbers. This standard provides no additional syntax
for indicating such a service. Using the <group> address
alternative, while listing one mailbox in it, can nean either
that the mail box reference will be expanded to a list or that
there is a group with one nenber.

6.2.7. EXPLICIT PATH SPECI FI CATI ON
At times, a message originator my wsh to indicate the

transm ssion path that a nessage should follow This is
called source routing. The nornal addressing schene, used in

an addr-spec, is carefully separated from such information;
the <route> portion of a route-addr is provided for such occa-
sions. It specifies the sequence of hosts and/or transm ssion
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services that are to be traversed. Both domain-refs and
domain-literals may be used.

Note: The use of source routing is discouraged. Unl ess the
sender has special need of path restriction, the choice
of transmi ssion route should be left to the mail tran-
sport service.

6.3. RESERVED ADDRESS

It often is necessary to send nail to a site, without know
ing any of its valid addresses. For exanple, there nay be mail
system dysfunctions, or a user may wish to find out a person's
correct address, at that site.

This standard specifies a single, reserved nmilbox address
(local-part) which is to be valid at each site. Ml sent to
that address is to be routed to a person responsible for the
site’s mail systemor to a person with responsibility for general
site operation. The name of the reserved |ocal-part address is:

Post mast er
so that "Postnmaster@onmain" is required to be valid.
Note: This reserved local-part nmust be matched w thout sensi-

tivity to al phabetic case, so that "POSTMASTER', "postmas-
ter", and even "poStmASteR' is to be accepted.
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APPENDI X

A, EXAMPLES

A. 1. ADDRESSES

A 1.1. A fred Neunan <Neunman@BN- TENEXA>
A 1.2. Neuman@BN TENEXA

These two "Al fred Neuman" exanpl es have identical senan-
tics, as far as the operation of the local host’s mail sending
(distribution) program (al so sonetinmes called its "mailer")
and the renote host’s mmil protocol server are concerned. In
the first exanple, the "Alfred Neunman" is ignored by the
mai |l er, as "Neuman@BN- TENEXA" conpl etely specifies the reci-
pient. The second exanple contains no superfluous inforna-
tion, and, again, "Neuman@BN- TENEXA" is the intended reci-
pi ent.

Note: \When the nessage crosses nane-domain boundaries, then
t hese specifications nust be changed, so as to indicate
the renai nder of the hierarchy, starting with the top
| evel

A.1.3. "George, Ted" <Shared@x oup. Ar panet >

This formm ght be used to indicate that a single nmail box
is shared by several users. The quoted string is ignored by
the originating host’s mailer, because "Shared@ oup. Arpanet”
conpl etely specifies the destination mail box.

Al.4 WIt . (the Stilt) Chanberl ai n@BA. US

The "(the Stilt)" is a coment, which is NOT included in
the destination mailbox address handed to the originating
systemis nailer. The local-part of the address is the string
"WIlt. Chanberlain", with NO space between the first and second
wor ds.

A.1.5. Address Lists

Gour nets: Ponmpous Person <WhoZi What Zi t @or don- Bl eu>,
Chi | ds@\GBH. Bost on, Gal | opi ng Gour net @
ANT. Down- Under (Australian National Tel evision),
Cheapi e@i scount - Li quor s;
Cruisers: Port@ortugal, Jones@BEA;,
Anot her @onewher e. SomeOr g
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This group list exanple points out the use of coments and the
m xi ng of addresses and groups.

A 2. OR G NATOR | TEMS

A . 2.1. Author-sent

Ceorge Jones logs into his host as "Jones". He sends
mai | hinsel f.

From Jones@s oup.Org
or
From Ceorge Jones <Jones@x oup. Org>
A . 2.2. Secretary-sent
CGeorge Jones logs in as Jones on his host. Hs secre-
tary, who logs in as Secy sends mail for him Replies to the

mai | should go to George.

From Ceorge Jones <Jones@x oup>
Sender: Secy@ her- G oup

A . 2.3. Secretary-sent, for user of shared directory

CGeorge Jones’ secretary sends mail for George. Replies
shoul d go to Ceorge.

From Ceor ge Jones<Shared@x oup. Or g>
Sender : Secy@ her - Group

Note that there need not be a space between "Jones" and the
"<", but adding a space enhances readability (as is the case
i n ot her exanpl es.

A 2.4, Committee activity, with one author

Ceorge is a nenber of a conmittee. He wi shes to have any
replies to his nessage go to all committee nenbers.

From Geor ge Jones <Jones@ost . Net >
Sender : Jones@ost
Reply-To: The Conmittee: Jones@Host. Net,
Sm th@ her. Or g,
Doe@onewher e- El se;

Note that if George had not included hinself in t he
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enunmeration of The Comittee, he would not have gotten an
inmplicit reply; the presence of the "Reply-to" field SUPER-
SEDES the sending of a reply to the person naned in the "Froni
field.

A 2.5 Secretary acting as full agent of author

CGeorge Jones asks his secretary (Secy@ost) to send a
message for himin his capacity as Goup. He wants his secre-
tary to handle all replies.

From Ceorge Jones <G oup@Host >
Sender : Secy@+ost
Repl y- To: Secy@Host

A 2.6. Agent for user w thout online mail box

A friend of George's, Sarah, is visiting. Ceorge’s
secretary sends some mail to a friend of Sarah in conputer-
land. Replies should go to George, whose mmilbox is Jones at
Regi stry.

From Sarah Friendly <Secy@Regi stry>
Sender : Secy- Nane <Secy@regi stry>
Repl y- To: Jones@Regi stry.

A 2.7. Agent for menber of a conmittee

Ceorge’s secretary sends out a nessage whi ch was aut hored
jointly by all the nmenbers of a committee. Note that the name
of the conmittee cannot be specified, since <group> nanmes are
not permtted in the Fromfield.

From Jones @Host ,
Smi t h@ her - Host
Doe@onewher e- El se
Sender: Secy@sHost
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A. 3. COWLETE HEADERS

A.3.1. Mnimmrequired

Dat e: 26 Aug 76 1429 EDT Dat e: 26 Aug 76 1429 EDT
From Jones@Regi stry. O g or From Jones@Regi stry. O g
Bcc: To: Smth@Rregi stry. O g

Note that the "Bcc" field may be enpty, while the "To" field
is required to have at |east one address.

A.3.2. Using sonme of the additional fields

Dat e: 26 Aug 76 1430 EDT

From Ceor ge Jones<& oup@ost >
Sender : Secy @HOST

To: "Al  Neuman" @vad- Host ,

Sam | rvi ng@ her - Host
Message- |1 D:  <sone. stri ng@HOST>

A.3.3. About as conplex as you' re going to get

Dat e : 27 Aug 76 0932 PDT

From . Ken Davis <KbDavi s@hi s-Host. Thi s- net >

Subject : Re: The Syntax in the RFC

Sender : KSecy@ her - Host

Reply-To : Sam I rving@eg. Organi zati on

To . George Jones <G oup@one- Reg. An-Or g>,
Al . Neuman@RAD. Publ i sher

cc : Inportant folk:

Tom Sof t wod <Bal sa@r ee. Root >,
"Sam | rvi ng" @ her - Host ; ,
Standard Distribution:
/ mai n/ davi s/ peopl e/ st andar d@x her - Host ,
"<Jones>st andar d. di st. 3" @ops- 20- Host >;

Comrent : Samis away on business. He asked ne to handl e
his mail for him He'll be able to provide a
nmore accurate explanation when he returns
next week.

I n- Repl y-To: <sone. string@BM G oup>, Ceorge’s nessage

X-Special -action: This is a sanple of user-defined field-
nanes. There could also be a field-nane
"Speci al -action", but its nanme might |later be
pr eenpt ed

Message- |1 D <4231. 629. XYzi - What @X her - Host >
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B. SIMPLE FI ELD PARSI NG

Some mai | -readi ng software systenms may wi sh to perform only
m ni mal processing, ignoring the internal syntax of structured
field-bodies and treating themthe same as wunstructured-field-
bodi es. Such software will need only to distinguish

0 Header fields fromthe message body,

o} Begi nnings of fields fromlines which continue fields,

o] Fi el d-nanes from fi el d-contents.

The abbreviated set of syntactic rules which follows wll
suffice for this purpose. It describes alimted view of nes-
sages and is a subset of the syntactic rules provided in the main

part of this specification. One snmall exception is that the con-
tents of field-bodies consist only of text:

B.1. SYNTAX

nmessage = *field *(CRLF *text)

field = field-name ":" [field-body] CRLF

fiel d- nane = 1*<any CHAR, excluding CTLs, SPACE, and ":">
fiel d- body = *text [CRLF LWSP-char fi el d-body]

B. 2. SEMANTI CS

Headers occur before the nessage body and are term nated by
anull line (i.e., two contiguous CRLFS).

A line which continues a header field begins with a SPACE or
HTAB character, while a line beginning a field starts with a
printabl e character which is not a colon

A field-nane consists of one or nore printable characters
(excluding colon, space, and control-characters). A field-nane
MUST be contained on one line. Upper and | ower case are not dis-
ti ngui shed when conparing fi el d- nanes.

August 13, 1982 - 40 - RFC #822



Standard for ARPA Internet Text Messages

C

DI FFERENCES FROM RFC #733

The followi ng sunmari zes the differences between this stan-

dard and the one specified in Arpanet Request for Comments #733,
"Standard for the Format of ARPA Network Text Messages". The
differences are listed in the order of their occurrence in the
current specification

C

C

1. FIELD DEFI NI TI ONS
1.1. FIELD NAMES

These now rmust be a sequence of printable characters. They
may not contain any LWBP-chars.

2. LEXI CAL TOKENS
2.1. SPECIALS

The characters period ("."), left-square bracket ("["), and
right-square bracket ("]") have been added. For presentation

pur poses, and when passing a specification to a system that
does not conformto this standard, periods are to be contigu-

ous with their surrounding | exical tokens. No linear-white-
space is pernmtted between them The presence of one LWSP-
char between other tokens is still directed.

2.2. ATOM

Atons nay not contain SPACE
2.3. SPECI AL TEXT

ctext and gtext have had backslash ("\") added to the list of
prohi bi ted characters.

2.4. DOVAI NS

The | exical tokens <domain-literal> and <dtext> have been
added.

3. MESSACE SPEC! FI CATI ON
3.1. TRACE

The "Return-path:" and "Received:" fields have been specified.
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C. 3.2. FROM

The "Front field must contain machi ne-usabl e addresses (addr-
spec). Multiple addresses may be specified, but naned-lists
(groups) may not.

C. 3.3. RESENT
The meta-construct of prefacing field names wth the string
"Resent-" has been added, to indicate that a nessage has been
forwarded by an internediate recipient.

C. 3. 4. DESTI NATI ON

A nessage nust contain at |east one destination address field.
"To" and "CC' are required to contain at |east one address.

C.3.5. |INREPLY-TO

The field-body is no | onger a conma-separated list, although a
sequence is still permtted.

C.3.6. REFERENCE

The field-body is no | onger a conma-separated list, although a
sequence is still permtted.

C. 3.7. ENCRYPTED

A field has been specified that pernits senders to indicate
that the body of a message has been encrypted.

C. 3. 8. EXTENSI ON- FI ELD

Extension fields are prohibited frombeginning with the char-
acters "X-".

O

4. DATE AND TI ME SPECI FI CATI ON
C. 4.1. SI MPLI FI CATI ON

Fewer optional forns are permitted and the list of three-
letter time zones has been shortened.

C. 5. ADDRESS SPECI FI CATI ON
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C.5.1. ADDRESS

The use of quoted-string, and the ":"-atom":" construct, have
been renoved. An address now is either a single nmail box
reference or is a named |list of addresses. The latter indi-
cates a group distribution.

C. 5.2. GROUPS

Goup lists are nowrequired to to have a nane. Goup lists
may not be nest ed.

C.5.3. MAILBOX

A mai |l box specification may indicate a person’s nane, as
bef ore. Such a naned list no longer may specify nultiple
mai | boxes and may not be nested.

C.5.4. ROUTE ADDRESSI NG

Addresses now are taken to be absol ute, global specifications,
i ndependent of transm ssion paths. The <route> construct has
been provided, to permt explicit specification of transms-
sion path. RFC #733's use of nultiple at-signs ("@) was
intended as a general syntax for indicating routing and/or
hi erarchi cal addressing. The current standard separates these
specifications and only one at-sign is permitted.

C.5.5. AT-SIGN

The string " at no longer is used as an address delimter
Only at-sign ("@) serves the function.

C.5.6. DOMVAI NS
Hi erarchical, |ogical nane-domai ns have been added
C. 6. RESERVED ADDRESS

The | ocal -part "Postnmaster" has been reserved, so that users can
be guaranteed at |east one valid address at a site.
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D. ALPHABETI CAL LI STI NG OF SYNTAX RULES

addr ess = rmail box ; one addressee
/  group ; naned |ist
addr - spec = local-part "@ donain ; gl obal address
ALPHA = <any ASCl| al phabetic character>
; (101-132, 65.- 90.)
; (141-172, 97.-122.)
at om = 1*<any CHAR except specials, SPACE and CTLs>
aut hentic = " Front o mai | box ; Single author
!/ ( "Sender" e mai | box ; Actual subnittor
"Front ":" 1#mail box) ; Miltiple authors
; or not sender
CHAR = <any ASClI| character> ;o ( 0-177, 0.-127.)
conmment = "(" *(ctext / quoted-pair / comment) ")"
CR = <ASCII CR, carriage return> ; ( 15, 13.)
CRLF = CRLF
ct ext = <any CHAR excluding "(", ; => may be fol ded
"), "\" & CR, & including
| i near-white-space>
CTL = <any ASCIl control ; (. 0- 37, 0.- 31.)
character and DEL> 7 ( 177, 127.)
date = 1*2DIA T nonth 2DIGA T ; day nmonth year
; e.g. 20 Jun 82
dat es = orig-date ; Origina
[ resent-date ] ; Forwar ded
date-tinme = [ day "," ] date tine ; dd mmyy
i hh:mmss zzz
day = "Mon" /[ "Tue" / "wed" [/ "Thu"
/[ "Fri" [ "Sat" [/ "Sun"
delimters = specials / linear-white-space / coment
destination = "To" ":" l1#address ; Primary
/  "Resent-To" ":" 1#address
/  "cc" ":" 1#address ; Secondary
/  "Resent-cc" ":" 1#address
!/ "bcc" ":" #address ; Blind carbon
/| "Resent-bcc" ":" #address
DAT = <any ASCI| decimal digit> 7 ( 60- 71, 48.- 57.)
domai n = sub-domain *("." sub-domain)
domain-literal = "[" *(dtext / quoted-pair) "]"
domain-ref = atom ; synbolic reference
dt ext = <any CHAR excluding "[", ; => may be fol ded

"T", "\" & CR, & including
| i near-white-space>
extension-field =
<Any field which is defined in a docunent
published as a fornmal extension to this
specification; none will have names begi nni ng
with the string "X-">
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field = field-name ":" [ field-body ] CRLF
fields = dat es ; Creation tine,
source ; author id & one
1*destination ;  address required
*optional -field ;  others optiona
field-body = field-body-contents

[ CRLF LWSP-char fi el d-body]
fiel d-body-contents =
<the ASCI| characters naking up the field-body, as
defined in the follow ng sections, and consisting
of conbi nations of atom quoted-string, and
speci al s tokens, or else consisting of texts>

field-nane 1*<any CHAR, excluding CTLs, SPACE, and ":">

group = phrase ":" [#mail box] ";"
hour = 2DGQT ":" 2D T [":" 2DIQT]

; 00:00:00 - 23:59:59
HTAB = <ASCI| HT, horizontal-tab> ( 11, 9.)
LF = <ASCII| LF, |inefeed> ( 12, 10.)

i near-white-space = 1*([CRLF] LWSP-char) semanti cs = SPACE

CRLF => fol ding

| ocal -part = word *("." word) ; uninterpreted
; case-preserved
LWSP- char = SPACE / HTAB ; semantics = SPACE
mai | box = addr-spec ; sinple address
/  phrase route-addr ; name & addr-spec
nmessage = fields *( CRLF *text ) ; Everything after
; first null line
; is message body
nont h = "Jan" [/ "Feb" / "MNar" [/ "Apr"
[ "wMay" /[ "Jun" [/ "“Jul" [/ "Aug"
[/ "Sep" [ "Cct" / "Nov" [/ "Dec"
nmsg-id = "<" addr-spec ">" ; Uni que nessage id
optional -field =
/  "Message-| D" o nsg-id
/  "Resent-Message-1D" ":" nsg-id
/[ "lIn-Reply-To" ":" *(phrase / nmsg-id)
/  "References" ":" *(phrase / nmsg-id)
/[ "Keywords" ":"  #phrase
|/ "Subject" "ot *text
/" Conment s" "ot *text
/[ "Encrypted" "o 1#2word
/| extension-field ; To be defined
/  user-defined-field ; May be pre-enpted
orig-date = "Date" o date-tinme
originator = aut hentic ; authenticated addr
[ "Reply-To" ":" l1#address] )
phrase = 1*word ; Sequence of words
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gt ext = <any CHAR excepting <">, ; => may be fol ded

"\" & CR and including

| i near-white-space>
quoted-pair = "\" CHAR ; may quote any char
quoted-string = <"> *(qtext/quoted-pair) <">, Regular qtext or

; quot ed chars

recei ved = "Received" o ; one per relay
["from domain] ; sendi ng host
["by" domai n] ; receiving host
["via" atom ; physical path
*("with" atom ; link/mail protoco
["id" nsg-i d] ; receiver msg id
["for" addr-spec] ; initial form

" date-tine time received

resent resent - aut hentic
[ "Resent-Reply-To" ":" 1#address] )

resent-authentic =

n , n / n ; n / n : n / ll\ n / <l| >
ettt
domai n-ref / dommin-litera

string, to use
within a word.

= "Resent - Front' o mai | box
/ ( "Resent-Sender" o mai | box
"Resent - Fr ont " 1#mai |l box )
resent-date = "Resent-Date" ":" date-tine
return = "Return-path" ":" route-addr ; return address
route = 1#("@ dommin) ":" ; path-relative
route-addr = "<" [route] addr-spec ">"
source =[ trace ] ; net traversals
ori gi nat or ; original mail
[ resent ] ; forwarded
SPACE <ASCI| SP, space> i ( 40, 32.)
speci al s Wty ot st '@, Must be in quot ed-

sub-domai n

i ==1un1unu

t ext <any CHAR, including bare ; => atons, specials
CR & bare LF, but NOT ;  conments and
i ncludi ng CRLF> ; quoted-strings are
7 NOT recogni zed.
time = hour zone ; ANSI and Mlitary
trace = return ; path to sender

1*recei ved
user-defined-field =
<Any field which has not been defined
in this specification or published as an
extension to this specification; nanes for
such fields nust be unique and may be
pre-enpted by published extensions>
wor d = atom/ quoted-string

recei pt tags

August 13, 1982 - 46 - RFC #822



Standard for ARPA Internet Text Messages

Zzone

N~~~

<">

August 13, 1982

" UTu /

"EST"
" PST"
1ALPHA
<ASCI |

~ O~~~

" Gv"-u

" EDT"
" pPDT"

quot e mar k>

47 -

Uni versal Tine

North Anerican : UT
Eastern: - 5/ - 4
Central: - 6/ - 5
Mountain: - 7/ - 6
Pacific: - 8/ - 7
Mlitary: Z = UT,;
( 42, 34.)
RFC #822



