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Abstract

Thi s docunent replaces RFC 7321, "Cryptographic Al gorithm

| mpl enent ati on Requi renments and Usage CGui dance for Encapsul ating
Security Payload (ESP) and Aut hentication Header (AH)". The goal of
this docunent is to enable ESP and AH to benefit from cryptography
that is up to date while making | Psec interoperable.

Status of This Meno
This is an Internet Standards Track docunent.

This docunment is a product of the Internet Engi neering Task Force
(ITETF). It represents the consensus of the I ETF comunity. |t has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it nmay be obtai ned at
https://ww.rfc-editor.org/info/rfc8221
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Copyright Notice

Copyright (c) 2017 I ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the I ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this document. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided wi thout warranty as
described in the Sinplified BSD License.
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1. Introduction

The Encapsul ating Security Payl oad (ESP) [ RFC4303] and the

Aut henti cati on Header (AH) [ RFC4302] are the nechanisns for applying
cryptographic protection to data being sent over an | Psec Security
Associ ation (SA) [ RFC4301].

Thi s docunent provides guidance and recomendati ons so that ESP and
AH can be used with cryptographic algorithns that are up to date.

The chal | enge of such docunments is making sure that, over tine, |Psec
i npl enent ati ons can use secure and up-to-date cryptographic

al gorithns while keeping | Psec interoperable.

1.1. Updating Algorithm I nplementation Requirenents and Usage CGui dance

The field of cryptography evol ves continuously: new, stronger

al gorithns appear, and existing algorithns are found to be |ess
secure than originally thought. Therefore, algorithminplenentation
requi renents and usage gui dance need to be updated fromtine to tine
to reflect the newreality. The choices for algorithns nust be
conservative to mininize the risk of algorithm conprom se

Al gorithnms need to be suitable for a wide variety of CPU
architectures and devi ce depl oynments rangi ng from hi gh-end bul k
encryption devices to small, |ow power Internet of Things (10T)

devi ces.

The al gorithm i npl enentati on requirenments and usage gui dance may need
to change over tinme to adapt to the changing world. For this reason
the selection of mandatory-to-inplenent al gorithns was renoved from
the main Internet Key Exchange Protocol Version 2 (1KEv2)
specification [ RFC7296] and placed in a separate docunent.

1.2. Updating Al gorithm Requirenent Levels

The mandat ory-to-i npl enment al gorithm of tonorrow should al ready be
available in nost inplenmentations of AHHESP by the tine it is nade
mandatory. This docunent attenpts to identify and introduce those
algorithnms for future nandatory-to-inplenent status. There is no
guarantee that the algorithns in use today nmay becone nandatory in
the future. Published algorithnms are continuously subjected to
cryptographic attack and nmay becone too weak or could becone

conpl etely broken before this docunent is updated.

Thi s docunent only provides recomendati ons for the mandatory-to-
i mpl erent al gorithms and "too weak" algorithnms that are reconmended
not to be inplenented. As a result, any algorithmlisted at the
| Psec 1ANA registry that is not nentioned in this docunent MAY be
inmplenmented. It is expected that this docunent will be updated over
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time and future versions will only nention algorithns that have
evolved in status. For clarification, when an al gorithm has been
mentioned in [ RFC7321], this docunent states explicitly the update of
the status.

Al t hough this docunment updates the algorithns to keep the AH ESP
communi cati on secure over tinme, it also ains at providing
reconmendati ons so that AH ESP i npl enentati ons remain interoperable.
AH/ ESP interoperability is addressed by an increnental introduction
or deprecation of algorithnms. |In addition, this docunent also

consi ders the new use cases for AH ESP depl oynent, such as 10oT.

It is expected that deprecation of an algorithm be perforned
gradually. This provides time for various inplenmentations to update
their inplemented algorithnms while renmaining interoperable. Unless
there are strong security reasons, an algorithmis expected to be
downgraded from MUST to MJUST- or SHOULD, instead of MJST NOT (see
Section 2). Simlarly, an algorithmthat has not been nentioned as
mandat ory-to-i npl enent is expected to be introduced with a SHOULD

i nstead of a MJST.

The current trend toward 10T and its adoption of AH ESP requires this
specific use case to be taken into account as well. 10T devices are
resource-constrai ned devices, and their choice of algorithns is
notivated by mnimzing the footprint of the code, the conputation
effort, and the size of the nmessages to send. This docunent

i ndicates "(10oT)" when a specified algorithmis specifically listed
for 10T devices. Requirement levels that are marked as "loT" apply
to I oT devices and to server-side inplenentations that m ght
presunably need to interoperate with them including any general -

pur pose VPN gat eways.

1.3. Docunent Audi ence

The reconmmendations of this docunent nostly target AH ESP

i npl enenters as inplenentations need to neet both high security
expectations as well as high interoperability between various vendors
and with different versions. Interoperability requires a snooth nove
to nore secure cipher suites. This may differ froma user point of
view that may depl oy and configure AHHESP with only the safest cipher
Sui te.

Thi s docunent does not give any recomendati ons for the use of
algorithms, it only gives reconmendations for inplementations. The
use of algorithns by a specific user is dictated by their own
security policy requirenments, which are outside the scope of this
docunent .
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The al gorithns considered here are listed by | ANA as part of the

| KEv2 parameters. |KEvl is out of scope of this docunent. IKEvl is
deprecated; the reconmendati ons of this document nust not be
considered for I KEvl, nor may | KEvl paraneters be considered by this
docunent .

The 1 ANA registry for "Internet Key Exchange Version 2 (1KEv2)
Par anet ers" contains sone entries that are not for use with ESP or
AH.  This docunent does not nodify the status of those al gorithns.

2. Requirenments Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

We define sone additional terns here:

SHOULD+  This term neans the sanme as SHOULD. However, it is likely
that an al gorithm marked as SHOULD+ will be pronoted at
some future tine to be a MJST.

SHOULD- This term neans the sanme as SHOULD. However, an algorithm
mar ked as SHOULD- nay be deprecated to a MAY in a future
version of this docunent.

MUST- This term nmeans the sanme as MJST. However, we expect at
sonme point that this algorithmw Il no | onger be a MIUST in
a future docunment. Although its status will be determ ned
at a later tine, it is reasonable to expect that if a
future revision of a docunent alters the status of a MJST-
algorithm it will remain at |east a SHOULD or a SHOULD-
| evel

| oT The Internet of Things.

3.  Manual Keying

Manual keying SHOULD NOT be used, as it is inherently dangerous.

W thout any secure keying protocol, such as |KE, |Psec does not offer
Perfect Forward Secrecy (PFS) protection; there is no entity to
ensure the refreshing of session keys, the tracking of Security

Par aneter Index (SPI) uniqueness, and the single use of nonces,
Initialization Vectors (1Vs), and counters. This docunent was
witten for deploying ESP/ AH using | KE [ RFC7296] and assunes t hat
keyi ng happens using | KEv2 or higher.
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I f manual keying is used regardl ess, Counter Mde al gorithns such as
ENCR_AES CTR, ENCR _AES CCM ENCR_AES GCM and ENCR_CHACHA20_POLY1305
MJUST NOT be used, as it is inconpatible with a secure and persistent

handl i ng of the counter (as explained in the Security Considerations
section of [RFC3686]). This particularly applies to |IoT devices that
have no state across reboots. At the tinme of witing, ENCR _AES CBC

is the only mandatory-to-inplenent encryption al gorithmsuitable for

manual keyi ng.

4. Encryption Miust Be Authenticated

Encryption w thout authentication is not effective and MUST NOT be
used. |Psec offers three ways to provide both encryption and
aut henti cati on:

0 ESP with an Authenticated Encryption with Associ ated Data (AEAD)
ci pher

0 ESP with a non- AEAD ci pher + authentication
o0 ESP with a non- AEAD ci pher + AH with authentication

The fastest and nost nodern nmethod is to use ESP with a conbi ned node
ci pher, such as an AEAD ci pher, that handl es encryption/decryption
and authentication in a single step. In this case, the AEAD ci pher
is set as the encryption algorithm and the authentication algorithm
is set to none. Exanples of this are ENCR_AES_GCM 16 and
ENCR_CHACHA20_PQOLY1305.

A nore traditional approach is to use ESP with an encryption and an
aut hentication algorithm This approach is slower, as the data has
to be processed twi ce: once for encryption/decryption and once for
aut hentication. An exanple of this is ENCR AES CBC conbined with
AUTH _HMAC SHA2 512 256.

The |l ast nethod that can be used is ESP+AH. This method is NOT
RECOMVENDED. It is the slowest nethod and al so takes up nore octets
due to the doubl e header of ESP+AH. This results in a snaller
effective MIU for the encrypted data. Wth this nmethod, ESP is only
used for confidentiality without an authentication algorithm and a
second | Psec protocol of type AH is used for authentication. An
exanple of this is ESP with ENCR AES CBC with AH with

AUTH HVAC SHA2 512 256.
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5. ESP Encryption Al gorithns

T I I T +
| Narne | Status | AEAD | Comment |
o e e e e e e e e S Fomm e e o S +
| ENCR_DES_| V64 | MUST NOT | No | UNSPECI FI ED |
| ENCR_DES | MUST NOT | No | [ RFC2405] |
| ENCR_3DES | SHOULD NOT | No | [RFC2451] |
| ENCR_BLOWFI SH | MUST NOT | No | [ RFC2451] |
| ENCR_3I DEA | MUST NOT | No | UNSPECI FI ED |
| ENCR_DES_|V32 | MUST NOT | No | UNSPECI FI ED |
| ENCR_NULL | MUST | No | [ RFC2410] |
| ENCR_AES_CBC | MUST | No | [RFC3602][ 1]

| ENCR_AES_CCM 8 | SHOULD | Yes | [RFC4309] (10T)

| ENCR_AES_GCM 16 | MJUST | Yes | [RFC4106][ 1]

| ENCR_CHACHA20_POLY1305 | SHOULD | Yes | [RFC7634] |
o e e e e e e e e S Fomm e e o S +

[1] - This requirenent level is for 128-bit and 256-bit keys. 192-bit
keys remain at the MAY | evel

(1oT) - This requirenent is for interoperability with [oT. Only
128-bit keys are at the given |evel

| Psec sessions may have very long lifetinme and carry nmultiple
packets, so there is a need to nove to 256-bit keys in the long term
For that purpose, the requirenent |level for 128-bit keys and 256-bit
keys is MJST (when applicable). In that sense, the status for
256-bit keys has been raised from MAY in [RFC7321] to MUST

| ANA has all ocated codes for cryptographic algorithns that have not
been specified by the I ETF. Such algorithns are noted as
UNSPECI FI ED. Usual ly, the use of these algorithnms is limted to
specific cases, and the absence of specification makes
interoperability difficult for |IPsec conmunications. These

al gorithnms were not nentioned in [RFC7321], and this docunent
clarifies that such algorithns MJST NOT be inplenented for |Psec
conmuni cati ons.

Simlarly, IANA also allocated code points for algorithnms that are
not expected to be used to secure |Psec comunications. Such
algorithns are noted as non-1Psec. As a result, these algorithns
MUST NOT be inpl enent ed.

Various ciphers that are older, not well tested, and never w dely
i mpl enment ed have been changed to MJUST NOT.
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ENCR 3DES st atus has been downgraded from MAY in [ RFC7321] to SHOULD
NOT. ENCR_CHACHA20 POLY1305 is a nore nodern approach and
alternative for ENCR 3DES than ENCR_AES CBC, and so it is expected to
be favored to repl ace ENCR 3DES.

ENCR BLOWFI SH has been downgraded to MJUST NOT as it has been
deprecated for years by TWOFI SH, which is not standardized for ESP
and therefore not listed in this docunent. Sone inplenentations
support TWOFI SH using a private range nunber.

ENCR NULL status was set to MJUST in [ RFC7321] and renmains a MJST to
enabl e the use of ESP with only authentication, which is preferred
over AH due to NAT traversal. ENCR NULL is expected to remain MJST
by protocol requirenents.

ENCR_AES CBC status remains at MJUST. ENCR_AES CBC MUST be

i npl emented in order to enable interoperability between

i npl enentations that followed [ RFC7321]. However, there is a trend
for the industry to nove to AEAD encryption, and the overhead of
ENCR AES CBC remains quite large, so it is expected to be replaced by
AEAD al gorithns in the long term

ENCR_AES CCM 8 status was set to MAY in [RFC7321] and has been raised
fromMAY to SHOULD in order to interact with |oT devices. As this
case is not a general use case for VPNs, its status is expected to
remai n as SHOULD.

ENCR_AES GCM 16 status has been updated from SHOULD+ to MJST in order
to favor the use of authenticated encryption and AEAD al gorithns.
ENCR _AES GCM 16 has been wi dely inplenented for ESP due to its

i ncreased performance and key | ongevity conpared to ENCR AES CBC.

ENCR_CHACHA20_PCLY1305 was not ready to be considered at the tinme of
[ RFC7321]. It has been reconmended by the Crypto Forum Research

G oup (CFRG and others as an alternative to AES-CBC and AES-GCM At
the tine of witing, there are not enough ESP i npl enentations of
ENCR_CHACHA20_ POLY1305 to be able to introduce it at the SHOULD+
level. Its status has been set to SHOULD and is expected to becone
MJUST in the long term

Wuters, et al. St andards Track [ Page 8]



RFC 8221 ESP and AH Al gorithm Requirenments Cct ober 2017

6.

ESP and AH Aut hentication Al gorithns

Aut henti cati on al gorithmreconmendations in this section are
targeting two types of communications:

0 Authenticated-only comunications w thout encryption, such as ESP
with NULL encryption or AH conmuni cati ons.

o Communications that are encrypted with a non- AEAD al gorithmt hat
MUST be conbined with an aut hentication algorithm

o e e e e e e e e oo - o S o e e e e e e e e oo +
| Nare | Status | Comment |
o e e e e e e e e oo o e oo o e e e e e aa oo +
| AUTH_NONE | MUST / | [ RFC7296] [ RFC5282] |
| | MUST NOT | AEAD-only |
| AUTH HVAC MD5_96 | MUST NOT | [ RFC2403] [ RFC7296] |
| AUTH_HVAC _SHA1 96 | MUST- | [ RFC2404] [ RFC7296] |
| AUTH_DES_MAC | MUST NOT | UNSPECI FI ED |
| AUTH_KPDK_MD5 | MUST NOT | UNSPECI FI ED |
| AUTH_AES XCBC 96 | SHOULD / MAY | [RFC3566][ RFC7296] |
| | | (10oT) |
| AUTH_AES 128 GVAC | MAY | [ RFC4543] |
| AUTH_AES 256_GVAC | MAY | [ RFC4543] |
| AUTH HVAC SHA2 256 128 | MJST | [ RFC4868] |
| AUTH HVAC SHA2 512 256 | SHOULD | [ RFC4868] |
o e e e e e oo oo oo o +

(l1oT) - This requirenent is for interoperability with IoT.

AUTH NONE has been downgraded from MAY in [ RFC7321] to MJUST NOT. The
only case where AUTH NONE i s acceptable is when authenticated
encryption algorithns are selected from Section 5. |In all other
cases, AUTH NONE MUST NOT be selected. As ESP and AH both provide
aut henti cation, one may be tenpted to conbine these protocols to
provi de authentication. As nentioned by [ RFC7321], it is NOT
RECOMVENDED to use ESP with NULL authentication (with non-

aut henticated encryption) in conjunction with AH, sonme configurations
of this conbination of services have been shown to be insecure
[PD10]. In addition, AUTH NONE aut hentication cannot be conbi ned
with ESP NULL encryption.

AUTH HVAC MD5 96 and AUTH KPDK MD5 were not nentioned in [RFC7321].
As MD5 is known to be vulnerable to collisions, these algorithms MJST
NOT be used.

AUTH HVAC SHA1 96 has been downgraded from MJUST in [RFC7321] to MJST-
as there is an industry-wide trend to deprecate its usage.
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AUTH DES MAC was not nentioned in [RFC7321]. As DES is known to be
vul nerable, it MJST NOT be used.

AUTH _AES XCBC 96 is set as SHOULD only in the scope of 10T, as |oT
depl oynents tend to prefer AES-based Hashed Message Aut hentication
Code (HMAC) functions in order to avoid inplenmenting SHA2. For the
wi de VPN depl oynent, as it has not been wi dely adopted, it has been
downgr aded from SHOULD to MAY.

AUTH AES 128 GVAC st atus has been downgraded from SHOULD+ to MNAY.
Along with AUTH AES 192 QGVAC and AUTH_AES 256_GWAC, these al gorithns
should only be used for AH and not for ESP. |f using ENCR_NULL,
AUTH HVAC SHA2 256 128 is recommended for integrity. |If using AES
GVAC in ESP without authentication, ENCR NULL AUTH AES GMAC is
reconmended. Therefore, these algorithns are kept at MAY.

AUTH HVAC SHA2 256 128 was not nentioned in [RFCr321], as no

SHA2- based aut hentication was nentioned. AUTH HVAC SHA2 256 128 MJST
be inplemented in order to replace AUTH HVAC SHA1 96. Note that due
to a long standing comon inplenentation bug of this algorithmthat
truncates the hash at 96 bits instead of 128 bits, it is reconmended
that inplenmentations prefer AUTH HVAC SHA2 512 256 over

AUTH HVAC SHA2 256 128 if they inplement AUTH HVAC SHA2 512 256.

AUTH HVAC SHA2 512 256 SHOULD be inplenented as a future repl acenent
of AUTH HVAC SHA2_ 256_128 or when stronger security is required.

Thi s val ue has been preferred to AUTH HVAC SHA2 384, as the

addi ti onal overhead of AUTH HVAC SHA2 512 is negli gible.

7. ESP and AH Conpression Al gorithns

o e oo [ T S +
| Nane | Status | Comment |
e S Fom e e e e e o oo +
| 1 PCOVP_QUI | MUST NOT | UNSPECI FI ED |
| 1 PCOVP_DEFLATE | MAY | [RFC3173] |
| 1 PCOWP_LZS | MAY | [ RFC2395] |
| | PCOVP_LZJH | MAY | [ RFC3051] |
oo oo [ T B +

Conpression was not nmentioned in [RFC7/321]. As it is not widely
depl oyed, it remmins optional and at the MAY |evel.
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8.

10.

Summary of Changes from RFC 7321

The followi ng table sunmari zes the changes from RFC 7321

o e eea o o e o oo +
| Algorithm | RFC 7321 | RFC 8221 |
oo Fome oo oo +
| ENCR AES GCM 16 | SHOULD+ | MUST |
| ENCR AES CCM8 | MY | SHOULD |
| ENCR_AES_CTR Y\ MAY( *) |
| ENCR_3DES Y\ SHOULD NOT |
| AUTH HVAC SHA1 96 | MUST | MUST- |
| AUTH AES 128 GVAC | SHOULD+ | MAY |
| | |

AUTH_NONE | MAY

(*) This algorithmis not nmentioned in the above sections, so it
defaults to MAY.

| ANA Consi derati ons
Thi s docunent does not require any | ANA acti ons.
Security Considerations

The security of a systemthat uses cryptography depends on both the
strength of the cryptographic algorithnms chosen and the strength of
the keys used with those algorithms. The security al so depends on
the engi neering and admi nistration of the protocol used by the system
to ensure that there are no non-cryptographi c ways to bypass the
security of the overall system

Thi s docunent concerns itself with the selection of cryptographic
algorithnms for the use of ESP and AH, specifically with the selection
of mandatory-to-inplenent algorithnms. The algorithns identified in
this docunent as "MJST inplenent” or "SHOULD inpl enent"” are not known
to be broken at the current time, and cryptographic research to date

| eads us to believe that they will likely remain secure into the
foreseeable future. However, this is not necessarily forever
Theref ore, we expect that revisions of that docunent will be issued

fromtinme to tinme to reflect the current best practice in this area
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