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Abst r act

Despite its name, DNS-Based Service Discovery (DNS-SD) can use nam ng
systens other than DNS when | ooking for services. Mreover, when it
uses DNS, DNS-SD uses the full capability of DNS, rather than using a
subset of available octets. This is of particular relevance where
sone environments use DNS | abels that conformto Internationalized
Domai n Nanes for Applications (IDNA), and other environnents use

| abel s contai ning Uni code characters (such as containing octets
correspondi ng to characters encoded as UTF-8). In order for DNS-SD
to be used effectively in environments where nultiple different nane
systenms and conventions for their operation are in use, it is
inmportant to attend to differences in the underlying technol ogy and
operational environnent. This nmeno presents an outline of the

requi renents for the selection of |abels for conventional DNS and
other resolution systens when they are expected to interoperate in
this manner.

Status of This Meno

This docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

This docunment is a product of the Internet Engi neering Task Force
(IETF). It represents the consensus of the I ETF comunity. |t has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Not all docunents
approved by the | ESG are a candi date for any |level of Internet

St andard; see Section 2 of RFC 7841.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it nmay be obtai ned at
https://ww. rfc-editor.org/info/rfc8222
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1. Introduction

DNS- Based Service Di scovery (DNS-SD, [RFC6763]) specifies a nechanism
for discovering services using queries to DNS ([ RFC1034] and

[ RFC1035]) and to any other systemthat uses domai n nanes, such as
Mul ticast DNS (nDNS, [RFC6762]). Many applications that use DNS
follow "Internet hostnane" syntax [RFC952] for labels -- the
so-called LDH (letters, digits, and hyphen) rule. That convention is
t he reason behind the devel opnent of Internationalized Domai n Names
for Applications (1DNA2008, [RFC5890], [RFC5891], [RFC5892],

[ RFC5893], [RFC5894], and [RFC5895]). It is worth noting that the
LDH rule is a convention, and not a rule of the DNS; this is made
entirely plain by Section 11 of [RFC2181], and discussed further in
Section 3 of [RFC6055]. Nevertheless, there is a wi despread beli ef
that in many circunmstances donmai n nanes cannot be used in the DNS

unl ess they follow the LDH rule.
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At the sanme tine, nDNS requires that |abels be encoded in UTF-8 and
permits a range of characters in labels that are not permtted by

| DNA2008 or the LDH rule. For exanple, nDNS encourages the use of

spaces and punctuation in nDNS nanes (see Section 4.2.3 of

[ RFC6763]). It does not restrict which Unicode code points may be
used in those labels, so long as the code points are UTF-8 in

Net - Uni code [ RFC5198] fornat.

Users and devel opers of applications are, of course, frequently
unconcerned with (or oblivious to) the nane-resol ution system(s) in
service at any given nonment; they are inclined sinply to use the same
domain nanmes in different contexts. As a result, names entered into
the sane donai n nanme slot mght be resolved using different nane
resol ution technologies. |f a given nane will not work across the
various environnments, then user expectations are likely to be best
satisfied when at |east sonme parts of the domain nanes to be queried
are conpatible with the rules and conventions for all the rel evant
technol ogies. G ven the uses of DNS-SD, a choice for such
compatibility likely lies with the application designer or service
operator.

One approach to interoperability under these circunstances is to use
a single operational convention (a "profile") for domai n nanes under
the different nam ng systenms. This nenpo assunes such a use profile,
and attenpts to outline what is necessary to make it work without
speci fying any particular technology. It does assune, however, that
the global DNS is likely to be inplicated. G ven the genera
tendency of all resolution eventually to fall through to the DNS
that assunpti on does not seem controversi al

It is worth noting that users of DNS-SD do not use the service

di scovery names in the same way that users of other domain nanes
mght. In many cases, domain nanes can be entered as direct user

i nput. But the service discovery context generally assunes that
users are picking a service froma list. As aresult, the sorts of
application considerations that are appropriate to the general -
purpose DNS nanme, and that resulted in the A-label/U1label split (see
bel ow) in | DNA2008, are not entirely the right approach for DNS-SD

1.1. Conventions and Terns Used in This Docunent

Wher ever appropriate, this neno uses the term nol ogy defined in
Section 2 of [RFC5890]. In particular, the reader is assunmed to be
famliar with the terns "U-label", "LDH | abel", and "A-1abel” from
that docunent. Similarly, the reader is assuned to be faniliar with
the U+NNNN not ati on for Uni code code points used in [ RFC5890] and

ot her documents dealing with Unicode code points. 1In the interests
of brevity and consistency, the definitions are not repeated here.
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Sonetines this meno refers to nanes in the DNS as though the LDH rule
and | DNA2008 are strict requirenments. They are not. DNS |abels are,
in principle, just collections of octets; therefore, in principle,
the LDH rule is not a constraint. In practice, applications
sonmetines intercept |abels that do not conformto the LDH rule and
apply IDNA and ot her transfornmations.

DNS, perhaps unfortunately, has produced its own jargon. Unfamiliar
DNS-related ternms in this meno should be found in [RFC7719].

The term "owner nane" (common to the DNS vernacul ar; see above) is
used here to apply not just to the donain nanmes to be |ooked up in
the DNS, but to any nane that mnight be | ooked up either in the DNS or
usi ng anot her technol ogy. Therefore, it includes names that mnight
not actually exist anywhere. |In addition, what follows depends on
the idea that not every domain nanme will be |ooked up in the DNS

For instance, nanes ending in "local." (in the presentation format)
are not ordinarily |ooked up using DNS, but instead |ooked up using
nDNS.

DNS- SD specifies three portions of the owner nane for a DNS-SD
resource record. These are the <lnstance> portion, the <Service>
portion, and the <Domai n> portion. The owner nane nmade of these
three parts is called the "Service Instance Nane". It is worth
observing that a portion nay be nore than one | abel long. See
Section 4.1 of [RFC6763]. Further discussion of the parts is found
in Section 4.

Thr oughout this neno, nDNS is used liberally as the alternative
resolution nechanismto DNS. This is for conveni ence rather than
rigor: any alternative nane resolution to DNS could present the sane
friction with the prevailing operational conventions of the gl oba
DNS. It so happens that nDNS is the overwhel mingly successfu
alternative as of this witing, so it is used in order to make the

i ssues plainer to the reader. Oher alternative resolution
mechani sns nmay generally be read wherever nDNS appears in the text,
except where details of the nDNS specification appear

2. Way There Could Be a Problemat All

One might reasonably wonder why there is a problemto be solved at
all. After all, DNS |labels pernit any octet whatsoever, and anyt hi ng
that can be useful with DNS-SD cannot use any nanes that are outside
the protocol strictures of the DNS

The reason for the trouble is twofold. First, and | east troubl esong,

is the possibility of resolvers that are attenpting to of fer | DNA
service systemw de. G ven the design of | DNA2008, it is reasonable
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to suppose that, on sone systens, high-level nanme resolution
libraries will performthe U | abel/A-1abel transfornmation
automatically, saving applications fromthese details. But system

| evel services do not always have available to themthe resolution
context, and they may apply the transformation in a way that foils
rat her than hel ps the application. O course, if this were the main
problem it would presunably be self-correcting because the right
answer would be, "Don’t use those libraries for DNS-SD', and DNS-SD
woul d not work reliably in cases where such libraries were in use.
This would be unfortunate, but given that DNS-SD in Internet contexts
is (as of this witing) not in ubiquitous use, it should not
represent a fatal issue.

The greater problemis that the "infrastructure" types of DNS service
-- the root zone, the top-level domains, and so on -- have enbraced
I DNA and refuse registration of raw UTF-8 into their zones. As of
this witing, there is (perhaps unfortunately) no reliable way to

di scover where these sorts of DNS services end. Neverthel ess, sone
client prograns (notably web browsers) have adopted a nunber of

di fferent policies about how domain nanes will be | ooked up and
presented to users given the policies of the rel evant DNS zone
operators. None of these policies permit raw UTF-8. Since it is
anticipated that DNS-SD when used with the DNS will be inside domain
nanmes beneath those kinds of "infrastructure" domains, the

i mplications of | DNA2008 nust be a consideration

For further exploration of issues relating to encoding of donain
nanes generally, the reader should consult [RFC6055].

3. Requirenents for a Profile for Label Interoperation

Any interoperability between DNS (including prevailing operationa
conventions) and other resolution technologies will require
interoperability across the portions of a DNS-SD Service |Instance
Name that are inplicated in regular DNS | ookups. Only sonme portions
are inplicated. In any case, if a given portion is inplicated, the
profile will need to apply to all labels in that portion

In addition, because DNS-SD Service Instance Nanes can be used in a
domai n nane slot, care must be taken by DNS-SD-aware resolvers to
handl e the different portions as outlined here, so that DNS-SD
portions that do not use | DNA2008 will not be treated as Ul abels and
will not accidentally undergo | DNA processing

Because the profile will apply to names that night appear in the
public DNS, and because other resol ution nechani sns (such as nDNS)
could permt |abels that | DNA does not, the profile mght reduce the
| abel s that could be used with those other resolution nmechani sns.
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4.

4.

One consequence of this is that sone reconmendati ons from [ RFC6763]
will not really be possible to inplenent using nanes subject to the
profile. In particular, Section 4.2.3 of [RFC6763] reconmends that

| abel s al ways be stored and comuni cated as UTF-8, even in the DNS
Because of the way that the public DNS is currently operated (see
Section 2), the advice to store and transnit |labels as UTF-8 in the
DNS is likely either to encounter problens, to result in unnecessary
traffic to the public DNS, or to do both. |In particular, nany |abels
in the <Domai n> part of a Service Instance Name are unlikely to be
found in the UTF-8 formin the public DNS tree for zones that are
usi ng | DNA2008. By contrast, for exanple, nDNS exclusively uses
UTF- 8.

U- | abel s cannot contain uppercase letters (see Sections 3.1.3 and 4.2
of [RFC5894]). That restriction extends to ASClII|-range uppercase
letters that work fine in LDH labels. It may be confusing that the
character "A" works in the DNS when none of the characters in the

| abel has a diacritic, but it does not work when there is such a
diacritic in the label. Labels in nDNS nanes (or other resolution
technol ogi es) nmay contain uppercase characters, so the profile wll
need either to restrict the use of uppercase or to come up with a
convention for case folding (even in the presence of diacritics) that
is reliable and predictable to users.

DNS- SD Porti ons
Service Instance Names are made up of three portions.
1. The <Instance> Portion of the Service |Instance Nane

[ RFC6763] is clear that the <lnstance> portion of the Service
Instance Nane is intended for presentation to users; therefore,
virtually any character is pernmitted init. There are two ways that
a profile mght address this portion.

The first way would be to treat this portion as likely to be

i ntercepted by systemwi de | DNA-aware (but ot herw se context-unaware)
resolvers or likely subject to strict |DNA-conformance requirenments
for publication in the relevant zone. |In this case, the portion
woul d need to be nmade subject to the profile, thereby curtailing what
characters may appear in this portion. This approach permts DNS-SD
to use any standard systemresol ver but presents inconsistencies with
the DNS-SD specification and with DNS-SD use that is exclusively
nDNS- based. Therefore, this strategy is rejected.

I nstead, DNS-SD inpl enentations can intercept the <lnstance> portion
of a Service Instance Nanme and ensure that those | abels are never
handed to | DNA-aware resolvers that mght attenpt to convert these
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| abel s into A-labels. Under this approach, the DNS-SD <l nstance>
portion works as it always does, but at the cost of using specia
resolution code built into the DNS-SD system A practica

consequence of this is that zone operators need to be prepared not to
apply the LDH rule to all |abels, and they nmay need to nmake speci al
concessions to ensure that the <lInstance> portion can contain spaces,
uppercase and | owercase, and any UTF-8 code point. Oherw se, they
need to prepare a user interface to handle the exceptions that would
be generated. Autonatic conversion to A-labels is not acceptable.

It is worth noting that this advice is not actually conpatible with
the advice in Section 4 of [RFC6055]. That section appears to assune
that nanes are not really conposed of subsections, but because

[ RFC6763] specifies portions of names, the advice in this nemo is to
foll ow the advice of [RFC6055] according to the portion of the domain
nane, rather than for the whole domain nane. As a practical matter,
this means speci al - purpose nane resol ution software for DNS-SD

4.2. The <Service> Portion of the Service |Instance Nane

DNS- SD i ncl udes a <Servi ce> conponent in the Service |Instance Nane.
This conmponent is not really user-facing data; instead it is contro
data enbedded in the Service Instance Nane. This conponent includes
so-cal l ed "underscore | abel s", which are | abels prepended with U+005F
(). The underscore | abel convention was established by DNS SRV
([RFC2782]) for identifying netadata inside DNS names. A systemw de
resol ver (or DNS m ddl ebox) that cannot handl e underscore | abels wll
not work with DNS-SD at all, so it is safe to suppose that such
resolvers will not attenpt to do special processing on these |abels.
Therefore, the <Service> portion of the Service Instance Nane w ||

not be subject to the profile. By the sane token, underscore | abels
are never subject to |DNA processing (they are formally

i nconpati ble); therefore, concerns about |IDNA are irrelevant for

t hese | abel s.

4.3. The <Domai n> Portion of the Service |Instance Nane

The <Domai n> portion of the Service Instance Name forns an integra
part of the owner name submitted for DNS resolution. A systemw de
resol ver that is | DNA2008-aware is likely to interpret |labels wth
UTF-8 in the owner nane as candi dates for | DNA2008 processing. Mre
i mportant, operators of internationalized domain nanes wl|l
frequently publish such names in the public DNS as A-| abels;
certainly, the topnost | abels will always be A-labels. Therefore,
these labels will need to be subject to the profile. DNS-SD

i mpl enent ati ons ought to identify the <Domai n> portion of the Service
I nstance Nanme and treat it subject to | DNA2008 in case the domain is
to be queried fromthe global DNS. (This docunment does not specify
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how to do that and does not alter the specification in [RFC6763].)
In the event that the <Domai n> portion of the Service |Instance Nane
fails to resolve, it is acceptable to substitute labels with plain
UTF-8, starting at the |lowest |label in the DNS tree and wor ki ng
toward the root. This approach would differ fromthe rule for

resol ution published in [RFC6763], because this approach privil eges
| DNA2008- conpati bl e | abel s over UTF-8 |l abels. There is nore than one
way to achieve such a result, but in terms of predictability, it is
probably best if the |owest-level resolution conponent is able to

|l earn the correct resolution context so that it can performthe
correct transformations on the various domain portions.

One night argue agai nst the above restriction on either of two
grounds:

1. It is possible that the names may be in the DNS in UTF-8, and RFC
6763 already specifies a fallback strategy of progressively
attenpting first the UTF-8 | abel lookup (it mght not be a
U-l abel) and then, if possible, the A-label |ookup

2. Zone administrators that wish to support DNS-SD can publish a
UTF-8 version of the zone along side the A-1abel version of the
zone.

The first of these is rejected because it represents a potentially
significant increase in DNS | ookup traffic. It is possible for a
DNS- SD application to identify the <Domai n> portion of the Service

I nstance Nanme. The standard way to publish IDNs on the Internet uses
I DNA. Therefore, additional |ookups should not be encouraged. Wen
[ RFC6763] was published, the bulk of IDNs were lower in the tree.

Now that there are internationalized |abels in the root zone, it is
desirable to minimze queries to the Internet infrastructure if they
are sure to be answered in the negative.

The second reason depends on the idea that it is possible to maintain
two nanes in sync with one another. This is not strictly speaking
true, although in this case the donmain operator could sinply create a
DNAME record [ RFC6672] fromthe UTF-8 name to the | DNA2008 zone

This still, however, relies on being able to reach the (UTF-8) nane
in question, and it is unlikely that the UTF-8 version of the zone

wi |l be del egated from anywhere. Mreover, in nmany organi zations,
the support for DNS-SD and t he support for domain nane del egati ons
are not perforned by the sane departnent; depending on a coordination
between the two will make the systemnore fragile, slower, or both.

Some resolvers -- particularly those that are used in mxed DNS and

non- DNS environnents -- may be aware of different operationa
conventions in different parts of the DNS tree. For exanple, it may
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be possible for inplementations to use hints about the boundary of an
organi zation’s domai n nanme infrastructure in order to tell, for

i nstance, that exanple.com is part of the Exanple Organization

while com is a large delegation-centric zone on the public Internet.
In such cases, the resolution systemmnm ght reverse its preferences to
prefer plain UTF-8 | abel s when resol ving nanes bel ow t he boundary
point in the DNS tree. The result would be that any |ookup past the
boundary point and closer to the root would use LDH | abels first,
falling back to UTF-8 only after a failure; but a | ookup bel ow the
boundary point would use UTF-8 labels first, and try other strategies
only in case of negative answers. The mechanismto | earn such a
boundary is beyond the scope of this docunent.

5. | ANA Consi derati ons
Thi s docunent does not require any | ANA acti ons.
6. Security Considerations

This meno presents sone requirenments for future devel opnent, but does
not specify anything. It nakes no additional security-specific
requirenents. |Issues arising due to visual confusability of names
apply to this case as well as to any other case of internationalized
nanes, but interoperation between different resolution systens and
conventions does not alter the severity of those issues.
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