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Abst r act

The CBOR Obj ect Signing and Encryption (COSE) specification defines
crypt ographi ¢ nessage encodi ngs usi ng Conci se Bi nary Object
Representation (CBOR). This specification defines algorithm

encodi ngs and representations enabling RSA algorithns to be used for
COSE nessages. Encodings are specified for the use of RSA
Probabi l i stic Signature Scheme (RSASSA-PSS) signatures, RSA
Encryption Scheme - Optinal Asymetric Encryption Paddi ng (RSAES-
QAEP) encryption, and RSA keys.
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This docunent is a product of the Internet Engi neering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841.

I nformation about the current status of this docunent, any errata,
and how to provide feedback on it may be obtai ned at
http://ww. rfc-editor.org/info/rfc8230
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1. Introduction

The CBOR Obj ect Signing and Encryption (COSE) [ RFC8152] specification
defines cryptographi c nessage encodi ngs usi ng Conci se Bi nary Obj ect
Representation (CBOR) [RFC7049]. This specification defines

al gorithm encodi ngs and representations enabling RSA algorithns to be
used for COSE nessages

1.1. Requirenments Notation and Conventions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

2. RSASSA- PSS Signature Algorithm
The RSASSA- PSS signature algorithmis defined in [ RFC8017].

The RSASSA- PSS signature algorithmis parameterized with a hash
function (h), a mask generation function (ngf), and a salt length
(sLen). For this specification, the nmask generation function is
fixed to be M1 as defined in [RFC8017]. It has been reconmmended
that the sane hash function be used for hashing the data as well as
in the mask generation function. This specification follows this
reconmendation. The salt length is the same |length as the hash
function out put.

| npl enent ati ons need to check that the key type is 'RSA" when
creating or verifying a signature.

The RSASSA- PSS al gorithnms specified in this docunent are in the
foll owi ng table.

F - F - Fomm e e o S o e e e e e e oo +
| Nanme | Value | Hash | Salt Length | Description

Fomm e Fomm e [ TS S Fom e e e a i oo +
| PS256 | -37 | SHA-256 | 32 | RSASSA- PSS w SHA- 256

| PS384 | -38 | SHA-384 | 48 | RSASSA- PSS w/ SHA- 384

| PS512 | -39 | SHA-512 | 64 | RSASSA- PSS w SHA-512

F - F - Fomm e e o S o e e e e e e oo +

Tabl e 1: RSASSA- PSS Al gorithm Val ues
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3. RSAES- QAEP Key Encryption Algorithm

RSAES- OAEP is an asynmetric key encryption algorithm The definition
of RSAEA- QAEP can be found in Section 7.1 of [RFC8017]. The
algorithmis paraneterized using a mask generation function (ngf), a
hash function (h), and encoding paraneters (P). For the algorithm
identifiers defined in this section:

o ngf is always set to MGF1 as defined in [ RFC8017] and uses the
same hash function as h.

o Pis always set to the enpty octet string.

The following table sunmarizes the rest of the val ues.

e [ S, [ S B +
| Nane | Value | Hash | Description |
S [ SR [ SR —-— S +
| RSAES- CAEP w/ RFC 8017 | -40 | SHA-1 | RSAES- QAEP w |
| default parameters | | | SHA-1 |
| RSAES- CAEP w/ SHA- 256 | -41 | SHA-256 | RSAES- QAEP w/ |
| | | | SHA- 256 |
| RSAES- CAEP w/ SHA-512 | -42 | SHA-512 | RSAES- QAEP w/ |
| | | | SHA-512 |
o m e e e e e eae oo Fom e e [ TS oo +

Tabl e 2: RSAES- OAEP Al gorithm Val ues
The key type MJIST be ' RSA'.
4. RSA Keys

Key types are identified by the 'kty' nmenmber of the COSE _Key object.
Thi s specification defines one value for this nmenber in the follow ng

tabl e.
R Fom e e T +
| Nanme | Value | Description |
R Fom oo e B +
| RSA | 3 | RSA Key |
Hom - - Fomm - B S +

Tabl e 3: Key Type Val ues
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Thi s docunent defines a key structure for both the public and private
parts of RSA keys. Together, an RSA public key and an RSA private
key form an RSA key pair.

The docunent al so provides support for the so-called "multi-prine"
RSA keys, in which the nodulus may have nore than two prine factors
The benefit of multi-prine RSA is |ower conputational cost for the
decryption and signature primtives. For a discussion on how nmulti-
prime affects the security of RSA cryptosystens, the reader is
referred to [Multi PrimeRSA].

This docunent foll ows the nanming convention of [RFC8017] for the
nam ng of the fields of an RSA public or private key, and the
correspondi ng fields have identical senmantics. The requirenents for
fields for RSA keys are as foll ows:

o For all keys, "kty' MJST be present and MJST have a val ue of 3.

o For public keys, the fields 'n' and 'e' MJST be present. Al

other fields defined in the follow ng table bel ow MJST be absent.
o For private keys with two prines, the fields "other’, "r_i’,
"d_i’, and 't_i’ MJST be absent; all other fields MIJST be present.

o For private keys with nore than two prines, all fields MJST be
present. For the third to nth prinmes, each of the prines is
represented as a map containing the fields 'r_i’, "d_i’, and
"t _i’. The field "other’ is an array of those maps.

o Al nuneric key paraneters are encoded in an unsigned bi g-endi an
representation as an octet sequence using the CBOR byte string
type (najor type 2). The octet sequence MJST utilize the m ninmum
nunber of octets needed to represent the value. For instance, the
val ue 32,768 is represented as the CBOR byte sequence 0b010_00010,
0x80 0x00 (major type 2, additional information 2 for the length).
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The following table provides a sunmmary of the |abel values and the
types associated with each of those |abels.

S S S S o m e m e e e e e e e e e e e e emeao - +
| Key | Nane | Label | CBOR | Description |
| Type | | | Type | |
Fom e e Fom e e Fom e e Fom e e o m e e e e e e e e e e eee s +
| 3 | n | -1 | bstr | the RSA nodulus n |
| 3 | e | -2 | bstr | the RSA public exponent e |
| 3 | d | -3 | bstr | the RSA private exponent d |
| 3 | p | -4 | bstr | the prime factor p of n |
| 3 | g | -5 | bstr | the prime factor q of n |
| 3 | dP | -6 | bstr | dPis d nod (p - 1) |
| 3 | dQ | -7 | bstr | dQis d nod (q - 1) |
| 3 | glnv | -8 | bstr | qlnv is the CRT coefficient

| | | | | 9*(-1) nmod p |
| 3 | other | -9 | array | other prime infos, an array |
| 3 | r_i | -10 | bstr | a prime factor r_i of n, where i

| | | | | >=3 |
| 3 | d_i | -11 | bstr | d_i =d nod (r_i - 1)

| 3 | t_i | -12 | bstr | the CRT coefficient t_i = (r_1 *

| | | | | re2* 00 * r_(i-1))”(-1) nmod r_i
Fomm - Fomm - Fomm - Fomm - o e e e e e e e e e e e e e e e +

Tabl e 4: RSA Key Paraneters
5. | ANA Consi derati ons
5.1. COSE Algorithns Registrations

| ANA has registered the followi ng values in the | ANA " COSE
Al gorithms" registry [l ANA COSE].

o0 Nane: PS256

o Value: -37

0 Description: RSASSA-PSS w SHA- 256

o Reference: Section 2 of this docunent
o0 Recommended: Yes

o Nane: PS384

o Value: -38

0 Description: RSASSA-PSS w SHA- 384

o Reference: Section 2 of this docunent
o0 Recommended: Yes
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OO0OO0OO0Oo OO0OO0OO0Oo OO0OO0OO0Oo

OO0OO0OO0Oo

5.2.

Nane: PS512

Val ue: -39

Descri ption: RSASSA-PSS w SHA-512
Ref erence: Section 2 of this docunent
Recommended: Yes

Nanme: RSAES- CAEP w RFC 8017 default paraneters
Val ue: -40

Description: RSAES- QAEP w/ SHA-1

Ref erence: Section 3 of this docunent
Recommended: Yes

Nanme: RSAES- OAEP w/ SHA- 256

Val ue: -41

Descri ption: RSAES- OAEP w/ SHA- 256
Ref erence: Section 3 of this docunent
Recommended: Yes

Nanme: RSAES- OAEP w SHA-512

Val ue: -42

Descri ption: RSAES- OAEP w/ SHA-512
Ref erence: Section 3 of this docunent
Recommended: Yes

COSE Key Type Registrations

| ANA has registered the following value in the | ANA "COSE Key Types"
registry [|ANA COSE].

O o0Oo0oo

Nane: RSA

Val ue: 3

Descri ption: RSA Key

Reference: Section 4 of this docunent

COSE Key Type Parameters Registrations

| ANA has registered the following values in the | ANA "COSE Key Type
Paraneters” registry [l ANA COSE] .

O O0OO0O0O0O0

Jones

Key Type: 3
Nanme: n
Label: -1

CBOR Type: bstr
Description: the RSA nodulus n
Ref erence: Section 4 of this docunent
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o Key Type: 3
o Nane: e
o Label: -2
0 CBOR Type: bstr
0 Description: the RSA public exponent e
0 Reference: Section 4 of this docunent
o0 Key Type: 3
o Nane: d
o Label: -3
0 CBOR Type: bstr
0 Description: the RSA private exponent
0 Reference: Section 4 of this docunent
0 Key Type: 3
0o Name: p
o Label: -4
0 CBOR Type: bstr
0o Description: the prime factor p of n
0 Reference: Section 4 of this docunent
o0 Key Type: 3
o Nanme: ¢
o Label: -5
0 CBOR Type: bstr
0o Description: the prime factor q of n
0 Reference: Section 4 of this docunent
o0 Key Type: 3
o Nane: dP
0 Label: -6
0 CBOR Type: bstr
0 Description: dPis d mod (p - 1)
0 Reference: Section 4 of this docunent
0 Key Type: 3
0 Nane: dQ
o Label: -7
0 CBOR Type: bstr
0 Description: dQis d nmod (q - 1)
0 Reference: Section 4 of this docunent
o Key Type: 3
o Name: qglnv
o Label: -8
0 CBOR Type: bstr
0 Description: glnv is the CRT coefficient g*(-1) nod p
0 Reference: Section 4 of this docunent
Jones St andards Track
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o Key Type: 3

o Nane: other

o Label: -9

o CBOR Type: array

0 Description: other prine infos, an array

0 Reference: Section 4 of this docunent

o0 Key Type: 3

o Name: r_i

0 Label: -10

0 CBOR Type: bstr

0 Description: a prine factor r_i of n, where i >= 3

0 Reference: Section 4 of this docunent

0 Key Type: 3

o Nane: d_i

0o Label: -11

0 CBOR Type: bstr

o Description: di =d nmod (r_i - 1)

0 Reference: Section 4 of this docunent

o0 Key Type: 3

0o Nane: t_i

0o Label: -12

0 CBOR Type: bstr

0 Description: the CRT coefficient t_i =(r_1*r_2* ... *
r (i-1))7(-1) nmod r_i

0 Reference: Section 4 of this docunent

6. Security Considerations
6.1. Key Size Security Considerations

A key size of 2048 bits or larger MIST be used with these al gorithns.
This key size corresponds roughly to the same strength as provided by
a 128-bit symmetric encryption algorithm |Inplenentations SHOULD be

able to encrypt and decrypt with nodul us between 2048 and 16K bits in
length. Applications can inpose additional restrictions on the

| engt h of the nodul us.

In addition to needing to worry about keys that are too small to
provide the required security, there are issues with keys that are
too large. Denial-of-service attacks have been nounted with overly
| arge keys or oddly sized keys. This has the potential to consune
resources with these keys. It is highly recormended that checks on
the key length be done before starting a cryptographic operation
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6.

6.

7.

7.

2.

3.

1

There are two reasonable ways to address this attack. First, a key

shoul d not be used for a cryptographic operation until it has been
verified that it is controlled by a party trusted by the recipient.
Thi s approach neans that no cryptography will be done until a trust

deci si on about the key has been made, a process described in

Appendix D, Item 4 of [RFC7515]. Second, applications can inpose
maxi mum as well as mninmumlength requirements on keys. This linits
the resources that woul d otherwi se be consuned by the use of overly

| arge keys.

RSASSA- PSS Security Consi derations

There is a theoretical hash substitution attack that can be nounted
agai nst RSASSA- PSS [HASH D]. However, the requirenent that the sane
hash function be used consistently for all operations is an effective
mtigation against it. Unlike an Elliptic Curve Digital Signature

Al gorithm (ECDSA), hash function outputs are not truncated so that
the full hash value is always signed. The internal padding structure
of RSASSA- PSS neans that one needs to have nultiple collisions

bet ween the two hash functions to be successful in producing a
forgery based on changi ng the hash function. This is highly

unli kel y.

RSAES- OAEP Security Consi derations

A version of RSAES- OAEP using the default paraneters specified in
Appendi x A 2.1 of [RFC8017] is included because this is the nost

wi dely inplenmented set of OAEP paraneter choices. (Those default
paraneters are the SHA-1 hash function and the M1 with SHA-1 nmask
generation function.)

Keys used with RSAES- OAEP MUST follow the constraints in Section 7.1
of [RFC8017]. Also, keys with a low private key exponent value, as
described in Section 3 of "Twenty Years of Attacks on the RSA
Cryptosystem [ Boneh99], MJST NOT be used.
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