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Abst r act

The policy defined in RFC 6761 for I ANA registrations in the
"Speci al - Use Domai n Nanes" registry has been shown, through
experience, to present challenges that were not anticipated when RFC
6761 was witten. This nmeno presents a list, intended to be

conpr ehensi ve, of the problens that have since been identified. In
addition, it reviews the history of donmain names and sumari zes
current | ETF publications and sone publications from ot her

organi zations relating to Special -Use Domai n Nanes.

Thi s docunent shoul d be considered required reading for |ETF
partici pants who wi sh to express an informed opinion on the topic of
Speci al - Use Donmai n Nanes.

Status of This Meno

This docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

This docunent is a product of the Internet Engi neering Task Force
(ITETF). It represents the consensus of the |IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Group (IESG. Not all docunents
approved by the | ESG are a candi date for any |evel of Internet

St andard; see Section 2 of RFC 7841.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it nmay be obtai ned at
https://ww.rfc-editor.org/infol/rfc8244.
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1

I ntroduction

One of the key services required to use the Internet is name
resolution. Nane resolution is the process of translating a synbolic
nane i nto sone object or set of objects to which the nanme refers

nost typically one or nore | P addresses. These nanes are often
referred to as "donain nanes". Wen reading this docunent, care nust
be taken not to assune that the termdonain nanme inplies the use of
the Donmai n Nanme System [ RFC1034] for resolving these nanes. An
excel l ent presentation on this topic can be found in Domai n Nanes

[ DOVAI N- NAMVES] .

"Speci al -Use Domai n Nanes" [ RFC6761] created the "Special -Use Donain
Names" | ANA registry [ SDO | ANA- SUDR], defined policies for adding to
the registry, and made some suggestions about how those poli cies

m ght be inplenmented. Since the publication of RFC 6761, the | ETF
has been asked to designate several new Special -Use Domain Nanmes in
this registry. During the evaluation process for these Special-Use
Domai n Nanes, the | ETF encountered several different sorts of issues.
Because of this, the | ETF has decided to investigate the problem and
decide if and how the process defined in RFC 6761 can be inproved, or
whet her it should be deprecated. The | ETF DNSOP Wir ki ng G oup
charter was extended to include conducting a review of the process
for adding nanes to the registry that is defined in RFC 6761. This
docunent is a product of that review

Based on current | CANN and | ETF practice, including RFC 6761, there
are several different types of nanmes in the root of the Domain
Nanespace:

o Nanes reserved by the I ETF for technical purposes

o Nanmes assigned by | CANN to the public DNS root; sone nanes
reserved by the I ETF for technical purposes may appear in the
gl obal DNS root for reasons pertaining to the operation of the DNS

0 | CANN Reserved Nanes; nanes that nmay not be applied for as TLDs
(see "Reserved Nanmes" and "Treatnment of Country or Territory
Names" (Sections 2.2.1.2.1 and 2.2.1.4.1, respectively) of
[ SDO- | CANN- DAG ) .

0 Nanes used by other organi zations w thout follow ng established
processes

o Nanmes that are unused and are avail able for assignment to one of
the previous categories
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This docunent presents a list, derived froma variety of sources

i ncluding discussion in the | ETF DNSOP Wrki ng Group, of the problens
associ ated with the assignment of Special-Use Domain Nanes. The |ist
is intended to be an unfiltered conpilation of issues. |In support of
its analysis of the particular set of issues described here, the
docunent al so includes descriptions of existing practice as it
relates to the use of donmin nanes, a brief history of donain nanes,
and sone observations by various | ETF participants who have
experience with various aspects of the current situation

2. Term nol ogy

This docunent uses the term nology fromRFC 7719 [RFC7719]. O her
terns used in this docunent are defined here:

Domai n Name: This docunent uses the term "donmain nane" as defined in
Section 2 of RFC 7719 [RFC7719].

Domai n Nanespace: The set of all possible donain nanes.

Speci al - Use Domain Nanme: A donain nanme listed in the "Special-Use
Domai n Nanes" registry [ SDO | ANA- SUDR] .

For the sake of brevity, this docunent uses sone abbreviations, which
are expanded here:

| ANA: I nternet Assigned Nunmbers Authority
| CANN:  Internet Corporation for Assigned Nanes and Numbers

TLD: Top- Level Donmin, as defined in Section 2 of RFC 7719
[ RFC7719]

gTLD: Ceneric Top-Level Domain (see Section 2 of RFC 2352
[ RFC2352])

3. Problens Associated with Special -Use Donai n Nanes

This section presents a |list of problenms that have been identified
with respect to the assignnent of Special-Use Domai n Nanes.

Solutions to these problens, including their costs or trade-offs, are
out of scope for this docunent and will be covered in a separate
docunent. New problens that mght be created in the process of

sol ving probl ens described in this docunent are also out of scope:
these problenms are expected to be addressed in the process of

eval uating potential solutions.
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Speci al - Use Donmain Nanes exist to solve a variety of problens. This
docunent has two goals: enunerate all of the problens that have been
identified to which Special-Use Dormai n Nanmes are a sol ution and
enunerate all of the problens that have been raised in the process of
trying to use RFC 6761 as it was intended. As sone of those problens
may fall into both categories, this docunent nakes no attenpt to

cat egori ze the problens.

There is a broad diversity of opinion about this set of problens.

Not every participant agrees that each of the problens enunerated in
this docunment is actually a problem This docunent takes no position
on the relative validity of the various problens that have been
enuner at ed, nor on the organi zati on responsi bl e for addressing each

i ndi vidual problem if it is to be addressed. This docunent only
enurner at es the probl ens, provides the reader with context for

t hi nki ng about them and provides a context for future di scussion of
sol utions, regardl ess of whether such solutions may work for [|ETF,

| CANN, | ANA, or sone other group

The list of problenms is not presented in order of inportance; nunbers
are assigned so that each problemcan easily be referenced by nunber
not to indicate priority. The list of problens is as follows:

1. Al t hough the | ETF and | CANN have a liaison relationship through
whi ch special -use all ocations can be discussed, there exists no
formal process for coordinating these allocations (see
Section 4.1.3). The lack of coordination conplicates the
managenent of the root of the Domai n Nanespace and could lead to
conflicts in name assignments [ SDO I CANN- SAC090] .

2. There is no explicit scoping as to what can constitute a
"techni cal use" [RFC2860] and what cannot; there is also no
consensus within the IETF as to what this term neans.

3. Not all devel opers of protocols on the Internet agree that
authority over the entire Domain Nanespace should reside solely
with the | ETF and | CANN.

4, Al t hough the | ETF and | CANN nominally have authority over this
nanespace, neither organization can enforce that authority over
any third party who wants to just start using a subset of the
nanespace. Such parties may observe that the | ETF has never
asserted control or authority over what protocols are "all owed"
on the Internet, and that the principle of "perni ssionless
i nnovati on" suggests there should be a way for people to include
new uses of domain names in new protocols and applications.
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5. Organi zations do in fact sonetinmes use subsets of the Donain
Nanmespace without follow ng established processes. Reasons a
third party might do this include:

1. Lack of know edge that a process exists for assigning such
names.

2. Intended use is covered by the gTLD process [SDO | CANN- DAG ,
but no gTLD process is ongoi ng.

3. Intended use is covered by the gTLD process, but the third
party doesn’'t want to pay a fee

4. Intended use is covered by sone | ETF process, but the third
party doesn't want to follow the process.

5. Intended use is covered by an | CANN or | ETF process, but the
third party expects that the outcone will be refusal or non-
action.

6. Lack of know edge that a name intended to be used only
| ocally may neverthel ess | eak

7. Lack of know edge that a nane used locally with infornal
al l ocati on may subsequently be allocated formally, creating
operational problens.

6. There is denand for nore than one nane resolution protocol for
domai n nanes. Domain names contain no netadata to indicate
whi ch protocol to use to resolve them Donain nane resolution
APl's do not provide a way to specify which protocol to use

7. Wien a Special -Use Donmain Nanme is added to the "Special - Use
Domai n Nanmes" registry, not all software that processes such
nanes W ll understand the special use of that name. |n many
cases, nane resolution software will use the Donain Nane System
for resolution of nanes not known to have a special use
Consequently, any such use will result in queries for Special-
Use Domai n Nanes being sent to Domain Name System authoritative
servers. These queries may constitute an operational problem
for operators of root zone authoritative name servers. These
queries nmay al so inadvertently reveal private infornation
through the contents of the query, which is a privacy
consi derati on.
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8. Sonme protocol devel opers have assuned that they could not
succeed in getting a name assigned through the | ETF using the
process defined in RFC 6761. This is because when the | ETF has
attenpted to follow the process defined in RFC 6761, it has been
sl ow and uncertain. For exanple, the process of assigning the
first newname ('.local’) using the process defined in RFC 6761
took nmore than ten years from beginning to end: |onger by a
factor of ten than any other part of the protocol devel opnent
process (largely because this ten years included tine to devel op
the process as well as use it). Oher uses of the process have
proceeded nore snmoothly, but there is a reasonably justified
perception that using this process is likely to be sl ow and
difficult, with an uncertain outcone.

9. There is strong resistance within the I ETF to assigning domain
nanes to resolution systens outside of the DNS, for a variety of
reasons:

1. It requires a nechanismfor identifying which set of

resol ution processes is required in order to resolve a
particul ar nane.

2. Assertion of authority: there is a sense that the Donmain
Nanespace is "owned" by the IETF or by ICANN, so, if a nane
is clained without follow ng their processes, the person or
entity that clainmed that nane shoul d suffer sone consequence
that woul d, presumably, deter future circunvention of the
of ficial processes.

3. Mre than one nane resolution protocol is bad, in the sense
that a single protocol is less conplicated to inplenment and
depl oy.

4. The semantics of alternative resolution protocols may differ
fromthe DNS protocol; DNS has the concept of RRtypes,
wher eas other protocols nmay not support RRtypes or nay
support some entirely different data structuring nmechani sm

5. If there is an | ETF process through which a TLD can be
assigned at zero cost other than tine, this process will be
used as an alternative to the nore costly process of getting
the nane registered through | CANN

6. A nane might be assigned for a particular purpose when a
nore general use of the nanme woul d be nore beneficial
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10.

11.

12.

13.

14.

15.

Lenon,

7. If the |ETF assigns a nane that sone third party or parties
bel i eve belongs to themin some way, the | ETF coul d becone
enbroiled in an expensive dispute with those parties.

If there were no process for assigning nanmes for technical use
through the IETF, there is a concern that protocols that require
such nanes woul d not be able to get them

In some cases where the | ETF has made assignnents through the
process defined in RFC 6761, technical m stakes have been nade
due to m sunderstandings as to the actual process that RFC 6761
specifies (e.g., treating the |ist of suggested considerations
for assigning a name as a set of requirenents, all of which nust
be net). |In other cases, the | ETF has nade de facto assignnents
of Speci al -Use Domai n Nanmes wi thout followi ng the process in RFC
6761 (see [ RFC7050] and [ RFC7788]).

There are several Top-Level Domain Nanes that are in use wthout
due process for a variety of purposes. The status of these
nanes need to be clarified and recorded to avoid future disputes
about their use [SDO | CANN- COLL] .

In principle, the process defined in RFC 6761 could be used to
docunent the existence of donmmin names that are not safe to
assign and provide informati on on how t hose nanmes are used in
practice. However, attenpts to use RFC 6761 to acconplish this
docunent ati on have not been successful (for exanple, see

"Additi onal Reserved Top Level Domai ns" [ RESERVED- TLDS] and
Section 4.2.7 of this docunent). One side effect of the |ack of
docunentation is that any nmitigation effect on the root nane
servers or on privacy considerations has been m ssed.

A domai n nanme can be identified as either a DNS name by pl acing
it in the DNS zone(s) or a Special-Use Domain Nane by adding it
to the 1ANA registry. Some nanes are in both places; for
exanpl e, sone locally served zone nanes are in DNS zones and
docunented in the "Special -Use Donai n Nanes" registry. At
present, the only way a domai n nanme can be added to the
"Speci al -Use Domain Nane" registry is for the IETF to take
responsibility for the nane and designate it for "technica
use". There are other potential uses for domain nanes that
shoul d be recorded in the registry, but for which the | ETF
shoul d not take responsibility.

In sone cases, the |ETF may see the need to docunment that a name
is in use without claimng that the use of the nane is the

| ETF s particul ar use of the nane. No nechanismexists in the
current registry to mark nanes in this way.
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16. During any of the review stages of a docunent, there is no
formal process in which a check is nmade to ensure that the
docunment does not unintentionally violate the | ETF process for
addi ng Speci al -Use Dormain Nanmes to the registry, as was the
case, for exanple, in RFC 7788 [RFC7788].

17. Use of the registry is inconsistent -- sone Special -Use Donain
Name RFCs specifically add registry entries, sone don't; sone
speci fy how and whet her speci al -use nane del egati ons shoul d be
done, sone don’t.

18. There exists no safe, non-process-violating nechanismfor ad hoc
assi gnnent of Special -Use Donai n Nanes.

19. It is generally assuned that protocols that need a Special - Use
Domai n Name need a mmenoni ¢, single-Ilabel, human-readabl e
Speci al - Use Domain Nane for use in user interfaces such as
command lines or URL entry fields. Wile this assunption is
correct in sone cases, it is likely not correct in all cases,
for exanple, in applications where the donmain nanme i s never
visible to a user.

20. RFC 6761 uses the term "domai n nane” to describe the thing for
whi ch special uses are registered. This creates a great deal of
confusi on because sone readers take "donmain nanme" to inply the
use of the DNS protocol

21. The use of DNSSEC with Special-Use Domain Nanmes i s an open
i ssue. There is no consensus or gui dance about how to use
DNSSEC with various cl asses of Special -Use Donai n Nanes.
Considerations in the use of DNSSEC wi th Special -Use Donai n
Names i ncl ude:

1. What class of Special-Use Dormain Nanme i s under
consi deration: non-DNS, locally served zone, or other?

2. Does the Special-Use Domain Nane require a delegation in the
root zone; if so, should that delegation be signed or not?
If there is no delegation, then this will be treated by
val idating resolvers as a secure denial of existence for
that zone. This would not be appropriate for a nane being
resol ved using the DNS protocol

3. A process would be required through which the | ETF can cause
a delegation in the root zone to be instantiated.

4. \What are the recomended practices for using DNS with the
specific Special -Use Donmai n Nane?
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The above list represents the current understanding of the authors as
to the conplete set of problens that have been identified during

di scussion by the working group on this topic. The remainder of this
docunent provides additional context that will be needed for
reasoning related to these probl ens.

4., Existing Practice regardi ng Special -Use Donai n Nanes

There are three primary (see Section 4.1) and numerous secondary
(Section 4.2) docunents to consider when thinking about the Special -
Use Domai n Nanes process

How names are resol ved i s anbi guous, in the sense that sone nanes are
Speci al - Use Domain Nanes that require special handling and sone nanes
can be resolved using the DNS protocol with no special handling.

The assignnment of Internet Nanes is not under the sole control of any
one organi zation. The IETF has authority in sone cases, but only
with respect to "technical uses". At present, ICANNis the

desi gnated admini strator of the root zone; but generally not of zones
other than the root zone. Neither of these authorities can, in any
practical sense, exclude the practice of ad hoc use of nanes.

Unaut hori zed use of domai n nanes can be acconplished by any entity
that has control over one or nore nanme servers or resolvers, in the
context of any hosts and services that entity operates. It can also
be acconplished by authors of software who decide that a Special - Use
Domain Nanme is the right way to indicate the use of an alternate
resol uti on mechani sm

4.1. Primary Special -Use Donmai n Name Docunents

The primary docunents are considered prinary because they directly
address the | ETF s past thoughts on this topic in a general way, and
al so because they describe what the | ETF does in practice.

4.1.1. | AB Technical Comrent on the Uni que DNS Root

[ RFC2826] is not an | ETF consensus docunent, and it appears to have
been witten to address a different problemthan the Special-Use
Domai n Nanme problem However, it speaks directly to several of the
key issues that nust be considered, and, conming as it does fromthe
IAB, it isrightly treated as having significant authority despite
not being an | ETF consensus docunent.

Thi s docunent shoul d be considered required reading for |IETF

partici pants who wi sh to express an inforned opinion on the topic of
Speci al - Use Domain Nanes. The mmin points that appear relevant to

t he Speci al - Use Donmi n Nanmes probl em are:
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(o]

Lenon,

The Internet requires a gl obally uni que nanespace: a nanespace in
whi ch any given nane refers to the sane information (has the sane
nmeani ng) no matter who requests that information and no matter
fromwhi ch specific nane server they request it.

Private networks namy operate private nanespaces, w th nanes that
have neanings only locally (within the private network), but they
still require that names in the public nanespace be gl obally

uni que.

The Domai n Name System [ RFC1035] is not the only protocol that may
be used for resolving donai n nanes.

Users cannot be assuned to know how to distinguish between
synbolic references that have | ocal neaning and references that
have gl obal neaning. Therefore, users may share references that
i ncorporate dormain nanmes with no gl obal neaning (for exanple, a
URL of "http://nysite.exanple.corp’, where "exanple.corp’ is a
domai n used privately and informally as described in

[ SDO- | CANN- COLL]) .

Whil e such a reference in the user’s context refers to the object
the user wi shes to share, when the reference is used in a
different context, it could refer either to sone different object
in the recipient’s context or to no object at all. The effect of
this reference escaping the context in which it is valid is that
the user’s intended conmunication will not be able to be

under stood by the recipients of the comruni cation

This sane problem can al so occur when a single user copies a nane
fromone context in which it has one neaning into a different
context in which it has a different neaning -- for exanple,
copying a '.onion’ domain nanme out of a Tor Browser [TOR], where
it has neaning, and pasting this name into an SSH client that
doesn’t support connecting over the Tor network.

can sunmmari ze the advice in this docunent as follows:

Domai n nanmes wi t h unanbi guous gl obal neaning are preferable to
domai n nanes with | ocal meaning that will be anbi guous.
Nevert hel ess, both globally nmeaningful and |ocally special nanes
are in use and nust be support ed.

At the time of the witing of this docunent, the | AB was of the

opinion that there nmight well be nore than one nanme resol ution
protocol used to resolve donai n nanes.
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4.1.2. Special -Use Donai n Nanes

The second i nportant document is "Special-Use Donmai n Nanes"

[ RFC6761]. RFC 6761 represents the current |ETF consensus on
designating and recordi ng Speci al -Use Domai n Names. The | ETF has
experi enced problens with the designation process described in RFC
6761; these concerns notivate this docunent. Familiarity with RFC
6761 is a prerequisite for having an informed opinion on the topic of
Speci al - Use Domai n Nanes.

RFC 6761 defines two aspects of Special-Use Dormai n Nanmes: designating
a donain nane to have a special purpose and registering that specia
use in the "Special-Use Donain Nanes" registry. The designation
process is defined in a single sentence (RFC 6761, Section 4):

If it is determ ned that special handling of a nane is required in
order to inplenent sonme desired new functionality, then an | ETF
"Standards Action" or "IESG Approval " specification [ RFC5226] MJST
be published describing the new functionality.

This sentence requires that any designation of a Special -Use Donain
Name is subject to the sanme open review and consensus process as used
to produce and publish all other |ETF specifications.

The registration process is a purely nechanical process, in which the
exi stence of the newly designated Special -Use Donain Name is
recorded, with a pointer to a section in the relevant specification
docunent that defines the ways in which special handling is to be
applied to the nane.

RFC 6761 provides the process whereby "Milticast DNS' [ RFC6762]
designated '.local’ as a Special-Use Dormain Nanme and included it in
the "Speci al -Use Donai n Nanmes" registry. RFC 6761 al so enunerates a
set of nanes that were previously used or defined to have specia
uses prior to its publication. Since there had been no registry for
these nanes prior to the publication of RFC 6761, the docunents
defining these nanes could not have added themto the registry.

Several inportant points to think about with respect to RFC 6761 are:
0 A Special -Use Domain Name nmay be a nane that shoul d be resol ved
using the DNS protocol with no special handling. An exanple of

this is "in-addr.arpa’ (which is an exanple of a Special-Use
Domai n Nane that is not a TLD)
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0 A Special-Use Domain Nane may be a nane that is resolved using the
DNS protocol and that requires no special handling in the stub
resol ver but that requires special handling in the recursive
resolver. An exanple of this would be ’'10.in-addr.arpa.’.

0 A Special -Use Domain Nane nmay be a nane that requires specia
handling in the stub resolver. An exanple would be a Special -Use
Top- Level Domain Nanme like '.local’, which acts as a signal to
i ndicate that the |l ocal stub resolver should use a non- DNS
protocol for nane resol ution.

o The current |ETF consensus (from a process perspective, not
necessarily fromthe perspective of what would be consensus if the
| ETF were to attenpt to produce a new consensus docunent) is that
all of these purposes for Special-Use Donmai n Nanes are valid.

In this case, the term"stub resolver" does not nmean "DNS protoco
stub resolver". The stub resolver is the entity within a particul ar
software stack that takes a question about a donmin nane and answers
it. One way a stub resolver can answer such a question is using the
DNS protocol; however, it is in the stub resolver (as we are using
the termhere) that the decision as to whether to use a protocol (and
if so, which protocol) or a |ocal database of sonme sort is nade

RFC 6761 does not limt Special-Use Domain Nanes to TLDs. However,
at present, all Special-Use Donain Nanmes registered in the "Special -
Use Domai n Nanes" registry [ SDO | ANA- SUDR] either are intended to be
resol ved using the DNS protocol, are TLDs, or are both. That is, at
present there exist no Special -Use Domai n Nanes that require specia
handl i ng by stub resolvers and which are not at the top level of the
nam ng hi erarchy.

One point to take fromthis is that there is already a requirenent in
RFC 6762 that when a stub resolver encounters the special | abel
"local’ as the rightnost |abel of a domain nane, it can only use the
Mul ticast DNS (nDNS) protocol to resolve that donmi n nane.

4.1.3. MU Concerning the Technical Wrk of | ANA

There exi sts a Menorandum of Under st andi ng (MU) [ RFC2860] between
the 1 ETF and | CANN t hat di scusses how nanes and nunbers will be
managed through 1 ANA. This docunent is inportant to the di scussion
of Special -Use Donai n Nanmes because, while it del egates authority for
managi ng the DNS Nanespace generally to ICANN, it reserves to the

| ETF the authority that is then formalized in RFC 6761. RFC 2860
specifically states:

Lenmon, et al. I nf or mat i onal [ Page 13]



RFC 8244 Speci al - Use Donmai n Nanmes Probl em Cct ober 2017

Note that (a) assignments of domain nanes for technical uses (such
as domai n names for inverse DNS | ookup), (b) assignnents of
speci al i sed address bl ocks (such as nmulticast or anycast bl ocks),
and (c) experinental assignnents are not considered to be policy

i ssues, and shall remain subject to the provisions of this

Section 4.

The above text is an addendumto the follow ng:

Two particul ar assigned spaces present policy issues in addition
to the technical considerations specified by the | ETF: the

assi gnnent of domai n nanmes, and the assignment of |P address

bl ocks. These policy issues are outside the scope of this MU

The assignnent of names in the DNS root zone, and the managenent of
the Domai n Namespace, is by default a function that is perforned by
| CANN. However, the MU specifically exenpts domai n nanes assi gned
for technical use and uses the exanple of domains used for inverse
DNS | ookup. Both 'in-addr.arpa’ and 'ip6.arpa are in the "Special-
Use Domain Names" registry.

Implicit in the MoUis the fact that the | ETF and | CANN ret ai n,
between them sole authority for assigning any nanes fromthe Donmain
Nanespace. Both the | ETF and | CANN have internal processes for
maki ng such assi gnnents.

The point here is not to say what the inplications of this statenent
in the MU are, but rather to call the reader’s attention to the
exi stence of this statenent.

4,.1.4. Liaison Statenent on Technical Use of Donai n Nanes

When the | ETF received processing requests to add nanes to the
"Speci al - Use Domai n Nanes" registry, as docunmented in [ RESERVED TLDS]
and [ P2P- DOVAI N- NAMES], the I ETF chartered a review of the process
defined in RFC 6761 for adding nanes to the registry (as expl ai ned
earlier). The IETF sent a liaison statenent [SDO- | AB-1 CANN-LS] to
ICANN to notify themof the review, affirmthat the discussion would
be "open and transparent to participation by interested parties", and
explicitly invite menbers of the I CANN conmunity to partici pate.
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4.1.5. | AB Statenent on the Registration of Special Use Nanmes in the
ARPA Donai n

As part of the process of resolving the controversy nmentioned in
Section 4.2.7, the I AB issued a statenent saying, in part:

There is currently no process defined with | CANN for special use
names to be delegated in the root zone; it has seened likely to take
significant effort to create one. The |IAB has noted that .arpa can
be used "for technical infrastructure established by | ETF standards”
[ SDO- | AB- SUDN- REG .

G ven the lack of an established process with | CANN, | ETF docunents
cannot reserve nanes in the root of the DNS nanespace if those nanes
are to be delegated (that is, used by the DNS protocol). It would be
possible to work with | CANN to devel op a process for such

del egations, but the success of that joint work, and the anount of
time it would take, would still be uncertain.

4.2. Secondary Docunents Relating to the Special -Use Domai n Nane
Question

In addition to these docunents, there are several others with which
participants in this discussion should be faniliar

4.2.1. Multicast DNS

Mul ticast DNS [ RFC6762] defines the Miulticast DNS protocol, which
uses the ’.local’ Special-Use Top-Level Domain Nane. Section 3
describes the semantics of "nmulticast DNS nanmes". It is of

consi derabl e historical inportance to note that the -00 version of

t he docunent that eventually became RFC 6762, an individua

submi ssion, was published in July of 2001. The version posted at
that time contains substantially the same text in Section 3 as RFC
6762 did when published and was di scussed in the DNSEXT Wbrki ng G oup
at | ETF 51 in August of 2001 [I ETF-PRO-51]. The July 2001 draft
designated '.local.arpa’ as the Special-Use Donain Nane. This idea
was strongly opposed by DNSEXT Working Group participants, and as a
result, the author eventually switched to using '.local’

The history of RFC 6762 is docunented in substantial detail in
Appendi x H of RFC 6762; sonme notable milestones include the initia
proposal to replace AppleTal k’s Name Binding Protocol (NBP) in July
1997, the chartering of the Zeroconf Working Goup in Septenber 1999,
and the assignnent of a multicast address for |ink-1ocal nane

di scovery in April of 2000. A conpanion requirenents docunent,
eventual Iy published as [RFC6760], was first published in Septenber
of 2001.
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4.

4.

The point of nmentioning these dates is so that discussions involving
the tine when the '.local’ domain was first deployed, and the context
in which it was depl oyed, nmay be properly inforned.

2.2. The ’.onion" Special-Use Top-Level Donain Nane

2

The ' .onion’ Special -Use Top-Level Donain Name [ RFC7686] is inportant
because it is the nobst recent |ETF action on the topic of Special-Use
Domai n Nanes; although it does not set a new policy, the nmere fact of
its publication is worth thinking about.

Two inportant points to consider about this docunent are that:
o The I ETF gai ned consensus to publish it.

0 Devising a resolution to the situation was constrai ned by at | east
two factors. First, there was no process for allocating Special -
Use Domain Nanes at the tine that the '.onion’ project started
using the nane; at the tine, and since the scope of use of the
nane was expected to be very constrained, the devel opers chose to
allocate it unilaterally rather than asking the | ETF or sone other
St andar ds Devel opnent Organi zation (SDO) to create a new process.

Second, for sone tine, the CA/ Browser Forum [ SDO CABF] had been
issuing certificates for what they referred to as "interna

nanes". Internal nanes are nanes allocated unilaterally for use
in site-specific contexts. |Issuing certificates for such nanes
came to be considered problematic, since no formal process for
testing the validity of such nanes existed. Consequently, the CA/
Browser Forum deci ded to phase out the use of such nanes in
certificates [SDO CABF-1NT] and set a deadline after which no new
certificates for such names woul d be issued [ SDO- CABF- DEADLI NE] .
Because the '.onion’ domain was allocated unilaterally, this would
mean that certificates for subdomains of ’.onion” could no | onger
be i ssued.

The I ETF' s designation of '.onion" as a Special-Use Top-Leve
Domai n Nane was needed to facilitate the devel opnent of a
certificate issuance process specific to '.onion’ domai n nanes
[ SDO- CABF- BALLOT144] .

.3. Locally Served DNS Zones

"Locally Served DNS Zones" [RFC6303] describes a particular use case
for zones that exist by definition and that are resol ved using the
DNS protocol, but that cannot have a gl obal neani ng because the host
| P addresses they reference are not unique. This applies to a

vari ety of addresses, including private |Pv4 addresses [ RFC1918],
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"Uni que Local |Pv6 Unicast Addresses" [RFC4193] (in which this
practice was first described), and "I ANA- Reserved | Pv4 Prefix for
Shared Address Space" [ RFC6598].

This use case is distinct fromthe use case for Special -Use Domai n
Nanmes like '.local’ and '.onion’ in that the nanes are resol ved using
the DNS protocol (but they do require extensions or exceptions to the
usual DNS resolution to enforce resolution in a local context rather

than the global DNS context). It shares the problemthat such nanes
can be assumed neither to be unique across all contexts nor
functional for all Internet-connected hosts.

4.2.4. Nanme Collision in the DNS

"Name Collision in the DNS" [SDO | CANN-COLL] is a study that was
commi ssioned by 1 CANN in an attenpt to characterize the potentia
risk to the Internet of adding gl obal DNS del egations for nanmes that
were not previously delegated in the DNS and were not reserved under
any RFC, but were also known to be (in the case of '.hone’') or
surnmised to be (in the case of '.corp’) in significant use for
Speci al - Use-type reasons (local scope DNS or other resol ution

prot ocol s al toget her).

4.2.5. SSAC Advisory on the Stability of the Donai n Nanespace

The |1 CANN Security and Stability Advisory Committee (SSAC)

[ SDO | CANN- SSAC] specification "SSAC Advisory on the Stability of the
Domai n Nanmespace" [ SDO- | CANN- SAC090] reports on sone issues
surrounding the conflicting uses, interested parties, and processes
related to the Domai n Nanespace. The specification recomends the
devel opnment of col |l aborative processes anbng the various interested
parties to coordinate their activities related to the Donain
Nanespace.

4.2.6. Discovery of the IPv6 Prefix Used for |IPv6 Address Synthesis

"Di scovery of the IPv6 Prefix Used for |Pv6 Address Synthesis"

[ RFC7050] is an exanple of a docunment that successfully used the
process in RFC 6761 to designate '.ipv4only.arpa as a Special-Use
Domai n Nanme; in this case, the process worked snoothly and w t hout
controversy.

Unfortunately, while the | ETF process worked snmoothly, in the sense
that there was little controversy or delay in approving the new use,
it did not work correctly: the nane 'ipvdonly.arpa was never added
to the "Special -Use Domain Nanes" registry. This appears to have
happened because the docunent did not explicitly request the addition
of an entry for 'ipvdonly.arpa’ in the "Special-Use Donain Nanes"
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registry. This is an illustration of one of the problens that we
have with the process in RFC 6761: it is apparently fairly easy to
nmss the step of adding the name to the registry.

4.2.7. Additional Reserved Top-Level Donains

"Addi ti onal Reserved Top Level Donmins" [ RESERVED TLDS] is an exanpl e
of a docunent that attenpted to reserve several TLDs identified by

| CANN as particularly at risk for collision as Special -Use Donai n
Names with no docunented use. This attenpt failed

Al t hough the aforenentioned docunent failed to gain consensus to be
published, the need it was intended to fill still exists.
Unfortunately, although a fair anpbunt is known about the use of these
nanes, no RFC exists that describes how they are used and why it
woul d be a problemto delegate them Additionally, to the extent
that the uses being made of these nanes are valid, no docunent exists
i ndi cating when it might nake sense to use them and when it woul d not
nmake sense to use them

RFC 7788 [ RFC7788] defines the Top-Level Domain Nanme '.home’ for use
as the default nane for name resolution relative to a hone network
context. Although, as defined in RFC 7788, ’.hone’ is a Special-Use
Domai n Nane, RFC 7788 did not follow the process specified in RFC
6761: it did not request that '.hone’ be added to the "Special-Use
Domai n Nanmes" registry. This was recognized as a ni stake and
resulted in the posting of an errata report [Err4677]. Additionally,
".hone’ is an exanple of an attenpt to reuse a domai n name that has
al ready been put into use for other purposes w thout follow ng

est abl i shed processes [ SDO | CANN- COLL], which further conplicates the
situation. At the tinme RFC 8244 was witten, the | ETF was devel opi ng
a solution to this problem

5. History

A newconer to the problem of resolving donai n nanes may be under the
i mpression that the DNS sprang fully fornmed directly from Paul
Mockapetris’ head (as was the birth of Athena in G eek Mthol ogy).
This is not the case. At the time the | AB technical docunent was
written [ RFC2826], nenories woul d have been fresh of the evol utionary
process that Ied to DNS domi nance as a protocol for domain nane
resol ution.

In fact, in the early days of the Internet, hostnames were resol ved
using a text file, HOSTS. TXT, which was maintai ned by a centra
authority, the Network Information Center, and distributed to al
hosts on the Internet using the File Transfer Protocol (FTP)
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[ RFC959]. The inefficiency of this process is cited as a reason for
t he devel opment of the DNS [ RFC882] [RFC883] in 1983.

However, the transition from HOSTS. TXT to the DNS was not snoot h.
For exanple, Sun Mcrosystens’ Network Information System (N S)
[CORP-SUN-NI'S], at the tine known as Yell ow Pages, was an active
conpetitor to the DNS, although it failed to provide a conplete
solution to the global naning problem

Anot her exanpl e was Net Bl OS Nanme Service, also known as WNS

[ RFC1002]. This protocol was used nostly by Mcrosoft W ndows

machi nes, but al so by open-source BSD and Li nux operating systens to
do nane resolution using Mcrosoft’s own nane resol ution protocol

Most nodern operating systenms can still use the '/etc/hosts' file for
nane resolution. Many still have a nane service switch that can be
configured on the host to resolve some domains using the NIS or WNS.
Most have the capability to resol ve nanes using nDNS by recogni zi ng
the special neaning of the '.local’ Special-Use Top-Level Donain
Name.

The Sun M crosystens nodel of having private domains within a
corporate site, while supporting the global Domain Nane System for
off-site, persisted even after the NIS protocol fell into disuse.

M crosoft used to recommend that site adm nistrators use a "private"
TLD for internal use, and this practice was very nmuch a part of the
zeitgeist at the tinme (see Section 5.1 of [SDO | CANN-COLL] and
Appendi x G of [RFC6762]). This attitude is at the root of the

wi despread practice of sinply picking an apparently unused TLD and
using it for experinental purposes, which persists even at the tine
of witing of this neno.

This history is being presented because di scussi ons about Special - Use
Domai n Nanmes in the | ETF often come down to the question of why users
of new nane resol ution protocols choose to use domain nanes rather
than usi ng sone other nam ng concept that doesn’t overlap with the
nanespace that, in nodern tines is, by default, resolved using the
DNS.

The answer is that as a consequence of this long history of resolving
domai n nanes using a wi de variety of nanme resolution systens, domain
nanes are required in a large variety of contexts in user interfaces
and applications programming interfaces. Any nane that appears in
such a context is a donmain name. So, devel opers of new nane

resol ution systens that nust work in existing contexts actually have
no choice: they nmust use a Special -Use Donain Name to segregate a
portion of the namespace for use with their system
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6.

Security Considerations

Thi s docunent nentions various security and privacy considerations in
the text. However, this docunent creates no new security or privacy
concer ns.

| ANA Consi derations
Thi s docunent does not require any | ANA acti ons.
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what a "domai n nane" is [ DOVAI N- NAMVES] .

W woul d also Iike to acknow edge the aut hors of

[ PROBLEM SPECI AL- NAMES], including Al ain Durand, Geoff Huston, Peter
Koch, and Joe Abley, for their efforts to frame the i ssues and engage
the working group, as well as their contributions to the list of

i ssues fromtheir docunent [PROBLEM SPECI AL- NAMES] .
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