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Abstract

The Group Donmmin of Interpretation (GDA) includes the ability of a
Group Controller/Key Server (GCKS) to provide a set of current G oup
Menmber (GV) devices with additional security associations (e.g., to
rekey expiring security associations). This nenpo adds the ability of
a GCKS to request that the GM devices return an acknow edgenent of
recei pt of its rekey message and specifies the acknow edgenent

nmet hod.

Status of This Meno
This is an Internet Standards Track docunent.

This docunent is a product of the Internet Engi neering Task Force
(IETF). It represents the consensus of the I ETF comunity. |t has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it nmay be obtai ned at
https://ww. rfc-editor.org/info/rfc8263.
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1.

I ntroduction

The Group Domain of Interpretation (GDA) [RFC6407] is a group key
managenent mnet hod by which a Goup Controller/Key Server (GCKS)

di stributes security associations (i.e., cryptographic policy and
keying material) to a set of Goup Menber (GW) devices. The GO
meets the requirenents set forth in [ RFC4046] ("Milticast Security
(MSEC) Group Key Managenent Architecture"), including a Registration
Protocol and a Rekey Protocol. The GDO describes the Rekey Protocol
as a GROUPKEY- PUSH nessage.

A GDA GCKS uses a GROUPKEY- PUSH nessage (Section 4 of [RFC6407]) to
alert Gvs to updates in policy for the group, including new policy
and keying material, replacenent policy and keying naterial, and

i ndi cations of deleted policy and keying material. Usually, the GCKS
does not require a notification that the GMactually received the
policy. However, in sone cases it is beneficial for a GCKS to be
told by each receiving GMthat it received the rekey nessage and, by
i mplication, has reacted to the policy contained within. For

exanpl e, a GCKS policy can use the acknow edgenents to deternine
which Gvs are receiving the current group policy and which Gvs are no
| onger participating in the group.

This meno introduces a nethod by which a GMreturns an

Acknowl edgenent Message to the GCKS. Initially, a GCKS requests that
a GM acknow edge GROUPKEY- PUSH nessages as part of a distributed
group policy. Then, as shown in Figure 1, when the GCKS delivers a
GROUPKEY- PUSH nessage, each GMthat honors the GCKS request returns a
GROUPKEY- PUSH Acknowl edgenent Message. The rest of this nmeno
describes this method in detail.

GCKS GviL awe
| | |
| oo >| |
| GROUPKEY- PUSH | | |
R + | |
| | | |
| e T I U ey >|
| | |
| <o | |
| GROUPKEY- PUSH ACK | |
| | |
| <o |
|

GROUPKEY- PUSH ACK | |

Fi gure 1: GROUPKEY- PUSH Rekey Event
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| npl enent ati on of the GROUPKEY- PUSH Acknow edgenent Message i s
OPTI ONAL.

1.1. Requirenments Notation
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here.

1.2. Acronyns and Abbreviations

The foll owi ng acronyns and abbrevi ations are used throughout this
docunent .

ACK  Acknowl edgenent Message

D Del ete

GCKS G oup Controller/Key Server
GDA G oup Domain of Interpretation
GM G oup Menber

HDR  Header

HVAC Hashed Message Authenticati on Code
IV Initialization Vector

KD Key Downl oad

KDF Key Derivation Function

KEK  Key Encryption Key

LKH Logical Key Hierarchy

MSEC Multicast Security

PRF  Pseudorandom Functi on

SA Security Association

Weis, et al. St andards Track [ Page 4]



RFC 8263 GROUPKEY- PUSH ACK Novenber 2017

SEQ Sequence Nunber

SIG Signature

SPI Security Parameter | ndex
2.  Acknow edgenent Message Request

Wen a GMis ready to join a group, it contacts the GCKS with a
GROUPKEY- PULL Regi stration Protocol. Wen the GCKS has aut henticated
and verified that the GMis an authorized nenber of the group, it
downl oads several sets of policy in a Security Association (SA

payl oad. |If the group includes the use of a GROUPKEY- PUSH Rekey
Protocol, the SA payl oad includes an SA Key Encryption Key (KEK)

payl oad (Section 5.3 of [RFC6407]). Wen necessary, the

GROUPKEY- PUSH Rekey Protocol also contains an SA payl oad t hat

i ncludes the SA KEK policy. The SA KEK policy indicates how the GM
will be receiving and handli ng the GROUPKEY- PUSH Rekey Prot ocol .

When the GCKS policy includes the use of the GROUPKEY- PUSH

Acknowl edgenent Message, the GCKS reports this policy to the GM
within the SA KEK policy. The GCKS includes a new KEK attribute with
t he nane KEK ACK REQUESTED (9), which indicates that the GMis
requested to return a GROUPKEY- PUSH Acknowl edgenment Message.

As part of the SA KEK policy, the GCKS specifies information on the
keying material that is used to protect the GROUPKEY- PUSH Rekey
Protocol (e.g., the presence of a KEK managenent algorithm. Parts
of this information are used by a GMto derive the ack_key (defined
in Section 3.2), which protects the GROUPKEY- PUSH Acknow edgenent
Message. There are different types of Rekey Acknow edgenent
Messages; they share an identical nessage format but differ in the
keyi ng material used.

The follow ng val ues of the KEK ACK REQUESTED attri bute are defined
in this meno.

2.1. REKEY_ACK KEK_SHA256 Type

This type of Rekey ACK is used when the KEK Downl oad Type

(Section 5.6.2 of [RFC6407]) is part of the group policy. The prf
(defined in Section 3.2) is PRF-HVAC SHA-256 [ RFC4868]. The base_key
(also defined in Section 3.2) is the KEK ALGORI THM KEY used to
decrypt the GROUPKEY-PUSH nessage. Note that for sone algorithns the
KEK_ALGORI THM KEY wi || include an explicit Initialization Vector (1V)
before the actual key (Section 5.6.2.1 of [RFC6407]), but it is not
used in the definition of the base_key.
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2.2. REKEY_ACK_LKH_SHA256 Type

This type of Rekey ACK can be used when t he KEK_ MANAGEMENT_ALGORI THM
KEK attribute with a value representing the Logical Key Hi erarchy
(LKH) is part of the group policy (Section 5.3.1.1 of [RFC6407]).

The prf is PRF-HVAC SHA-256. The base key is the Key Data field

val ue taken fromthe first LKH Key structure in an LKH DOANLQAD ARRAY
attribute (see Section 5.6.3.1 of [RFC6407]). This is a secret
symretric key that the GCKS shares with the GM Note that for some
algorithnms the LKH Key structure will include an explicit IV before
the actual key (Section 5.6.3.1 of [RFC6407]), but it is not used in
the definition of the base key.

2.3. REKEY_ACK KEK SHA512 Type

This type of Rekey ACK is identical to the REKEY _ACK KEK SHA256 Type,
except that the prf is PRF-HVAC SHA-512 (defined in [RFC4868]).

2.4. REKEY_ACK_LKH_SHA512 Type

This type of Rekey ACK is identical to the REKEY_ACK LKH SHA256 Type,
except that the prf is PRF-HVAC SHA-512 (defined in [RFC4868]).

3.  GROUPKEY- PUSH Acknow edgenent Message

The GROUPKEY- PUSH nessage defined in [ RFC6407] is reproduced in
Figure 2. The SA and Key Downl oad (KD) payl oads contain the actual
policy and keying material being distributed to the GM The Sequence
Number (SEQ payload contains a sequence nunber that is used by the
GM for replay protection. This sequence nunber defines a unique
rekey nessage delivered to that GM One or nore Delete (D) payl oads
optionally specify the deletion of the existing group policy. The
Signature (SIG payload includes a signature of a hash of the entire
GROUPKEY- PUSH nessage (excepting the SI G payl oad octets) before it
has been encrypted.

GM GCKS
<---- HDR*, SEQ [D,] SA, KD, SIG
* Protected by the Rekey SA KEK; encryption occurs after HDR

Fi gure 2: GROUPKEY- PUSH Message (from RFC 6407)
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When the GM has recei ved a KEK ACK REQUESTED attribute in an SA KEK
and it chooses to respond, it returns the value of the Sequence
Nunber taken fromthe GROUPKEY- PUSH nessage to the GCKS along with
its identity. This tuple alerts the GCKS that the GM has received
t he GROUPKEY- PUSH nessage and i npl enmented the policy contained
therein. The GROUPKEY- PUSH Acknow edgenent Message is shown in

Fi gure 3.

GV GCKS

HDR, HASH, SEQ ID ~---->
Fi gure 3: GROUPKEY- PUSH Acknow edgenent Message

The | P header for the GROUPKEY-PUSH Acknow edgenent Message is
constructed as if it were a reply to the GROUPKEY- PUSH nessage. That
is, the source address of the GROUPKEY- PUSH nessage becones the
destination address of the GROUPKEY- PUSH Acknow edgenent Message, and
the GMincludes its own | P address as the source address of the
GROUPKEY- PUSH Acknowl edgenent Message. The source port in the
GROUPKEY- PUSH nessage UDP header becones the destination port of the
GROUPKEY- PUSH Acknowl edgenent Message UDP header, and the destination
port of the GROUPKEY- PUSH nessage UDP header becones the source port
of the GROUPKEY-PUSH Acknow edgenent Message UDP header.

The follow ng sections describe the payloads in the GROUPKEY- PUSH
Acknowl edgenent Message.

3.1. HDR

The nmessage begins with a header as defined for the GDO

CGROUPKEY- PUSH nessage in Section 4.2 of [RFC6407]. The fields in the
HDR MJUST be initialized as follows. The cookies of a GROUPKEY- PUSH
message act as a Security Paraneter Index (SPI) and are copied to the
Acknowl edgenent Message. "Next Payload" identifies a "Hash (HASH)"
payl oad (value 8) [ISAKMP-NP]. Major Versionis 1 and M nor Version
is 0. The Exchange Type has value 35 for the GDO GROUPKEY- PUSH
Acknow edgenent Message. Flags are set to 0. Message |ID MIUST be set
to 0. Length is according to Section 4.2 of [RFC6407].
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3.2. HASH

The HASH payl oad is the same one used in the GDO GROUPKEY- PULL
exchange defined in Section 3.2 of [RFC6407]. The hash data in the
HASH payl oad is created as foll ows:

HASH = prf(ack_key, SEQ | ID)
wher e:

o "prf" is specific to the KEK ACK_REQUESTED val ue and is descri bed
as part of that description.

o "|" indicates concatenation

o0 "SEQ' and "ID' represent the bytes conprising the Sequence Nunber
and ldentification payl oads.

The ack _key is conmputed froma Key Derivation Function (KDF) that
conforns to KDF in feedback node as defined in NI ST SP800-108

[ SP800-108], where the Iength of the derived keying material is the
same as the output of the prf, there is no IV, and the optiona
counter is not used. Note: Wen the derived ack_key is smaller than
the prf block size (i.e., 512 bits for PRF HVAC- SHA-256), it is
zero-filled to the right, as specified in Section 2.1.2 of [RFC4868].

ack_key = prf(base_key, "GROUPKEY-PUSH ACK" | SPI | L)
wher e:

o "prf" is specific to the KEK ACK REQUESTED val ue and is descri bed
as part of that description.

0 "base_ key" is specific to the KEK ACK REQUESTED val ue and is
described as part of that description. |If the base_key is smaller
than the prf block size (i.e., 512 bits for PRF HVAC- SHA- 256),
then it is zero-filled to the right, as specified in Section 2.1.2
of [ RFC4868].

i ndi cat es concat enati on

0 "GROUPKEY-PUSH ACK" is a |l abel encoded as a null-term nated ASCI
string.

o "SPI" (per [RFC6407]) is the Initiator Cookie followed by the

Responder Cooki e taken fromthe GROUPKEY- PUSH nmessage HDR, which
descri bes the context of the key usage.
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o "L" is alength field matching the nunber of bits in the ack key.
L MUST match the Iength of the base key (i.e., 512 bits for
PRF- HVAC- SHA- 256) . The value L is represented as two octets in
network byte order (that is, nmpost significant byte first).

3.3. SEQ

The Sequence Nunber payload is defined in Section 5.7 of [RFC6407].
The val ue in the GROUPKEY- PUSH SEQ payl oad is copied to the
GROUPKEY- PUSH ACK SEQ payl oad.

3.4. ID

The Identification payload is used as defined in Section 5.1 of

[ RFC6407]. The I D payl oad contains an I D Type of |D_| PV4_ADDR,
ID I PV6_ADDR, or ID OD as defined in [RFC8052] for GDO exchanges.
The Protocol ID and Port fields MJUST be set to 0. The address
provided in the I D payload represents the | P address of the GV and
MJUST match the source | P address used for the nost recent

GROUPKEY- PULL exchange.

4. Goup Menmber QOperations

When a GM receives an SA KEK payl oad (in a GROUPKEY- PULL exchange or
GROUPKEY- PUSH nessage) including a KEK ACK REQUESTED attribute, it
records in its group state some indication that it is expected to
return a GROUPKEY- PUSH ACK. A GMrecognizing the attribute MJST
honor the KEK ACK REQUESTED attribute by returning Acknow edgenents,
because it can be expected that the GCKS is likely to take sone
policy-specific action regardi ng unresponsive GVs, including ceasing
to deliver GROUPKEY-PUSH nessages to it.

If a GM cannot respond with the requested type of Acknow edgenent, it
continues with protocol exchange and participates in the group. In
any case, if a GV stops receiving CGROJPKEY- PUSH nessages from a GCKS,
it will re-register before existing SAs expire, so onitting the

sendi ng of Acknow edgenents should not be critical.

When a GM receives a GROUPKEY- PUSH nessage that contains a

KEK_ACK REQUESTED attribute in the SA KEK payl oad, it processes the
message according to RFC 6407. Wen it concl udes successf ul
processing of the nmessage, it fornul ates the GROUPKEY- PUSH ACKs as
described in Section 3 and delivers the nessage to the GCKS from

whi ch t he GROUPKEY- PUSH nessage was received. A GROUPKEY-PUSH ACK is
sent even if the CROUPKEY- PUSH nessage contains a Del ete payload for
the KEK used to protect the GROUPKEY- PUSH nessage.
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5. GCKS Operations

When a GCKS policy includes requesting a GROUPKEY- PUSH ACK from GVs,
it includes the KEK ACK REQUESTED attribute in the SA KEK payl oad.

It does this each tinme the SA KEK is delivered, in both GROUPKEY- PULL
exchanges and GROUPKEY- PUSH nessages. The val ue of the

KEK _ACK REQUESTED attribute will depend upon the type of SA KEK
policy, as described in Section 2.

When a GCKS recei ves a GROUPKEY- PUSH ACK (identified by an Exchange
Type of GROUPKEY- PUSH ACK), it first verifies that the group policy
i ncl udes receiving GROUJPKEY- PUSH ACKs. |f not, the nessage is

di scarded. GCKS i npl enentati ons SHOULD keep a record (e.g., a hash
val ue) of recently received CROUPKEY- PUSH Acknow edgenent Messages
and reject duplicate nmessages prior to performng cryptographic
operations. This enables an early discard of the replayed nessages.

If the message is expected, the GCKS validates the format of the
message and verifies that the HASH has been properly constructed as
described in Section 3.2. |If validation fails, the nmessage is

di scarded. The GCKS extracts the sequence nunmber and identity of the
GM fromthe SEQ and | D payl oads, respectively, and records the fact
that the GV recei ved the GROUPKEY- PUSH nessage represented by its
sequence nunber.

6. Managenent Consi derations

The GCKS manages group policy as well as determ ning which GM devi ces

are presently "live" nmenbers of the group (i.e., menbers either
sendi ng or receiving nessages). Goup policy includes a strategy to
ensure that rekey nessages with current group policy reach all live

Gvs. This is discussed briefly in Section 5.3 of [RFC4046]. The
GROUPKEY- PUSH Acknowl edgenent Message specified in this neno provides
the GCKS with an additional nmethod to assess if a GMis live and has
received the current group policy. But it is possible for a rekey
message or GROUPKEY- PUSH Acknowl edgenent Message to be discarded in
the network, resulting in a live GV appearing to be unresponsive.
Also, a GM nmi ght not be able to respond with a GROUPKEY- PUSH ACK, so
t he GCKS shoul d use caution in using a |lack of an Acknow edgenent

Message as the only factor in determining whether a GMis live. In
particul ar, a GCKS SHOULD NOT consider a GMto have left the group
until it has received at |east one ACK fromthe GM
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Some nmanagenent considerations for determ ning how a GM handl es
Acknowl edgenent Messages are as foll ows:

(0]

A GM MIST respond with Acknow edgenment Messages when requested, as
a GCKS can subsequently determ ne when a GM unexpectedly becones
unr esponsi ve.

A GM receiving a GROUPKEY- PUSH nessage as a multicast nessage MAY
introduce jitter to the tinmng of its Acknow edgenent Message to
hel p the GCKS better manage replies fromGws. A GM MIUST NOT del ay
sendi ng an Acknow edgenent Message for nore than 5 seconds. a GCKS
SHOULD NOT decl are an Acknowl edgenent Message as nissing until it
has waited at |east 10 seconds. |Inplenentations SHOULD neke these
timers configurable.

Some managenent considerations for determ ning how the GCKS handl es
Acknowl edgenent Messages are as foll ows:

(o]

Non-recei pt of an Acknow edgenent Message is an indication that a
GMis unable to respond. A GCKS SHOULD wait at |east several
seconds before deternining non-receipt, as Gvw could add jitter to
the response tinme before sending an Acknow edgenent Message.

If the GCKS is aware that Gvs are expected to respond, then
non-recei pt of an Acknow edgenent Message SHOULD trigger a | ogging
event. The GCKS MAY be configured with such additional policy
actions as transmtting the GROUPKEY- PUSH nessage several times in
a short period of tinme (as suggested in [ RFC4046]), thereby
mtigating | oss of either the GROUPKEY- PUSH nessage or an

Acknowl edgenent Message. Another policy action could be to alert
GCKS adninistrators of Gws that do not return several consecutive
Acknowl edgenment Messages or even renoving unresponsive Gvs from
the group. However, a GCKS with a policy of renoving G fromthe

group needs to be aware that a GMthat has not responded will not
receive a newer group policy until it initiates contact with the
GCKS agai n.

When a GROUPKEY- PUSH nessage includes a Del ete payl oad for the KEK
used to protect the GROUPKEY- PUSH nessage, the GCKS SHOULD NOT
itself delete the KEK until it has given G the opportunity to
acknow edge recei pt of the GROUPKEY- PUSH nessage. This could be
several seconds, as Gvs could add jitter to the response tine

bef ore sendi ng an Acknow edgenent Message.

A GCKS SHOULD |l og failure events, such as receiving

Acknowl edgenent Messages for a group in which the GCKS has not
request ed Acknow edgenents, receiving malforned Acknow edgenents,
and Acknow edgenents that fail validation.
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7.

7.

Security Considerations

There are three areas of security considerations to consider: the
protection of the GROUPKEY- PUSH ACK, whether the GM should transmit a
GROUPKEY- PUSH ACK, and whet her a GCKS shoul d accept a GROUPKEY- PUSH
ACK. These are addressed in the foll ow ng subsections.

The construction of the HASH defined in this neno uses

PRF- HVAC- SHA- 256 or PRF- HVAC- SHA-512. The strengt hs of

PRF- HVAC- SHA- 256 and PRF- HVAC- SHA- 512 wer e unquestioned at the tine
this meno was devel oped. When a HASH construction using a different
prf becomes necessary, a new KEK ACK REQUESTED val ue will be defined
in a new specification

1. Protection of the CGROUPKEY- PUSH ACK

The GROUPKEY-PUSH ACK is an Internet Security Association and Key
Managenment Protocol (I SAKMP) nessage as di scussed in [ RFC2408].

(Note: RFC 2408 has been obsol eted by RFC 7296, but only RFC 2408
applies in this context.) Message authentication and protection

agai nst man-in-the-mddl e attacks are provided by the inclusion of a
HASH payl oad that includes the output of an HMAC conputation over the
bytes of the nessage.

Because the KEK is a group secret, when the val ue of REKEY ACK KEK is
specified, inpersonation of a victimGM by another authorized GMis
possi bl e. However, security considerations regardi ng such an

i npersonation are limted to a false claimthat a victim GM has

recei ved a GROUPKEY- PUSH when the victim GM has in fact not received
it (e.g., because an active attacker has discarded the
GROUPKEY-PUSH). If a GCKS policy includes sending retransm ssions of
t he GROUPKEY- PUSH nessage to that victim GV then the victimGM ni ght
not receive replacenent SAs. However, this does not introduce any
additional threats over a use case where the GROUPKEY- PUSH ACK is not
depl oyed and CGROUPKEY- PUSH nessages are withheld froma victimGM by
an active attacker. These threats can be nitigated by using a val ue
of REKEY_ACK LKH, due to the use of a secret pairw se key shared

bet ween the GCKS and an indivi dual GM

Confidentiality is not provided for the GROUPKEY- PUSH ACK. The
contents of the message, including the hash val ue, the sequence
nunber fromthe GROUPKEY- PUSH nessage to which it is acknow edgi ng
receipt, and the identity of the GM can be observed by a passive
attacker. (Observation of a hash value or set of hash values will not
conpromi se the hash key. The identity of the GMis also available to
t he passive attacker as the source |IP address of the packet. Note
that the sequence nunber in the GROUPKEY- PUSH ACK does reveal the
sequence nunber (previously not available to the attacker) that was
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i ncluded in the GROUPKEY- PUSH nessage. However, the attacker is
assuned to not be in possession of the key used to encrypt the
nmessage and thus cannot create a spoofed GROUPKEY- PUSH nessage.
Therefore, the attacker does not derive any direct value from

| earni ng the sequence nunber.

7.2. Transmitting a GROUPKEY- PUSH ACK

A GMtransmits an ACK only when the policy of the npst recently

recei ved SA KEK includes a request by the GCKS for ACKs, and the ACK
is only returned after processing the GROUPKEY- PUSH nessage accordi ng
to Section 4.4 of [RFC6407]. In other words, the formof the
GROUPKEY- PUSH nessage wi ||l have been validated, replay protection
conpl eted, and the digital signature verified as being genuine.
Therefore, the threat of a GMresponding to a spoofed or resent
GROUPKEY- PUSH nessage, and the possibility of the GM being used to
propagate a Distributed Denial of Service (DDoS) attack on a GCKS
are nmtigated. For nore information, see the security considerations
for a GROUPKEY- PUSH nessage as described in Section 7.3 of [RFC6407].

7.3. Receiving a GROUPKEY- PUSH ACK

A CCKS receiving ACKs will follow the validation steps described in
Section 5 before interpreting the contents of the nessage. The GCKS
will then be sure to operate only on nessages that have been sent by
an authorized GM

A GCKS SHOULD be prepared to recei ve GROUPKEY- PUSH ACKs from each GM
to which it was sent. That is, it needs to ensure that it has
sufficient resources (e.g., receive queue size) so that it does not
unnecessarily drop ACKs. A GCKS should be aware that a | arge nunber
of replayed or invalid GROUPKEY- PUSH nessages coul d be addressed to
it. However, this is no worse a threat than if it received a large
nunber of other types of replayed or invalid GDO or other nessages
cont ai ni ng a HASH payl oad.

How a GCKS processes the sequence nunber and identity included in an

ACK is a matter of local policy and is outside the scope of this
neno.
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8. | ANA Consi derati ons

The foll owi ng additi ons have been nmade to the "G oup Domain of
Interpretation (GDA) Payl oads" [GDA-REG registry.

A new attribute has been added to the "SA KEK Payl oad Val ues - KEK
Attributes" registry. The ID Class nane is KEK ACK REQUESTED with a
value of 9 and is a Basic attribute.

A new registry defining values for KEK ACK REQUESTED, "SA KEK Payl oad
Val ues - KEK _ACK REQUESTED', has been added; the initial
registrations are shown in the following table. The terns
"Reserved", "Unassigned", and "Private Use" are to be applied as
defined in [RFC8126]. The registration procedure is Specification
Requi r ed.

Reser ved

REKEY_ACK_KEK_SHA256

REKEY_ACK LKH SHA256

REKEY ACK KEK SHA512

REKEY ACK LKH SHA512
5-128 Unassi gned

129- 255 Private Use

AWNRFLO

A new registry describing | SAKMP Exchange Types for the GDA, "GDA
DA Exchange Types", has been added under the "G oup Donmi n of
Interpretation (GO ) Payl oads"” registry [GDA-REG. This new
registry defines DO Specific Use val ues [| SAKMP-EXCH], which are
Exchange Type val ues used with the | SAKMP GDO DO . The registration
procedure is Specification Required. The terms "Known Unregistered
Use" and "Unassigned" are to be applied as defined in [ RFC8126].

Val ue Phase Ref er ence
GROUPKEY- PULL 32 RFC 6407
GROUPKEY- PUSH 33 RFC 6407
Known Unregistered Use 34

GROUPKEY- PUSH- ACK 35 RFC 8263
Unassi gned 36- 239
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