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Abstr act

Thi s docunent specifies the Tinyl PFI X protocol that is used for
transmitting smart-netering data in constrai ned networks such as | Pv6
over Low Power Wrel ess Personal Area Networks (6LoWPAN, RFC 4944).
TinylPFIX is derived fromIP Flow Informati on Export (RFC 7011) and
adopted to the needs of constrai ned networks. This docunent
specifies how the Tinyl PFI X Data and Tenpl ate Records are transmitted
i n constrai ned networks such as 6LOoWPAN and how Ti nyl PFI X data can be
converted into data that is not TinylPFI X in a proxy device.

Status of This Meno

This docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

This is a contribution to the RFC Series, independently of any other
RFC stream The RFC Editor has chosen to publish this docunent at
its discretion and nakes no statement about its value for

i mpl enentati on or depl oynent. Docunents approved for publication by
the RFC Editor are not a candidate for any |evel of Internet

St andard; see Section 2 of RFC 7841.

I nformation about the current status of this docunent, any errata,
and how to provide feedback on it nmay be obtai ned at
https://ww. rfc-editor.org/info/rfc8272
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Copyright (c) 2017 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent.
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1. Introduction

Smart neters that forma constrained wirel ess network need an
application-layer protocol that allows the efficient transm ssion of
metering data fromthe devices to a central analysis device. The
meters used to build such networks are usually equi pped with | ow cost
and | ow power hardware. This |eads to constraints in conputationa
capacities, available nenory, and networking resources.

The devices are often battery powered and are expected to run for a
long tine without having the possibility of recharging thensel ves.

In order to save energy, smart neters often power off their wireless
net wor ki ng device. Hence, they don’t have a steady network
connection; they are only part of the wireless network as needed when
there is data to be exported. A push protocol like TinylPFIX where
data is transnmitted autononmically fromthe neters to one or nore
collectors, is suitable for reporting netering data in such networKks.

Tinyl PFI X is derived fromI|PFI X [ RFC7011]; therefore, it inherits
nmost of IPFIX s properties. One of these properties is the
separation of data and its data description by encoding the former in
Data Sets and the latter in Tenplate Sets.

Transformng TinylPFIX to | PFI X as per [RFC7011] is very sinple and
can be done on the border between the constrai ned network and the
nore general network. The transformati on between one form of |PFIX
data into another is known as "I PFI X Medi ati on" [ RFC5982]. Hence,
smart-netering networks that are based on Tinyl PFl X can be easily
integrated into an existing |IPFI X nmeasurenent infrastructure.

1.1. Docurment Structure

Section 2 introduces the terninology used in this docunent.
Afterwards, hardware and software constraints in constrained

networ ks, which will notivate our nodifications to the |IPFIX
protocol, are discussed in Section 3. Section 4 describes the
application scenarios and Section 5 describes the architecture for
Tinyl PFI X. Section 6 defines the TinylPFIX protocol itself and

di scusses the differences between Tinyl PFI X and | PFI X. The Medi ati on
Process fromTinylPFI X to I PFI X is described in Section 7. Section 8
defines the process of Tenpl ate Managenent on the Exporter and the
Collector. Section 9 and Section 10 discuss the security and | ANA
consi derations for TinylPFIX
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2.

Ter m nol ogy

Most of the terms used in this docunment are defined in [ RFC7011].
Each of these terns begins with a capital letter. Mst of the terns
that are defined for IPFI X can be used to describe Tinyl PFIX. This
docunent uses the term"IPFI X" to refer to | PFI X as defined in

[ RFC7011] and the term Tinyl PFI X for the protocol specified in this
draft docunent assunming constrained networks. The prefix "Tiny" is
added to I PFI X to distinguish between the | PFI X version and the

Ti nyl PFI X ver si on.

The terns | PFI X Message, | PFI X Device, Set, Data Set, Tenplate Set,
Data Record, Tenplate Record, Collecting Process, Collector,
Exporting Process, and Exporter are defined as in [ RFC7011]. The
term | PFI X Mediator is defined in [RFC5982]. The terns Internediate
Process, | PFI X Proxy, |PFIX Concentrator are defined in [ RFC6183].

Al'l the terns above have been adapted fromthe I PFI X definitions. As
they keep a sinilar notion but in a different context of constrained
networks, the term "Tinyl PFI X' now precedes the defined terns.

The term"snmart neter"” is used to refer to constrained devices |ike
W rel ess sensor nodes, notes, or any other kind of small constrained
device that can be part of a network that is based on | EEE 802.15.4
and 6LOWPAN [ RFC4944] .

Ti nyl PFI X Exporting Process

The Tinyl PFI X Exporting Process is a process that exports
Ti nyl PFI X Records.

Ti nyl PFI X Exporter

A Tinyl PFI X Exporter is device that contains at |east one
Ti nyl PFI X Exporting Process.

Ti nyl PFI X Col | ecting Process

The Tinyl PFI X Col | ecting Process is a process inside a device that
is able to receive and process Tinyl PFl X Records.

Ti nyl PFI X Col | ector

A Tinyl PFI X Collector is a device that contains at |east one
Ti nyl PFI X Col | ecting Process.
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Ti nyl PFI X Devi ce

A Tinyl PFI X Device is a device that contains one or nore TinylPFl X
Col l ectors or one or nore Tinyl PFl X Exporters.

Ti nyl PFI X Smart Meter

A Tinyl PFI X Smart Meter is a device that contains the
functionality of a TinylPFI X Device. It is usually equipped with
one or nore sensors that neter a physical quantity, |ike power
consunption, tenperature, or physical tanpering with the device.
Every Tinyl PFI X Smart Meter MJUST at |east contain a TinylPFI X
Exporting Process. It MAY contain a TinylPFI X Collecting Process
in order to work as a Tinyl PFI X Proxy or TinylPFI X Concentrator.

Ti nyl PFI X Data Record

A Tinyl PFI X Data Record equals an | PFI X Data Record in [ RFC7011].
The termis used to distinguish between |IPFIX and Ti nyl PFI X
t hr oughout this docunent.

Ti nyl PFI X Tenpl ate Record

A Tinyl PFI X Tenpl ate Record is simlar to an | PFI X Tenpl ate Record
in [RFC7011]. The Tenpl ate Record Header is substituted with a
Ti nyl PFI X Tenpl ate Record Header and is otherw se equal to a
Tenpl ate Record. See Section 6. 3.
Ti nyl PFI X Set

The Tinyl PFI X Set is a group of TinylPFI X Data Records or
Ti nyl PFI X Tenpl ate Records with a Tinyl PFI X Set Header. |Its
format is defined in Section 6. 2.

Ti nyl PFI X Data Set

The Tinyl PFI X Data Set is a TinylPFI X Set that contains TinylPFl X
Dat a Records

Ti nyl PFI X Tenpl ate Set

A Tinyl PFI X Tenplate Set is a TinylPFI X Set that contains
Ti nyl PFI X Tenpl at e Records.
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3.

3.

Ti nyl PFI X Message

The Tinyl PFI X Message is a nessage originated by a Tinyl PFI X
Exporter. It is conposed of a TinylPFl X Message Header and one or
more Tinyl PFI X Sets. The Tinyl PFI X Message Format is defined in
Section 6.

Ti nyl PFI X I ntermedi ate Process

A Tinyl PFI X I nternmedi ate Process is an | PFI X I nternediate Process
that can handl e Ti nyl PFl X Messages.

Ti nyl PFI X Proxy

A Tinyl PFI X Proxy is an | PFI X Proxy that can handl e Tinyl PFl X
Messages.

Ti nyl PFI X Concentr at or

A Tinyl PFI X Concentrator is device that can handl e Ti nyl PFI X
Messages (e.g., pre-process then) and is not constrained.

Ti nyl PFI X Proxy

A Tinyl PFI X Proxy is an | PFI X Proxy that can handl e Tinyl PFI X
Messages and is not constrained.

A Tinyl PFI X Transport Session is defined by the conmunication between
a Tinyl PFI X Exporter (identified by an 6LoWPAN- Address, the Transport
Protocol, and the Transport Port) and a Ti nyl PFI X Col | ect or
(identified by the same properties).

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB8174] when, and only when, they appear in al
capitals, as shown here

Constraints
1. Har dwar e Constraints

The target devices for TinylPFI X are usually equi pped with | ow cost
hardware; therefore, they face several constraints concerning CPU and
menmory [Schnmitt09]. For exanple, the RIS note from Crossbow

Technol ogies, Inc. has a size of 58 x 32 x 7 nm (w thout a battery
pack) [IRIS]. Thus, there is little space for a mcro-controller
menory (128 kb program flash, 512 kb neasurenent serial flash, 8 kb
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RAM 4 kb configuration EEPROM), and radi o-frequency transceiver

whi ch are located on the board. The Tel osB notes produced by
Crossbow Technol ogi es, Inc. [Tel osB] and ADVANTI C SI STEMAS Y
SERVICIOS S. L. [Advantic] are simlar sized, but offering nore
menory (48 kb flash, 1024 kb serial, flash, 10 kb RAM 16 kb
configuration EEPROM. The sane holds for OpenMte, but the offering
is 512 kb flash and 32 kb RAM [ openhbt e].

Net wor k protocol s used on such hardware need to respect these
constraints. They nust be sinple to inplement using little code and
little run-time menory and shoul d produce little overhead when
encodi ng the application payl oad.

3.2. Energy Constraints

Smart neters that are battery powered have hard energy constraints
[Schmitt09]. |If two AA 2800-mAh batteries power the note, they
contai n approxi mately 30,240 Joule of energy. |f they run out of
power, their battery has to be changed, whi ch neans physica
mani pul ation to the device is necessary. Therefore, using as little
energy as possible for network conmunication is desired.

A smart-netering device can save a lot of energy, if it powers down
its radio-frequency transceiver. Such devices do not have pernanent
network connectivity; they are only part of the network as needed. A
push protocol, where only one side is sending data, is suitable for
transmitting application data under such circunstances. As the
communi cation is unidirectional, a neter can conpletely power down
its radio-frequency transceivers as long as it does not have any data
to send. |If the nmetering device is able to keep a few neasurenents
in menory, and if real-tine netering is not a requirenent, the

Ti nyl PFI X Data Records can be pushed | ess frequently, therefore
saving sone nore energy on the radi o-frequency transceivers.

3. 3. Packet Size Constraints

TinylPFIX is mainly targeted for the use i n 6LOWPAN networ ks, which
are based on | EEE 802. 15. 4 [ RFC4944]. However, the protocol can al so
be used to transnit data in other networks when a nediator is used
for translating the Tinyl PFI X data into the data format used in the
other network (e.g., IPFIX). And the protocol is able to map the
6LOWPAN addresses to the addresses used in the other network. This
operation typically consists of per-nessage re-encapsul ati on and/ or
re-encodi ng. As defined [ RFC4944], |EEE 802.15.4 starts froma

maxi mum physi cal |ayer packet size of 127 octets (aMaxPHYPacket Si ze)
and a maxi mum frane overhead of 25 octets (aMaxFrameOver head),

| eavi ng a maxi num frame size of 102 octets at the media access
control (MAC) layer. On the other hand, |IPv6 defines a m ni rum MIu
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of 1280 octets. Hence, fragnentation has to be inplenented in order
to transmit such |arge packets. Wile fragnentation allows the
transm ssion of |arge nessages, its use is problematic in networks
wi th hi gh packet |oss because the conpl ete nessage has to be
discarded if only a single fragment gets |ost.

Ti nyl PFI X enhances | PFI X by a header-conpression schene, which allows
t he header size overhead to be significantly reduced. Additionally,
the overall Tinyl PFl X Message size is reduced, which reduces the need
for fragnentation.

3.4. Transport Protocol Constraints

The | PFlI X standard [ RFC7011] defines several transport protoco

bi ndi ngs for the transmi ssion of |PFI X Messages. Stream Control
Transm ssion Protocol (SCTP) support is REQUI RED for any | PFI X Device
to achi eve standard conformance [ RFC7011], and its use is highly
recomended. However, sending |IPFIX over UDP and TCP MAY al so be

i mpl enent ed.

This transport protocol recommendation is not suitable for Tinyl PFIX
A header conpression schenme that allows a conpression of an | Pv6
header from 40 octets down to 2 octets is defined in 6LOWPAN. There
is a simlar conpression schene for UDP, but there is no such
conpression for TCP or SCTP headers. |f header conpression can be
enpl oyed, nore space for application payload is avail abl e.

Therefore, using UDP on the transport layer for transmtting

Ti nyl PFI X Messages is RECOWENDED. Furthernmore, TCP or SCTP are
currently not supported on sone platforns, |ike on TinyOS [ Harvan08].
Hence, UDP may be the only option

Every Ti nyl PFI X Exporter and Col | ector MJST i npl enent UDP transport -
| ayer support for transnmitting data in a constrai ned network
environment. It MAY also offer TCP or SCTP support. 1In the case in
which TCP or SCTP MAY be used, power consunption will grow and the
avai |l abl e size of application payl oad conpared to the use of UDP May
be reduced. If TinylPFIX is transmtted over a unconstrained
network, using SCTP as a transport-layer protocol is RECOMVENDED

Ti nyl PFI X wor ks i ndependent of the target environnment, because it
MUST only be ensured that all internedi ate devices can understand

Ti nyl PFI X and be able to extract needed packet information (e.g., IP
destination address). TinylPFl X nessages can be included in other
transport protocols in the payl oad whenever is necessary, naking
Tinyl PFI X highly flexible and usable for different communication
protocols (e.g., Constrained Application Protocol (CoAP), UDP, TCP).
Tinyl PFI X itself just specifies a messages format for the collected
data to be transmitted.
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The constraints on UDP usage given in Section 6.2 of [RFC5153] apply
to TinylPFI X as well. TinylPFIX is not intended for use over the
open Internet. |In general, the networks on which it runs are

consi dered dedi cated for sensor operations and are under the contro
of a single adm nistrative domain.

4. Application Scenarios for TinylPFlX

Tinyl PFI X is derived from|PFI X [ RFC7011]; therefore, it is a

uni directional push protocol assum ng UDP usage. This neans al
communi cati on that enploys Tinyl PFI X is unidirectional froman
Exporting Process to a Collecting Process. Hence, TinylPFIX only
fits for application scenarios where neters transnit data to one or
more Collectors. 1In case pull requests should al so be supported by
Tinyl PFI X, it is RECOWENDED not to change the code of Tinyl PFl X nuch
to get along with the restricted nmenory available [ Schmitt2017].
Meani ng including just a one bit field, called type, to distinguish
bet ween push and pull nessages woul d be feasible, but the filtering
SHOULD be done by the gateway and not by the constrai ned device;
meaning if a pull is perforned, the constrained device is triggered
to create a Tinyl PFl X nessage i medi ately as usual, set the type
field to one instead of zero (for a push nessage), and send nmessage
to the gateway. At the gateway, the filtering is perforned based on
the pull request.

If Tinyl PFI X is used over UDP, as reconmended, packet |oss can occur
Furtherrmore, if an initial Tenplate Message gets lost, and is

t heref ore unknown to the Collector, all TinylPFIX Data Sets that
reference this Tenpl ate cannot be decoded. Hence, all these Messages
are lost if they are not cached by the Collector. It should be clear
to an application devel oper that TinylPFl X can only be used over UDP
if these TinylPFI X Message | osses are not a problem To avoid this
loss, it is RECOWENDED to repeat the Tenpl ate Message periodically,
keeping in nmind that a Tenpl ate never changes for a constrained
device after deploynent. Even when Tenpl ate Messages becone lost in
the network, the data can be nmanually translated | ater when the

Tenpl ate Messages is re-sent. Including an acknow edgenent nechani sm
i's NOT RECOMVENDED due to overhead, because this would require
storage of any sent data on the constrai ned devices until it was
acknow edged. In critical applications, it is RECOWENDED to repeat
the Tenpl ate Message nore often

Ti nyl PFI X over UDP is especially not a suitable protocol for

applications where sensor data trigger policy decisions or
configuration updates for which packet loss is not tolerable.
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Applications that use smart sensors for accounting purposes for |ong-
term neasurenments can benefit fromthe use of TinylPFIX  One
application for IPFIX is long-termnonitoring of |arge physica

volumes. In [Tolle05], Tolle et al. built a systemfor nmonitoring a
"70-neter tall redwood tree, at a density interval of 5 minutes in
tinme and 2 neters in space". The sensor node infrastructure was

depl oyed to neasure the air tenperature, relative hunmdity, and
phot osynthetically active solar radiation over a |ong-term period.

TinylPFI X is a good fit for such scenarios. Data can be neasured by
the sensors of the Tinyl PFI X Smart Meter over several 5-minute tine
intervals; the neasurenents can be accunulated into a single

Ti nyl PFI X Message. As soon as enough nmeasurenents are stored in the
Ti nyl PFI X Message, e.g., if the Tinyl PFl X Message size fills the
avai |l abl e payl oad in a single | EEE 802. 15. 4 packet, the wreless
transcei ver can be activated and the Tinyl PFl X Message can be
exported to a Tinyl PFl X Col | ector.

Simlar sensor networks have been built to nmonitor the habitat of
animals, e.g., in the "G eat Duck Island Project" [G eatDuck]

[ SMPC04]. The purpose of the sensor network was to nonitor the birds
by depl oyi ng sensors in and around their burrows. The neasured
sensor data was collected and stored in a database for offline

anal ysis and visualization. Again, the sensors can performtheir
measur enents periodically, accunul ate the sensor data, and export
themto a TinylPFI X Collector.

O her application scenarios for TinylPFI X could be applications where
sensor networks are used for long-termstructural health nonitoring
in order to investigate |long-termweather conditions on the structure
of a building. For exanple, a smart-netering network has been built
to monitor the structural health of the Colden Gate Bridge [KinD7].

If a sensor network is deployed to performa |ong-term neasurenent of
the structural integrity, TinylPFIX can be used to collect the
sensor - measur enent dat a.

If an application devel oper wants to deci de whet her to use Tinyl PFI X
for transmitting data fromsmart neters, he nust take the follow ng
consi derations into account:

1. The application should require a push protocol by default. The
timng intervals of when to push data should be predefined before
depl oynent. The property above allows a TinylPFI X Smart Meter to
turn off its wireless device in order to save energy, as it does
not have to receive any data.
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5.

2. If real-tine reporting is not required, the application night
benefit from conbining several neasurenments into a single
Ti nyl PFI X Message, causing delay but lowering traffic in the
network. TinylPFI X easily allow the conbination of severa
measurenents into a single Tinyl PFI X Message (or a single
packet). This conbination can happen on the Tinyl PFl X Smart
Meter that conbi nes several of its own nmeasurenments. O, it can
happen within a multi-hop wrel ess network where one | PFl X Proxy
conbi nes several Tinyl PFl X Messages into a single Tinyl PRI X
Message before forwardi ng them

3. The application nust accept potential packet |oss. TinylPFIX
only fits for applications where netering data is stored for
accounti ng purposes and not for applications where the sensor
data triggers configuration changes or policy decisions, except
when Message | oss is acceptable for sonme reason

4. The application nust not require per-nessage export tinestanps
(e.g., for auditing). TinylPFIX renoves export tinestanps,
generally only useful for Tenpl ate Managenent operations, which
it also does not support, fromIPFIX. This is a mnor
i nconveni ence, since per-record tinmestanp Information El enents
are also available in I PFI X

Architecture for Tinyl PRI X

The Tinyl PFI X architecture is simlar to the | PFIX architecture,
which is described in [RFC5470]. The nost common depl oynent of
Tinyl PFI X Smart Meters is shown in Figure 1, where each Tinyl PRl X
Smart Meter can have different sensors available (e.g., IRS:
Tenperature, Humi dity, Sound; TelosB: Tenperature, Bridgeness,
Hum dity, GPS) building the sensor data.
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oo + oo +
| Ti nyl PFI X Devi ce [ ... Ti nyl PFI X Devi ce
| [ Exporting Process] | | [ Exporting Process]
o e e e e e e e e m o + o e e e e e e e e m o +
I I
Ti nyl PFI X | | TinylPFIX
I I
% %
o e e e +
I
v
o e e e e e e e e e oo - o +

| Ti nyl PFI X Col | ector
| [Collecting Process(es)] |

T +
I
%
o e e e e e e oo +
I I
% %
T + T +
[[*Application 1]| ... |[*Application n]
S + S +

Figure 1: Direct Transni ssion between Tinyl PFI X
Devi ces and Applications

A Tinyl PFI X Smart Meter (S.M) receives neasurenment data fromits
internal sensors to create its Tinyl PFI X Messages. Then, it encodes
the results into a Tinyl PFl X Message using a Tinyl PFl X Exporting
Process and exports this TinylPFI X Message to one or nore Tinyl PRl X
Col l ectors. The Tinyl PFI X Collector runs one or nore applications
that process the collected sensor data. The Tinyl PFl X Col |l ector can
be depl oyed on unconstrai ned devices at the constrai ned network

bor der.

A second way to deploy TinylPFI X Smart Meter can enpl oy accurul ation
on Tinyl PFl X Messages during their journey through the constrained
network as shown in Figure 2. This accurul ation can be perforned by
Ti nyl PFI X Concentrators. Such devices nmust have enough resources to
performthe accumnul ati on.
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oo + oo +
| Ti nyl PFI X Devi ce [ ... Ti nyl PFI X Devi ce |
| [ Exporting Process] | | [ Exporting Process] |
o e e e e e e e e m o + o e e e e e e e e m o +
| |
Ti nyl PFI X | | TinylPFIX
| |
% %
o e e e +
|
v
o e e e e e e e e oo - o +

| TinylPFIX Concentrator |
| [Collecting Process] |
| [Exporting Process] |

o e e e e e e e ea oo +
|
Ti nyl PFI X |
|
%
e +
Col | ector
| [Collecting Process(es)] |
oo e e e oo oo - +

Fi gure 2: Accunul ation of TinylPFI X

Tinyl PFI X Smart Meters send their data to a Tinyl PFl X Concentr at or,
whi ch needs to have enough storage space to store the inconi ng data.
If the TinylPFI X Concentrator is hosted in a TinylPFI X Snmart Meter,
it MAY also be able to collect data fromit sensors, if activated.
It may al so accunul ate the incomng data with its own nmeasurenent
data. The accumnul ated data can then be re-exported to one or nore

Collectors. |In that case, the Tinyl PFI X Concentrator can be vi ewed
as receiving data frommultiple Smart Meters: one locally and sone
renotely.

The | ast depl oynent, shown in Figure 3, enploys another TinylPFl X
Medi ati on process.
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o e e e e e e e oo o e e e e e e e oo +
| Renmote Snart Meter | Local Smart Meter |
o o +
| Ti nyl PFI X Devi ce | | Ti nyl PFI X Devi ce |
| [ Exporting Process] | | [ Exporting Process] |
oo e e e e oo oo oo + oo e e e e oo oo oo +

| |
Ti nyl PFI X | | Tinyl PFI X
| |
% %
oo e e e e e e oo oo +

| TinylPFI X Concentrator |
| [Collecting Process] |

Fi gure 3: Tinyl PFl X Medi at or

In this deploynent, the Tinyl PFI X Snmart Meters transnmit their

Ti nyl PFI X Messages to one node, e.g., the base station, which

transl ates the Tinyl PFI X Messages to | PFl X Messages. The | PFI X
Messages can then be exported into an existing | PFI X infrastructure.
The Medi ation process fromTinylPFI X to I PFI X is described in
Section 7.

6. Tinyl PFl X Message For nat

A Tinyl PFI X | PFI X Message starts with a Tinyl PFI X Message Header,

foll owed by one or nore Tinyl PFl X Sets. The Tinyl PFl X Sets can be
either of type TinylPFI X Tenplate Set or of type Tinyl PFl X Data Set.
A Tinyl PFI X Message MJST only contain one type of TinylPFIX Set. The
format of the Tinyl PFI X Message is shown in Figure 4.

T +
| TinylPFI X Message Header |
o e m e e e e e e e e e e e e e e e e e e e e e e e e e e +
| Tinyl PRI X Set |
S +
| TinylPFI X Set |
N +
o e m e e e e e e e e e e e e e e e e e e e e e e e e e e +
| Tinyl PRI X Set

S +

Fi gure 4: Tinyl PFI X Message For mat
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6.1. TinylPFI X Message Header

The Tinyl PFI X Message Header is derived fromthe | PFI X Message
Header, with some optimzation using field conpression. The |IPFIX
Message Header from [RFC7011] is shown in Figure 5.

0 1 2 3
01234567890123456789012345678901
i T o T e e e et o S s S R R SR
| Ver si on Numnber | Length |
B T e o i S I i i S S N iy St S I S S
| Export Time |
T e e i i e e T s . i NI SR R S

| Sequence Numnber

i T i i e e e e e e E et e i s i SR R S
| bservation 1D |
B T e o i S I i i S S N iy St S I S S

Fi gure 5: | PFI X Message Header

The I ength of the | PFI X Message Header is 16 octets, and every |PFI X
Message has to be started with it. The Tinyl PFl X Message Header
needs to be smaller due to the packet size constraints discussed in
Section 3.3. The Tinyl PFl X Header consists of a fixed part of three
octets as shown in Figure 6, followed by a variable part as shown in
Figures 7 to 10.

0 1 2 3
01234567890123456789012345678901
B T S S e s e i s S i S S S S S S T S SR S S S i S S S
| E| E| SetlID | Length | Sequence | Ext. Sequence |
| 1] 2| Lookup | | Nunber |  Nunber |
R R R R e e s o S e R S S S S S S e e e e e
| Ext. SetlD |

R ol ok I S SN e

Figure 6: Format of the Tinyl PFl X Message Header
i ncludi ng Fi xed and Optional Parts

The fixed part has a length of 3 octets and consists of the "E1"
field (1 bit), the "E2" field (1 bit), the "SetlD Lookup" field (4
bits), the "Length" field (10 bits), and the "Sequence Nunber" field
(8 bits). The variable part has a variable | ength defined by the
"E1" and "E2" fields in the fixed header. The four variants are
illustrated in Figure 7 to Figure 10 bel ow
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0 1 2

012345678901234567890123
s o e et i o e TR e N SR
| 0] O] SetlID | Length | Sequence |
| | | Lookup | | Nunber |
R s ol o o S S e i i oIE TR RIS SRR S S

Figure 7: Tinyl PFI X Message Header Format if E1 = E2 = 0O

1 2 3
1234567890123456789012345678901
B e s T S e B i i i e e e S S S S S i o o i s o i =
| SetID | Length | Sequence | Ext. SetlD |
| Lookup | | Nurber | |
B R s i S e s i Tt T S R S S e S i ot SOIE T S R

0
0
-+
1] 0
|
+

+—— +

Fi gure 8: Tinyl PFl X Message Header Format if E1 = 1 and E2 = 0

0 1 2 3
01234567890123456789012345678901
i T o T e e e et o S s S R R SR
| E| E| SetlD | Length | Sequence | Ext. Sequenz |
| 1| 2| Lookup | | Nunber |  Nunber |
B T S S e s e i s S i S S S S S S T S SR S S S i S S S

Figure 9: Tinyl PFI X Message Header Format if El = 0 and E2 = 1

1 2 3
1234567890123456789012345678901
B T s i e T s S S ik i i S
ID Length | Sequence | Ext. Sequenz |
okup | | Nurnber |  Nunber |
B i T S e S i ol ik it R S O e S e e i S i S S s
Set| D |

Fi gure 10: Tinyl PFI X Message Header Format if El = E2 = 1

The fixed header fields are defined as foll ows [Kothmayr10]
[ Schmitt2014]:

El and E2
The bits marked "E1" and "E2" control the presence of the field

"Ext. SetlD' and the presence of the field "Ext. Sequence
Number ™, respectively.
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In case E1 = E2 = 0, the TinylPFI X Message Header has the fornat
shown in Figure 7. The fields Extended Sequence Nunber and
Ext ended Set| D MJUST NOT be present.

When E1 = 1, the extended SetID field MIST be present. Custom
Set|I Ds can be specified in the extended SetID field, setting al
Set| D Lookup bits to 1 (cf. Figure 8.) Wen evaluated, the val ue
specified in the extended SetID field is shifted left by 8 bits to
prevent collisions with the reserved SetlDs 0-255. To reference
these, shifting can be disabled by setting all SetlD | ookup bits
to 1.

Dependi ng on the application, sanpling rates m ght be |arger than
in typical constrained networks (e.g., Wreless Sensor Networks
(WBNs), Cyber-Physical -Systens (CPS)); thus, they may have a | arge
quantity of records per packet. 1In order to make Tinyl PFI X
applicable for those cases, E2 = 1 is set (cf. Figure 9). This
means the Extended Sequence Nunber field MUST be present, offering
8-bit nore sequence nunbers as usual. Depending on the
constrai ned network settings, the conmbination E1 = E2 = 1 is also
possi ble, resulting in the nmaxi num Ti nyl PFI X Message header shown
in Figure 10 where the Extended Sequence Nunber field and Extended
SetI D field MIUST both be present.

Set | D Lookup

This field acts as a |l ookup field for the SetlDs and provides
shortcuts to often used SetlDs. Four val ues are defined:

Value = 0; Look up extended SetID field, Shifting enabl ed.

Val ue 1; SetlID = 2 and nmessage contains a Tenplate definition

Value = 2; SetlD = 256 and nessage contains Data Record for
Tenpl ate 256. This places special inportance on a single tenplate
I D, but, since npbst sensor nodes only define a single tenplate
directly after booting and continue to streamdata with this
tenplate ID during the whole session lifetinme, this shorthand is
useful for this case
Value = 3-14; SetlDs are reserved for future extensions.
Val ue = 15; | ook up extended SetID field, shifting enabl ed.

Length

The length field has a fixed length of 10 bits.
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Sequence Numnber

Due to the low sanpling rate in typical WSNs, the "Sequence
Number" field is only one byte | ong. However, sone applications

may have a large quantity of records per packet. 1In this case
the sequence field can be extended to 16 bit by setting the E2-bit
to 1.

Since Tinyl PFl X packets are always transported via a network
protocol, which specifies the source of the packet, the "Cbservation
Domai n* can be equated with the source of a Tinyl PFl X packet.
Therefore, this IPFIX field has been renoved fromthe Tinyl PFI X
Header. Should an application require explicit Qbservation Donain

i nformati on, each Data Record in the Tinyl PFl X data nessage nay
contain an Observation Domain ID Information El ement; see Section 3.1
of [RFC7011]. The version field has been renoved since the SetlD

| ookup field provides roomfor future extensions. The specification
of a 32-bit tinestanp in seconds would require the tine
synchroni zati on across a wrel ess-sensor network and produces too
much overhead. Thus, the "Export Tine" field has been renoved. |If
applications should require a concrete observation tine (e.g.
timestanp), it is RECOWENDED to include it as a separate Information
El ement in the TinylPFl X Records.

6.2. TinylPFIX Set

A TinylPFI X Set is a set of TinylPFIX Tenplate or Tinyl PFI X Data
Records. Depending on the Tinyl PFl X Record type, the TinylPFl X Set
can be either a Tinyl PFI X Tenplate Set or a TinylPFI X Data Set. Every
Tinyl PFI X Set starts with a Tinyl PFI X Set Header and is foll owed by
one or nore Tinyl PFl X Records.

The | PFI X Set Header consists of a 2-octet "Set ID' field and a
2-octet "Length" field. These two fields are conpressed to 1 octet
each for the Tinyl PFI X Set Header. The format of the Tinyl PFI X Set
Header is shown in Figure 11

0 1
0123456789012345
B R R S b i T it s O S S SR SR SR
| Tiny Set ID | Length |
i T R i el i it S SRR R S SR SR S

Figure 11: Tinyl PFI X Set Header
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The two fields are defined as foll ows:

Tinyl PFI X Set 1D

The "Tiny Set ID" identifies the type of data that is transported
inthe TinylPFI X Set. A TinylPFI X Tenplate Set is identified by
Tinyl PFI X Set 1D 2. This corresponds to the Tenplate Set |Ds that
are used by I PFI X [RFC7011]. TinylPFIX Set |ID nunber 3 MJUST NOT
be used, as Options Tenplates are not supported; a TinylPFIX
Col I ector MJST ignore and SHOULD I og any Set with Set 1D 3. Al
values from4 to 127 are reserved for future use. Values above
127 are used for TinylPFI X Data Sets.

Length

The "Length" Field contains the total |ength of the TinylPFIX Set,
i ncluding the Tinyl PFI X Set Header

6.3. TinylPFI X Tenpl ate Record For nat

The format of the TinylPFI X Tenpl ate Records is shown in Figure 12.
The Tinyl PFI X Tenpl ate Record starts with a Tinyl PFI X Tenpl ate Record
Header and this is followed by one or nore Field Specifiers. The
Field Specifier format is defined as in Section 6.4 and is identica
to the Field Specifier definition in [ RFC7011].

I e +
| TinylPFI X Tenpl ate Record Header |
o e m e e e e e e e e e e e e e e e e e e e e e e e e e m o +
| Field Specifier |
S S +
| Field Specifier |
' +
o e m e e e e e e e e e e e e e e e e e e e e e e e e e m o +
| Field Specifier

S S +

Fi gure 12: Tinyl PFI X Tenpl ate For nat

The format of the TinylPFI X Tenpl ate Record Header is shown in
Fi gure 13.
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0 1
012345678901234
e o o T S RN SR S R S
| Tenplate ID| Field Count |
B T ol S S S S i S S S

Figure 13: Tinyl PFI X Tenpl ate Record Header
Ti nyl PFI X Tenpl ate 1D

Each Tinyl PFI X Tenpl ate Record nust have a uni que Tinyl PFI X
Tenplate ID (Conp. Tenp ID) between 128 and 255. The Tinyl PFI X
Tenpl ate 1D nmust be unique for the given Tinyl PFl X Transport
Sessi on.

Fi el d Count
The nunber of fields placed in the Tinyl PFl X Tenpl ate Record.
6.4. Field Specifier Format

The type and length of the transnitted data is encoded in Field
Specifiers within Tinyl PFl X Tenpl ate Records. The Field Specifier is
shown in Figure 14 and is identical with the Field Specifier that was
defined for |IPFIX [RFC7011].

0 1 2 3
01234567890123456789012345678901
B T e o i S I i i S S N iy St S I S S

| El Information Elenent ident. | Field Length

B s S S i i i ks a ks st S S S S S S
| Ent er pri se Number

R R R R e e s o S e R S S S S S S e e e e e

Figure 14: TinylPFI X Data Field Specifier

Wher e:

Enterprise bit. This is the first bit of the Field Specifier. |If
this bit is zero, the Information Elenent ldentifier identifies an
| ETF-specified Information Elenent, and the four-octet Enterprise
Number field MUST NOT be present. |If this bit is one, the
Information Element ldentifier identifies an enterprise-specific
Information El ement, and the Enterprise Nunber field MIST be
present.
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Information El ement Identifier
A numeric value that represents the type of Information El enment.
Field Length

The I ength of the correspondi ng encoded I nfornation Elenent, in
octets. Refer to [RFC7012]. The value 65535 is illegal in
Tinyl PFI X, as variable-length Information El enents are not
support ed.

Ent erpri se Nunber

| ANA Private Enterprise Nunber of the authority defining the
Information Element identifier in this Tenpl ate Record.

Vendors can easily define their own data nodel by registering a
Enterprise IDwith IANA. Using their own Enterprise ID, they can use
any IDin the way they want themto use.

6.5. TinylPFl X Data Record For nat
The Data Records are sent in Tinyl PFI X Data Sets. The format of the

Data Records is shown in Figure 15 and matches the Data Record fornat
from | PFI X

I e +
| Field Val ue
o e m e e e e e e e e e e e e e e e e e e e e e e e e e m o +
| Field Value
S S +
I e +
| Field Val ue
o e m e e e e e e e e e e e e e e e e e e e e e e e e e m o +

Fi gure 15: Data Record For nat
7. Tinyl PFI X Mediation

There are two types of Tinyl PFI X Internmedi ate Processes. The first
one can occur on the transition between a constrai ned network (e.g.
6LoWPAN) and the unconstrai ned network. This nediation changes the
network and transport protocol from 6LOWPAN preferring UDP to

| P/ (SCTP| TCP| UDP) and is shown in Figure 16.
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| Ti nyl PFI X Device |
| [Exporting Process] |

Ti nyl PFI X
over 6LoWPAN UDP

| Ti nyl PFI X medi at or |
| [Coll ecting Process] |
| [ Exporting Process] |

o e e e e e e e oo +
|
Ti nyl PFI X |
| P/ (UDP/ SCTP| TCP) |
v
o e e e e e e e e e e oo +
| Col | ector |
| [Collecting Process(es)] |
o m e e e e e e +

Figure 16: Translation from Tinyl PFI X over 6LoWPAN UDP
to Tinyl PRI X over | P/ (SCTP| TCP| UDP)

The medi ator renoves the Tinyl PFI X Messages from the 6LoWPAN UDP
packets and wraps theminto the new network and transport protocols.
Tenpl at es MUST be managed the sane way as in the constrained
environnment after the translation to | P/ (SCTP| UDP| TCP) (see

Section 8).

The second type of nediation transforns TinylPFIX into I PFIX. This
process MJST be conbined with the transport protocol mediation as
shown in Figure 17.
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| Ti nyl PFI X Device |
| [Exporting Process] |

| Ti nyl PFI X medi at or |
| [Coll ecting Process] |
| [ Exporting Process] |

o e e e e e e e oo +
I
| PFI X |
| P/ (UDP/ SCTP| TCP) |
v
o e e e e e e e e e e oo +
| Col | ector |
| [Collecting Process(es)] |
o m e e e e e e +

Figure 17: Transformation from Ti nyl PFI X to | PFI X

This nmediation can also be perforned by an | PFI X Col |l ector before
parsing the | PFI X message as shown in Figure 18. There is no need
for a parser fromTinylPFIX to IPFIX if such a mediation process can
be enployed in front of an existing |IPFI X collector.

| Ti nyl PFI X Devi ce | Ti nyl PFI X
| [Exporting Processes] [----------------- >

| PFI X Medi at or
[ Coll ecting Process]
[ Exporting Process]

v
Col | ector

I I
I I
I I
I I I
| | I PFI X |
I I
I I
I I
| [Collecting Process] |

Figure 18: Transformation from Tinyl PFI X to | PFI X
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The Tinyl PFI X Medi ati on Process has to translate the Tinyl PFI X
Message Header, the TinylPFI X Set Headers, and the Tinyl PFI X Tenpl ate
Record Header into their counterparts in IPFIX  Afterwards, the new
| PFI X Message Length needs to be calculated and inserted into the

| PFI X Message header.

7.1. Expanding the Message Header

The fields of the | PFlI X Message Header that are shown in Figure 5 can
be determ ned froma Tinyl PFl X Message Header as fol |l ows:

Ver si on
This is always 0x000a.

Length

The | PFI X Message Length can only be cal culated after the conplete
Ti nyl PFI X Message has been translated. The new | ength can be

cal cul ated by adding the I ength of the | PFI X Message Header, which
is 16 octets, and the length of all Sets that are contained in the
| PFI X Message.

Export Tine

The "Export Tine" MJST be generated by the Mediator, and contains
the tine in seconds since 00:00 UTC Jan 1, 1970, at which the
| PFI X Message | eaves the Medi at or.

Sequence Numnber

I f the Tinyl PFI X Sequence Nunber has a length of 4 octets, the
original value MJST be used for the | PFI X Message. |If the

Ti nyl PFI X Sequence Nunber has a size of one or two octets, the

Ti nyl PFI X Medi at or MUST expand the Ti nyl PFI X Sequence Number into

a four octet field. |If the TinylPFIX Sequence Nunber was onitted,
the Medi ator needs to cal cul ate the Sequence Nunber as per
[ RFC7011] .

Observation Domain I D

Since the Ohservation Domain IDis used to scope tenplates in

I PFI X, it MJST be set to a unique value per TinylPFI X Exporting
Process, using either a napping algorithnically deternined by the
Internediate Process or directly configured by an adm nistrator
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7.2. Translating the Set Headers

Both fields in the Tinyl PFl X Set Header have a size of 1 octet and
need to be expanded:

Set ID

The field needs to be expanded from1 octet to 2 octets. If the
Set IDis below 128, no recal cul ati on needs to be performed. This
is because all IDs below 128 are reserved for special nessages and
match the IDs used in IPFIX. The TinylPFI X Set IDs starting with
128 identify Tinyl PFI X Data Sets. Therefore, every Tinyl PFl X Set

| D above nunber 127 needs to be increnented by number 128 because
| PFI X Data Set |Ds are nunbered above 255.

Set Length
The field needs to be expanded fromone octet to two octets. It
needs to be recal cul ated by adding a value of 2 octets to nmatch
the additional size of the Set Header. For each Tinyl PFl X
Tenpl ate Record that is contained in the Tinyl PFIX Set, 2 nore
octets need to be added to the I ength.
7.3. Expanding the Tenpl ate Record Header

Both fields in the Tinyl PFl X Tenpl ate Record Header have a | ength of
one octet and therefore need translation

Tenpl ate 1D

The field needs to be expanded fromone octet to two octets. The
Tenpl ate 1D needs to be increased by a value of 128.

Fi el d Count
The field needs to be expanded fromone octet to 2 octets.
8. Tenpl ate Managenent

As with IPFI X, TinylPFI X Tenpl ate Managenent depends on the transport

protocol used. |If TCP or SCTP is used, it can be ensured that
Tinyl PFI X Tenpl ates are delivered reliably. |If UDP is used
reliability cannot be guaranteed: tenplate |oss can occur. If a

Tenplate is lost on its way to the Collector, any follow ng TinylPFl X
Data Records that refer to this Tinyl PFl X Tenpl ate cannot be decoded.
Tenpl ate Wthdrawal s are not supported in TinylPFIX. This is
generally not a problem because nost sensor nodes only define a
single static tenplate directly after booting.
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8.1. TCP/SCTP

If TCP or SCTP is used for the transm ssion of TinylPFIX, Tenplate
Managenment MJST be perfornmed as defined in [RFC7011] for IPFIX, with
the exception of Tenplate Wthdrawals, which are not supported in
Tinyl PFI X. Tenplate Wthdrawal s MJUST NOT be sent by Tinyl PFI X
Exporters.

8.2. UDP

Al'l specifications for Tenpl ate Management from [ RFC7011] apply
unl ess specified otherwise in this docunent.

Ti nyl PFI X Tenpl ates MJST be sent by a Tinyl PFl X Exporter before any
Tinyl PFI X Data Set that refers to the Tinyl PFI X Tenplate is
transmitted. TinylPFIX Tenplates are not expected to change over
time in Tinyl PFl X and, thus, they should be pre-shared. TinylPFIX
Devi ces have a default setup when depl oyed; after booting, they
announce their TinylPFI X Tenplate directly to the network and MAY
repeat it if UDP is used. Hence, a TinylPFI X Tenplate that has been
sent once MAY NOT be withdrawn and MUST NOT expire. |f a TinylPFI X
Smart Meter wants to use another Tinyl PFI X Tenplate, it MJST use a
new Ti nyl PFI X Tenplate 1D for the Tinyl PFl X Tenpl at e.

While UDP is used, reliable transport of TinylPFI X Tenpl ates cannot
be, guaranteed and Tinyl PFI X Tenpl ates can be lost. A TinylPFl X
Exporter MUST expect TinylPFI X Tenpl ate | oss. Therefore, it MJST
re-send its Tinyl PFI X Tenpl ates periodically. A TinylPFIX Tenpl ate
MUST be re-sent after a fixed nunber N of Tinyl PFI X Messages t hat
contain Tinyl PFI X Data Sets referring to the Tinyl PFI X Tenplate. The
nunber N MJUST be configured by the application devel oper

Retransmi ssion and the specification of N can be avoided if TinylPFl X
Exporter and Tinyl PFI X Col | ector use pre-shared tenpl ates.

9. Security Considerations

The sane security considerations as for the | PFl X Protocol [RFC7011]
apply.

10. | ANA Consi der ati ons

Thi s docunent does not require any | ANA acti ons.
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