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An HTTP Status Code for Indicating Hints
Abstract

This neno introduces an informational HTTP status code that can be
used to convey hints that help a client nake preparations for
processing the final response.

Status of This Meno

This docunent is not an Internet Standards Track specification; it is
publ i shed for exam nation, experinental inplenentation, and
eval uati on.

Thi s docunment defines an Experinmental Protocol for the Internet
community. This docunent is a product of the Internet Engineering
Task Force (IETF). It represents the consensus of the | ETF
comunity. |t has received public review and has been approved for
publication by the Internet Engineering Steering Goup (IESG. Not
al |l docunents approved by the | ESG are a candi date for any |evel of
Internet Standard; see Section 2 of RFC 7841.

I nformation about the current status of this docunent, any errata,
and how to provide feedback on it nay be obtained at
https://wwv. rfc-editor.org/info/rfc8297

Copyright Notice

Copyright (c) 2017 | ETF Trust and the persons identified as the
document authors. All rights reserved.

This docunent is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Documents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunent nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided wthout warranty as
described in the Sinplified BSD License.
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1. Introduction

It is conmon for HTTP responses to contain links to externa
resources that need to be fetched prior to their use, for exanple,
rendering HTML by a web browser. Having such links available to the
client as early as possible helps to mninize perceived | atency.

The "preload" [Preload] link relation can be used to convey such
links in the Link header field of an HTTP response. However, it is
not al ways possible for an origin server to generate the header bl ock
of a final response i mediately after receiving a request. For
exanpl e, the origin server mght delegate a request to an upstream
HTTP server running at a distant |ocation, or the status code mi ght
depend on the result of a database query.

The dilemma here is that even though it is preferable for an origin
server to send sone header fields as soon as it receives a request,
it cannot do so until the status code and the full header fields of
the final HTTP response are deterni ned.

HTTP/ 2 [ RFC7540] server push can accelerate the delivery of
resources, but only resources for which the server is authoritative.
The other limtation of server push is that the response will be
transmitted regardl ess of whether the client has the response cached.
At the cost of spending one extra round trip conpared to server push
in the worst case, delivering Link header fields in a timely fashion
is nmore flexible and m ght consune | ess bandw dt h.

This meno defines a status code for sending an informational response
([ RFC7231], Section 6.2) that contains header fields that are |ikely
to be included in the final response. A server can send the

i nformati onal response containing sone of the header fields to help
the client start making preparations for processing the fina
response, and then run tine-consum ng operations to generate the
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final response. The informational response can al so be used by an
origin server to trigger HITP/ 2 server push at a caching
i ntermediary.

1.1. Not at i onal Conventi ons

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB8174] when, and only when, they appear in all
capitals, as shown here

2. HITP Status Code 103: Early Hints

The 103 (Early Hints) informational status code indicates to the
client that the server is likely to send a final response with the
header fields included in the informational response.

Typically, a server will include the header fields sent in a 103
(Early Hints) response in the final response as well. However, there
nm ght be cases when this is not desirable, such as when the server

| earns that the header fields in the 103 (Early Hints) response are
not correct before the final response is sent.

A client can specul atively evaluate the header fields included in a
103 (Early Hints) response while waiting for the final response. For
exanple, a client mght recognize a Link header field val ue
containing the relation type "preload" and start fetching the target
resource. However, these header fields only provide hints to the
client; they do not replace the header fields on the final response.

Asi de from performance optim zations, such eval uation of the 103
(Early Hints) response’s header fields MJST NOT affect how the fina
response is processed. A client MJUST NOT interpret the 103 (Early

H nts) response header fields as if they applied to the informationa
response itself (e.g., as netadata about the 103 (Early Hints)
response).

A server MAY use a 103 (Early Hints) response to indicate only some
of the header fields that are expected to be found in the fina
response. A client SHOULD NOT interpret the nonexi stence of a header
field in a 103 (Early Hints) response as a specul ation that the
header field is unlikely to be part of the final response.

The following exanple illustrates a typical nessage exchange that
i nvol ves a 103 (Early Hints) response.
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dient request:

GET / HITP/ 1.1
Host: exanpl e. com

Server response:

HTTP/ 1.1 103 Early Hints
Li nk: </style.css>; rel=prel oad; as=style
Li nk: </script.js> rel=preload; as=script

HTTP/ 1.1 200 OK

Date: Fri, 26 May 2017 10:02: 11 GV

Cont ent-Length: 1234

Content-Type: text/htm; charset=utf-8

Li nk: </style.css>; rel=prel oad; as=style
Li nk: </script.js> rel=preload; as=script

<ldoctype htnm >
[... rest of the response body is omitted fromthe exanple ...]

As is the case with any informational response, a server mght enmt
nore than one 103 (Early Hints) response prior to sending a fina
response. This can happen, for exanple, when a caching internediary
generates a 103 (Early H nts) response based on the header fields of
a stal e-cached response, and then forwards a 103 (Early Hints)
response and a final response that were sent fromthe origin server
in response to a revalidation request.

A server MAY enit multiple 103 (Early Hi nts) responses with
addi ti onal header fields as new information becones avail able while
the request is being processed. It does not need to repeat the
fields that were already emtted, though it doesn’'t have to excl ude
themeither. The client can consider any conbinati on of header
fields received in nultiple 103 (Early Hints) responses when
anticipating the |ist of header fields expected in the fina
response.

The following exanple illustrates a series of responses that a server
mght emt. 1In the exanple, the server uses two 103 (Early Hi nts)
responses to notify the client that it is likely to send three Link
header fields in the final response. Two of the three expected
header fields are found in the final response. The other header
field is replaced by another Link header field that contains a

di fferent val ue.
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3.

Cku

HTTP/ 1.1 103 Early Hints
Li nk: </ nmain.css>, rel=preload; as=style

HTTP/ 1.1 103 Early Hints
Li nk: </style.css>; rel=preload; as=style
Li nk: </script.js> rel=preload; as=script

HTTP/ 1.1 200 OK

Date: Fri, 26 May 2017 10:02: 11 GMI
Content-Length: 1234

Content-Type: text/htm; charset=utf-8

Li nk: </ main.css>, rel=preload; as=style

Li nk: </ newstyl e.css>; rel =prel oad; as=style
Link: </script.js> rel=preload; as=script

<ldoctype htm >
[... rest of the response body is omitted fromthe exanple ...]

Security Considerations

Some clients might have issues handling a 103 (Early Hints) response,
because informati onal responses are rarely used in reply to requests
not including an Expect header field ([RFC7231], Section 5.1.1).

In particular, an HTTP/ 1.1 client that m shandl es an informationa
response as a final response is likely to consider all responses to
t he succeedi ng requests sent over the sane connection to be part of
the final response. Such behavior night constitute a cross-origin
i nformati on disclosure vulnerability in case the client multiplexes
requests to different origins onto a single persistent connection

Therefore, a server might refrain fromsending 103 (Early Hints)
responses over HTTP/ 1.1 unless the client is known to handl e
i nformati onal responses correctly.

HTTP/ 2 clients are less likely to suffer fromincorrect fram ng since

handl i ng of the response header fields does not affect how the end of
the response body is determ ned.
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4. | ANA Consi derations

The following entry has been registered in the "HTTP Status Codes”
registry:

o Code: 103

0o Description: Early Hints

o Specification: RFC 8297 (this docunent)
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