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1. Overview and Rational e

Secure Shell (SSH) is a common protocol for secure conmunication on
the Internet. The original design of the SSH transport |ayer

[ RFC4253] | acks proper extension negotiation. Meanwhile, diverse

i npl enent ati ons take steps to ensure that known nessage types contain
no unrecogni zed information. This makes it difficult for

i mpl enentations to signal capabilities and negotiate extensions

wi t hout risking disconnection. This obstacle has been recognized in
the process of updating SSH to support RSA signatures using SHA- 256
and SHA-512 [RFC8332]. To avoid trial and error as well as

aut hentication penalties, a client nust be able to discover public
key algorithns a server accepts. This extension nechanismpernits
thi s discovery.

This meno updates RFCs 4251, 4252, 4253, and 4254.

1.1. Requirenents Term nol ogy
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB8174] when, and only when, they appear in al
capitals, as shown here

1.2. Wre Encoding Term nol ogy

The wire encoding types in this docunment -- "byte", "uint32"
"string", "boolean", "name-list" -- have neanings as described in
[ RFC4251] .

2. Extension Negotiation Mechani sm

2.1. Signaling of Extension Negotiation in SSH MSG KEXI NI T
Applications inplenmenting this mechani sm MUST add one of the
followi ng indicator nanes to the field kex_algorithnms in the
SSH MSG KEXI NI T nessage sent by the application in the first key
exchange:
0 When acting as server: "ext-info-s"
0 Wien acting as client: "ext-info-c"
The indicator nane is added w t hout quotes and MAY be added at any

position in the nanme-list, subject to proper separation from other
nanes as per nane-list conventions.
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The nanes are added to the kex_algorithnms field because this is one
of two nane-list fields in SSH MSG KEXINIT that do not have a
separate copy for each data direction

The indicator nanes inserted by the client and server are different
to ensure these names will not produce a nmatch and therefore not
af fect the algorithmchosen in key exchange al gorithm negoti ati on.

The inclusion of textual indicator nanes is intended to provide a
clue for inplenenters to discover this mechani sm

2.2. Enabling Criteria

If aclient or server offers "ext-info-c" or "ext-info-s"
respectively, it MJST be prepared to accept an SSH MSG EXT I NFO
message fromthe peer.

A server only needs to send "ext-info-s" if it intends to process
SSH MSG EXT _INFO fromthe client. A client only needs to send
"ext-info-c" if it plans to process SSH MSG EXT_I NFO from the server

If a server receives an "ext-info-c", or a client receives an
"ext-info-s", it MAY send an SSH MSG EXT_|I NFO nessage but is not
required to do so.

Nei t her party needs to wait for the other’s SSH MSG KEXINIT in order
to decide whether to send the appropriate indicator in its own
SSH _MSG_KEXI NI T.

| mpl enent ati ons MUST NOT send an incorrect indicator nane for their
role. Inplenentations MAY disconnect if the counterparty sends an
incorrect indicator. |If "ext-info-c" or "ext-info-s" ends up being
negoti ated as a key exchange nethod, the parties MJST di sconnect.

2.3. SSH_MBG EXT_I NFO Message

A party that received the "ext-info-c" or "ext-info-s" indicator NMAY
send the foll owi ng nessage:

byt e SSH MG _EXT_|I NFO (val ue 7)

ui nt 32 nr - ext ensi ons

repeat the following 2 fields "nr-extensions" tines:
string ext ensi on- nane
string ext ensi on-val ue (binary)
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| mpl enenters should pay careful attention to Section 2.5, in
particular to the requirenent to tolerate any sequence of bytes
(including null bytes at any position) in an unknown extension’s
ext ensi on-val ue.

2. 4.

| f

Message Order

a client sends SSH MSG EXT INFQ, it MJST send it as the next

packet following the client’s first SSH M5G NEWKEYS nessage to the
server.

| f

a server sends SSH MSG EXT INFO, it MAY send it at zero, one, or

both of the follow ng opportunities:

(o]

Bi der

As the next packet following the server’s first SSH MSG NEVKEYS.

Where clients need information in the server’s SSH MSG EXT _INFO to
authenticate, it is helpful if the server sends its

SSH MSG EXT I NFO not only as the next packet after

SSH MSG NEVKEYS, but wi thout del ay.

Cients cannot rely on this because the server is not required to
send the nessage at this tine; if sent, it nay be delayed by the
network. However, if a tinely SSH MSG EXT INFO is received, a
client can pipeline an authentication request after its

SSH MSG_SERVI CE_REQUEST, even when it needs extension infornmation.

| medi ately preceding the server’s SSH M5G USERAUTH SUCCESS, as
defined in [ RFC4252].

The server MAY send SSH MSG EXT I NFO at this second opportunity,
whether or not it sent it at the first. A client that sent
"ext-info-c" MJST accept a server’'s SSH M5SG EXT I NFO at both
opportunities but MJST NOT require it.

This allows a server to reveal support for additional extensions
that it was unwilling to reveal to an unauthenticated client. |If
a server sends a second SSH MSG EXT I NFO, this replaces any
initial one, and both the client and the server re-eval uate
extensions in effect. The server’s second SSH MSG EXT INFO i s
mat ched against the client’s original.

The tining of the second opportunity is chosen for the follow ng
reasons. |f the nmessage was sent earlier, it would not allowthe
server to withhold information until the client has authenticated.
If it was sent later, a client that needs information fromthe
second SSH MSG EXT_INFO i nmedi ately after it authenticates would
have no way to reliably know whether to expect the nessage.
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2.

3.

3.

5. Interpretation of Extension Nanes and Val ues

Each extension is identified by its extension-nanme and defines the
conditions under which the extension is considered to be in effect.
Appl i cations MJST ignore unrecogni zed extension-nanes.

When it is specified, an extension MAY dictate that, in order to take
effect, both parties nmust include it in their SSH MSG EXT_I NFO or
that it is sufficient for only one party to include it. However,
other rules MAY be specified. The relative order in which extensions
appear in an SSH M5G EXT_|I NFO nessage MJST be i gnored.

Extensi on-value fields are interpreted as defined by their respective
extension. This field MAY be enpty if pernmitted by the extension
Applications that do not inplenment or recognize an extension MJST
ignore its extension-value, regardless of its size or content.
Applications MIST tol erate any sequence of bytes -- including nul
bytes at any position -- in an unknown extension’ s extension-val ue.

The cunul ative size of an SSH MSG EXT | NFO nessage is limted only by
t he maxi mum packet length that an inplenmentation may apply in
accordance with [ RFC4253]. Inplenentati ons MJST accept well -forned
SSH MG _EXT_| NFO nessages up to the maxi num packet |ength they
accept.

Initially Defined Extensions
1. "server-sig-algs"
This extension is sent with the followi ng extension nane and val ue:

string "server-sig-al gs"
nane- | i st publ i c-key-al gorithns-accepted

The nane-list type is a strict subset of the string type and is thus
perm ssible as an extension-value. See [RFC4251] for nore
i nformation.

This extension is sent by the server and contains a list of public
key algorithns that the server is able to process as part of a
"publ i ckey" authentication request. |If a client sends this
extension, the server MAY ignore it and MAY di sconnect

In this extension, a server MJST enunerate all public key algorithns
it might accept during user authentication. However, early server
i npl enment ati ons that do not enunerate all accepted algorithns do
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exist. For this reason, a client MAY send a user authentication
request using a public key algorithmnot included in "server-sig-
al gs".

A client that wishes to proceed with public key authentication MAY
wait for the server’s SSH MSG EXT INFO so it can send a "publickey"
aut hentication request with an appropriate public key al gorithm
rather than resorting to trial and error.

Servers that inplement public key authentication SHOULD i npl enent
t hi s extension.

If a server does not send this extension, a client MJST NOT nake any
assunptions about the server’s public key algorithmsupport, and MAY
proceed with authentication requests using trial and error. Note
that inplenmentations are known to exist that apply authentication
penalties if the client attenpts to use an unexpected public key

al gorithm

Aut hentication penalties are applied by servers to deter brute-force
password guessi ng, usernane enuneration, and other types of behavi or
deemed suspicious by server adm nistrators or inplenenters.

Penal ties may include automatic I P address throttling or bl ocking,
and they may trigger email alerts or auditing.

3.2. "del ay-conpression”

Thi s extension MAY be sent by both parties as follows:

string "del ay- conpr essi on"

string:
nane- | i st conpression_algorithns_client _to_server
nane- | i st conpressi on_al gorithns_server_to_client

The extension-value is a string that encodes two name-lists. The
nane-lists thensel ves have the encoding of strings. For exanple, to
indicate a preference for algorithns "foo,bar"” in the client-to-
server direction and "bar, baz" in the server-to-client direction, a
sender encodes the extension-value as follows (including its |ength):

00000016 00000007 666f6f2c626172 00000007 6261722c62617a
Thi s sane encodi ng could be sent by either party -- client or server
This extension allows the server and client to renegotiate
conpression al gorithm support w thout having to conduct a key

re- exchange, which puts new algorithns into effect imediately upon
successful authentication
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This extension takes effect only if both parties send it. Nane-lists
MAY i ncl ude any conpression algorithmthat could have been negoti at ed
in SSH MSG KEXI NI T, except algorithns that define their own del ayed
conpression semantics. This means "zlib,none" is a valid algorithm
list in this context, but "zlib@penssh.con is not.

If both parties send this extension, but the nane-lists do not
contain a common algorithmin either direction, the parties MJST
di sconnect in the sane way as if negotiation failed as part of
SSH _MSG_KEXI NI T.

If this extension takes effect, the renegotiated conpression
algorithmis activated for the very next SSH nessage after the
trigger nessage:

0 Sent by the server, the trigger nessage is
SSH_MSG_USERAUTH_SUCCESS.

o0 Sent by the client, the trigger nessage is SSH Ms5G NEWCOVPRESS

If this extension takes effect, the client MJST send the follow ng
message within a reasonabl e number of outgoi ng SSH nessages after
recei ving SSH MSG USERAUTH SUCCESS, but not necessarily as the first
such out goi ng nessage

byt e SSH MSG_NEWCOWPRESS (val ue 8)

The purpose of SSH MSG NEWCOWPRESS is to avoid a race condition where
the server cannot reliably know whet her a nessage sent by the client
was sent before or after receiving the server’s

SSH MSG _USERAUTH SUCCESS. For exanple, clients may send keep-alive
nmessages during | ogon processing.

As is the case for all extensions unless otherw se noted, the server
MAY del ay including this extension until its secondary

SSH MSG EXT I NFO sent before SSH MSG USERAUTH SUCCESS. This all ows
the server to avoid advertising conpression until the client has

aut henti cat ed.

If the parties renegotiate conpression using this extension in a
session where conpression is already enabled and the renegoti at ed
algorithmis the sane in one or both directions, then the interna
conpression state MJST be reset for each direction at the tine the
renegoti ated al gorithm takes effect.
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3.2.1. Awkwardly Tinmed Key Re-Exchange

A party that has signaled, or intends to signal, support for this
extension in an SSH session MJST NOT initiate key re-exchange in that
session until either of the foll owi ng occurs:

0 This extension was negotiated, and the party that's about to start
key re-exchange already sent its trigger nessage for conpression

o0 The party has sent (if server) or received (if client) the message
SSH MG _USERAUTH_SUCCESS, and this extension was not negoti at ed.

If a party violates this rule, the other party MAY di sconnect.

In general, parties SHOULD NOT start key re-exchange before
successful user authentication but MAY tolerate it if not using this
ext ensi on.

3.2.2. Subsequent Re-Exchange

I n subsequent key re-exchanges that unanbi guously begin after the
conpression trigger nessages, the conpression algorithnms negoti ated
in re-exchange override the algorithns negotiated with this

ext ensi on.

3.2.3. Conpatibility Note: OQpenSSH up to Version 7.5

Thi s extension uses a binary extension-value encoding. OpenSSH
clients up to and including version 7.5 advertise support to receive
SSH MSG _EXT | NFO but di sconnect on recei pt of an extension-val ue
containing null bytes. This is an error fixed in OpenSSH

version 7.6.

| mpl enentations that wish to interoperate with OpenSSH 7.5 and
earlier are advised to check the renote party’ s SSH version string
and omt this extension if an affected version is detected. Affected
versions do not inplenent this extension, so there is no harmin
omtting it. The extension SHOULD NOT be onmtted if the detected
penSSH version is 7.6 or higher. This would nake it harder for the
penSSH project to inplement this extension in a higher version
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3.3. "no-flowcontrol"
This extension is sent with the followi ng extension name and val ue:

string "no-fl ow control"
string choice of: "p" for preferred

s" for supported

A party SHOULD send "s" if it supports "no-flow control" but does not
prefer to enable it. A party SHOULD send "p" if it prefers to enable
the extension if the other party supports it. Parties MAY di sconnect
if they receive a different extension val ue.

For this extension to take effect, the followi ng nmust occur

0 This extension MJST be sent by both parties.

0 At |east one party MJST have sent the val ue (preferred).

p
If this extension takes effect, the "initial w ndow size" fields in
SSH_MSG_CHANNEL_OPEN and SSH_MSG_CHANNEL_OPEN_CONFI RVATI ON, as
defined in [ RFC4254], becone neani ngl ess. The val ues of these fields
MUST be ignored, and a channel behaves as if all w ndow sizes are
infinite. Neither side is required to send any

SSH MSG_CHANNEL W NDOW ADJUST nessages, and if received, such
messages MJST be i gnored.

This extension is intended for, but not limted to, use by file
transfer applications that are only going to use one channel and for
which the flow control provided by SSH is an inpedinment, rather than
a feature.

| mpl enent ati ons MJUST refuse to open nore than one sinultaneous
channel when this extension is in effect. Neverthel ess, server
i mpl enent ati ons SHOULD support clients opening nore than one
non- si mul t aneous channel

3.3.1. Prior "No Flow Control" Practice
Before this extension, sonme applications would sinply not inplenent
SSH fl ow control, sending an initial channel w ndow size of 2732 - 1.
Appl i cations SHOULD NOT do this for the foll owi ng reasons:
0o It is plausible to transfer nore than 2732 bytes over a channel

Such a channel will hang if the other party inplenents SSH fl ow
control according to [ RFC4254].
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o Inplenentations that cannot handl e | arge channel w ndow sizes
exi st, and they can exhibit non-graceful behaviors, including
di sconnect .

3.4. "elevation"

The terns "el evation" and "el evated" refer to an operating system
mechani sm where an administrator’s | ogon session is associated with
two security contexts: one limted and one wi th adm nistrative
rights. To "elevate" such a session is to activate the security
context with full adm nistrative rights. For nore information about
this mechani smon W ndows, see [WNADM N] and [ W NTOKEN] .

Thi s extension MAY be sent by the client as foll ows:

string "el evati on"
string choi ce of:

"yt |
A client sends "y" to indicate its preference that the session should
be el evated; "n" to not be elevated; and "d" for the server to use
its default behavior. The server MAY disconnect if it receives a

di fferent extension val ue. If a client does not send the "el evati on"
extension, the server SHOULD act as if "d" was sent.

If a client has included this extension, then after authentication, a
server that supports this extension SHOULD indicate to the client
whet her el evati on was done by sending the foll owi ng gl obal request:

byt e SSH _MSG_GLOBAL_REQUEST
string "el evati on”

bool ean want reply = fal se
bool ean el evati on perforned

Cients that inplement this extension help reduce attack surface for
W ndows servers that handle adm nistrative logins. Were clients do
not support this extension, servers nust elevate sessions to all ow
full access by administrative users always. Were clients support
this extension, sessions can be created without elevation unless
request ed.
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4. | ANA Consi derations
4.1. Additions to Existing Registries
| ANA has added the following entries to the "Message Nunbers”

registry [IANA-M under the "Secure Shell (SSH) Protocol Paraneters"
regi stry [ RFC4250]:

Val ue Message | D Ref erence
7 SSH _MSG_EXT_| NFO RFC 8308
8 SSH_MSG_NEWCOMPRESS RFC 8308

| ANA has al so added the following entries to the "Key Exchange Mt hod
Names" registry [ ANA-KE]:

Met hod Name Ref er ence Not e
ext-info-s RFC 8308 Section 2
ext-info-c RFC 8308 Section 2

4.2. New Registry: Extension Nanes

Al so under the "Secure Shell (SSH) Protocol Paraneters" registry,
| ANA has created a new "Extensi on Nanes" registry, with the follow ng
initial content:

Ext ensi on Nane Ref er ence Not e

server-sig-al gs RFC 8308 Section 3.1
del ay- conpr essi on RFC 8308 Section 3.2
no-fl ow cont r ol RFC 8308 Section 3.3
el evation RFC 8308 Section 3.4

4.2.1. Future Assignnents to Extension Nanes Registry

Nanmes in the "Extension Nanes" registry MJST foll ow the conventions
for nanmes defined in [ RFC4250], Section 4.6.1.

Requests for assignments of new non-local nanes in the "Extension
Names" registry (i.e., nanmes not including the '@ character) MJST be
done using the I ETF Review policy, as described in [ RFC8126].

5. Security Considerations
Security considerations are discussed throughout this document. This

docunent updates the SSH protocol as defined in [ RFC4251] and rel ated
docunents. The security considerations of [RFC4251] apply.
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