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Servi ce Mddel s Expl ai ned
Abstr act

The | ETF has produced nmany nodul es in the YANG nodel i ng | anguage.
The majority of these nodul es are used to construct data nodels to
nodel devices or nmonolithic functions.

A smal |l nunber of YANG nodul es have been defined to nodel services
(for exanple, the Layer 3 Virtual Private Network Service Mde
(L3SM produced by the L3SM wor ki ng group and docunmented in RFC
8049).

Thi s docunent describes service nodels as used within the | ETF and
al so shows where a service nodel night fit into a software-defined
networking architecture. Note that service nodels do not nmake any
assunption of how a service is actually engineered and delivered for
a custoner; details of how network protocols and devices are

engi neered to deliver a service are captured in other nodul es that
are not exposed through the interface between the custoner and the
provi der.

Status of This Meno

This docunment is not an Internet Standards Track specification; it is
published for infornational purposes.

This docunent is a product of the Internet Engi neering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Not all docunents
approved by the I ESG are a candi date for any |evel of Internet

St andard; see Section 2 of RFC 7841.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it may be obtai ned at
https://ww. rfc-editor.org/info/rfc8309

Wi, et al. I nf or mat i onal [ Page 1]



RFC 8309 Servi ce Mddel s Expl ai ned

Copyright Notice

January 2018

Copyright (c) 2018 I ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent

Provisions Relating to | ETF Docunents

(https://trustee.ietf.org/license-info)
publication of this docunent.
careful ly,
to this document.

is subject to BCP 78 and the I ETF Trust’'s Lega

in effect on the date of

Pl ease revi ew these docunents

as they describe your rights and restrictions with respect
Code Conponents extracted fromthis docunent nust

include Sinplified BSD License text as described in Section 4.e of

the Trust Legal

described in the Sinplified BSD License.

Tabl e of Contents

1
2.
3.

ouks

8.
9.

o000

ENENENEN

10.
11. . .
11.1. Normative References
11.2. Informati ve References
Acknowl edgenent s

Aut hors’ Addresses

I nt roduction
Terns and Cbncepts
Usi ng Service Model s

.1. Practical CDnS|derat|ons

Service Mdels in an SDN Cont ext

Possi bl e Causes of Confusion

Conparison with Gher Wrk . .

1. Conparison with Network SerV|ce Nbdels

.2. Service Delivery and Network El enent Mdel wbrk
.3. Custoner Service Mdel Wrk . Coe e

4. The MEF Architecture
Furt her Concepts

.1. Technol ogy Agnostic

.2. Relationship to Policy

.3. Operator-Specific Features
.4. Supporting Miltiple Services

Security Considerations . .
Manageabi l ity Consi derations
| ANA Consi derations . .
Ref er ences

Wi, et al. I nf or mat i ona

Provi sions and are provided wi thout warranty as

[ Page 2]



RFC 8309 Servi ce Mddel s Expl ai ned January 2018

1

\N'Ii

I ntroduction

In recent years, the nunber of nodules witten in the YANG nodeling
| anguage [ RFC6020] for configuration and nonitoring has bl ossoned.
Many of these are used for device-level configuration (for exanple,
[ RFC7223]) or for control of nonolithic functions or protoco

i nstances (for exanple, [RFC7407]).

[ RFC7950] makes a distinction between a "data nodel", which it
defines as describing how data is represented and accessed, and a
"YANG nodul e", which defines hierarchies of schenma nodes to nake a
sel f-contai ned and conpil abl e bl ock of definitions and inclusions.
YANG structures data nodels into nodul es for ease of use.

Wthin the context of Software-Defined Networking (SDN) [ RFC7149]

[ RFC7426], YANG data nodul es may be used on the interface between a
controll er and network devices, as well as between network
orchestrators and controllers. There nay also be a hierarchy of such
conponents with super controllers, domain controllers, and device
controllers all exchanging information and instructions using YANG
nodul es.

There has been interest in using YANG to define and docunent data
nodel s that describe services in a portable way that is independent
of which network operator uses the nodel, for exanple, the Layer 3
Virtual Private Network Service Mddel (L3SM [RFC8049]. Such nodels
may be used in nanual and even paper-driven service request processes
with a gradual transition to | T-based nmechanisnms. Utinmately, they
could be used in online, software-driven dynam c systens and may be
used as part of an SDN system

Thi s docunent expl ains the scope and purpose of service nodels within
the ETF (and is linmted to within the scope of the | ETF) and

descri bes how a service nodel can be used by a network operator.

Equal ly, this docunent clarifies what a service nodel is not and

di spel s sone conmon ni sconcepti ons.

The document al so shows where a service nodel nmight fit into an SDN
architecture, but it is inportant to note that a service nodel does
not require or preclude the use of SDN. Note that service nodels do
not make any assunption of how a service is actually engi neered and
delivered to a custoner; details of how network protocols and devices
are engineered to deliver a service are captured in other nodul es
that are not exposed through the interface between the custoner and

t he provider.

et al. I nf or mat i onal [ Page 3]



RFC 8309 Servi ce Mddel s Expl ai ned January 2018

In summary, a service nodel is a formal representation of the data

el enents that describe a network service as that service is described
to or requested by a custoner of a network operator. Details
included in the service nodel include a description of the service as
experienced by the custonmer, but not features of how that service is
delivered or realized by the service provider

O her work on classifying YANG nodul es has been done in [ RFC8199].
That docunent provides an inportant reference for this docunment and
al so uses the term"service nodule". In this docunent, Section 6.1
provi des a conpari son between these two uses of the sane termn nol ogy.

2. Terns and Concepts

Readers should fanmiliarize thenselves with the description and
classification of YANG nodul es provided in [ RFC8199].

The following terns are used in this docunent:

Network Operator: This termis used to refer to the conpany that
owns and operates one or nore networks that provide |nternet
connectivity services and/or other services.

Custoner: This termrefers to soneone who purchases a service
(including connectivity) froma network operator. In the context
of this docunent, a custoner is usually a conpany that runs their
own network or conputing platfornms and wi shes to connect to the
Internet or between sites. Such a custonmer nay operate an
enterprise network or a data center. Sonetinmes this termmy al so
be used to refer to the individual in such a conpany who contracts
to buy services froma network operator. A custoner as described
here is a separate comrercial operation fromthe network operator
but some conpanies nmay operate with internal customers so that,
for exanple, an | P/ MPLS packet network may be the custoner of an
optical transport network.
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Service: A network operator delivers one or nore services to a
custonmer. A service in the context of this docunent (sonetines
called a Network Service) is sonme formof connectivity between
customer sites and the Internet or between custoner sites across
the network operator’s network and across the Internet. However,
a distinction should be drawn between the paraneters that describe
a service as included in a custoner service nodel (see the
definition of this term below) and a Service Level Agreenent
(SLA), as discussed in Sections 5 and 7. 2.

A service may be linmted to sinple connectivity (such as | P-based
I nternet access), may be a tunnel (such as a virtual circuit), or
may i nvol ve nore conpl ex connectivity (such as in a nmultisite
virtual private network). Services may be further enhanced by
addi tional functions providing security, |oad bal ancing,
accounting, and so forth. Additionally, services usually include
guarantees of quality, throughput, and fault reporting.

Thi s docunent nakes a distinction between a service as delivered
to a custoner (that is, the service as discussed on the interface
bet ween a custoner and the network operator) and the service as
realized within the network (as described in [RFC8199]). This
distinction is discussed further in Section 6.

Readers nay al so refer to [ RFC7297] for an exanple of how an IP
connectivity service may be characterized

Data Mbdel: The information nodel (IM and data nodel (DM concepts
are described in [ RFC3444]. That docunent defines a data nodel by
contrasting it with the definition of an IMas foll ows:

The main purpose of an IMis to nodel nmanaged objects at a
conceptual |evel, independent of any specific inplenmentations
or protocols used to transport the data. The degree of
specificity (or detail) of the abstractions defined in the IM
depends on the nodeling needs of its designers. 1In order to
make the overall design as clear as possible, an | M should hide
all protocol and inplenentation details. Another inportant
characteristic of an IMis that it defines rel ationships

bet ween managed obj ects.

DMs, conversely, are defined at a | ower |evel of abstraction
and include nany details. They are intended for inplenentors
and include protocol -specific constructs.

As nmentioned in Section 1, this docunent al so uses the terns "data
nmodel * and " YANG nodul e" as defined in [ RFC7950].
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Service Moddel: A service nodel is a specific type of data nodel. It
describes a service and the paranmeters of the service in a
portabl e way that can be used unifornmly and i ndependent of the
equi prent and operating environment. The service nodel may be
divided into the two foll ow ng categories:

Cust omer Service Mddel: A customer service nodel is used to
describe a service as offered or delivered to a custoner by a
networ k operator as shown in Figure 1. It can be used by a

human (via a user interface such as a GU, web form or
Command-Line Interface (CLI)) or by software to configure or
request a service and may equal ly be consunmed by a human (such
as via an order fulfillment systen) or by a software conponent.
Such nodel s are sonetines referred to sinply as "service
nodel s" [ RFC8049]. A custoner service nodel is expressed in a
YANG nodul e as a core set of paraneters that are conmon across
networ k operators: additional features that are specific to the
of ferings of individual network operators would be defined in
ext ensi ons or augnentations of the nodule. Except where
specific technology details are directly pertinent to the
customer (such as encapsul ati ons or mechani sns applied on
access links), custoner service nodels are technol ogy agnostic
so that the custoner does not have influence over or know edge
of how t he network operator engineers the service.

An exanpl e of where such details are relevant to the custoner
i s when they describe the behavior or interactions on the

i nterface between the equi pment at the custoner site (often
referred to as the Custonmer Edge or CE equi pnent) and the
equi pnent at the network operator’s site (usually referred to
as the Provider Edge or PE equipnent).

Service Delivery Model: A service delivery nodel is used by a
networ k operator to define and nmanage how a service is
engi neered in the network. It can be used by a human operator
(such as via a nanagenent station) or by a software tool to
i nstruct network conponents. The YANG nodul es that encode such
nodel s are sonmetinmes referred to as "network service YANG
nmodul es" [ RFC8199] and are consuned by "external systens" such
as an QOperations Support System (OSS). A service delivery
nmodul e i s expressed as a core set of paraneters that are common
across a network type and technol ogy: additional features that
are specific to the configuration of individual vendor
equi prent or proprietary protocols would be defined in
extensions or augnmentations of the nmodule. Service delivery
nmodul es i ncl ude t echnol ogy-specific nodul es.
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The distinction between a custoner service nodel and a service
delivery nodel needs to be clarified. The nodules that encode a
customer service nodel are not used to directly configure network
devices, protocols, or functions: it is not sonething that is sent
to network devices (i.e., routers or switches) for processing.
Equal | y, the nbdul es that encode a custoner service nodel do not
descri be how a network operator realizes and delivers the service
descri bed by the nodule. This distinction is discussed further in
| ater sections.

Usi ng Servi ce Model s

As al ready indicated, custoner service nodels are used on the
i nterface between custoners and network operators. This is shown in
Fi gure 1.

The | anguage in which a custoner service nodel is described is a
choi ce for whoever specifies the nodel. The |ETF uses the YANG data
nodel i ng | anguage defined in [ RFC6020].

The encodi ng and conmuni cati on protocol used to exchange a custoner
servi ce nodel between the customer and network operator is specific
to deploynment and inplenentation. The |IETF has standardi zed the
NETCONF protocol [RFC6241] and the RESTCONF protocol [RFC8040] for
interactions "on the wire" between software conponents with data
encoded in XM. or JSON. However, co-located software conponents

nm ght use an internal APlI, while systems with nore direct human

i nteractions mght use web pages or even paper fornms. Were direct
human interaction cones into play, interface interactions may be
realized via business practices that nmay introduce sonme margi n of
error, thus raising the priority for automated, deterministic

i nterfaces.

-------------- Cust omer T
| | Servi ce Mbodel | |

Figure 1: The Customer Service Mdels Used on the Interface between
Customers and Network Operators

How a network operator processes a custoner’s service request when
described with a custoner service nodel depends on the commercial and
operational tools, processes, and policies used by the network
operator. These may vary considerably from one network operator to
anot her .
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However, the intent is that the network operator maps the service
request into configuration and operational paraneters that contro

one or nore networks to deliver the requested services. That neans
that the network operator (or software run by the network operator)
takes the information in the custonmer service nodel and determ nes
how to deliver the service by enabling and configuring network
protocol s and devices. They nmay achieve this by constructing service
delivery nodels and passing themto network orchestrators or
controllers. The use of standard custoner service nodels eases
service delivery by neans of autonmation

Practical Consi derations

The practicality of custoner service nodels has been repeatedly
debated. It has been suggested that network operators have radically
di fferent business nodels and wi dely diverse commercial offerings,

whi ch makes a common custoner service nodel inpractical. However,
L3SM [ RFC8049] results fromthe consensus of nultiple individuals

wor ki ng at network operators and offers a comobn core of service
options that can be augnented according to the needs of individua

net wor k oper at or s.

It has al so been suggested that there should be a single, base
customer service nodule, and that details of individual services
shoul d be of fered as extensions or augnentations of this. It is
quite possible that a nunber of service paraneters (such as the
identity and postal address of a custoner) will be comon, and it
woul d be a mistake to define themnultiple tinmes (once in each
customer service nodel). However, the distinction between a ’nodul e’
and a 'nodel’ should be considered at this point: nodul es are how the
data for nodels is logically broken out and docunented, especially
for reuse in nultiple nodels.

Servi ce Models in an SDN Cont ext

In an SDN system the nmanagenent of network resources and protocols
is performed by software systens that determ ne how best to utilize
the network. Figure 2 shows a sanple architectural view of an SDN
system where network el ements are programed by a conponent called an
"SDN controller"” (or "controller"” for short) and where controllers
are instructed by an orchestrator that has a w der view of the whole
of, or part of, a network. The internal organization of an SDN
control plane is specific to depl oynent.
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| Controller | | Controller | | Controller |

| . . |
| Network | | Network | | Network | | Network |
| Elenment | | Element | | Elenent | | Elenment |

Figure 2: A Sanple SDN Architecture

A customer’s service request is (or should be) technol ogy agnostic.
That is, a custoner is unaware of the technol ogy that the network
operator has available to deliver the service, so the custoner does
not make requests specific to the underlying technology but is
limted to maki ng requests specific to the service that is to be
delivered. The orchestrator nust map the service request to its
view, and this mapping nmay include a choice of which networks and
technol ogi es to use dependi ng on which service features have been
request ed.

One inplementation option to achieve this mapping is to split the

orchestration function between a "Service Ochestrator" and a
"Network Orchestrator” as shown in Figure 3.
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Cust oner
------------------ Service ----------
| | Model | |
| Service | <-------- >| Customer |
| Orchestrator | (a) | |
| s
. . (b) R
(b) e | Applicati on|
. : | BSS/ CSS
Service Delivery
Mode
| || |
| Net wor k | Net wor k |
| O chestrator | O chestrator
| || |
Net wor k Confi gurati on
Model
|
| Controller | | Controller | | Controller | | Controller
| I I | |
Devi ce
Configuration
Mode
| Network | | Network | | Network | | Network | | Network |
| El enent | | Elenent | | Elenent | | El enent | | El enent |

Figure 3: An Exanple SDN Architecture with a Service O chestrator

Figure 3 al so shows where different data nodels m ght be applied
within the architecture. The device configuration nodels are used by
a controller to set paraneters on an individual network elenment. The
networ k configuration nodels are used by a network orchestrator to
instruct controllers (which nay each be responsible for multiple
network el enents) how to configure parts of a network
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The following exanples illustrate the split between contro
conponents that expose a "service interface" that is present in many
figures that show extended SDN architectures:

o Figure 1 of [RFC7426] shows a separation of the "Application
Pl ane", the "Network Services Abstraction Layer (NSAL)", and the
"Control Plane". It marks the "Service Interface" as situated
bet ween the NSAL and the control plane.

o0 Figure 1 of [RFC7491] shows an interface between an "Application
Service Coordinator” and an "Application-Based Network Operations
Controller".

o Figure 1 of [RFC8199] shows an interface froman OSS or a Business
Support System (BSS) that is expressed in "Network Service YANG

Modul es”.
This can all lead to sone confusion around the definition of a
"service interface" and a "service nodel". Sone previous literature

considers the interface northbound of the network orchestrator
(labeled "(b)" in Figure 3) to be a "service interface" used by an
application, but the service described at this interface is network
centric and is aware of many features, such as topol ogy, technol ogy,
and operator policy. Thus, we nmake a distinction between this type
of service interface and the nore abstract service interface (| abel ed
"(a)" in Figure 3) where the service is described by a service nodel
and the interaction is between the custonmer and network operator.

Furt her discussion of this point is provided in Section 5.

5. Possi bl e Causes of Conf usion

I n discussing service nodels, there are several possible causes of
conf usi on:

o The services we are discussing are connectivity services provided
by network operators to custoners; the services are achi eved by
mani pul ating the network resources of the operator’s network.
This is a conpletely different thing to "Foo as a Service" (for
exanpl e, Storage as a Service (SaaS)) where a service provider
offers reachability to a val ue-added service that is provided at
some | ocation in the network using other resources (conpute,
storage, ...) that are not part of the network itself. The
confusion arises not only because of the use of the word "service"
in both cases, but al so because network operators may offer both
types of service to their custoners
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0 Network operation is normally out of scope in the discussion of
services between a network operator and a custoner. That neans
that the custoner service nodel does not reveal to the custoner
anyt hi ng about how the network operator delivers the service, nor
does the nodel expose details of technol ogy or network resources
used to provide the service (all of these details could, in any
case, be considered security vulnerabilities). For exanple, in
the sinple case of point-to-point virtual link connectivity
provi ded by a network tunnel (such as an MPLS pseudowire), the
net wor k operat or does not expose the path through the network that
the tunnel follows. O course, this does not preclude the network
operator fromtaking guidance fromthe customer (such as to avoid
routing traffic through a particular country) or fromdisclosing
specific details (such as nmight be revealed by a route trace), but
these are not standard features of the service as described in the
customer service nodel

0 The network operator may use further data nodels (service delivery
nodel s) that help to describe how the service is realized in the
network. These nodel s night be used on the interface between the
service orchestrator and the network orchestrator, as shown in
Figure 3, and might include many of the pieces of information from
the custoner service nodel al ongside protocol paraneters and
device configuration information. [RFC8199] also terns these data
nodel s as "service nodel s" and encodes them as "Network Service
YANG Modul es"; a conparison is provided in Section 6.1. It is
i mportant that the service orchestrator be able to map froma
customer service nodel to these service delivery nodels, but they
are not the sane thing.

0o Commercial terns (such as "cost per byte", "cost per ninute", and
"scoped by quality and type of service", as well as terns rel ated
to paynent) are generally not a good subject for standardization
It is possible that some network operators will enhance standard
customer service nodels to include comercial information, but the
way this is done is likely to vary w dely between network
operators. Thus, this feature is out of scope for standardized
cust omer service nodel s.

0 SLAs have a high degree of overlap with the definition of services
present in customer service nodels. Requests for specific
bandwi dth, for exanple, night be present in a custoner service
nodel , and agreenent to deliver a service is a conmitnent to the
description of the service in the custonmer service nodel
However, SLAs typically include a nunber of fine-grained details
about how services are allowed to vary, by how rmuch, and how
often. SLAs are also linked to commercial terns with penalties
and so forth and thus are al so not good topics for
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6.

standardi zation. As with commercial terns, it is expected that
sonme network operators will enhance standard custoner service
nodel s to include SLA paraneters either using their own work or
depending on material from standards bodies that specialize in
this topic, but this feature is out of scope for the | ETF s
cust omer service nodel s.

If a network operator chooses to express an SLA using a data
nmodel , that nodel night be referenced as an extension or an
augrment ati on of the custoner service nodel

Conparison with Gher Wrk

O her work has classified YANG nodul es, produced paralle
architectures, and devel oped a range of YANG nodul es. This section
briefly examnm nes that other work and shows how it fits with the
description of service nodels introduced in this docunent.

1. Conparison with Network Service Mdels

As previously noted, [RFC8199] provides a classification of YANG
nmodul es. It introduces the term"Network Service YANG Mdul e" to
identify the type of npdule used to "describe the configuration

state data, operations, and notifications of abstract representations
of services inplenented on one or nultiple network el enents."” These
nmodul es are used to construct the service delivery nodels as
described in this docunent; that is, they are the nodul es used on the
interface between the service orchestrator or OSS/ BSS and the network
orchestrator, as shown in Figure 3.

Figure 1 of [RFC8199] can be nodified to make this nore clear and to
i nclude an additional exanple of a Network Service YANG nodul e, as
shown in Figure 4. As can be seen, the highest classification of
nmodul es collects those that are used to deliver operations support
and busi ness support. These m ght be consuned by an Operations
Support System (OSS) or a Business Support System (BSS), and a
service orchestrator may formpart of an OSS/BSS or nmay be a separate
conmponent. This highest layer in the figure is divided into the
customer service nodul es that are used to describe services to a
customer as discussed in this docunent, and ot her nodul es that
describe further OSS/BSS functions such as billing and SLAs.
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o e e e e e e e e oo + o e e e e e e e e oo +
| . | | |
| Cust oner Service | | O her |
| YANG Modul es | | Operations Support |
| | | ~ and |
| +------ e B + | Busi ness Support |
| | | | YANG Modul es |
| | L2SM | L3SM | | | |
|| | || | |
| +------ + - + | | |
| | | |
o e e ee e oo + o e e ee e oo +
Net wor k Servi ce YANG Modul es
oo oo + e ee e + e ee e +
| || || || |
| - L2VPN | - L2VPN | EVPN | L3VPN |
| - VPWS | - VPLS | | |
| [ [ [ |
oo - oo e e +
Net wor k El enment YANG Mbdul es
B S B S + e e e oo + e mm oo oo +
| | | | |
| MPLS | BGP | | IPv4 / IPv6 | | Ethernet |
| | | | |
Fomm e e e o - Fomm e e e o - RS TSI R S S +
Key:
EVPN. Ethernet Virtual Private Network
L2SM Layer 2 Virtual Private Network Service Mdel
L2VPN: Layer 2 Virtual Private Network
L3SM Layer 3 Virtual Private Network Service Mbodel
L3VPN: Layer 3 Virtual Private Network
VPLS: Virtual Private LAN Service
VPW5: Virtual Private Wre Service
Fi gure 4: YANG Mbdul e Abstraction Layers Show ng
Cust oner Service Mdul es
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Service Delivery and Network El enent Model Work

A nunmber of | ETF working groups are devel opi ng YANG nodul es rel ated
to services. These nodels focus on how t he network operator
configures the network through protocols and devices to deliver a
service. Sone of these nodels are classified as network service
delivery nodels (also called service delivery nodels or network
configuration nodel s depending on the |evel at which they are
pitched), while others have details that are related to specific

el ement configuration and so are classed as network el ement nodel s
(al so call ed devi ce nodel s).

A sanmpl e set of these nodels is |isted here:

0 [BGP-L3VPN YANG defines a YANG nodul e that can be used to
configure and manage BGP L3VPNs.

0 [L2VPN- YANG docunents a data nodel that is expected to be used by
t he managenent tools run by the network operators in order to
manage and nonitor the network resources that they use to deliver
L2VPN servi ces

o [EVPNYANG defines YANG nodul es for delivering an Ethernet VPN
servi ce.
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6.3. Custoner Service Mdel Wrk

\N'Ii

Several initiatives within the | ETF are devel opi ng custoner service
nmodel s. The L3SM presents the L3VPN service, as described by a
network operator, to a custoner. Figure 5 which is reproduced from
[ RFC8049], shows that the L3SMis a custoner service nodel as
described in this docunent.

L3VPN- SVC
MODEL
|
S + +--- - - +
| O chestration | < --- > | 0SS |
o e a oo + +-- o - +
| |
[ TS + |
| Config manager | |
S + |
|
| Netconf/CLI
| |
o +
Net wor k

Figure 5: The L3SM Service Architecture

A Layer 2 VPN Service Mdel (L2SM is defined in [L2VPN SERVI CE].
That nodel’s usage is described as in Figure 6, which is a
reproduction of Figure 5 fromthat docunent. As can be seen, the
L2SM is a customer service nodel as described in this docunent.
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| Customer Service Requester

I
L2VPN |
Service |
Model |
I
| Service Orchestration
| .
| Servi ce R +
| Delivery Fommm - >| Application
| Model | | BSS/ 0SS |
| \Y B TS +
| Network Orchestration
I I
- +
| Config manager | |
LT + | Device
I
I

Figure 6: The L2SM Service Architecture
6.4. The MEF Architecture

The MEF Forum (MEF) has devel oped an architecture for network
managenent and operation. It is docunented as the Lifecycle Service
Orchestration (LSO Reference Architecture and is illustrated in

Fi gure 2 of [MEF-55].

The work of the MEF enbraces all aspects of Lifecycle Service

O chestration, including billing, SLAs, order nanagenent, and
lifecycle nmanagenment. The |ETF' s work on service nodels is typically
smal l er and offers a sinple, self-contained service YANG nodul e.

This does not invalidate either approach: it only observes that they
are different approaches.
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7.

7. 1.

\N'Ii

Furt her Concepts
This section introduces a few further, nore advanced concepts.
Technol ogy Agnostic

Servi ce nodel s should generally be technol ogy agnostic. That is to
say, the custoner should not care how the service is provided so |ong
as the service is delivered

However, sone technol ogies reach to the custonmer site and inpact the
type of service delivered. Such features do need to be described in
t he service nodel

Two exanpl es are as foll ows:

o The data passed between custonmer equi pnent and network operator
equi pnent will be encapsulated in a specific way, and that data-
pl ane type forms part of the service

o0 Protocols that are run between customer equi pnent and networ k
operat or equi pnent (for exanple, Operations, Administration, and
Mai nt enance (OAM) protocols, protocols for discovery, or protocols
for exchanging routing infornmation) need to be sel ected and
configured as part of the service description

Rel ati onship to Policy

Pol i cy appears as a crucial function in many places during network
orchestration. A service orchestrator will, for exanple, apply the
network operator’s policies to deternine how to provide a service for
a particular customer (possibly considering conmercial terns).
However, the policies within a service nodel are linmted to those
over which a customer has direct influence and that are acted on by

t he networ k operat or

The policies that express desired behavior of services on occurrence
of specific events are close to SLA definitions: they should only be
i ncluded in the base service nodel where they are conmon offerings of
all network operators. Policies that describe which person working
for a custoner may request or nodify services (that is,

aut hori zation) are close to commercial terms: they, too, should only
be included in the base service nodel where they are common offerings
of all network operators.

As with commercial terns and SLAs di scussed in Section 5, it is

expected that sonme network operators will enhance standard custoner
service nodels to include policy paraneters either using their own
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wor k or dependi ng on specific policy nodels built in the | ETF or
ot her standards bodi es.

Neverthel ess, policy is so inportant that all service nodels should
be designed to be easily extensible to allow policy conponents to be
added and associated with services as needed.

3. Operator-Specific Features

When work on the L3SM was started, there was some doubt as to whether
networ k operators would be able to agree on a common description of
the services that they offer to their customers because, in a
conpetitive environnent, each narkets the services in a different way
with different additional features. However, the working group was
able to agree on a core set of features that nultiple network
operators were willing to consider as "comon". They al so understood
that, should an individual network operator want to describe
additional features (operator-specific features), they could do so by
ext endi ng or augnenting the L3SM nodel .

Thus, when a basic description of a core service is agreed upon and
docunented in a service nodel, it is inportant that that nodel be
easily extended or augnented by each network operator so that the
standardi zed nodel can be used in a conmon way and only the operator-
specific features be varied fromone environnent to another

7.4. Supporting Miultiple Services

\N'Ii

Net work operators will, in general, offer many different services to
their custoners. Each would nornally be the subject of a separate
servi ce nodel

Whet her each service nodel is handl ed by a specialized service
orchestrator that is able to provide tuned behavior for a specific
service, or whether all service nodels are handl ed by a single
service orchestrator, is an inplenentation and depl oynent choice.

It is expected that, over tine, certain elements of the service
nodel s will be seen to repeat in each nodel. An exanple of such an
element is the postal address of the custoner.

It is anticipated that, while access to such information from each
service nodel is inportant, the data will be described in its own
nmodul e and nmay form part of the service nodel either by inclusion or
by i ndex.
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8.

\N'Ii

Security Considerations

The interface between custoner and service provider is a conmercia
interface, and it needs to be subject to appropriate confidentiality.
Addi tionally, know edge of what services are provided to a customner
or delivered by a network operator nmay supply information that can be
used in a variety of security attacks. The service nodel itself wll
expose security-related parameters for the specific service where the
related function is available to the custoner

Clearly, the ability to nodify informati on exchanges between custoner
and network operator may result in bogus requests, unwarranted
billing, and fal se expectations. Furthernore, in an autonated
system nodifications to service requests or the injection of bogus
requests may lead to attacks on the network and delivery of custoner
traffic to the wong pl ace.

Therefore, it is inportant that the protocol interface used to
exchange service request infornmation between custoner and network
operator is subject to authorization, authentication, and encryption
Clearly, the level of abstraction provided by a service node
protects the operator fromunwarranted visibility into their network
and additional protection is provided by the fact that how the
service is delivered is entirely up to the operator

Equal Iy, all external interfaces, such as any of those between the
functional conponents in Figure 3, need to be correctly secured.
Thi s docunent di scusses nodeling the information, not howit is
exchanged.

Manageabi |l ity Consi derations

Thi s whol e docunent di scusses issues related to network nanagenent
and control

It is inmportant to observe that automated service provisioning
resulting fromuse of a custoner service nodel may result in rapid
and significant changes in traffic load within a network and t hat
that m ght have an effect on other services carried in a network

It is expected, therefore, that a service-orchestration conmponent has
awar eness of other service comtnents, that the network-
orchestrati on conmponent will not commit network resources to fulfill
a service unless doing so is appropriate, and that a feedback | oop
will be provided to report on degradation of the network that will

i npact the service
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10.

11.

11.

11.

\N'Ii

The operational state of a service does not formpart of a customer
service nodel. However, it is likely that a network operator nay
want to report sonme state information about various conponents of the
service and that could be achieved through extensions to the core
service nodel, just as SLA extensions could be nmade as described in
Section 5.

| ANA Consi derati ons

Thi s docunent does not require any | ANA acti ons.
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