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Abst ract

Thi s docunent di scusses usage profiles, based on one or nore

aut henti cati on nmechani sms, which can be used for DNS over Transport
Layer Security (TLS) or Datagram TLS (DTLS). These profiles can

i ncrease the privacy of DNS transactions conpared to using only
cleartext DNS. This docunent al so specifies new authentication
mechani sms -- it describes several ways that a DNS client can use an
aut henti cati on domain name to authenticate a (D) TLS connection to a
DNS server. Additionally, it defines (D)TLS protocol profiles for
DNS clients and servers inplenenting DNS over (D) TLS. This docunent
updat es RFC 7858.

Status of This Meno
This is an Internet Standards Track docunent.

This docunent is a product of the Internet Engi neering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it nay be obtained at
https://wwv. rfc-editor.org/info/rfc8310.
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1

I ntroduction

DNS privacy issues are discussed in [RFC7626]. The specific issues
described in [RFC7626] that are nost relevant to this document are

0 Passive attacks that eavesdrop on cleartext DNS transactions on
the wire (Section 2.4 of [RFC7626]) and

0 Active attacks that redirect clients to rogue servers to nonitor
DNS traffic (Section 2.5.3 of [RFC7626]).

Mtigating these attacks increases the privacy of DNS transactions;
however, many of the other issues raised in [RFC7626] still apply.

Two docunents that provide ways to increase DNS privacy between DNS
clients and DNS servers are

0 "Specification for DNS over Transport Layer Security (TLS)"
[ RFC7858], referred to here as sinply "DNS over TLS"

0 "DNS over Datagram Transport Layer Security (DTLS)" [RFC8094],
referred to here as sinply "DNS over DTLS'. Note that [RFC8094]
is an Experinental specification

Bot h docunents are linited in scope to comruni cati ons between stub
clients and recursive resolvers, and the sane scope is applied to
this docunent (see Sections 2 and 3). The proposals here night be
adapted or extended in future to be used for recursive clients and
aut horitative servers, but this application was out of scope for the
DNS PRI Vat e Exchange (dprive) Wrking Group charter at the tinme this
docunent was publi shed.

Thi s docunent specifies two usage profiles (Strict Privacy and
Qpportunistic Privacy) for DILS [ RFC6347] and TLS [ RFC5246] t hat
provide inproved levels of mitigation for the attacks descri bed above
conpared to using only cleartext DNS

Section 5 presents a generalized di scussion of usage profiles by
separating the usage profile, which is based purely on the security
properties it offers the user, fromthe specific nechani sm or
mechani snms that are used for DNS server authentication. The profiles
described are

0 A Strict Privacy profile, which requires an encrypted connection
and successful authentication of the DNS server; this nitigates
bot h passi ve eavesdropping and client redirection (at the expense
of providing no DNS service if an encrypted, authenticated
connection is not avail able).
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0 An Qpportunistic Privacy profile, which will attenpt, but does not
require, encryption and successful authentication; it therefore
provides linmted or no mitigation for such attacks but naxim zes
t he chance of DNS service

The above usage profiles attenpt authentication of the server using
at | east one authentication mechanism Section 6.4 discusses how to
conbi ne aut henti cati on nmechani snms to deternine the overal

aut hentication result. Depending on that overall authentication
result (and whether encryption is available), the usage profile will
determine if the connection should proceed, fall back, or fail.

One authentication nechanismis already described in [ RFC7858].

[ RFC7858] specifies an authentication mechani smfor DNS over TLS that
i s based on Subject Public Key Info (SPKI) in the context of a
specific case of a Strict Privacy profile using that single

aut henti cati on mechanism Therefore, the "out-of-band key-pi nned
privacy profile" described in [RFC7858] would qualify as a "Strict
Privacy profile" that used SPKI pinning for authentication.

Thi s docunent extends the use of authentication based on SPKI

pin sets, so that it is considered a general authentication nmechani sm
that can be used with either DNS-over-(D)TLS usage profile. That is,
the mechani smfor SPKI pin sets as described in [ RFC7858] MAY be used
with DNS over (D)TLS.

Thi s docunent al so describes a nunber of additional authentication
mechani sms, all of which specify how a DNS client should authenticate
a DNS server based on an "authentication donmain nane". In
particular, the follow ng topics are described:

0 How a DNS client can obtain the conbinati on of an authentication
domai n nane and | P address for a DNS server. See Section 7.

0 \What acceptable credentials a DNS server can present to prove its
identity for (D) TLS authentication based on a given authentication
domai n name. See Section 8.

0 How a DNS client can verify that any given credential matches the
aut henticati on domai n nane obtained for a DNS server. See
Section 8.

Thi s docunent defines a (D) TLS protocol profile for use with DNS; see
Section 9. This profile defines the configuration options and
protocol extensions required of both parties to (1) optimnze
connection establishnment and session resunption for transporting DNS
and (2) support all currently specified authentication mechani sns.

Di cki nson, et al. St andards Track [ Page 5]



RFC 8310 Usage Profiles for DNS over (D)TLS March 2018

2.

Ter m nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capitals, as shown here

Several terms are used specifically in the context of this docunent:

O DNS client: A DNS stub resol ver or forwarder. In the case of a
forwarder, the term"DNS client" is used to discuss the side that
sends queri es.

0 DNS server: A DNS recursive resolver or forwarder. 1In the case of
a forwarder, the term"DNS server" is used to discuss the side
that responds to queries. Note that, as used in this docunent,
this termdoes not apply to authoritative servers.

0 Privacy-enabling DNS server: A DNS server that inplenents
DNS over TLS [ RFC7858] and may optionally inplenent DNS over DTLS
[ RFC8094]. The server should also offer at |east one of the
credential s described in Section 8 and i nplement the (D) TLS
profile described in Section 9.

0 (D)TLS: Used for brevity; refers to both Transport Layer Security
[ RFC5246] and Dat agram Transport Layer Security [RFC6347].
Specific terms will be used for any text that applies to either
pr ot ocol al one.

0 DNS over (D)TLS: Used for brevity; refers to both DNS over TLS
[ RFC7858] and DNS over DTLS [ RFC8094]. Specific ternms will be
used for any text that applies to either protocol alone.

o Authentication domain nane: A domain nane that can be used to
aut henticate a privacy-enabling DNS server. Sources of
aut henti cati on donmai n nanes are di scussed in Section 7.

0 SPKI pin sets: [RFC7858] describes the use of cryptographic
digests to "pin" public key information in a manner simlar to
HTTP Public Key Pinning (HPKP) [ RFC7469]. An SPKI pin set is a
collection of these pins that constrains a DNS server
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0 Authentication information: Information a DNS client nay use as
the basis of an authentication nechanism |In this context, this
informati on can be either

* an SPKlI pin set or
* an authentication donmai n nane
0 Reference identifier: A reference identifier as described in

[ RFC6125], constructed by the DNS client when perform ng TLS
aut hentication of a DNS server.

0 Credential: Information available for a DNS server that proves its
identity for authentication purposes. Credentials discussed here
i ncl ude

* a PKIX certificate
* a DNSSEC-validated chain to a TLSA record
but may al so include SPKI pin sets.
3. Scope
This docunent is linited to describing
o Usage profiles based on general authentication nmechanisns.

0 The details of domain-nane-based authentication of DNS servers by
DNS clients (as defined in Section 2).

0 The (D)TLS profiles needed to support authentication in
DNS over (D)TLS.

As such, the follow ng topics are out of scope for this docunent:
0 Authentication of authoritative servers by recursive resol vers.
0 Authentication of DNS clients by DNS servers.

0 The details of how to perform authentication based on SPKI
pin sets. This is defined in [ RFC7858].

0 Any server identifier other than domain names, including IP
addresses, organi zati onal nanmes, country of origin, etc.

Di cki nson, et al. St andards Track [ Page 7]



RFC 8310 Usage Profiles for DNS over (D)TLS March 2018

4.

Di scussi on

One way to mitigate eavesdropping on cleartext DNS transactions by
passive attackers is to encrypt the query (and response). Such
encryption typically provides integrity protection as a side effect;
this means that on-path attackers cannot sinply inject bogus DNS
responses. To also nitigate active attackers pretending to be the
server, the client nust authenticate the (D) TLS connection to the
server.

Thi s docunment di scusses usage profiles, which provide differing

| evel s of attack mitigation to DNS clients, based on the requirenents
for authentication and encryption, regardl ess of the context (for
exanpl e, which network the client is connected to). A usage profile
is a concept distinct froma usage policy or usage nodel; a usage
policy or usage nodel mght dictate which profile should be used in a
particul ar context (enterprise vs. coffee shop), with a particul ar
set of DNS servers or with reference to other external factors. A
description of the variety of usage policies is out of scope for this
docunent but rmay be the subject of future work.

The term "privacy-enabling DNS server" is used throughout this
docunment. This is a DNS server that

0 MJST inplenent DNS over TLS [ RFC7858].
o MAY inplenment DNS over DTLS [ RFC8094].

0 SHOULD offer at |east one of the credentials described in
Section 8.

o0 Inplenments the (D) TLS profile described in Section 9.
Usage Profiles

A DNS client has a choice of usage profiles available to increase the
privacy of DNS transactions. This choice is briefly discussed in
bot h [ RFC7858] and [ RFC8094]. These usage profiles are

o Strict Privacy profile: The DNS client requires both an encrypted
and aut henticated connection to a privacy-enabling DNS server. A
hard failure occurs if this is not available. This requires the
client to securely obtain authentication infornmation it can use to
aut henticate the server. This profile nitigates both passive and
active attacks, thereby providing the client with the best
avail abl e privacy for DNS. This profile is discussed in detail in
Section 6. 6.
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0 Opportunistic Privacy profile: The DNS client uses Qpportunistic
Security as described in [ RFC7435].

* "... the use of cleartext as the baseline comrunication
security policy, with encryption and authentication negoti ated
and applied to the comunication when avail able."

As described in [ RFC7435], it might result in
* an encrypted and aut henticated connection
* an encrypted connection
* a cleartext connection

dependi ng on the fallback logic of the client, the avail able

aut hentication information, and the capabilities of the DNS
server. In all these cases, the DNS client is willing to continue
with a connection to the DNS server and performresol ution of
queries. The use of Qpportunistic Privacy is intended to support

i ncrement al depl oyment of increased privacy with a viewto

w despread adoption of the Strict Privacy profile. It should be
enpl oyed when the DNS client m ght otherw se settle for cleartext;
it provides the nmaxi mum protection avail abl e, depending on the
conbi nation of factors described above. |If all the configured DNS
servers are DNS privacy servers, then it can provide protection
agai nst passive attacks and m ght protect against active ones.

Both profiles can include an initial meta-query (performed using
Qpportunistic Privacy) to obtain the | P address for the privacy-
enabl ing DNS server to which the DNS client will subsequently
connect. The rationale for permtting this for the Strict Privacy
profile is that requiring such neta-queries to al so be perforned
using the Strict Privacy profile would introduce significant

depl oynent obstacles. However, it should be noted that in this
scenario an active attack on the neta-query is possible. Such an
attack could result in a Strict Privacy profile client connecting to
a server it cannot authenticate (and therefore not obtaining DNS
service) or an Opportunistic Privacy client connecting to a server
controlled by the attacker. DNSSEC validation can detect the attack
on the neta-query, which may result in the client not obtaining DNS
service (for both usage profiles), depending on its DNSSEC validation
policy. See Section 7.2 for nore di scussion

To conpare the two usage profiles, Table 1 bel ow shows a successfu
Strict Privacy profile alongside the three possible outcones of an
Qpportunistic Privacy profile. In the best-case scenario for the
Qpportunistic Privacy profile (an authenticated and encrypted
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connection), it is equivalent to the Strict Privacy profile. 1In the
wor st -case scenario, it is equivalent to cleartext. dients using
the Opportunistic Privacy profile SHOULD try for the best case but
MAY fall back to the internediate case and, eventually, the worst-
case scenario, in order to obtain a response. One reason to fal

back wi thout trying every avail abl e privacy-enabling DNS server is if
|atency is nore inportant than attack mitigation; see Appendix A

The Qpportunistic Privacy profile therefore provides varying
protection, depending on what kind of connection is actually used,
including no attack nmitigation at all

Note that there is no requirenent in Opportunistic Security to notify
the user regardi ng what type of connection is actually used; the
"detection" described belowis only possible if such connection
information is available. However, if it is available and the user
is informed that an unencrypted connection was used to connect to a
server, then the user should assune (detect) that the connection is
subject to both active and passive attacks, since the DNS queries are
sent in cleartext. This nmight be particularly useful if a new
connection to a certain server is unencrypted when all previous
connections were encrypted. Sinmilarly, if the user is informed that
an encrypted but unauthenticated connection was used, then the user
can detect that the connection may be subject to active attacks. In
other words, for the cases where no protection is provided agai nst an
attacker (N), it is possible to detect that an attack m ght be
happening (D). This is discussed in Section 6.5.

Fom e e e e e oo oo Fomm e e e o - e B +
| Usage Profile | Connection | Passive Attacker | Active Attacker
S B S Fom e e e oo oo S +
| Strict | A E | P | P |
| Opportunistic | A E | P | P |
| Opportunistic | E | P | N, D |
| Opportunistic | | N, D | N, D
S S Fom e e e e e o S +
P == Protection; N == No protection; D == Detection is possible;
A == Aut henti cated connection; E == Encrypted connection

Table 1: Attack Protection by Usage Profile and Type of Attacker
The Strict Privacy profile provides the best attack mitigation and
t heref ore SHOULD al ways be inplenented in DNS clients that inplenent
the Opportunistic Privacy profile.

A DNS client that inplenments DNS over (D) TLS SHOULD NOT be confi gured
by default to use only cleartext.
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The choi ce between the two profiles depends on a nunber of factors,
i ncluding which is nore inportant to the particular client:

o DNS service, at the cost of no attack mtigation (Cpportunistic
Privacy) or

0 Best available attack nitigation, at the potential cost of no DNS
service (Strict Privacy).

Additionally, the two profiles require varying | evels of
configuration (or a trusted relationship with a provider) and DNS
server capabilities; therefore, DNS clients will need to carefully
sel ect which profile to use based on their comuni cati on needs.

A DNS server that inplements DNS over (D) TLS SHOULD provi de at | east
one credential (Section 2) so that those DNS clients that wi sh to use
the Strict Privacy profile are able to do so.

5.1. DNS Resol ution

A DNS client SHOULD sel ect a particular usage profile when resolving
a query. A DNS client MJUST NOT fall back from Strict Privacy to
Qpportunistic Privacy during the resolution of a given query, as this
could invalidate the protection offered against attackers. It is
anticipated that DNS clients will use a particular usage profile for
all queries to all configured servers until an operational issue or
policy update dictates a change in the profile used.

6. Authentication in DNS over (D)TLS

This section describes authentication nmechani sns and how they can be
used in either Strict or Opportunistic Privacy for DNS over (D)TLS.

6.1. DNS-over-(D)TLS Startup Configuration Probl ens

Many (D) TLS clients use PKI X authentication [ RFC6125] based on an

aut henti cati on donain nane for the server they are contacting. These
clients typically first look up the server’'s network address in the
DNS before making this connection. Such a DNS client therefore has a
bootstrap problem as it will typically only know the | P address of
its DNS server.

In this case, before connecting to a DNS server, a DNS client needs
to learn the authentication domain nane it should associate with the
| P address of a DNS server for authentication purposes. Sources of
aut henti cati on domai n nanes are di scussed in Section 7.
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One advantage of this domai n-name-based approach is that it
encourages the association of stable, human-recognizable identifiers
with secure DNS service providers.

6.2. Credential Verification
Verification of SPKI pin sets is discussed in [RFC7858].
In terns of dommi n-nane-based verification, once an authentication

domain nane is known for a DNS server, a choice of authentication
mechani sns can be used for credential verification. Section 8

di scusses these nechani snms -- nanely, PKIX certificate-based
aut henti cation and DNS-Based Aut hentication of Named Entities (DANE)
-- in detail.

Note that the use of DANE adds requirenents on the ability of the
client to get validated DNSSEC results. This is discussed in nore
detail in Section 8.2.

6.3. Summary of Authenticati on Mechani sns

This section provides an overview of the various authentication
mechani sms. Tabl e 2 bel ow i ndi cates how the DNS client obtains
information to use for authentication for each option: either
statically via direct configuration or dynamcally. O course, the
Qpportunistic Privacy profile does not require authentication, and so
a client using that profile may choose to connect to a
privacy-enabling DNS server on the basis of just an |IP address.
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o e oo T oo e e e e e e e e e e e eaaa +
| # | Static | Dynamically | Short nane: Description |
| Config | Obtained |
I Fom e e e e e o oo e +
1 SPKI + IP SPKI: SPKI pin set(s) and IP

addr ess obtai ned out of band

|
+
| 1] | | |
. | | |
I I I I [ RFC7858] I
| 2| ADN+ IP | | ADN: ADN and | P address obtai ned
| | | | out of band (see Section 7.1) |
| | | |
| 3 | ADN | IP | ADN only: Opportunistic Privacy
| | | | nmeta-queries to a NP DNS server
| | | | for A/ AAAA (see Section 7.2)
|| | | |
| 4 | | ADN + I P | DHCP: DHCP configuration only (see
| | | | Section 7.3.1) |
| | | |
| 5] [ADN+ IP] | [ADN + IP] | DANE: DNSSEC chai n obtained via |
| | | TLSA record | Opportunistic Privacy meta-queries
| | | | to NP DNS server (see Section |
o | oY |
| 6| [ADN + IP] | [ADN + IP] | TLS extension: DNSSEC chain |
| | | TLSA record | provided by PE DNS server in TLS
| | | | DNSSEC chai n extension (see
| | | | Section 8.2.2) |
T Fom e e e e e o oo e +
SPKI == SPKI pin set(s); IP == 1P Address;
ADN == Aut hentication Donmai n Narme; NP == Networ k- Provi ded;
PE == Privacy-Enabling; [ ] == Data may be obtained either

statically or dynanmically
Tabl e 2: Overview of Authentication Mechani sns
The following summary attenpts to present sone key attributes of each
of the mechani sms (using the "Short nane" from Table 2), indicating
attractive attributes with a "+" and undesirable attributes
with a"-"
1. SPKI
+ Mninmal | eakage (note that the ADN is always | eaked in the
Server Nanme Indication (SNI) field in the ientHello in TLS
when comuni cating with a privacy-enabling DNS server)

- Overhead of ongoi ng key nmanagenent required
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2.  ADN

+ M nimal | eakage

+ One-off direct configuration only
3. ADN only

+ M nimal one-off direct configuration; only a human-recogni zabl e
domai n nane needed

- A AAAA neta-queries | eaked to network-provi ded DNS server that
may be subject to active attack (attack can be nmitigated by
DNSSEC val i dati on)

4. DHCP

+ No static config

- Requires a non-standard or future DHCP option in order to
provi de the ADN

- Requires secure and trustworthy connection to DHCP server if
used with a Strict Privacy profile

5. DANE

The ADN and/or |P may be obtained statically or dynamcally, and
the relevant attributes of that nethod apply.

+ DANE options (e.g., matching on entire certificate)

- Requires a DNSSEC-validating stub inplenentation (the
depl oynent of which is linited at the time of this witing)

- DNSSEC chai n neta-queries | eaked to network-provided DNS server
that may be subject to active attack

6. TLS extension

The ADN and/or |IP may be obtained statically or dynamcally, and
the relevant attributes of that nethod apply.

+ Reduced | atency conpared with DANE

+ No network-provided DNS server required if ADN and | P
statically configured
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+ DANE options (e.g., matching on entire certificate)
- Requires a DNSSEC-validating stub inplenentation
6.4. Conbi ni ng Aut henti cati on Mechani sns

Thi s docunent does not nake explicit recommendati ons about how an

aut henti cati on nmechani sm based on SPKI pin sets should be conbi ned
with a domai n-based nechani sm from an operator perspective. However,
it can be envisaged that a DNS server operator may w sh to nake both
an SPKI pin set and an authentication domain nanme available to all ow
clients to choose which nechanismto use. Therefore, the follow ng
text provides guidance on how clients ought to behave if they choose
to configure both, as is possible in HPKP [ RFC7469].

A DNS client that is configured with both an authentication domain
nane and an SPKI pin set for a DNS server SHOULD match on both a
valid credential for the authentication domain nane and a valid SPK
pin set (if both are avail able) when connecting to that DNS server
In this case, the client SHOULD treat individual SPKI pins as
specified in Section 2.6 of [RFC7469] with regard to user-defined
trust anchors. The overall authentication result SHOULD only be
consi dered successful if both authentication mechanisns are
successf ul

6.5. Authentication in Qpportunistic Privacy

An Opportunistic Privacy Profile (based on Qpportunistic Security
[ RFC7435]) that MAY be used for DNS over (D)TLS is described in
[ RFC7858] and is further specified in this docunent.

DNS clients that issue queries under an Qpportunistic Privacy profile
and that know authentication information for a given privacy-enabling
DNS server SHOULD try to authenticate the server using the mechanisns
described here. This is useful for detecting (but not preventing)
active attacks, since the fact that authentication information is
avai l abl e indicates that the server in question is a privacy-enabling
DNS server to which it should be possible to establish an

aut henti cated and encrypted connection. 1In this case, whilst a
client cannot know the reason for an authentication failure, froma
security standpoint the client should consider an active attack in
progress and proceed under that assunption. For exanple, a client
that inplenents a naneserver selection algorithmthat preferentially
uses naneservers that successfully authenticated (see Section 5)

nm ght not continue to use the failing server if there were
alternative servers avail abl e.

Di cki nson, et al. St andards Track [ Page 15]



RFC 8310 Usage Profiles for DNS over (D)TLS March 2018

Attenpting authentication is also useful for debuggi ng or diagnostic
purposes if there are nmeans to report the result. This information
can provide a basis for a DNS client to switch to (preferred) Strict
Privacy where it is viable, e.g., where all the configured servers
support DNS over (D) TLS and successfully authenticate.

6.6. Authentication in Strict Privacy

To authenticate a privacy-enabling DNS server, a DNS client needs to
know aut hentication information for each server it is willing to
contact. This is necessary to protect against active attacks that
attenpt to redirect clients to rogue DNS servers.

A DNS client requiring Strict Privacy MJST use either (1) one of the
sources listed in Section 7, to obtain an authentication donai n name
for the server it contacts or (2) an SPKI pin set as described in

[ RFC7858] .

A DNS client requiring Strict Privacy MJST only attenpt to connect to
DNS servers for which at |east one piece of authentication
information is known. The client MJST use the available verification
mechani sns described in Section 8 to authenticate the server and MJST
abort connections to a server when no verification nechani sm
succeeds.

Wth Strict Privacy, the DNS client MJST NOT comrence sendi ng DNS
queries until at |least one of the privacy-enabling DNS servers
becones avail abl e.

A privacy-enabling DNS server nmay be tenporarily unavail abl e when
configuring a network. For exanple, for clients on networks that
require registration through web-based login (a.k.a. "captive
portal s"), such registration may rely on DNS interception and
spoofing. Techniques such as those used by dnssec-trigger
[dnssec-trigger] MAY be used during network configuration, with the
intent to transition to the designated privacy-enabling DNS servers
after captive-portal registration. |If using a Strict Privacy
profile, the system MUST alert by sone neans that the DNS is not
private during such a bootstrap operation

6.7. Inplenentation CGui dance
Section 9 describes the (D)TLS profile for DNS over (D)TLS.

Addi tional considerations relating to general inplenentation
gui del i nes are discussed in both Section 11 and Appendi x A.
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7. Sources of Authentication Donai n Nanes
7.1. Full Direct Configuration

DNS clients may be directly and securely provisioned with the
aut henti cati on donmai n nanme of each privacy-enabling DNS server -- for
exanpl e, using a client-specific configuration file or API.

In this case, direct configuration for a DNS client would consist of
both an | P address and an aut henticati on domain nane for each DNS
server that were obtai ned via an out-of-band nmechani sm

7.2. Direct Configuration of ADN Only

A DNS client may be configured directly and securely with only the
aut henti cati on domai n name of each of its privacy-enabling DNS
servers -- for exanmple, using a client-specific configuration file
or API.

A DNS client might learn of a default recursive DNS resolver from an
untrusted source (such as DHCP's DNS Recursive Nanme Server option

[ RFC3646]). It can then use neta-queries performed using an
Qpportunistic Privacy profile to an untrusted recursive DNS resol ver
to establish the I P address of the intended privacy-enabling DNS
resol ver by doing a | ookup of A/ AAAA records. A DNSSEC-validating
client SHOULD apply the sane validation policy to the A AAAA
nmeta-queries as it does to other queries. A client that does not
val i dat e DNSSEC SHOULD apply the same policy (if any) to the A AAAA
meta-queries as it does to other queries. Private DNS resol ution can
now be done by the DNS client against the pre-configured privacy-
enabl i ng DNS resol ver, using the | P address obtained fromthe
untrusted DNS resol ver

A DNS client so configured that successfully connects to a privacy-
enabl i ng DNS server MAY choose to locally cache the server host IP
addresses in order to not have to repeat the neta-query.

7.3. Dynanic Discovery of ADN

This section discusses the general case of a DNS client discovering
both the authentication domain nane and | P address dynamically. At
the tine of this witing, this is not possible by any standard neans.
However, since, for exanple, a future DHCP extension could (in
principle) provide this nechanism the required security properties
of such mechani snms are outlined here.
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7.

8.

8.

When using a Strict Privacy profile, the dynam c di scovery techni que
used as a source of authentication domai n nanes MJUST be consi dered
secure and trustworthy. This requirenment does not apply when using
an Opportunistic Privacy profile, given the security expectation of
that profile.

3.1. DHCP

In the typical case today, a DHCP server [RFC2131] [RFC3315] provides
alist of IP addresses for DNS resol vers (see Section 3.8 of

[ RFC2132]) but does not provide an authentication domain nane for the
DNS resol ver, thus preventing the use of nobst of the authentication
met hods descri bed here (all of those that are based on a nechani sm
with ADN;, see Table 2).

Thi s docunent does not specify or request any DHCP extension to
provi de aut hentication domain nanmes. However, if one is developed in
future work, the issues outlined in Section 8 of [RFC7227] should be
taken into account, as should the security considerations discussed
in Section 23 of [RFC3315].

Thi s docunent does not attenpt to describe secured and trusted

rel ati onships to DHCP servers, as this is purely a DHCP i ssue (and
still open, at the tine of this witing). Wilst sone inplenentation
work is in progress to secure |Pv6 connections for DHCP, |Pv4
connections have received little or no inplementation attention in
this area.

Credential Verification Based on Authenticati on Domai n Nane
1. Authentication Based on PKI X Certificate

Wien a DNS client configured with an authentication domai n nane
connects to its configured DNS server over (D)TLS, the server may
present it with a PKIX certificate. |In order to ensure proper

aut hentication, DNS clients MJST verify the entire certification path
per [ RFC5280]. The DNS client additionally uses validation

techni ques as described in [ RFC6125] to conpare the donmain nane to
the certificate provided.

A DNS client constructs one reference identifier for the server based
on the authentication domain nane: a DNS-1D, which is sinply the
aut henti cati on donmai n nane itself.

If the reference identifier is found (as described in Section 6 of
[ RFC6125]) in the PKIX certificate’ s subjectAltNane extension, the
DNS client should accept the certificate for the server
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A conmpliant DNS client MJST only inspect the certificate’'s
subj ect Al t Nane extension for the reference identifier. In
particular, it MJUST NOT inspect the Subject field itself.

8.2. DANE

DANE [ RFC6698] provi des vari ous nechani sns usi ng DNSSEC t o anchor
trust for certificates and raw public keys. However, this requires
the DNS client to have an authentication domain nane (which nmust be
obtained via a trusted source) for the DNS privacy server.

This section assunmes a solid understandi ng of both DANE [ RFC6698] and
DANE operations [RFC7671]. A few pertinent issues covered in these
documents are outlined here as useful pointers, but famliarity with
both of these docunents in their entirety i s expected.

Not e that [ RFC6698] says

Cients that validate the DNSSEC signatures thensel ves MJST use
standard DNSSEC val i dation procedures. Cdients that rely on
another entity to performthe DNSSEC signature validation MIST use
a secure nechani sm between thensel ves and the vali dator.

Note that [RFC7671] covers the follow ng topics:

0 Sections 4.1 ("Opportunistic Security and PKI X Usages") and 14
("Security Considerations") of [RFC7/671], which both discuss the
use of schenes based on trust anchors and end entities (PKIX-TA(O)
and PKI X-EE(1), respectively) for Qpportunistic Security.

0 Section 5 ("Certificate-Usage-Specific DANE Updates and
Qui delines") of [RFC7671] -- specifically, Section 5.1 of
[ RFC7671], which outlines the conbination of certificate usage
DANE- EE(3) and selector SPKI (1) with raw public keys [ RFC7250].
Section 5.1 of [RFC7/671] also discusses the security inplications
of this node; for exanple, it discusses key lifetinmes and
specifies that validity period enforcenent is based solely on the
TLSA RRset properties for this case.

0 Section 13 ("COperational Considerations") of [RFC7671], which
di scusses TLSA TTLs and signature validity periods.

The specific DANE record for a DNS privacy server would take the form
_853. _tcp.[authentication-domai n-nane] for TLS

_853. _udp.[authentication-domai n-nane] for DTLS
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8.2.1. Direct DNS Meta-Queries

The DNS client MAY choose to performthe DNS neta-queries to retrieve
the required DANE records itself. The DNS neta-queries for such DANE
records MAY use the Opportunistic Privacy profile or be in the clear
to avoid trust recursion. The records MJST be validated usi ng DNSSEC
as described in [ RFC6698].

8.2.2. TLS DNSSEC Chai n Extension

The DNS client MAY offer the TLS extension described in
[ TLS- DNSSEC- Chai n-Ext]. |If the DNS server supports this extension,
it can provide the full chain to the client in the handshake.

If the DNS client offers the TLS DNSSEC chai n extension, it MJST be
capabl e of validating the full DNSSEC authentication chain down to
the leaf. |If the supplied DNSSEC chain does not validate, the client
MUST i gnore the DNSSEC chain and validate only via other supplied
credenti al s.

9. (D TLS Protocol Profile
This section defines the (D)TLS protocol profile of DNS over (D)TLS.

Cients and servers MJST adhere to the (D) TLS inpl enentation
reconmendati ons and security considerations of [RFC7525], except with
respect to the (D) TLS version.

Since encryption of DNS using (D)TLS is a greenfield depl oynent, DNS
clients and servers MJST inplenent only (D)TLS 1.2 or later. For
exanpl e, inplenenting (D)TLS 1.3 [TLS-1.3] [DTLS-1.3] is also an
option.

| mpl enent ati ons MUST NOT of fer or provide TLS conpression, since
conpression can | eak significant anmounts of information, especially
to a network observer capable of forcing the user to do an arbitrary
DNS | ookup in the style of the Conpression Ratio |Info-leak Made Easy
(CRIME) attacks [CRI Mg].
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10.

11.

| mpl enentations conpliant with this profile MJST i npl ement the
followi ng itens:

0 TLS session resunption w thout server-side state [ RFC5077], which
elimnates the need for the server to retain cryptographic state
for | onger than necessary. (This statenent updates [RFC7858].)

0 Raw public keys [RFC7250], which reduce the size of the
ServerHell o and can be used by servers that cannot obtain
certificates (e.g., DNS servers on private networks). A client
MUST only indicate support for raw public keys if it has an SPK
pin set pre-configured (for interoperability reasons).

| mpl enent ations conpliant with this profile SHOULD i npl enent the
following itens:

0 TLS False Start [RFC7918], which reduces round trips by allow ng
the TLS second flight of nmessages (ChangeC pherSpec) to al so
contain the (encrypted) DNS query.

0 The Cached Information Extension [RFC7924], which avoids
transmitting the server’s certificate and certificate chain if the
client has cached that information froma previous TLS handshake.

Qui dance specific to TLS is provided in [ RFC7858], and gui dance
specific to DILS is provided in [ RFC8094].

| ANA Consi derati ons
Thi s docunent does not require any | ANA acti ons.
Security Considerations

Security considerations discussed in [ RFC7525], [RFC8094], and
[ RFC7858] apply to this docunent.

DNS clients SHOULD i npl enent (1) support for the mechani sns descri bed
in Section 8.2 and (2) offering a configuration option that limts
aut hentication to using only those nechanisns (i.e., with no fallback
to pure PKI X-based authentication) such that authenticating solely
via the PKIX infrastructure can be avoi ded.
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11.

12.

12.

1. Counterneasures to DNS Traffic Analysis

This section makes suggestions for neasures that can reduce the
ability of attackers to infer information pertaining to encrypted
client queries by other neans (e.g., via an analysis of encrypted
traffic size or via nonitoring of the unencrypted traffic froma DNS
recursive resolver to an authoritative server).

DNS- over- (D) TLS clients and servers SHOULD i npl enent the follow ng
rel evant DNS ext ensi ons:

0 Extension Mechanisns for DNS (EDNS(0)) paddi ng [ RFC7830], which
al | ows encrypted queries and responses to hide their size, naking
anal ysis of encrypted traffic harder.

Qui dance on paddi ng policies for EDNS(0) is provided in
[ EDNSO- Pad- Pol i ci es] .

DNS- over- (D) TLS clients SHOULD i npl enent the follow ng rel evant DNS
ext ensi ons:

o Privacy election per [RFC7871] ("Cdient Subnet in DNS Queries").
If a DNS client does not include an edns-client-subnet EDNSO
option with SOURCE PREFI X- LENGTH set to 0 in a query, the DNS
server nmay potentially leak client address information to the
upstream authoritative DNS servers. A DNS client ought to be able
to informthe DNS resolver that it does not want any address
i nformati on | eaked, and the DNS resol ver should honor that
request.
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Appendi x A, Server Capability Probing and Caching by DNS dients

This section presents a non-normative di scussion of how DNS clients
m ght probe for, and cache capabilities of, privacy-enabling DNS
servers.

Depl oyment of both DNS over TLS and DNS over DTLS will be gradual

Not all servers will support one or both of these protocols, and the
wel | -known port night be bl ocked by sone middl eboxes. dients will
be expected to keep track of servers that support DNS over TLS and/or
DNS over DTLS, as well as those that have been previously

aut henti cat ed.

If no server capability information is available, then (unless

ot herwi se specified by the configuration of the DNS client) DNS
clients that inplement both TLS and DTLS should try to authenticate
using both protocols before failing or falling back to an

unaut henticated or cleartext connection. DNS clients using an
Qpportunistic Privacy profile should try all avail able servers
(possibly in parallel) in order to obtain an authenticated and
encrypted connection before falling back. (RATIONALE: This approach
can increase |latency while discovering server capabilities but
maxi m zes the chance of sending the query over an authenticated and
encrypted connection.)
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