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Abst r act

The Sinplified Use of Policy Abstractions (SUPA) policy-based
managenment framework defines base YANG data nodels to encode policy.
These nodel s point to device-, technol ogy-, and service-specific YANG
dat a nodel s devel oped el sewhere. Policy rules within an operator’s
envi ronnent can be used to express high-level, possibly network-w de,
policies to a network managenent function (within a controller, an
orchestrator, or a network elenent). The network nanagement function
can then control the configuration and/or nonitoring of network

el ements and services. This docunent describes the SUPA basic
framework, its elenents, and interfaces
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Status of This Meno

This docunent is not an Internet Standards Track specification; it is
published for informational purposes.

This is a contribution to the RFC Series, independently of any other
RFC stream The RFC Editor has chosen to publish this docunent at
its discretion and nakes no statement about its value for

i npl enent ati on or depl oynent. Docunents approved for publication by
the RFC Editor are not candidates for any |evel of Internet Standard;
see Section 2 of RFC 7841.

I nformation about the current status of this docunent, any errata,
and how to provide feedback on it nay be obtained at
https://wwv. rfc-editor.org/info/rfc8328

Copyright Notice

Copyright (c) 2018 | ETF Trust and the persons identified as the
document authors. All rights reserved.

This docunent is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Documents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
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1

I ntroduction

Traffic flows over increasingly conmplex enterprise and service
provi der networks are beconming nore and nore inportant. Meanwhil e,
the rapid growth of this variety makes the task of network operations
and nanagenent applications depl oyi ng new services nuch nore
difficult. Mreover, network operators want to depl oy new services
qui ckly and efficiently. Two possible nmechanisns for dealing with
this growing difficulty are 1) the use of software abstractions to
sinmplify the design and configuration of nmonitoring and contro
operations and 2) the use of programmatic control over the
configuration and operation of such networks. Policy-based
managenent can be used to conbine these two nechani sns into an
extensi bl e franework

There is a set of policy rules within an operator’s environnment that
defines how services are designed, delivered, and operated.

The SUPA (Sinplified Use of Policy Abstractions) data nodel
represents a high-level, possibly network-w de policy, which can be
input to a network nanagenment function (within a controller, an
orchestrator, or a network elenent). The network managenent function
can then control the configuration and/or nonitoring of network

el ements and services according to such policies.

SUPA defines a Generic Policy Information Mddel (GPIM [ SUPA-I NFQ
for use in network operations and managenent applications. The GPIM
defines concepts and term nol ogy needed by policy managenent

i ndependent of the formand content of the policy rule. The Event-
Condi tion-Action (ECA) Policy Rule Information Mddel (EPRIM

[ SUPA- I NFO extends the GPIM by defining how to build policy rules
according to the ECA paradi gm

Both the GPIMand the EPRIM are targeted at controlling the
configuration and nonitoring of network el enents throughout the

servi ce devel opnent and deploynent life cycle. The GPIM and the
EPRI M can both be translated i nto correspondi ng YANG [ RFC6020]

[ RFC7950] nodul es that define policy concepts, term nology, and rules
in a generic and interoperable manner; additional YANG nodul es nay

al so be derived fromthe GPI M and/or EPRIMto manage specific
functions.

The key benefit of policy managenent is that it enables different
network el enents and services to be instructed to behave the sane
way, even if they are programed differently. Managenent
applications will benefit fromusing policy rules that enable

scal abl e and consi stent progranmatic control over the configuration
and nonitoring of network el ements and services.
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Some typical and useful instances for authors to understand the
applicability of SUPA, such as SNWP bl ocki ng upon |l oad of |ink
reaching a threshold and virtual matching migration upon the changi ng
of user location, are described in [ SUPA- APP].

2. Term nol ogy
2.1. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capitals, as shown here

2.2. Abbreviations and Definitions

SUPA: The Sinplified Use of Policy Abstractions is a policy-based
managenent franmework that defines a data nodel to be used to
represent high-level, possibly network-wi de policies. This data
nodel can be input to a network managenment function (within a
controller, an orchestrator, or a network el ement).

YANG An acronym for "Yet Another Next Generation". YANGis a data
nodel i ng | anguage used to nodel configuration and state data
mani pul ated by the Network Configuration Protocol (NETCONF), NETCONF
renote procedure calls, and NETCONF notifications [ RFC6020]

ECA: Event-Condition-Action is a shortcut for referring to the
structure of active rules in event-driven architecture and active
dat abase systens.

EMS: An El enment Managenent Systemis software used to nonitor and
control network el enents (devices) in tel ecommunications.

NVS: A Network Managenent Systemis a set of hardware and/or software
tools that allow an I T professional to supervise the individua
conponents of a network within a |arger network managenent franework

OSS: An (Qperations/ Operational Support Systemis a conmputer system
used by tel ecommunications service providers to nmanage their networks
(e.g., telephone networks).

BSS: A Business Support Systemis used to support various end-to-end
t el econmuni cati on services
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GPIM A Ceneric Policy Informati on Mbdel defines concepts and
term nol ogy needed by policy managenent independent of the form and
content of the policy rule.

EPRIM An ECA Policy Rule Information Mdel extends the GPIM by
defining how to build policy rules according to the ECA paradi gm

GPDM  Ceneric Policy Data Mddel s [ SUPA- DATA] are created fromthe
GPIM  These YANG data nodel policies are used to control the
configuration of network elenments that nodel the service(s) to be
managed. The rel ationship between the information nodel (1M and
data nodel (DM can be founded in [ RFC3444].

Declarative Policy: Policies that specify the goals to be achieved
but not how to achieve those goals (also called "intent-based"
policies). Please note that declarative policies are out of scope
for the initial phase of SUPA.

3. Framework for Generic Policy-Based Managenent

This section briefly describes the design and operation of the SUPA
pol i cy- based managenent framework

3.1. Overview

Figure 1 shows a sinplified functional architecture of how SUPA is
used to define policies for creating snippets of network el enent
configurations. SUPA uses the GPIMto define a consensual vocabul ary
that different actors can use to interact with network el enents and
services. The EPRIM defines a generic structure for inperative
policies. The GPIM and/or the conbination of the GPI M and the
EPRIM is converted to generic YANG nodul es.

In one possible approach (shown with asterisks in Figure 1), SUPA
Ceneric Policy and SUPA ECA Policy YANG nodul es together with the
Resource and Service YANG data nodels specified in the | ETF (which
define the specific elenments that will be controlled by policies) are
used by the Service Interface Logic. This Service Interface Logic
creates appropriate input nmechani snms for the operator to define
policies (e.g., a web formor a script) for creating and nmanagi ng the
networ k configuration. The operator interacts with the interface,
and the policies input by operators are then translated into
configuration snippets.

Note that the Resource and Service YANG data nodel s nay not exist.
In this case, the SUPA generic policy YANG nodul es serve as an

ext ensi bl e basis to devel op new YANG data nodels for the Service
Interface Logic. This transfers the work specified by the Resource
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and Service YANG data nodels specified in the |ETF into the Service
Interface Logic.

o e e e e e e e ea oo +
Foieem - + \ | SUPA
| |ETF  |---+----+ [Information Models
N + /| GPIMand EPRIM |
| tmmmmmmaas e +
Assi gnnent s | | Defines Policy Concepts
and Managed | \/
Cont ent | R L R +
| \ | SUPA Ceneric |
+----+ & ECA Policy
/] YANG nodul es |
N I +
* Possi bl e Approach
o e e e e e e e e e e - o +
| Managenent System * |
| V¥l |
| Fills +--------- Fomeee - S R +
| +-------- + Forms \| Service Interface |/ |Resource and |/ | +----+
| | Operator|-------- + Logi c +--| Service YANG |----| I ETF
| +-------- + Runs /| (locally defined |\ | data nodels |\ | +----+
| scripts |forms, scripts,...)| +------------- +
| S RS S RS +
| \[/ |
| Foemm- - - R +
| | Local Devices | |
| | and Managenent | |
| | Syst enms | |
| I +
TN NS +

Figure 1: SUPA Franework

Figure 1 shows the SUPA Franework at a high | evel of abstraction

The operator actor can interact with SUPA in other ways not shown in
Figure 1. In addition, other actors (e.g., an application devel oper)
that can interact with SUPA are not shown for sinplicity.

The EPRI M defines an ECA policy as an exanple of inperative policies.
An ECA policy rule is activated when its event clause is true; the
condition clause is then evaluated and, if true, signals the
execution of one or nore actions in the action clause. This type of
policy explicitly defines the current and desired states of the
system bei ng managed. |Inperative policy rules require additiona
managenent functions, which are explained in Section 3. 2.
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Fi gure 2 shows how the SUPA Policy Mddel is used to create policy
data nodel s step-by-step and how the policy rules are used to
communi cat e anong vari ous network managenent functions |ocated on
different |ayers.

The GPIMis used to construct policies. The GPIM defines generic
policy concepts as well as two types of policies: ECA policy rules
and decl arative policy statenents.

A set of Generic Policy Data Mbdels (GPDM) are then created fromthe
GPIM  These YANG data nodel policies are then used to control the
configuration of network el enents that nodel the service(s) to be
managed.

Resource and Service YANG Data Mddels: Mdels of the service as well
as physical and virtual network topol ogy including the resource
attributes (e.g., data rate or latency of links) and operationa
paraneters needed to support service depl oynment over the network

t opol ogy.

SUPA Pol i cy Model

|
|
| oo e e e e e m e o - o +
| | Generic Policy Information Mdel |
| . +
| D D
| D +------ee--- R +
T + | D | ECA Policy Rule |
| OSS/BSS/ Orchestrator <--+ | D | I nf ormati on Mbodel |
R Mo - + | D e +
C | ] D D
C I I e b e +Dt+- - - +
C o + D SUPA Policy Data Mbdel D |
Foeee - Vommmmme e + | ] ---- Ve + D
| EMS/NMS/ Controller <-------- + | Generic Policy Data Mddel | D |
Fomm e - L\ R + | [ mmmmm + D |
C +o---- + D D |
C I e T V- -+
SRR T Vemmmmmeaa s + | ECA Policy Rule Data Mdel |
| Network Elenent <--+ | | R + |
o e e e e e oo o - + | o m e m e e e e e e e e e e e e oo oo +
|
|
Legend:
The doubl e- headed arrow with Cs = "conmuni cation”

The arrow with Ds = "derived front

Fi gure 2: SUPA Policy Mdel Franework
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SUPA Policy Mdel: This nodel represents one or nore policy nodul es
that contain the following entities:

Ceneric Policy Information Mbdel: A nodel for defining policy
rules that are independent of data repository, data definition
query, inplenentation | anguage, and protocol. This nodel is

abstract and is used for design; it MJST be turned into a data
nodel for inplenentation.

Ceneric Policy Data Model: A nodel of policy rules that are
dependent on data repository, data definition, query,
i mpl enent ati on | anguage, and protocol .

ECA Policy Rule Infornmation Model (EPRIM: This nodel represents
a policy rule as a statenment that consists of an event cl ause,
a condition clause, and an action clause. This type of policy
rule explicitly defines the current and desired states of the
system bei ng nanaged. This nodel is abstract and is used for
design; it MJUST be turned into a data nodel for inplenentation

ECA Policy Rule Data Model: A nodel of policy rules, derived from
EPRIM where each policy rule consists of an event clause, a
condi tion clause, and an action cl ause.

EMS/ NM5/ Control ler: This represents one or nore entities that are
able to control the operation and nanagenment of a network
infrastructure (e.g., a network topol ogy that consists of
networ k el ements).

Network Elenment (NE): An elenent that can interact with the |oca
or renote EMS/ NMS/ Controller in order to exchange information,
such as configuration information, policy-enforcenent
capabilities, and network status.

Rel ati onshi ps anong Policy, Service, and Resource nodels are
illustrated in Figure 3.
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o + oo +
| Pol i cy | (1) | Servi ce |
| EIR IR I 0 I IR b b b I b I b I b I |
| ( SUPA) |*******************| ( L3SM ) |
S + S +
* % /*\
* % *
* % *
(2) N E)
* % *
* % *
* % *
oo +
| Resour ce |
I
| (lInventory, ) |
o e - +

Figure 3: Relationship anong Policy, Service, and Resource Mbdel s
In Figure 3:

(1) The policy manages and can adjust service behavior as necessary
(1:1..n). In addition, data fromresources and services are
used to select and/or nodify policies during runtine.

(2) The policy manages and can adj ust resource behavi or as necessary
(1:1..n).

(3) Resource hosts service; changing resources nay change service
behavi or as necessary.

Policies are used to control the managenent of resources and
services, while data fromresources and services are used to sel ect
and/ or nodify policies during runtine. Mre inportantly, policies
can be used to manage how resources are allocated and assigned to
services. This enables a single policy to nanage one or nultiple
services and resources as well as their dependencies. The use of
(1:1..n) in point (1) and (2) above show that one policy rule is able
to manage and can adjust one or nultiple services/resources. Lines
(1) and (2) (connecting policy to resource and policy to service) are
the sane, and line (3) (connecting resource to service) is different
as it's navigable only fromresource to service
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3.2. (Qperation

SUPA can be used to define various types of policies, including
policies that affect services and/or the configuration of individua
network el ements or groups of network elenents. SUPA can be used by
a centralized and/or distributed set of entities for creating,
managi ng, interacting with, and retiring policy rules.

The SUPA scope is linmited to policy information and data nodel s.
SUPA does not define network resource data nodels or network service
data nodel s; both are out of scope. Instead, SUPA nakes use of
networ k resource data nodel s defined by other working groups or

St andar ds Devel opnent Organi zati ons (SDCs) .

Decl arative policies are out of scope for the initial phase of SUPA
3.3. The GPIMand the EPRI M

The GPI M provides a shared vocabul ary for representing concepts that
are common to different types of policies, but which are i ndependent
of Il anguage, protocol, repository, and level of abstraction. Hence,
the GPI M defines concepts and vocabul ary needed by policy nmanagenent
systens i ndependent of the formand content of the policy. The EPRIM
is a nore specific nodel that refines the GPIMto specify policy
rules in an ECA form

This enables different policies at different |evels of abstraction to
forma continuum where nore abstract policies can be translated into
nmore concrete policies and vice versa. For exanple, the information
nodel can be extended by generalizing concepts froman existing data
nodel into the GPIM the GPlI M extensions can then be used by other
dat a nodel s.

3.4. Creation of Generic YANG Modul es

An information nodel is abstract. As such, it cannot be directly
instantiated (i.e., objects cannot be created directly fromit).
Therefore, both the GPIMand the conbination of the GPI M and the
EPRIM are translated i nto generic YANG nodul es.

SUPA wi Il provide guidelines for translating the GPIM (or the
conbination of the GPIM and the EPRIM into concrete YANG data nodel s
that define how to nanage and conmuni cate policies between systens.
Mul tiple inperative policy YANG data nodel s nay be instantiated from
the GPIM (or the conbination of the GPIMand the EPRIM. In
particular, SUPA will specify a set of YANG data nodels that will
consi st of a base policy nodel for representing policy nmanagenent
concepts independent of the type or structure of a policy; it wll

Liu, et al. I nf or mat i onal [ Page 10]



RFC 8328 SUPA Pol i cy- Based Managenent Framewor k March 2018

al so specify an extension for defining policy rules according to the
ECA paradigm (Note: This nmeans that policies can be defined using
the GPIMdirectly, or using the conbination of the GPIMand the
EPRIM If you use only the GPIM you get a technol ogy- and vendor -
i ndependent information nodel that you are free to map to the data
nodel of your choice; note that the structure of a policy is NOT
defined. |If you use the GPIMand the EPRIM you get a technol ogy-
and vendor-i ndependent information nodel that defines policies as an
ECA policy rule (i.e., inperative).)

The process of developing the GPIM the EPRIM and the derived/
transl ated YANG data nodels is realized followi ng the sequence shown
bel ow. After conpleting this process and, if the inplenentation of
the YANG data nodels requires it, the G°l Mand EPRIM and the derived/
transl ated YANG data nodel s are updated and synchroni zed.

(1)=>(2)=>(3)=>(4)=>(3")=>(2")=>(1")

Wher e:
(1)=GPIM
(2) =EPRI M

(3) =YANG dat a nodel s

(4) =l npl enrent ati on

(3")=update of YANG data nodel s
(2")=update of EPRIM
(1')=update of GPIM

The YANG nodul e derived fromthe GPI M contains concepts and

term nol ogy for the common operation and administration of policy-
based systens as well as an extensible structure for policy rules of
di fferent paradigns. The YANG nodul e derived fromthe EPRI M extends
the generic nature of the GPIM by representing policies using an ECA
structure.

The above sequence allows for the addition of new nodel elenents, as
well as the editing of existing ones, in the GPIMand EPRIM In
practice, the inplenentati on sequence may be nmuch sinpler.
Specifically, it is unlikely that the GGIMw ||l need to be changed.
In addition, changes to the EPRIMw || likely be focused on fine-
tuni ng the behavior offered by a specific set of nodel el enents.
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4.

6.

6.

Security Considerations

This informational document presents the framework and workfl ow of
SUPA as well as an explanation on the rel ationship of policy, service
and resources. This docunent does not introduce any new security

i ssues, and the franework has no security inpact on the Internet.

The sane considerations are relevant as those for the base NETCONF
protocol (see Section 9 in [RFC6241]).

| ANA Consi der ati ons
Thi s docunent has no | ANA acti ons.
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