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Abstract

Thi s docunent describes the framework for Interface to Network
Security Functions (I12NSF) and defines a reference nodel (including
maj or functional conponents) for |2NSF. Network Security Functions
(NSFs) are packet-processing engi nes that inspect and optionally

nmodi fy packets traversing networks, either directly or in the context
of sessions to which the packet is associ ated.

Status of This Meno

This docunent is not an Internet Standards Track specification; it is
published for informational purposes.

This docunent is a product of the Internet Engi neering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Not all docunents
approved by the | ESG are candi dates for any |evel of Internet

St andard; see Section 2 of RFC 7841.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it nay be obtained at
https://ww. rfc-editor.org/info/rfc8329
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1

2.

I ntroduction

Thi s docunent describes the framework for Interface to Network
Security Functions (12NSF) and defines a reference nodel (including
maj or functional conponents) for I2NSF. This includes an anal ysis of
the threats inplied by the depl oynent of Network Security Functions
(NSFs) that are externally provided. It also describes how | 2NSF
facilitates inplementing security functions in a technol ogy- and
vendor - i ndependent nanner in Software-Defined Networking (SDN) and
Net wor k Function Virtualization (NFV) environnments, while avoiding
potential constraints that could limt the capabilities of NSFs.

| 2NSF use cases [RFC8192] call for standard interfaces for users of
an | 2NSF system (e.g., applications, overlay or cloud network
managenent system or enterprise network adm ni strator or managenent
system) to informthe | 2NSF system whi ch | 2NSF functi ons shoul d be
applied to which traffic (or traffic patterns). The |2NSF system
realizes this as a set of security rules for nonitoring and
controlling the behavior of different traffic. It also provides
standard interfaces for users to nonitor flow based security
functions hosted and managed by different administrative domains.

[ RFC8192] al so describes the notivation and the probl em space for an
Interface to Network Security Functions system

Conventions Used in This Docunent

This meno does not propose a protocol standard, and the use of words
such as "should" follow their ordinary English neaning and not that
for nornmative | anguages defined in [ RFC2119] [ RFC8174].

1. Acronyns
The follow ng acronyns are used in this docunent:

DOTS: Distributed Denial-of-Service Open Threat Signaling
I DS: Intrusion Detection System

| oT: Internet of Things

I PS: Intrusion Protection System

NSF: Network Security Function
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2. 2.

The following terns, which are used in this docunent,

Definitions

the 1 2NSF term nol ogy docunent [12NSF- TERVE]

Lopez,

Capability
Controller
Fi rewal |

| 2NSF Consuner

| 2NSF NSF- Faci ng I nterface

| 2NSF Policy Rule

| 2NSF Pr oducer

| 2NSF Regi stration Interface
| 2NSF Regi stry

Interface

Interface G oup

Intrusion Detection System
I ntrusion Protection System
Net wor k Security Function
Rol e
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3. | 2NSF Reference Mdel

Figure 1 shows a reference nodel
components and interfaces) for an | 2NSF system

February 2018

(i ncluding maj or functional

This figure is drawn

Lopez,

fromthe point of view of the Network Operator Managenent System
hence, this view does not assune any particul ar managenent

architecture for either the NSFs or how the NSFs are managed (on the

devel oper’s side). In particular, the Network Operator Minagenent
System does not participate in NSF data-plane activities.

| [I2NSF User (e.g., Overlay Network Mnt,
| Network Mgnt, another network donmain’s ngnt,

Enterprise |
etc.) |

| 2NSF Consuner - Faci ng I nterface

| 2NSF

R T R + Registration +------------- +
| Network Operator Mgnt| Interface | Devel oper’s |
| System | < --------- Mym System |

[ e
NSF- m |

Fom e - -t
NSF-1 | ... |

Fom e - -t
| NSF-1 ] ... |

[ e
NSF- m | |

Devel oper Mgnt System A Devel oper Mgnt System B

Figure 1: |2NSF Reference Mdel

When defining |1 2NSF Interfaces, this franework adheres to the
foll owi ng principles:

o It

i ndependent of the

o It is agnostic of provider of the NSF (i.e.,
as well as how the

way that the provider nakes an NSF avail abl e,
provider allows the NSF to be nanaged)

o It is agnostic of any vendor-specific operational, adm nistrative,
and nanagenent i npl enentation; hosting environnent; and form
factor (physical or virtual)
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3. 1.

Lop

0o It is agnostic to NSF control -plane inplenmentation (e.qg.
signaling capabilities)

o It is agnostic to NSF data-plane inplenentation (e.g.
encapsul ati on capabilities)

In general, all I12NSF Interfaces should require at |east nutual
aut hentication and authorization for their use. Qher security and
privacy considerations are specified in Section 11

| 2NSF Consuner - Faci ng I nterface

The | 2NSF Consuner-Facing Interface is used to enable different users
of a given | 2NSF systemto define, manage, and nonitor security
policies for specific flows within an administrative domain. The

| ocation and inplenmentation of |2NSF policies are irrelevant to the
consumner of |2NSF policies.

Some exanpl es of |2NSF Consuners i ncl ude:

0 A video-conference network nanager that needs to dynanically
informthe underlay network to allow, rate-limt, or deny flows
(some of which are encrypted) based on specific fields in the
packets for a certain tine span.

0 Enterprise network adm ni strators and nmanagenent systens that need
to request their provider network to enforce specific |2NSF
policies for particular flows.

0 An |oT nmanagenent system sending requests to the underlay network
to block flows that match a set of specific conditions.

| 2NSF NSF- Faci ng I nterface

The |1 2NSF NSF- Faci ng Interface (NSF-Facing Interface for short) is
used to specify and nonitor flow based security policies enforced by
one or nore NSFs. Note that the |2NSF Management System does not
need to use all features of a given NSF, nor does it need to use al
avai |l abl e NSFs. Hence, this abstraction enables NSF features to be
treated as building bl ocks by an NSF system thus, devel opers are
free to use the security functions defined by NSFs independent of
vendor and technol ogy.

ez, et al. I nf or mat i onal [ Page 6]
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FIl ow- based NSFs [ RFC8192] inspect packets in the order that they are
received. Note that all Interface Goups require the NSF to be

regi stered using the Registration Interface. The interface to flow
based NSFs can be categorized as foll ows:

1. NSF Qperational and Adm nistrative Interface: an Interface G oup
used by the | 2NSF Managenent Systemto programthe operationa
state of the NSF, this also includes adninistrative contro
functions. |12NSF Policy Rules represent one way to change this
Interface Goup in a consistent manner. Since applications and
| 2NSF Conponents need to dynanmically control the behavior of
traffic that they send and receive, nuch of the I2NSF effort is
focused on this Interface G oup.

2. Mnitoring Interface: an Interface Group used by the | 2NSF
Managenment Systemto obtain nonitoring information from one or
nore sel ected NSFs. Each interface in this Interface G oup could
be a query- or a report-based interface. The difference is that
a query-based interface is used by the | 2NSF Managenent Systemto
obtain information, whereas a report-based interface is used by
the NSF to provide information. The functionality of this
Interface G oup may al so be defined by other protocols, such as
SYSLOG and DOTS. The | 2NSF Managenent System nay take one or
nore actions based on the receipt of information; this should be
specified by an | 2NSF Policy Rule. This Interface G oup does NOT
change the operational state of the NSF.

Thi s docunent uses the fl ow based paradigmto devel op the NSF-Facing
Interface. A common trait of flow based NSFs is in the processing of
packets based on the content (e.g., header/payl oad) and/or context
(e.g., session state and authentication state) of the received
packets. This feature is one of the requirenents for defining the
behavi or of | 2NSF.

3.3. I 2NSF Registration Interface

NSFs provided by different vendors nmay have different capabilities.
In order to autonate the process of utilizing multiple types of
security functions provided by different vendors, it is necessary to
have a dedicated interface for vendors to define the capabilities of
(i.e., register) their NSFs. This interface is called the |I2NSF
Regi stration Interface.

An NSF' s capabilities can be either pre-configured or retrieved
dynanically through the | 2NSF Registration Interface. |If a new
function that is exposed to the consuner is added to an NSF, then the
capabilities of that new function should be registered in the |I2NSF
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Regi stry via the | 2NSF Registration Interface, so that interested
managenent and control entities nmay be nade aware of them

4. Threats Associated with Externally Provided NSFs

Whi |l e associated with a nuch higher flexibility, and in many cases a
necessary approach given the depl oynent conditions, the usage of
externally provided NSFs inplies several additional concerns in
security. The nost relevant threats associated with a security
platformof this nature are:

0 An unknown/unaut hori zed user can try to inpersonate another user
that can legitinmately access external NSF services. This attack
may | ead to accessing the I2NSF Policy Rules and applications of
the attacked user and/or generating network traffic outside the
security functions with a falsified identity.

0 An authorized user nmay nisuse assigned privileges to alter the
network traffic processing of other users in the NSF underlay or
pl at f or m

0 Awuser may try to install malforned elenments (e.g., |2NSF Policy
Rul es or configuration files) to directly take control of an NSF
or the whole provider platform For exanple, a user may exploit a
vul nerability on one of the functions or may try to intercept or
nodify the traffic of other users in the sane provider platform

o A malicious provider can nodify the software (e.g., the operating
system or the specific NSF inplenentation) to alter the behavior
of one or nore NSFs. This event has a high inpact on all users
accessi ng NSFs, since the provider has the highest |evel of
privileges controlling the operation of the software.

0 A user that has physical access to the provider platformcan
nmodi fy the behavi or of the hardware/software conmponents or the
conponents thensel ves. For exanple, the user can access a seria
consol e (nost devices offer this interface for nmintenance
reasons) to access the NSF software with the sanme |evel of
privilege of the provider.

The use of authentication, authorization, accounting, and audit
mechani sns is recommended for all users and applications to access
the |1 2NSF environment. This can be further enhanced by requiring
attestation to be used to detect changes to the | 2NSF environnent by
aut hori zed parties. The characteristics of these procedures will
define the |l evel of assurance of the |2NSF environnment.
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5.

Avoi di ng NSF Gssification

A basic tenet in the introduction of |2NSF standards is that the
standards should not nmake it easier for attackers to conpronise the
network. Therefore, in constructing standards for |2NSF Interfaces
as well as I2NSF Policy Rules, it is equally inportant to allow
support for specific functions, as this enables the introduction of
NSFs that evolve to neet new threats. Proposed standards for | 2NSF
Interfaces to conmunicate with NSFs, as well as |2NSF Policy Rules to
control NSF functionality, should not:

0o Narrowy define NSF categories, or their roles, when inplenented
within a network. Security is a constantly evol ving discipline.
The |1 2NSF framework relies on an object-oriented information
nodel , whi ch provides an extensible definition of NSF information
el ements and categories; it is recomended that inplenentations
follow this nodel.

o Attenpt to inpose functional requirenents or constraints, either
directly or indirectly, upon NSF devel opers. |Inplementations
shoul d be free to realize and apply NSFs in a way that best suits
the needs of the applications and environnment using them

0 Be alimted | owest conmon denoni nator approach, where interfaces
can only support a limted set of standardized functions, w thout
all owi ng for devel oper-specific functions. NSFs, interfaces, and
the data communi cated shoul d be extensible, so that they can
evol ve to protect against new threats.

0 Be seen as endorsing a best common practice for the inplenentation
of NSFs; rather, this docunent describes the conceptual structure
and reference nodel of |2NSF. The purpose of this reference nodel
is to define a comon set of concepts in order to facilitate the
flexible inplenentati on of an | 2NSF system

To prevent constraints on NSF devel opers’ creativity and i nnovation
this docunent recomends fl ow based NSF interfaces to be designed
from the paradi gm of processing packets in the network. Fl ow based
NSFs are ultinmately packet-processing engi nes that inspect packets
traversing networks, either directly or in the context of sessions in
whi ch the packet is associated. The goal is to create a workable
interface to NSFs that aids in their integration within |egacy, SDN
and/ or NFV environnments, while avoiding potential constraints that
could limt their functional capabilities.
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6. The Network Connecting | 2NSF Conponents
6.1. Network Connecting | 2NSF Users and the | 2NSF Control |l er

As a general principle, in the | 2NSF environnment, users directly
interact with the |2NSF Controller. Gven the role of the | 2NSF
Controller, a nutual authentication of users and the |2NSF Controller
is required. |2NSF does not mandate a specific authentication
schene; it is up to the users to choose avail abl e aut henti cation
schenmes based on their needs.

Upon successful authentication, a trusted connection between the user
and the | 2NSF Controller (or an endpoint designated by it) will be
established. This nmeans that a direct, physical point-to-point
connection, with physical access restricted according to access
control, nust be used. All traffic to and fromthe NSF environnment
will flow through this connection. The connection is intended not
only to be secure but trusted in the sense that it should be bound to
t he mutual authentication between the user and the | 2NSF Controll er
as described in [I2NSF- ATTESTATION]. The only possible exception is
when the required |l evel of assurance is |ower (see Section 4.1 of

[ 1 2NSF- ATTESTATION] ), in which case the user nust be nmade aware of
this circunstance

6.2. Network Connecting the | 2NSF Control |l er and NSFs

Most likely, the NSFs are not directly attached to the | 2NSF
Controller; for exanple, NSFs can be distributed across the network
The network that connects the | 2NSF Controller with the NSFs can be
the sane network that carries the data traffic, or it can be a

dedi cat ed network for nanagenent purposes only. |In either case,
packet | oss could happen due to failure, congestion, or other
reasons.

Therefore, the transport mechani smused to carry managenent data and
i nformation nust be secure. |t does not have to be a reliable
transport; rather, a transport-independent reliable nessaging
mechani smis required, where conmunication can be perfornmed reliably
(e.g., by establishing end-to-end conmuni cati on sessions and by

i ntroduci ng explicit acknow edgenent of nessages into the

communi cation flow). Latency requirenents for control nessage
delivery nust also be evaluated. Note that nonitoring does not
require reliable transport.
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The networ k connection between the |2NSF Controller and NSFs can rely
on either:

0 Open environnments, where one or nore NSFs can be hosted in one or
nore external administrative domains that are reached via secure
external network connections. This requires nore restrictive
security control to be placed over the I2NSF Interface. The
i nformati on over the |I2NSF Interfaces shall be exchanged by using
the trusted connection described in Section 6.1, or

0 Cosed environnents, where there is only one adm nistrative
domai n. Such environnents provide a nore **isol ated** environnent
but still conmunicate over the same set of |2NSF Interfaces
present in open environnents (see above). Hence, the security
control and access requirenments for closed environments are the
same as those for open environnents.

The network connection between the | 2NSF Controller and NSFs will use
the trusted connection nmechani sns described in Section 6. 1.

Fol | owi ng these nechani sns, the connections need to rely on the use
of properly verified peer identities (e.g., through an

Aut henti cation, Authorization, and Accounting (AAA) framework). The
i npl ement ati ons of identity nmanagenent functions, as well as the AAA
framework, are out of scope for |2NSF.

6.3. Interface to vNSFs

There are some uni que characteristics in interfacing to virtual NSFs
(VNSFs):

0 There could be nmultiple instantiations of one single NSF that has
been distributed across a network. Wen different instantiations
are visible to the I2NSF Controller, different policies nay be
applied to different instantiations of an individual NSF (e.g., to
reflect the different roles that each vNSF is designated for).
Therefore, it is recommended that Roles, in addition to the use of
robust identities, be used to distinguish between different
instantiations of the same VNSF. Note that this also applies to
physi cal NSFs.

o Wien multiple instantiations of one single NSF appear as one
single entity to the I2NSF Controller, the | 2NSF Control |l er may
need to get assistance fromother entities in the | 2NSF Managenent
System and/ or del egate the provisioning of the nmultiple
instantiations of the (single) NSF to other entities in the | 2NSF
Managenment System This is shown in Figure 2 bel ow
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o Policies enforced by one VNSF instance nay need to be retrieved
and noved to another vNSF of the same type when user flows are
noved from one vNSF to anot her.

o Miltiple vNSFs may share the same physical platform

0 There nmay be scenarios where nultiple vNSFs coll ectively perform
the security policies needed.

o e e e e e e e ea oo +
| | 2NSF Controll er |
e +
N N
| |
oo + oo +
v v
S 2
| NSF-A +-------oom-- + | | NSF-B +-------------- + |
| | NSF Manager | | | NSF Manager | |
| tmmm e me e + | | tmmm e me e +
|+-------------+| |+-------------+|
| e MR Hop] e F e + |
| || NSF-A#1 | ... | NSF-A#n || | | || NSFB#1 | ... | NSF-B#m || |
| e O Mol e R LR +
| | NSF- A cl uster [ 1 1 | NSF- B cl uster | |
| +- - - - - - - - - - - - - 4] | +- - - - - - - - - - - - - 4+
o S

Figure 2: duster of NSF Instantiations Managenent
6.4. Consi stency
There are three basic nodel s of consistency:
o centralized, which uses a single nmanager to i npose behavi or

o decentralized, in which managers nake decisions w thout being
aware of each other (i.e., managers do not exchange information)

o distributed, in which nanagers nmake explicit use of information
exchange to arrive at a decision

Thi s docunent does NOT nmake a recommendation on which of the above
three nodels to use. |12NSF Policy Rules, coupled with an appropriate
managenent strategy, is applicable to the design and integration of
any of the above three consistency nodels.
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7.

7.

| 2NSF Fl ow Security Policy Structure

Even t hough security functions cone in a variety of formfactors and
have different features, provisioning to fl ow based NSFs can be
standardi zed by using policy rules.

In this version of I12NSF, policy rules are linted to inperative
paradi gns. |2NSF is using an Event-Condition-Action (ECA) policy,
wher e:

0 An Event clause is used to trigger the evaluation of the Condition
clause of the I 2NSF Policy Rule.

o0 A Condition clause is used to deternmi ne whether or not the set of
Actions in the | 2NSF Policy Rul e can be executed or not.

0 An Action clause defines the type of operations that may be
perforned on this packet or flow

Each of the above three clauses are defined to be Bool ean cl auses.
This means that each is a logical statenment that evaluates to either
TRUE or FALSE

The above concepts are described in detail in [I2NSF- CAPABI LI TIES].
1. Custoner-Facing Flow Security Policy Structure

This layer is for the user’s network nanagenment systemto express and
nmoni tor the needed flow security policies for their specific flows.

Some custonmers may not have the requisite security skills to express
security requirements or policies that are precise enough to

i rpl enment in an NSF. These custoners may instead express
expectations (e.g., goals or intent) of the functionality desired by
their security policies. Custoners may al so express guidelines, such
as which types of destinations are (or are not) allowed for certain
users. As a result, there could be different |levels of content and
abstractions used in Service Layer policies. Here are sone exanples
of nmore abstract security policies that can be devel oped based on the
| 2NSF- def i ned Cust omer - Facing I nterface

o Enable Internet access for authenticated users
0 Any operation on a H ghVal ueAsset nust use the corporate network

0 The use of FTP from any user except the CxOG oup rnust be audited
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0 Streanming nedia applications are prohibited on the corporate
networ k during busi ness hours

0 Scan enmnil for malware detection; protect traffic to corporate
network with integrity and confidentiality

0 Renove tracking data from Facebook [website = *.facebook. conj

One flow policy over the Custoner-Facing Interface nmay need nmultiple
NSFs at various locations to achieve the desired enforcenent. Sone
flow security policies fromusers may not be granted because of
resource constraints. [|2NSF-DEMJ describes an inplenentation of
translating a set of 1) user policies to flow policies and 2) fl ow
policies to individual NSFs.

I2NSF wi Il first focus on user policies that can be nodel ed as
closely as possible to the flow security policies used by individua
NSFs. An | 2NSF user flow policy should be simlar in structure to
the structure of an |I2NSF Policy Rule, but with nore of a user-
oriented expression for the packet content, the context, and other
parts of an ECA policy rule. This enables the user to construct an
| 2NSF Policy Rule w thout having to know the exact syntax of the
desired content (e.g., actual tags or addresses) to match in the
packets. For exanple, when used in the context of policy rules over
the Cient-Facing Interface:

0 An Event can be "the client has passed the AAA process"

0o A Condition can be matching the user identifier or fromspecific
i ngress or egress points

0 An Action can be establishing an I Psec tunne
7.2. NSF-Facing Flow Security Policy Structure
The NSF-Facing Interface is to pass explicit rules to individual NSFs
to treat packets, as well as nethods to nonitor the execution status
of those functions.
Here are sone exanpl es of Events over the NSF-Facing Interface:
o time == 08:00
o notification that a NSF state changes from standby to active

o user logon or |ogoff
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Here are sone exanpl es of Conditions over the NSF-Facing Interface:

0 Packet content values that | ook for one or nore packet headers,
data fromthe packet payload, bits in the packet, or data that are
derived fromthe packet.

0 Context values that are based on neasured and/or inferred
know edge, which can be used to define the state and environnent
in which a nanaged entity exists or has existed. In addition to
state data, this includes data from sessions, direction of the
traffic, tine, and geo-location information. State refers to the
behavi or of a managed entity at a particular point in tine.
Hence, it may refer to situations in which nultiple pieces of
information that are not available at the same tinme nust be
anal yzed. For exanple, tracking established TCP connecti ons
(connections that have gone through the initial three-way
handshake) .

Actions to individual flow based NSFs i ncl ude:

0 Actions perforned on ingress packets, such as pass, drop, rate
limting, and mirroring.

0 Actions perforned on egress packets, such as invoke signaling,
tunnel encapsul ati on, packet forwarding, and/or transformation.

o Applying a specific functional profile or signature -- e.g., an
IPS Profile, a signature file, an anti-virus file, or a URL
filtering file. Many flow based NSFs utilize profile and/or
signature files to achieve nore effective threat detection and
prevention. It is not uncomon for an NSF to apply different
profiles and/or signatures for different flows. Sone profiles/
signatures do not require any know edge of past or future
activities, while others are stateful and may need to maintain
state for a specific length of tine.

The functional profile or signature file is one of the key properties
that determine the effectiveness of the NSF and is nostly NSF
specific today. The rulesets and software interfaces of 12NSF aimto
specify the format to pass profile and signature files while
supporting specific functionalities of each

Pol i cy consistency anong nmultiple security function instances is very
critical because security policies are no |onger naintai ned by one
central security device; instead, they are enforced by nmultiple
security functions instantiated at various |ocations.
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7.3. Differences from ACL Data Mddel s

Policy rules are very different from Access Control Lists (ACLs). An
ACL is NOT a policy. Rather, policies are used to manage the
construction and life cycle of an ACL.

[ ACL- YANG has defined rules for ACLs supported by nost routers/
switches that forward packets based on their L2, L3, or sonetines L4
headers. The actions for ACLs include Pass, Drop, or Redirect.

The functional profiles (or signatures) for NSFs are not present in
[ ACL- YANG because the functional profiles are unique to specific
NSFs. For exanple, nost | PS/IDS inplenentations have their
proprietary functions/profiles. One of the goals of I12NSF is to
define a conmon envel ope format for exchanging or sharing profiles
anong different organi zations to achieve nore effective protection
agai nst threats.

The "packet content matching” of the | 2NSF policies should not only
include the matching criteria specified by [ ACL- YANG but al so the
L4-L7 fields depending on the NSFs sel ect ed.

Some fl ow based NSFs need matching criteria that include the context
associated with the packets. This nmay al so i nclude netadat a.

The | 2NSF "actions" should extend the actions specified by [ACL- YANG
to include applying statistics functions, threat profiles, or
signature files that clients provide.

8. Capability Negotiation

It is very possible that the underlay network (or provider network)
does not have the capability or resources to enforce the flow
security policies requested by the overlay network (or enterprise
network). Therefore, it is required that the |I2NSF system support
dynani ¢ discovery capabilities, as well as a query nechanism so that
the |1 2NSF system can expose appropriate security services using | 2NSF
capabilities. This nmay also be used to support negotiation between a
user and the |2NSF system Such dynanic negotiation facilitates the
delivery of the required security service(s). The outcone of the
negoti ati on would feed the | 2NSF Managenent System which would then
dynanmically allocate appropriate NSFs (along with any resources
needed by the all ocated NSFs) and configure the set of security
services that neet the requirenents of the user

When an NSF cannot performthe desired provisioning (e.g., due to

resource constraints), it nust informthe |I2NSF Managenent System
The protocol needed for this security function/capability negotiation
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9.

9.

may be somewhat correlated to the dynam c service paraneter
negoti ati on procedure described in [RFC7297]. The Connectivity
Provisioning Profile (CPP) tenplate, even though currently covering
only connectivity requirenents, includes security clauses such as

i solation requirenents and non-via nodes. Hence, it could be
extended as a basis for the negotiation procedure. Likew se, the
conpani on Connectivity Provisioning Negotiation Protocol (CPNP) could
be a candidate for the negotiation procedure.

"Security-as-a-Service" would be a typical exanple of the kind of
(CPP-based) negotiation procedures that could take place between a
corporate custonmer and a service provider. However, nore security-
specific paraneters have to be considered

[ 1 2NSF- CAPABI LI TI ES] descri bes the concepts of capabilities in
detail.

Regi strati on Consi derations
1. Flow Based NSF Capability Characterization

There are many types of flow based NSFs. Firewall, IPS, and IDS are
the conmonly depl oyed fl ow based NSFs. However, the differences
anong themare definitely blurring, due to nore powerful technol ogy,
integration of platforms, and new threats. Basic types of flow based
NSFs i ncl ude:

o Firewall -- A device or a function that anal yzes packet headers
and enforces policy based on protocol type, source address,
destination address, source port, destination port, and/or other
attributes of the packet header. Packets that do not natch policy
are rejected. Note that additional functions, such as |ogging and
notification of a systemadninistrator, could optionally be
enforced as well.

0 IDS (Intrusion Detection Systen) -- A device or function that
anal yzes packets, both header and payl oad, |ooking for known
events. Wen a known event is detected, a | og nessage is
generated detailing the event. Note that additional functions,
such as notification of a system adm nistrator, could optionally
be enforced as well.

0o |IPS (Intrusion Prevention System) -- A device or function that
anal yzes packets, both header and payl oad, |ooking for known
events. \Wen a known event is detected, the packet is rejected.
Note that additional functions, such as |ogging and notification
of a system admi nistrator, could optionally be enforced as well.
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FIl ow- based NSFs differ in the depth of packet header or payl oad they
the various session/context states they can naintain,

can inspect,

and the specific profiles and the actions they can apply.

of a session is as follows: allow ng outbound connection requests and

only allowing return traffic fromthe externa

Devel opers can register their

cat egori es.

Regi stration Categories

net wor k.

An exanpl e

NSFs usi ng packet content natching

The Inter-Domain Routing (IDR) Flow Specification
[ RFC5575] has specified 12 different packet header matching types.

I P Flow I nformati on Export (IPFIX) data [|I PFI X-D] defines IP flow

i nformati on and nechanisns to transmt such infornmation.
includes flow attri butes as wel |l
and exporting processes.
registry [IPFIX-R].
when defining categories of

As such,

Thi s

as information about the netering

Such information nmay be stored in an | PRI X
| PFI X i nformati on should be consi dered
registration infornation

More packet content matching types have been proposed in the | DR W5
| 2NSF shoul d reuse the packet matching types being specified as nmuch
More matching types might be added for fl ow based NSFs.

as possi bl e.

Figures 3-6 below |list the applicable packet content categories that
can be potentially used as packet matching types by fl ow based NSFs:

Lopez, et al.

| Pv4 Header

Sour ce
Desti nati on
s-VID
c-VID

Et hertype

pr ot ocol

dest port
src port

src address
dest address
dscp

| ength

flags

ttl

I nf or mat i ona

Layer 2 header fields:

Layer 3 header fields:

+
I
+
I
I
I
I
I
I
+
I
I
I
I
I
I
I
I
I
I
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| I Pv6 Header
| prot ocol / nh

| src port

| dest port

| src address

| dest address
| | ength

| traffic class
| hop limt

| flow | abel

| dscp

|
|
|
|
|
|
|
|
|
|
|
+
Layer 4 header fields: |
Por t |
syn |
ack |
fin |
rst |
? psh
? urg |
? wi ndow |
sockstress
Note: bitmap could be used to |
represent all the fields |
UDP |
fl ood abuse
fragnent abuse |
Por t |
+

| _______________
HTTP | ayer

|
| hash collision |
| http - get flood |
| http - post flood |
| http - randominvalid url |
| http - sloworis

| http - slow read |
| http - r-u-dead-yet (rudy) |
| http - mal formed request |
| http - xss |
| https - ssl session exhaustion

—_—_—— ——,— . ———
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R B o e e e e e e e eee oo +
| IETF PCP | Configurable

| | Ports |
T o +
| ETF TRAM | profile |
S oo e o o e e e e e e e e e e e oo oo +
Not es:

DCCP:  Dat agram Congesti on Control Protoco

PCP: Port Control Protoco

TRAM  TURN Revi sed and Mdderni zed, where TURN stands for
Traversal Using Relays around NAT

Fi gure 3: Packet Content Matching Capability | ndex

o m o m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e eao o +
| Cont ext Matching Capability | ndex
S o s e m e e e e e e e e e e e e e e e e e e e e o - o +
| Session | Session State, |
| | Bi directional State |
S oo e e e e e e e e e e e e e e e e e e e aaa - +
| Tinme | Ti me span |
| | Ti me occurrence |
S o s e m e e e e e e e e e e e e e e e e e e e e o - o +
| Events | Event URL, vari ables |
R oo o e e e e e e e e e e e e e e e e e e e e aa +
| Location | Text string, GPS coords, URL |
Fom e e e e e oo oo Fommm e e e e e e e e e e e e e e e m e e e e e emeao o +
| Connection | Internet (unsecured), Internet

| Type | (secured by VPN, etc.), Intranet, ... |
R oo o e e e e e e e e e e e e e e e e eaa +
| Direction | I nbound, CQut bound |
S oo e e e e e e e e e e e e e e e e e e e aaa - +

State Aut hentication State

| |
| Aut hori zation State |
| Accounting State |
| Session State |

Not e:
These fields are used to provide context information for
| 2NSF Policy Rules to nake decisions on how to handl e
traffic. For exanple, GPS coordinates define the |ocation
of the traffic that is entering and exiting an | 2NSF
system this enables the devel oper to apply different
rules for ingress and egress traffic handling.

Fi gure 4: Context Matching Capability | ndex
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B e T TN +
| Action Capability |ndex |
. S +
| I'ngress port | SFC header term nation,
| | VXLAN header term nation |
S o s e m e e e e e e e e e e e e e e e e e e e e o - o +
Pass
Acti ons Deny

Sinmple Statistics: Count (X min; Day;..)
Cient-Specified Functions: URL

S o s e m e e e e e e e e e e e e e e e e e e e e o - o +
| Egress | Encap SFC, VXLAN, or other header |
R oo o e e e e e e e e e e e e e e e e e e e e aa +
Not e

SFC.  Service Function Chaining

Figure 5: Action Capability |ndex

o o o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e me— oo +
| Functional Profile |Index |
S o m e e e e e e e e e e e e e e e e e e e e am o +
| Profile types | nane, type, or flexible |
| |
| Signature | Profilel/signature URL conmand for the

| | | 2NSF Controller to enabl e/ disable |
Fom e e e e e oo oo Fommm e e e e e e e e e e e e e e e m e e e e e emeao o +

Fi gure 6: Functional Profile Index
10. Manageability Considerations
Managenment of NSFs i ncl ude:
o Life-cycle managenent and resource nanagenent of NSFs

o Configuration of devices, such as address configuration, device
internal attributes configuration, etc.

o Signaling
o Policy rules provisioning

Currently, 12NSF only focuses on the policy rule provisioning part.
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11.

12.

13.

13.

Security Considerations

The configuration, control, and nonitoring of NSFs provide access to
and information about security functions that are critical for
delivering network security and for protecting end-to-end traffic.
Therefore, it is inportant that the nessages that are exchanged
within this architecture utilize a trustworthy, robust, and fully
secure comuni cation channel. The nechani sns adopted within the

sol ution space mnust include proper secure conmmuni cation channel s that
are carefully specified for carrying the controlling and nonitoring

i nformati on between the NSFs and their managenent entity or entities.
The threats associated with renotely managed NSFs are di scussed in
Section 4, and solutions nmust address those concerns.

This framework is intended for enterprise users, with or wthout
cloud service offerings. Privacy of users nust be provided by using
exi sting standard mechani sms, such as encryption; anonym zation of
data shoul d al so be done if possible (depending on the transport
used). Such nmechanisns require confidentiality and integrity.

| ANA Consi derati ons

Thi s docunent has no | ANA acti ons.
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