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Abst r act

Thi s docunent describes a network diagnostic tool called PROBE
PROBE is sinmlar to PINGin that it can be used to query the status
of a probed interface, but it differs fromPINGin that it does not
require bidirectional connectivity between the probing and probed
interfaces. Instead, PROBE requires bidirectional connectivity
between the probing interface and a proxy interface. The proxy
interface can reside on the sane node as the probed interface, or it
can reside on a node to which the probed interface is directly
connected. This docunment updates RFC 4884.

Status of This Meno
This is an Internet Standards Track docunent.

This docunent is a product of the Internet Engi neering Task Force
(ITETF). It represents the consensus of the |IETF community. |t has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Group (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it may be obtai ned at
https://ww. rfc-editor.org/info/rfc8335
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Copyright Notice

Copyright (c) 2018 I ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the I ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this document. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided wi thout warranty as
described in the Sinplified BSD License.
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I ntroduction

Net wor k operators use PING [RFC2151] to test bidirectiona
connectivity between two interfaces. For the purposes of this
docunent, these interfaces are called the probing and probed
interfaces. PING sends an | CMP [ RFC792] [ RFC4443] Echo Request
message fromthe probing interface to the probed interface. The
probing interface resides on a probing node while the probed
interface resides on a probed node.

If the probed interface receives the | CMP Echo Request nessage, it
returns an | CVP Echo Reply. Wen the probing interface receives the
| CMP Echo Reply, it has verified bidirectional connectivity between
the probing and probed interfaces. Specifically, it has verified

t hat :

o The probing node can reach the probed interface.
0 The probed interface is active.

o The probed node can reach the probing interface.
o The probing interface is active.

Thi s docunent describes a network diagnostic tool called PROBE
PROBE is sinmlar to PINGin that it can be used to query the status
of a probed interface, but it differs fromPINGin that it does not
require bidirectional connectivity between the probing and probed
interfaces. Instead, PROBE requires bidirectional connectivity
between the probing interface and a proxy interface. The proxy
interface can reside on the sane node as the probed interface, or it
can reside on a node to which the probed interface is directly
connected. Section 5 of this docunent describes scenarios in which
this characteristic is useful.

Li ke PING PROBE executes on a probing node. It sends an | CWP

Ext ended Echo Request nessage froma local interface, called the
probing interface, to a proxy interface. The proxy interface resides
on a proxy node.

The | CvP Ext ended Echo Request contains an | CVMP Extension Structure
and the | CMP Extension Structure contains an Interface ldentification
hject. The Interface ldentification Object identifies the probed
interface. The probed interface can reside on or directly connect to
t he proxy node.
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2.

When the proxy interface receives the | CVWP Extended Echo Request, the
proxy node executes access control procedures. |f access is granted,
the proxy node determines the status of the probed interface and
returns an | CVP Ext ended Echo Reply nessage. The | CWMP Ext ended Echo
Reply indicates the status of the probed interface.

If the probed interface resides on the proxy node, PROBE determ nes
the status of the probed interface as it would determine its oper-
status [RFC7223]. |If oper-status is equal to 'up’ (1), PROBE reports
that the probed interface is active. Oherw se, PROBE reports that
the probed interface is inactive.

If the probed interface resides on a node that is directly connected
to the proxy node, and the probed interface appears in the |IPv4
Address Resol ution Protocol (ARP) table [RFC826] or |Pv6 Nei ghbor
Cache [ RFC4861], PROBE reports interface reachability. O herw se
PROBE reports that the table entry does not exist.

Ter m nol ogy
Thi s docunent uses the follow ng terns:

o Probing interface: The interface that sends the | CMP Extended Echo
Request .

0 Probing node: The node upon which the probing interface resides.

o0 Proxy interface: The interface to which the | CMP Ext ended Echo
Request nessage is sent.

0 Proxy node: The node upon which the proxy interface resides.
0 Probed interface: The interface whose status is being queried.

o Probed node: The node upon which the probed interface resides. |If
the proxy interface and the probed interface reside upon the sane
node, the proxy node is also the probed node. Oherw se, the
proxy node is directly connected to the probed node.

Requi renment s Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here
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2. |1 CW Extended Echo Request

The | COWP Ext ended Echo Request nessage is defined for both | CVPv4 and
| CMPv6. Like any | CWP nessage, the | CMP Extended Echo Request
message i s encapsulated in an I P header. The | CWPv4 version of the
Ext ended Echo Request nessage is encapsul ated in an | Pv4 header,
while the | CMPv6 version is encapsulated in an | Pv6 header.

Figure 1 depicts the |CMP Extended Echo Request nessage.
0 1 2 3

01234567890123456789012345678901
T T S T i s L i S S S S S S S e T s

| Type | Code | Checksum |
T T e i i S e e R e i s i S R TR R R SR
| I dentifier | Sequence Number | Reserved |L]|

B T e o i S I i i S S N iy St S I S S
| | CMP Extension Structure

Figure 1: | CWP Extended Echo Request Message
| P Header fields:

0 Source Address: The Source Address identifies the probing
interface. It MJST be a valid IPv4 or |IPv6 unicast address.

0 Destination Address: The Destination Address identifies the proxy
interface. It MJST be a unicast address.

| CVWP fields:

0 Type: Extended Echo Request. The value for ICWv4 is 42. The
value for ICMPv6 is 160.

0 Code: MUIST be set to 0 and MJST be ignored upon receipt.
0 Checksum For |CWv4, see RFC 792. For | CWPv6, see RFC 4443.

0 ldentifier: An ldentifier to aid in matching Extended Echo Replies
to Extended Echo Requests. May be 0.

0 Sequence Nunber: A Sequence Nunber to aid in matchi ng Ext ended
Echo Replies to Extended Echo Requests. May be 0.

0 Reserved: This field MUST be set to O and ignored upon receipt.
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o L (local): The L-bit is set if the probed interface resides on the
proxy node. The L-bit is clear if the probed interface is
directly connected to the proxy node.

o |ICW Extension Structure: The | CMP Extension Structure identifies
the probed interface.

Section 7 of [RFC4884] defines the |ICWP Extension Structure. As per
RFC 4884, the Extension Structure contains exactly one Extension
Header followed by one or nore objects. When applied to the | CW
Ext ended Echo Request nessage, the | CVMP Extension Structure MJST
contain exactly one instance of the Interface ldentification Object
(see Section 2.1).

If the L-bit is set, the Interface Identification Object can identify
the probed interface by name, index, or address. |If the L-bit is
clear, the Interface lIdentification Object MIST identify the probed

i nterface by address.

If the Interface lIdentification Qobject identifies the probed
interface by address, that address can be a nenber of any address
famly. For exanple, an | CWv4 Extended Echo Request nessage can
carry an Interface Identification Cbject that identifies the probed
interface by IPv4, I Pv6, or | EEE 802 address. Likew se, an | CMPv6
Ext ended Echo Request nessage can carry an Interface ldentification
hject that identifies the probed interface by |Pv4, |Pv6, or |EEE
802 address.

2.1. Interface ldentification bject

The Interface ldentification Object identifies the probed interface

by nane, index, or address. Like any other |ICWMP Extension Object, it

contai ns an Obj ect Header and Object Payl oad. The Object Header

contains the follow ng fields:

0 Cass-Num Interface Identification Qbject. The value is 3.

0o C Type: Values are (1) ldentifies Interface by Name, (2)
Identifies Interface by Index, and (3) Identifies Interface by
Addr ess.

0 Length: Length of the object, neasured in octets, including the
bj ect Header and nj ect Payl oad.
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If the Interface lIdentification Object identifies the probed
interface by nane, the Object Payload MIST be the interface nane as
defined in [RFCr223]. |If the Cbject Payl oad woul d not otherw se
term nate on a 32-bit boundary, it MJST be padded with ASCI 1 NULL
characters.

If the Interface lIdentification Qoject identifies the probed
interface by index, the length is equal to 8 and the payl oad contains
the if-index [ RFC7223].

If the Interface lIdentification Object identifies the probed
interface by address, the payload is as depicted in Figure 2.

0 1 2 3
01234567890123456789012345678901
B T T T o o S S S e i S S Tk e e Y S

| AFI | Address Lengt hj Reserved
B i ok it I I S e S e S ki ol ik i I TR SR i S S e S e e e e i i 5
| Addr ess

Figure 2: Interface lIdentification bject - C Type 3 Payl oad
Payl oad fields are defined as foll ows:

0 Address Fanily ldentifier (AFl): This 16-bit field identifies the
type of address represented by the Address field. Al val ues
found in the I ANA registry of Address Fanmily Nunbers (avail able
from<https://ww.iana. org/assi gnment s/ address-famni | y-nunbers>)
are valid in this field.

0 Address Length: Nunber of significant bytes contained by the
Address field. (The Address field contains significant bytes and
paddi ng bytes.)

0 Reserved: This field MIST be set to 0 and ignored upon receipt.

0 Address: This variable-length field represents an address
associated with the probed interface. |If the address field would
not otherwi se termnate on a 32-bit boundary, it MJST be padded
wWith zeroes.

3. |1 CW Extended Echo Reply

The | CvP Ext ended Echo Reply nessage is defined for both | CMPv4 and

| CMPv6. Like any | CWP nessage, the | CMP Extended Echo Reply nessage
is encapsulated in an I P header. The |ICWPv4 version of the Extended
Echo Reply nmessage is encapsulated in an | Pv4 header, while the

| CMPV6 version is encapsulated in an | Pv6 header

Boni ca, et al. St andards Track [ Page 7]



RFC 8335 PROBE February 2018

Figure 3 depicts the | CMP Extended Echo Reply nessage.

0 1 2 3
01234567890123456789012345678901
B S S T o S S S S s S S S S S S S

| Type | Code | Checksum
B s S S i i i ks a ks st S S S S S S
| I dentifier | Sequence Number | St ate| Res| Al 4| 6

B e e i o e S e e i S S T e R i ik T TR o S S S e
Figure 3: |ICW Extended Echo Reply Message
| P Header fields:

0 Source Address: Copied fromthe Destination Address field of the
i nvoki ng Ext ended Echo Request nessage.

0 Destination Address: Copied fromthe Source Address field of the
i nvoki ng Extended Echo Request nessage.

| CVP fields:

o Type: Extended Echo Reply. The value for ICWv4 is 43. The val ue
for 1CWPv6 is 161.

0 Code: Values are (0) No Error, (1) Ml formed Query, (2) No Such
Interface, (3) No Such Table Entry, and (4) Miltiple Interfaces
Satisfy Query.

o0 Checksum For |CWPv4, see RFC 792. For | CVMPv6, see RFC 4443.

o ldentifier: Copied fromthe Identifier field of the invoking
Ext ended Echo Request packet.

0 Sequence Nunber: Copied fromthe Sequence Nunber field of the
i nvoki ng Extended Echo Request packet.

o State: If Code is not equal to O, this field MIUST be set to 0 and
i gnored upon receipt. Likewise, if the probed interface resides
upon the proxy node, this field MIST be set to 0 and i gnored upon
receipt. Oherwise, this field reflects the state of the ARP
tabl e or Nei ghbor Cache entry associated with the probed
interface. Values are (0) Reserved, (1) Inconplete, (2)
Reachable, (3) Stale, (4) Delay, (5) Probe, and (6) Fail ed.

0 Res: This field MIST be set to O and ignored upon receipt.
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0 A (Active): The A-bit is set if the Code is equal to 0, the probed
interface resides on the proxy node, and the probed interface is
active. Oherwise, the A-bit is clear

0 4 (IPv4): The 4-bit is set if the A-bit is also set and IPv4 is
running on the probed interface. OQherwise, the 4-bit is clear

o 6 (IPv6): The 6-bit is set if the A-bit is also set and IPv6 is
running on the probed interface. Oherwi se, the 6-bit is clear

4. | QWP Message Processing
When a node receives an | CMP Ext ended Echo Request nessage and any of
the followi ng conditions apply, the node MIST silently discard the
i nconi ng nessage:

o The node does not recogni ze | CVWP Ext ended Echo Request nessages.

o0 The node has not explicitly enabled | CMP Ext ended Echo
functionality.

o The incomng | CMP Extend Echo Request carries a Source Address
that is not explicitly authorized for the L-bit setting of the
i ncom ng | CMP Ext ended Echo Request.

0o The inconing | OVMP Extend Echo Request carries a Source Address
that is not explicitly authorized for the inconing | CMP Extended
Echo Request type (i.e., by ifName, by Iflndex, or by Address).

0 The Source Address of the inconming nessage is not a unicast
addr ess.

0 The Destination Address of the incom ng nessage is a nulticast
addr ess.

O herwi se, when a node receives an | CMPv4 Extended Echo Request, it
MUST fornmat an | CMP Extended Echo Reply as foll ows:

o Don't Fragment (DF) flag is 1
o Mre Fragnents flag is O

o Fragnment Ofset is O

o TTL is 255

o Protocol is |ICW
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When a node receives an | CMPv6 Extended Echo Request, it MJST fornmat

an

(0]

(0]

| CMPv6 Ext ended Echo Reply as foll ows:

Hop Limt is 255

Next Header is | CMPv6

ei ther case, the respondi ng node MJUST do the foll ow ng:

Copy the Source Address fromthe Extended Echo Request nessage to
the Destinati on Address of the Extended Echo Reply.

Copy the Destination Address fromthe Extended Echo Request
nmessage to the Source Address of the Extended Echo Reply.

Set the DiffServ codepoint to CSO [ RFC4594].
Set the ICVWP Type to Extended Echo Reply.

Copy the Identifier fromthe Extended Echo Request nessage to the
Ext ended Echo Reply.

Copy the Sequence Nunmber fromthe Extended Echo Request nessage to
t he Extended Echo Reply.

Set the Code field as described in Section 4.1.

Set the State field to O.

Clear the A-bit, the 4-bit, and the 6-bit.

If (1) the Code Field is equal to (0) No Error, (2) the L-bit is
set, and (3) the probed interface is active, set the A-bit. Also,
set the 4-bit and the 6-bit as appropriate.

If the Code field is equal to (0) No Error and the L-bit is clear
then set the State field to reflect the state of the ARP table or
Nei ghbor Cache entry that represents the probed interface.

Set the Checksum appropriately.

Forward the | CMP Ext ended Echo Reply to its destination
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4.1. Code Field Processing

The Code field MJUST be set to (1) Malforned Query if any of the
foll owi ng conditions apply:

o0 The | CWP Extended Echo Request does not include an | CVP Extension
Structure.

o0 The I CWP Extension Structure does not include exactly one
Interface Identification Cbject.

o The L-bit is clear and the Interface Identification Object
identifies the probed interface by ifName or iflndex.

0 The query is otherw se nal forned.

The Code field MIST be set to (2) No Such Interface if the L-bit is
set and the | CMP Extension Structure does not identify an interface
that resides on the proxy node.

The Code field MJUST be set to (3) No Such Table Entry if the L-bit is
clear and the address found in the Interface lIdentification bject
does not appear in the I Pv4 Address Resol ution Protocol (ARP) table
or the I Pv6 Nei ghbor Cache.

The Code field MJST be set to (4) Miltiple Interfaces Satisfy Query
if any of the follow ng conditions apply:

0 The L-bit is set and the |ICVMP Extension Structure identifies nore
than one interface that resides in the proxy node.

o The L-bit is clear and the address found in the Interface
I dentification Cbject maps to nultiple IPv4 ARP or |Pv6 Nei ghbor
Cache entri es.

O herwi se, the Code field MJUST be set to (0) No Error

5. Use Cases
In the scenarios listed bel ow, network operators can use PROBE to
determ ne the status of a probed interface but cannot use PING for
the sane purpose. In all scenarios, assune bidirectiona
connectivity between the probing and proxy interfaces. However,
bi directi onal connectivity between the probing and probed interfaces
i s | acki ng.

0 The probed interface is unnunbered.
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6.

The probing and probed interfaces are not directly connected to
one another. The probed interface has an I Pv6 |ink-1ocal address
but does not have a nore globally scoped address.

The probing interface runs IPv4 only while the probed interface
runs | Pv6 only.

The probing interface runs I Pv6 only while the probed interface
runs | Pv4 only.

For lack of a route, the probing node cannot reach the probed
interface.

Updates to RFC 4884

Section 4.6 of [RFCA884] provides a list of extensible | CMP nessages
(i.e., nessages that can carry the | CMP Extension Structure). This
docunent adds the | CVWP Ext ended Echo Request nessage and the | CWP
Ext ended Echo Reply nessage to that |ist.

| ANA Consi der ati ons

| ANA has performed the follow ng actions:

(o]

Added the following to the "I CMP Type Nunbers" registry:
42 Extended Echo Request

Added the following to the "Type 42 - Extended Echo Request”
subregi stry:

(0) No Error
Added the following to the "I CVWPv6 'type’ Nunbers" registry:
160 Extended Echo Request
As | CWPv6 di stingui shes between informational and error
nmessages, and this is an informational nessage, the val ue has

been assigned fromthe range 128-255.

Added the following to the "Type 160 - Extended Echo Request"”
subregi stry:

(0) No Error
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0 Added the following to the "I CVvWP Type Nunbers" registry:
43 Extended Echo Reply

Added the following to the "Type 43 - Extended Echo Reply"
subregi stry:

(0) No Error

(1) Malformed Query

(2) No Such Interface

(3) No Such Table Entry

(4) Multiple Interfaces Satisfy Query

0 Added the following to the "I CMPv6 'type’ Nunbers" registry:
161 Extended Echo Reply

As | CWPv6 di stingui shes between informational and error
messages, and this is an informational nessage, the value has
been assigned fromthe range 128-255.

Added the following to the "Type 161 - Extended Echo Reply"
subregistry:

(0) No Error

(1) Ml formed Query

(2) No Such Interface

(3) No Such Table Entry

(4) Multiple Interfaces Satisfy Query

0 Added the following to the "I CVWP Extension Object O asses and
Cl ass Sub-types" registry:

(3) Interface ldentification bject

Added the following Ctypes to the "Sub-types - Class 3 -
Interface Identification Cbject" subregistry:

(0) Reserved

(1) Identifies Interface by Name
(2) Identifies Interface by Index
(3) Identifies Interface by Address

C- Type val ues are assigned on a First Cone First Serve (FCFS)
basis with a range of 0-255.

Al'l codes nentioned above are assigned on an FCFS basis with a range
of 0-255.
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8.

Security Considerations
The following are legitinate uses of PROBE:
0 to determine the operational status of an interface.

0o to determ ne which protocols (e.g., IPv4d or |Pv6) are active on an
i nterface.

However, malicious parties can use PROBE to obtain additiona
informati on. For exanple, a malicious party can use PROBE to

di scover interface nanes. Having discovered an interface nane, the
mal i cious party nmay be able to infer additional information.

Addi tional information may include:

o interface bandw dth

o the type of device that supports the interface (e.g., vendor
identity)

0 the operating systemversion that the above-nentioned device
execut es

Understanding this risk, network operators establish policies that
restrict access to | CVWP Extended Echo functionality. |In order to
enforce these policies, nodes that support | CWP Extended Echo
functionality MJST support the follow ng configuration options:

o Enabl e/ di sabl e | W Ext ended Echo functionality. By default, |ICW
Extend Echo functionality is disabled.

o Define enabled L-bit settings. By default, the option to set the
L-bit is enabled and the option to clear the L-bit is disabled.

o Define enabled query types (i.e., by name, by index, or by
address); by default, all query types are disabl ed.

0 For each enabled query type, define the prefixes fromwhich | CW
Ext ended Echo Request nessages are permitted.

o For each interface, determ ne whether | CVP Echo Request nessages
are accepted.

Wien a node receives an | CWP Ext ended Echo Request message that it is
not configured to support, it MJIST silently discard the nessage. See
Section 4 for details.
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9.

9.

PROBE nust not |eak infornation about one Virtual Private Network
(VWPN) into another. Therefore, when a node receives an | CMP Ext ended
Echo Request and the proxy interface is in a different VPN than the
probed interface, the node MJST return an | CVWP Ext ended Echo Reply
with error code equal to (2) No Such Interface.

In order to protect |ocal resources, inplenentations SHOULD rate-
limt inconming | CMP Extended Echo Request nessages.
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Appendi x A, The PROBE Application

The PROBE application accepts input paraneters, sets a counter, and
enters a loop to be exited when the counter is equal to 0. On each
iteration of the |oop, PROBE emits an | CMP Ext ended Echo Request,
decrenments the counter, sets a timer, and waits. The | CWP Extended
Echo Request includes an ldentifier and a Sequence Nunber.

If an | CMP Extended Echo Reply carrying the same Identifier and
Sequence Number arrives, PROBE relays information returned by that
message to its user. However, on each iteration of the | oop, PROBE
waits for the tinmer to expire regardl ess of whether an Extended Echo
Reply nmessage arrives

PROBE accepts the foll owi ng paraneters:

o Count

o Wit

0 Probing Interface Address

0 Hop Count

o Proxy Interface Address

0o Local

o Probed Interface ldentifier

Count is a positive integer whose default value is 3. Count
determi nes the number of times that PROBE iterates through the above-
nmenti oned | oop.

Wait is a positive integer whose mninumand default values are 1
Wait determines the duration of the above-nentioned tinmer, neasured
i n seconds.

Probing Interface Address specifies the Source Address of the | CWP
Ext ended Echo Request. The Probing Interface Address MJUST be a
uni cast address and MJST identify an interface that resides on the
pr obi ng node.

The Proxy Interface Address identifies the interface to which the
| CMP Ext ended Echo Request nessage is sent. It mnust be an | Pv4 or
| Pv6 unicast address. |If it is an |IPv4 address, PROBE enits an

| CMPv4 nmessage. If it is an I Pv6 address, PROBE enits an | CMPv6
nessage.
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Local is a boolean value. It is TRUE if the proxy and probed
interfaces both reside on the same node. Oherwise, it is FALSE

The Probed Interface Identifier identifies the probed interface. It
is one of the follow ng:

o an interface nane;

0 an address fromany address fanily (e.g., |Pv4, IPv6, |EEE 802,
48-bit MAC, or 64-bit MAC); or

o an if-index.

If the Probed Interface ldentifier is an address, it does not need to
be of the sane address fanmily as the proxy interface address. For
exanpl e, PROBE accepts an | Pv4d Proxy Interface Address and an | Pv6
Probed Interface ldentifier.
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