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Abst r act

Thi s docunent defines a YANG data nodel for the nanagenent of
hardware on a single server.

Status of This Meno
This is an Internet Standards Track docunent.

This docunent is a product of the Internet Engi neering Task Force
(IETF). It represents the consensus of the I ETF comunity. |t has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841.

I nformation about the current status of this docunent, any errata,
and how to provide feedback on it nmay be obtai ned at
https://ww. rfc-editor.org/info/rfc8348

Copyright Notice

Copyright (c) 2018 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided w thout warranty as
described in the Sinplified BSD License.
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1

1.1.

1.2.

Bi e

I ntroduction

Thi s docunent defines a YANG data nodel [RFC7950] for the nanagenent
of hardware on a single server.

The data nodel includes configuration and systemstate (status
i nformati on and counters for the collection of statistics).

The data nodel in this docunment is designed to be conpliant with the
Net wor k Managenment Datastore Architecture (NVDA) [ RFC3342]. For

i npl ement ati ons that do not yet support NVDA, a tenporary nodule wth
system state data only is defined in Appendix A

Ter m nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in

BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capitals, as shown here

The following ternms are defined in [ RFC8342] and are not redefined
here:

o client

0 server

o configuration

0 systemstate

0 operational state

o intended configuration
Tree Di agrans

Tree diagrans used in this docunment follow the notation defined in
[ RFC8340] .
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2. bjectives

This section describes some of the design objectives for the hardware
dat a nodel .

0 The hardware data nodel needs to support nmany conmon properties
used to identify hardware conponents.

o Inportant information and states about hardware conmponents need to
be collected from devices that support the hardware data nodel

0 The hardware data nodel should be suitable for new inpl enentations
to use as is.

0 The hardware data nodel defined in this document can be
i npl emented on a systemthat also inplenents ENTITY-MB; thus, the
mappi ng between the hardware data nodel and ENTITY-M B shoul d be
clear.

0 The data nodel should support pre-provisioning of hardware
conponent s.

3. Har dwar e Dat a Mbdel

Thi s docunent defines the YANG nodule "ietf-hardware", which has the
followi ng structure:

nodul e: ietf-hardware
+--rw hardwar e
+--ro | ast-change? yang: dat e-and-ti ne
+--rw conponent* [ nane]

+--rw name string

+--rw cl ass i dentityref

+--ro physical -i ndex? int32 {entity-mb}?
+--ro description? string

+--rw parent? -> ../../conponent/ nane
+--rw parent-rel -pos? i nt 32

+--ro contains-child* -> ../../conponent/ name
+--ro hardware-rev? string

+--ro firnmvare-rev? string

+--ro software-rev? string

+--ro serial-nunf string

+--ro nfg-nanme? string

+--ro nodel - nane? string

+--rw alias? string

+--rw asset-id? string

+--ro is-fru? bool ean

+--ro nfg-date? yang: dat e-and-ti ne
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+--rwouri?* i net:uri
+--ro uuid? yang: uui d

+--rw state {hardware-state}?
| +--ro state-I|ast-changed?
| +--rw admn-state?
| +--ro oper-state?
| +--ro usage-state?
| +--ro alarmstate?
| +--ro standby-state?
+- -

yang: dat e-and-ti ne
adm n-state
oper-state
usage-state
alarmstate
standby-state

ro sensor-data {hardware-sensor}?

+--ro val ue?

+--ro val ue-type?

+--ro val ue-scal e?

+--ro val ue-preci sion?
+--ro oper-status?

+--ro units-display?
+--ro val ue-tinestanp?
+--ro val ue-update-rate?

notifications:
+---n hardwar e- st at e- change
+---n hardwar e- st at e- oper - enabl ed {hardware-state}?

sensor - val ue
sensor - val ue-type
sensor-val ue-scal e
sensor - val ue- preci si on
sensor - st at us

string

yang: dat e-and-ti ne

ui nt 32

March 2018

| +--ro name? -> [ har dwar e/ conponent / nane
| +--ro admin-state? -> /hardware/conponent/state/admn-state
| +--ro alarmstate? -> [ hardwar e/ conponent/state/ al arnmstate
+---n hardwar e- st at e- oper - di sabl ed {hardware-state}?
+--ro nane? -> [ har dwar e/ conponent / nane
+--ro admin-state? -> [ hardwar e/ conponent/ st at e/ admi n-st at e
+--ro alarmstate? -> [ hardwar e/ conponent/state/al arm state

3.1. The Conponents Lists

The data node

namne.

The "i ana- har dwar e"

types in the | ANA-mai ntai ned "1 ANA- ENTI TY-M B" registry.

for hardware presented in this docunent uses a flat
list of conponents. Each conponent in the |ist
Furt hernore, each conponent has a nandatory "cl ass”

is identified by its
| eaf .

nodul e defines YANG identities for the hardware

The "class" leaf is a YANGidentity that describes the type of the

har dwar e.

Vendors are encouraged to either directly use one of the

common | ANA-defined identities or derive a nore specific identity
fromone of them

Bi er man,
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4.

Rel ationship to ENTITY-MB

If the device inplements the ENTITY-MB [ RFC6933], each entry in the

"/ hardwar e/ conponent™ list in the operational state is mapped to one
Ent Physi cal Entry. (Objects that are witable in the MB are napped to
"config true" nodes in the "/hardware/conponent” |ist, except

ent Physi cal Serial Num which is witable in the MB but "config fal se"
in the YANG nodul e.

The "physi cal -i ndex" | eaf MJST contain the value of the corresponding
ent Physi cal Entry’ s ent Physi cal | ndex.

The "class" leaf is mapped to both entPhysical Cass and

ent Physi cal Vendor Type. |f the value of the "class" leaf is an
identity that either is derived fromor is one of the identities in
the "iana-hardware" nodul e, then entPhysical O ass contains the
correspondi ng | ANAPhysi cal O ass enuneration value. Oherw se,

ent Physi cal O ass contains the | ANAPhysi cal O ass val ue "other(1)".
Vendors are encouraged to define an identity (derived from an
identity in "iana-hardware" if possible) for each enterprise-specific
registration identifier used for entPhysical Vendor Type and use that
identity for the "class" |eaf.

The following table lists the YANG data nodes with corresponding
objects in the ENTITY-M B.

Bi erman, et al. St andards Track [ Page 6]
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YANG dat a node in
/ har dwar e/ conponent

namne
cl ass

physi cal -i ndex
description
par ent
parent-rel - pos
cont ai ns-child
har dwar e- r ev
firmvare-rev
sof tware-rev
seri al - num

nf g- nane
nodel - nanme
alias
asset-id
is-fru

nf g- dat e
uri

uui d

YANG Har dwar e

| ent Physi
| entPhysi
| entPhysi
| entPhysi
| entPhysi
| ent Physi
| ent Physi
| entPhysi
| entPhysi
| entPhysi
| entPhysi
| entPhysi
| ent Physi
| entPhysi
| entPhysi
| entPhysi
| entPhysi
| entPhysi
| ent Physi
| entPhysi

Managenent

cal Nane

cal d ass

cal Vendor Type
cal | ndex

cal Descr

cal Cont ai nedl n
cal Par ent Rel Pos
cal Chi |l dl ndex
cal Har dwar eRev
cal Fi r mnar eRev
cal Sof t war eRev
cal Seri al Num
cal M gNane

cal Mbdel Nane
cal Al'i as

cal Asset | D

cal | sFRU

cal M gDat e

cal Uri s

cal UUl D

YANG Dat a Nodes and Rel ated ENTITY-M B bj ects

Bi erman, et al.
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5.

Rel ati onship to ENTI TY- SENSOR- M B

If the device inplenments the ENTITY- SENSOR-M B [ RFC3433], each entry
in the "/hardware/conponent” |ist where the container "sensor-data"
exi sts is mapped to one Ent PhySensorEntry.

The following table lists the YANG data nodes with corresponding
objects in the ENTITY- SENSOR- M B.

o m e m e e e e e e e e e e e e e e emeaam o o m e e e e e e e e e e e mea - +

| YANG data node in | ENTI TY- SENSOR- M B obj ect |

| /hardware/ conponent/sensor-data | |

oo o e e e e e e e e e e e e e aaa T +
val ue ent PhySensor Val ue

| | |
| val ue-type | ent PhySensor Type |
| val ue-scale | ent PhySensor Scal e |
| val ue-precision | ent PhySensor Preci sion |
| oper-status | ent PhySensor Qper St at us |
| units-display | ent PhySensor UnitsDi spl ay |
| val ue-tinestanp | ent PhySensorVal ueTi neStanp |
| | |

val ue- update-rate ent PhySensor Val ueUpdat eRat e

YANG Dat a Nodes and Rel at ed ENTI TY- SENSOR-M B (bj ect s
Rel ati onship to ENTI TY- STATE-M B

If the device inplenments the ENTITY- STATE-M B [ RFC4268], each entry
in the "/hardware/conponent” |ist where the container "state" exists
is mapped to one EntStateEntry.

The following table lists the YANG data nodes with correspondi ng
objects in the ENTITY- STATE-M B.

| YANG data node in | ENTITY- STATE-M B |
| /hardware/ conponent/state | object |

| state-Iast-changed | ent St atelast Changed |
| admin-state | ent StateAdmn |
| oper-state | ent St at eCper |
| usage-state | entStateUsage |
| alarmstate | entStateA arm |
| | |

standby-state ent St at eSt andby

YANG Dat a Nodes and Rel at ed ENTI TY- SENSOR-M B Obj ect s

Bi erman, et al. St andards Track [ Page 8]
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7. Hardware YANG Modul es
7.1. "ietf-hardware" Mdul e
Thi s YANG nodul e i nports typedefs from [ RFC6991].
<CODE BEGA NS> file "ietf-hardware@018-03-13. yang"
nodul e ietf-hardware {
yang-version 1.1;
nanespace "urn:ietf:parans: xm :ns:yang:ietf-hardware";

prefix hw

inmport ietf-inet-types {
prefix inet;
}

i mport ietf-yang-types {
prefi x yang;

i mport iana-hardware {
prefix ianahw
}

organi zati on
"I ETF NETMOD ( Networ k Model i ng) Worki ng G oup”;

cont act
"W5 Web: <https://datatracker.ietf.org/wy/ netnod/ >
WG List: <mailto:netnod@etf.org>

Edi t or: Andy Bi er nan
<mai | t 0: andy @ unmawor ks. cons

Edi t or: Martin Bjorkl und
<mailto:nbj @ail-f.conp

Edi t or: Ji e Dong
<mai |l to:jie. dong@uawei.conr

Edi t or: Dan Ronascanu
<mai | t o: dromasca@nmai | . conp”;

description
"This nodul e contains a collection of YANG definitions for
managi ng har dwar e.

This data nodel is designed for the Network Managenent Datastore
Architecture (NVDA) defined in RFC 8342.

Bi erman, et al. St andards Track [ Page 9]
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Copyright (c) 2018 | ETF Trust and the persons identified as
authors of the code. Al rights reserved.

Redi stribution and use in source and binary forns, with or

wi thout nodification, is permtted pursuant to, and subject
to the license ternms contained in, the Sinplified BSD License
set forth in Section 4.c of the |ETF Trust’s Legal Provisions
Rel ating to | ETF Docunents
(https://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC 8348; see
the RFC itself for full |egal notices."

revision 2018-03-13 {
description
"Initial revision.";
ref erence
"RFC 8348: A YANG Data Model for Hardware Managenent";

}

/*
* Features
*/

feature entity-mb {
description
"This feature indicates that the device inplenments
the ENTITY-MB. ";
ref erence
"RFC 6933: Entity MB (Version 4)";

}

feature hardware-state {
description
"I ndi cates that ENTITY-STATE-M B obj ects are supported”
ref erence
"RFC 4268: Entity State MB";

}

feature hardware-sensor {
description
"I ndi cates that ENTITY- SENSOR-M B obj ects are supported"”
reference
"RFC 3433: Entity Sensor Managenent |nfornation Base"

}

/*
* Typedefs

Bi erman, et al. St andards Track [ Page 10]
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*/

typedef admin-state {
type enuneration {
enum unknown {
val ue 1;
description
"The resource is unable to report administrative state."

enum | ocked ({
val ue 2;
description
"The resource is adm nistratively prohibited fromuse."

enum shut ti ng- down {
val ue 3;
description
"The resource usage is adninistratively linmted to current
i nstances of use.";
}
enum unl ocked {
val ue 4;
description
"The resource is not adnministratively prohibited from
use.";

}
}

description
"Represents the various possible adm nistrative states.”
reference
"RFC 4268: Entity State MB - EntityAdni nState";
}

typedef oper-state {
type enuneration {
enum unknown {
val ue 1;
description
"The resource is unable to report its operational state."

enum di sabl ed {
val ue 2;
description
"The resource is totally inoperable."
}
enum enabl ed {
val ue 3;

Bi erman, et al. St andards Track [ Page 11]
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description
"The resource is partially or fully operable."

}
enumtesting {
val ue 4;
description
"The resource is currently being tested and cannot
therefore report whether or not it is operational."
}

}

description
"Represents the possible values of operational states.”
reference
"RFC 4268: Entity State MB - EntityQperState”;
}

typedef usage-state {
type enuneration {
enum unknown {
val ue 1;
description
"The resource is unable to report usage state."

enumidle {
val ue 2;
description
"The resource is servicing no users."

enum active {
val ue 3;
description
"The resource is currently in use, and it has sufficient
spare capacity to provide for additional users."

}
enum busy {
val ue 4;
description
"The resource is currently in use, but it currently has no
spare capacity to provide for additional users."
}

}

description
"Represents the possible values of usage states."
ref erence
"RFC 4268: Entity State MB - EntityUsageState";
}

typedef alarmstate {

Bi erman, et al. St andards Track [ Page 12]
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type bits {
bit unknown {
position O;
description
"The resource is unable to report alarmstate.”
}
bit under-repair {
position 1;
description
"The resource is currently being repaired, which, depending
on the inplenentati on, may nmake the other values in this
bit string not neaningful."
}
bit critical {
position 2;
description
"One or nore critical alarns are active against the
resource.";

bit major {
position 3;
description
"One or nore major alarns are active agai nst the
resource.";

bit minor {
position 4;
description
"One or nore mnor alarns are active against the
resource.";
}
bit warning {
position 5;
description
"One or nore warning alarns are active agai nst the
resource.";

bit indeterninate {
position 6;
description
"One or nore alarns of whose perceived severity cannot be
deternm ned are active against this resource.”
}
}

description
"Represents the possible values of alarmstates. An alarmis a
persistent indication of an error or warning condition

Bi erman, et al. St andards Track [ Page 13]
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Wien no bits of this attribute are set, then no active alarns
are known agai nst this conponent and it is not under repair."
ref erence
"RFC 4268: Entity State MB - EntityAl arnfst at us”
}

typedef standby-state {
type enuneration {
enum unknown {
val ue 1;
description
"The resource is unable to report standby state."
}
enum hot - st andby {
val ue 2;
description
"The resource is not providing service, but it will be
i mediately able to take over the role of the resource to
be backed up, without the need for initialization
activity, and will contain the sane infornmation as the
resource to be backed up."

enum col d- st andby {
val ue 3;
description
"The resource is to back up another resource, but it wll
not be inmredi ately able to take over the role of a
resource to be backed up and will require sone
initialization activity.";

}
enum provi di ng-service {
val ue 4;
description
"The resource is providing service."
}

}

description
"Represents the possible values of standby states."
ref erence
"RFC 4268: Entity State MB - EntityStandbyStat us”
}

typedef sensor-val ue-type {
type enuneration {
enum ot her {
val ue 1;
description
"A nmeasure other than those listed below ";

Bi erman, et al. St andards Track [ Page 14]
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}

enum unknown {
val ue 2;
description
"An unknown neasurenent or arbitrary, relative nunbers”;
}

enum vol ts- AC {
val ue 3;
description
"A measure of electric potential (alternating current).";

enum vol ts-DC {
val ue 4;
description
"A nmeasure of electric potential (direct current).";
}

enum anperes {
val ue 5;
description
"A neasure of electric current.";

enumwatts {
val ue 6;
description
"A measure of power.";

enum hertz {
val ue 7;
description
"A neasure of frequency.";
}

enum cel sius {
val ue 8;
description
"A nmeasure of tenperature.”;
}

enum percent-RH {
val ue 9;
description
"A measure of percent relative humdity.";
}

enum r pm {
val ue 10;
description
"A measure of shaft revol utions per ninute.";
}

enum cnm {
val ue 11;
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description
"A nmeasure of cubic nmeters per nminute (airflow)."

enum t rut h-val ue {
val ue 12;
description
"Value is one of 1 (true) or 2 (false)";
}
}

description
"A node using this data type represents the sensor neasurenent
data type associated with a physical sensor value. The actua
data units are deternined by exam ning a node of this type
together with the associ ated sensor-val ue-scal e node.

A node of this type SHOULD be defined together with nodes of
type sensor-val ue-scal e and type sensor-val ue-precision
These three types are used to identify the semantics of a node
of type sensor-value."
reference
"RFC 3433: Entity Sensor Managenent |nformati on Base -
EntitySensor Dat aType";

}

t ypedef sensor-val ue-scal e {
type enuneration {
enum yocto {
val ue 1;
description
"Data scaling factor of 107-24."
}
enum zepto {
val ue 2;
description
"Data scaling factor of 107-21.";

enum atto {
val ue 3;
description
"Data scaling factor of 107-18.";

enum fento {
val ue 4;
description
"Data scaling factor of 107-15.";
}
enum pi co {
val ue 5;
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description
"Data scaling factor of 107-12.";

}
enum nano {
val ue 6;
description
"Data scaling factor of 107-9.";
}
enum mcro {
val ue 7;
description
"Data scaling factor of 107-6."
enumm i {

val ue 8;
description
"Data scaling factor of 107-3.";

enum units {
val ue 9;
description
"Data scaling factor of 1070.";

enum kil o {
val ue 10;
description
"Data scaling factor of 1073.";
}
enum nega {
val ue 11;
description
"Data scaling factor of 1076.";
}
enum gi ga {
val ue 12;
description
"Data scaling factor of 1079.";
}
enumtera {
val ue 13;
description
"Data scaling factor of 10712."

enum peta {
val ue 14;
description
"Data scaling factor of 10715.";
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enum exa {
val ue 15;
description
"Data scaling factor of 10718.";
}
enum zetta {
val ue 16;
description
"Data scaling factor of 10721.";

enum yotta {
val ue 17;
description
"Data scaling factor of 10724.";
}
}

description
"A node using this data type represents a data scaling factor
represented with an International Systemof Units (SI) prefix.
The actual data units are deternined by exanining a node of
this type together with the associ ated sensor-val ue-type.

A node of this type SHOULD be defined together with nodes of
type sensor-val ue-type and type sensor-val ue-precision
Toget her, associ ated nodes of these three types are used to
identify the senmantics of a node of type sensor-value."
reference
"RFC 3433: Entity Sensor Managenent |nformation Base -
EntitySensor Dat aScal e";

}

t ypedef sensor-val ue-precision {
type int8 {
range "-8 .. 9";
}

description
"A node using this data type represents a sensor val ue
preci sion range.

A node of this type SHOULD be defined together with nodes of
type sensor-val ue-type and type sensor-val ue-scale. Together
associ at ed nodes of these three types are used to identify the
semantics of a node of type sensor-val ue.

If a node of this type contains a value in the range 1 to 9,

it represents the nunber of decimal places in the fractiona
part of an associ ated sensor-val ue fixed-poi nt nunber.

Bi erman, et al. St andards Track [ Page 18]
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If a node of this type contains a value in the range -8 to -1
it represents the nunber of accurate digits in the associated
sensor -val ue fixed-poi nt nunber.

The val ue zero indicates the associ ated sensor-val ue node is
not a fixed-poi nt nunber.

Server inplementers nmust choose a value for the associ ated
sensor - val ue- preci sion node so that the precision and accuracy
of the associ ated sensor-val ue node is correctly indicated.

For exanple, a conponent representing a tenperature sensor
that can neasure O to 100 degrees Cin 0.1 degree
increnents, +/- 0.05 degrees, would have a

sensor-val ue-precision value of '1', a sensor-val ue-scale
value of 'units’, and a sensor-value ranging from’0Q to
’1000°. The sensor-value would be interpreted as

"degrees C * 10'.";

ref erence

}

"RFC 3433: Entity Sensor Managenent |nformati on Base -

EntitySensor Precision”;

typedef sensor-val ue {
type int32 {

}

range "-1000000000 .. 1000000000"

description
"A node using this data type represents a sensor val ue.

Bi er man,

A node of this type SHOULD be defined together with nodes of
type sensor-val ue-type, type sensor-val ue-scale, and

type sensor-val ue-precision. Together, associated nodes of
those three types are used to identify the semantics of a node
of this data type

The senantics of a node using this data type are determ ned by
the val ue of the associated sensor-val ue-type node.

If the associated sensor-val ue-type node is equal to ’'voltsAC,

vol tsDC , ’'amperes’, 'watts’, 'hertz’, 'celsius’, or 'cmm,

then a node of this type MJST contain a fixed-point nunber
rangi ng from-999, 999,999 to +999, 999, 999. The val ue
-1000000000 i ndicates an underflow error. The val ue
+1000000000 i ndi cates an overflow error. The

sensor - val ue- preci sion indicates how many fractional digits
are represented in the associ ated sensor-val ue node.
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If the associated sensor-val ue-type node is equal to

"percentRH , then a node of this type MJST contain a nunber
ranging fromO to 100.

If the associated sensor-val ue-type node is equal to 'rpmi,
then a node of this type MJST contain a nunber ranging from
- 999, 999, 999 to +999, 999, 999.

If the associated sensor-val ue-type node is equal to
"truth-value’, then a node of this type MIST contain either the
value 1 (true) or the value 2 (false).

If the associated sensor-val ue-type node is equal to 'other’ or
"unknown’ , then a node of this type MJST contain a nunber
rangi ng from -21000000000 to 1000000000.";
ref erence
"RFC 3433: Entity Sensor Managenent |nformation Base -
Enti t ySensor Val ue"

}

typedef sensor-status {
type enuneration {
enum ok {
val ue 1;
description
"Indicates that the server can obtain the sensor value."
}

enum unavai |l abl e {
val ue 2;
description
"Indicates that the server presently cannot obtain the
sensor value.";
}
enum nonoper ati onal {
val ue 3;
description
"Indi cates that the server believes the sensor is broken
The sensor could have a hard failure (disconnected wre)
or a soft failure such as out-of-range, jittery, or wildly
fluctuating readings.";
}
}
description
"A node using this data type represents the operational status
of a physical sensor."
reference
"RFC 3433: Entity Sensor Managenent |nformation Base -
EntitySensor St at us"
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}

/*
* Dat a nodes
* [

cont ai ner hardware {
description
"Dat a nodes representing conponents.

If the server supports configuration of hardware conponents,
then this data nodel is instantiated in the configuration

dat astores supported by the server. The leaf-list 'datastore
for the nodule "ietf-hardware’ in the YANG |ibrary provides
this information.";

| eaf | ast-change {
type yang: date-and-ti ne;
config fal se
description
"The time the '/ hardware/ component’ |ist changed in the

operational state."

}

list conponent {
key nane;
description
"Li st of conponents.

When the server detects a new hardware conponent, it
initializes a list entry in the operational state.

If the server does not support configuration of hardware
components, list entries in the operational state are
initialized with values for all nodes as detected by the
i mpl enent ati on.

O herwi se, this procedure is foll owed:

1. If there is an entry in the '/hardware/conponent’ 1i st
in the intended configuration with values for the nodes
"class’, 'parent’, and 'parent-rel-pos’ that are equa

to the detected values, then the list entry in the
operational state is initialized with the configured
val ues, including the ’'nane’
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2. Oherwise (i.e., there is no matching configuration
entry), the list entry in the operational state is
initialized with values for all nodes as detected by
t he i npl enent ati on.

If the '/hardware/ conponent’ list in the intended
configuration is nodified, then the system MUST behave as if
it re-initializes itself and follow the procedure in (1)."
reference
"RFC 6933: Entity MB (Version 4) - entPhysical Entry";

| eaf nane {
type string;
description
"The name assigned to this conponent.

This name is not required to be the same as
ent Physi cal Nane. ";

}

| eaf class {
type identityref {
base i anahw. har dwar e- cl ass;
}

mandat ory true
description
"An indication of the general hardware type of the
conmponent . ";
ref erence
"RFC 6933: Entity MB (Version 4) - entPhysical d ass"
}

| eaf physical -index {
if-feature entity-nib,;
type int32 {
range "1..2147483647"

config fal se
description
"The ent Physi cal | ndex for the entPhysical Entry represented
by this list entry.";
reference
"RFC 6933: Entity M B (Version 4) - entPhysicallndex";
}

| eaf description {
type string;
config fal se
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description
"A textual description of the conmponent. This node should
contain a string that identifies the manufacturer’s name
for the conponent and should be set to a distinct val ue
for each version or nodel of the conponent.”

ref erence
"RFC 6933: Entity M B (Version 4) - entPhysical Descr”

}

| eaf parent {

type leafref {
path "../../conponent/ nane";
require-instance fal se

}

description
"The name of the conponent that physically contains this
conponent .

If this leaf is not instantiated, it indicates that this
conmponent is not contained in any other conponent.

In the event that a physical conponent is contained by
nmore t han one physical conponent (e.g., double-w de
nodul es), this node contains the nane of one of these
conponents. An inplenentation MJST use the sane nane
every time this node is instantiated."
reference
"RFC 6933: Entity M B (Version 4) - entPhysical Contai nedln";

}
| eaf parent-rel-pos {
type int32 {
range "0 .. 2147483647"
}

description
"An indication of the relative position of this child
conponent anong all its sibling conponents. Sibling
conmponents are defined as conponents that:

0 share the sane value of the 'parent’ node and

0 share a conmon base identity for the 'class’ node.
Note that the last rule gives inplementations flexibility
i n how conponents are nunbered. For exanple, sone
i npl enent ati ons mi ght have a single nunmber series for al

components derived from’ianahw port’, while sonme others
m ght have different nunber series for different
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conmponents with identities derived from'’ianahw port’ (for
exanpl e, one for registered jack 45 (RJ45) and one for
smal |l formfactor pluggable (SFP))."

ref erence
"RFC 6933: Entity MB (Version 4) -
ent Physi cal Par ent Rel Pos";

}

leaf-1ist contains-child {
type leafref {
path "../../conponent/ nane";

config fal se
description
"The nanme of the contained conponent."”
ref erence
"RFC 6933: Entity M B (Version 4) - entPhysical Childl ndex";
}

| eaf hardware-rev {
type string;
config fal se
description
"The vendor-specific hardware revision string for the
component. The preferred value is the hardware revision
identifier actually printed on the conmponent itself (if
present).";
ref erence
"RFC 6933: Entity MB (Version 4) -
ent Physi cal Har dwar eRev";

}

| eaf firmware-rev {
type string;
config fal se
description
"The vendor-specific firmvare revision string for the
conmponent . ";
ref erence
"RFC 6933: Entity MB (Version 4) -
ent Physi cal Fi r mnar eRev";

}

| eaf software-rev {
type string;
config fal se
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description
"The vendor-specific software revision string for the
conmponent . ";
ref erence
"RFC 6933: Entity MB (Version 4) -
ent Physi cal Sof t war eRev";

}

| eaf serial-num {
type string;
config fal se
description
"The vendor-specific serial nunber string for the
conmponent. The preferred value is the serial nunber
string actually printed on the conponent itself (if
present).";
ref erence
"RFC 6933: Entity M B (Version 4) - entPhysical Serial Nunt';
}

| eaf nfg-nane {
type string;
config fal se
description
"The nanme of the nanufacturer of this physical conponent.
The preferred value is the manufacturer name string
actually printed on the conponent itself (if present).

Not e that conparisons between instances of the

"nmodel -nanme’, 'firmvare-rev’', 'software-rev’', and
"serial-nuni nodes are only neani ngful anongst conponents
with the sane val ue of 'nfg-nane’.

If the manufacturer name string associated with the
physi cal conmponent is unknown to the server, then this
node is not instantiated."
reference
"RFC 6933: Entity M B (Version 4) - entPhysical MgNane";
}

| eaf nodel - name {

type string;

config fal se

description
"The vendor-specific nodel nanme identifier string
associated with this physical conponent. The preferred
value is the custoner-visible part nunber, which may be
printed on the conponent itself.
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If the nodel nane string associated with the physica
conmponent i s unknown to the server, then this node is not
instantiated.";
reference
"RFC 6933: Entity M B (Version 4) - entPhysical Mdel Nane";

}
| eaf alias {
type string;
description
"An "alias’ nane for the conponent, as specified by a
net wor k manager, that provides a non-volatile 'handle for
t he conponent.
If no configured value exists, the server MAY set the
val ue of this node to a locally unique value in the
operational state.
A server inplenentation MAY map this leaf to the
ent Physical Alias MB object. Such an inplenentation needs
to use sone nmechanismto handle the differences in size
and characters all owed between this | eaf and
ent Physical Alias. The definition of such a mechanismis
out side the scope of this docunent."
reference
"RFC 6933: Entity MB (Version 4) - entPhysical Ali as"
}
| eaf asset-id {
type string;
description
"This node is a user-assigned asset tracking identifier for
t he conponent.
A server inplenentation MAY map this leaf to the
ent Physi cal AssetI D M B object. Such an inplenentation
needs to use sone nmechanismto handle the differences in
size and characters all owed between this | eaf and
ent Physi cal Asset|I D. The definition of such a nechanismis
out si de the scope of this docunent."
ref erence
"RFC 6933: Entity M B (Version 4) - entPhysical Asset| D"
}

leaf is-fru {
type bool ean;
config fal se
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description
"Thi s node indicates whether or not this conponent is
considered a 'field-replaceable unit’ by the vendor. |If
this node contains the value ’"true’, then this conponent
identifies a field-replaceable unit. For all conponents
that are pernmanently contained within a field-replaceable
unit, the value 'false’ should be returned for this
node. ";
reference
"RFC 6933: Entity M B (Version 4) - entPhysicallsFRU'
}

| eaf nfg-date {
type yang: date-and-ti ne;
config fal se
description
"The date of manufacturing of the nmanaged conponent.”
ref erence
"RFC 6933: Entity M B (Version 4) - entPhysical M gDate"
}

leaf-list uri {
type inet:uri;
description
"Thi s node contains identification information about the
conponent.";
ref erence
"RFC 6933: Entity MB (Version 4) - entPhysical Uis"
}

| eaf uuid {
type yang: uui d;
config fal se
description
"A Universally Unique Identifier of the conponent."”
ref erence
"RFC 6933: Entity M B (Version 4) - entPhysical UU D'
}

contai ner state {
i f-feature hardware-state;
description
"State-rel ated nodes"”;
ref erence
"RFC 4268: Entity State MB";

| eaf state-last-changed {
type yang: date-and-ti ne;
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config fal se
description
"The date and tinme when the value of any of the
adm n-state, oper-state, usage-state, alarmstate, or
standby-state changed for this conponent.

If there has been no change since the |ast
re-initialization of the |ocal system this node
contains the date and time of |ocal system
initialization. |If there has been no change since the
conmponent was added to the | ocal system this node
contains the date and tinme of the insertion.”
reference

"RFC 4268: Entity State M B - ent StatelLast Changed"

}

| eaf adm n-state {
type adnin-state;
description
"The adninistrative state for this conmponent.

This node refers to a conponent’s administrative

perm ssion to service both other conponents within its
contai nment hierarchy as well other users of its
services defined by neans outside the scope of this
nodul e.

Some conponents exhibit only a subset of the remaining
adm nistrative state values. Sonme conponents cannot be
| ocked; hence, this node exhibits only the 'unl ocked
state. Oher conmponents cannot be shut down gracefully;
hence, this node does not exhibit the ’shutting-down’
state.";
ref erence

"RFC 4268: Entity State MB - entStateAdm n";

}

| eaf oper-state {
type oper-state;
config fal se
description
"The operational state for this conponent.

Note that this node does not follow the adninistrative

state. An adninistrative state of 'down’ does not
predi ct an operational state of 'disabled
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Note that sone inplenmentations nay not be able to
accurately report oper-state while the adnin-state node

has a value other than 'unlocked' . |In these cases, this
node MJUST have a val ue of 'unknown’."
ref erence

"RFC 4268: Entity State MB - entStateOper”;
}

| eaf usage-state {
t ype usage- st at e;
config fal se
description
"The usage state for this conponent.

This node refers to a conponent’s ability to service
nore conponents in a containnent hierarchy.

Sonme conponents will exhibit only a subset of the usage
state values. Conponents that are unable to ever
service any conponents within a contai nment hierarchy
will always have a usage state of 'busy’. |In some
cases, a conmponent will be able to support only one
ot her conponent within its contai nment hierarchy and
will therefore only exhibit values of '"idle and
"busy’.";
reference
"RFC 4268: Entity State M B - ent StateUsage”;
}

| eaf alarmstate {
type alarmstate;
config fal se
description
"The alarm state for this conmponent. It does not
include the alarmnms raised on child conmponents within its
contai nnent hierarchy.";
reference
"RFC 4268: Entity State M B - entStateAl arnt;

}

| eaf standby-state {
type standby- st at e;
config fal se
description
"The standby state for this conponent.
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Some conponents will exhibit only a subset of the

remai ni ng standby state values. |f this conponent
cannot operate in a standby role, the value of this node
will always be ’providing-service ."

reference

"RFC 4268: Entity State MB - entStateStandby”;
}
}

cont ai ner sensor-data {
when " derived-fromor-self(../class

"i anahw. sensor")’ {
description

"Sensor data nodes present for any conponent of type
‘sensor’";

}

i f-feature hardware-sensor;
config fal se

description
"Sensor-rel ated nodes.";
ref erence

"RFC 3433: Entity Sensor Managenent |nformation Base"

| eaf val ue {
type sensor-val ue;
description

"The nost recent neasurenent obtained by the server
for this sensor.

A client that periodically fetches this node should al so

fetch the nodes ’'value-type’', 'value-scale’, and
"val ue-precision’, since they may change when the val ue
i s changed.";

ref erence

"RFC 3433: Entity Sensor Managenent |nformation Base -
ent PhySensor Val ue"

}

| eaf val ue-type {
type sensor-val ue-type
description
"The type of data units associated with the
sensor val ue";
ref erence
"RFC 3433: Entity Sensor Managenent |nformation Base -
ent PhySensor Type";
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| eaf val ue-scale {

type sensor-val ue-scal e;

description
"The (power of 10) scaling factor associated
with the sensor val ue”

ref erence
"RFC 3433: Entity Sensor Managenent |nformation Base -

ent PhySensor Scal e";

}

| eaf val ue-precision {

type sensor-val ue- preci sion;

description
"The nunber of decimal places of precision
associ ated with the sensor val ue"

ref erence
"RFC 3433: Entity Sensor Managenent |nformation Base -

ent PhySensor Pr eci si on";

}

| eaf oper-status {
type sensor-status
description
"The operational status of the sensor."
reference
"RFC 3433: Entity Sensor Managenent |nformati on Base -
ent PhySensor Qper St at us”

}

| eaf units-display {

type string;

description
"A textual description of the data units that should be

used in the display of the sensor value."

ref erence

"RFC 3433: Entity Sensor Managenent |nformation Base -
ent PhySensor Uni t sDi spl ay";

}

| eaf val ue-timestanp {

type yang: dat e-and-ti ne;

description
"The time the status and/or value of this sensor was | ast
obt ai ned by the server."

ref erence
"RFC 3433: Entity Sensor Managenent |nformation Base -

ent PhySensor Val ueTi meSt anp"
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| eaf val ue-update-rate {
type uint32;
units "mlliseconds"
description
"An indication of the frequency that the server updates
the associated 'val ue’ node, represented in
nmlliseconds. The value zero indicates:

- the sensor value is updated on demand (e.g.
when polled by the server for a get-request),

- the sensor value is updated when the sensor
val ue changes (event-driven), or

- the server does not know the update rate.”
ref erence
"RFC 3433: Entity Sensor Managenent |nformation Base -
ent PhySensor Val ueUpdat eRat e";
}
}
}
}

/*
* Notifications
*/

notification hardware-state-change {
description
"A hardwar e- st at e-change notification is generated when the
val ue of /hardware/l ast-change changes in the operationa
state.";
ref erence
"RFC 6933: Entity M B (Version 4) - entConfigChange"
}

notification hardware-state-oper-enabled {
i f-feature hardware-state;
description
"A har dwar e- st at e- oper-enabl ed notification signifies that a
component has transitioned into the 'enabled state.”

| eaf nane {

type leafref {
pat h "/ har dwar e/ conponent / nane"
}
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description
"The nanme of the conponent that has transitioned into the
"enabl ed’ state.";

| eaf adm n-state {
type leafref {
pat h "/ hardwar e/ conponent/ st at e/ adni n- st at e";
}
description
"The adnministrative state for the conponent.";

| eaf alarmstate {
type leafref {
path "/ hardwar e/ conponent /st ate/al arm state";
}
description
"The alarm state for the conponent.”;
}

reference
"RFC 4268: Entity State M B - ent Stat eCper Enabl ed";

}

notification hardware-state-oper-disabl ed {
i f-feature hardware-state;
description
"A hardwar e- st at e- oper-di sabl ed notification signifies that a
conmponent has transitioned into the 'disabled state."”;

| eaf nane {
type leafref {
pat h "/ hardwar e/ conponent/ nane";
}
description
"The nanme of the conponent that has transitioned into the
"disabled” state.”;

| eaf admi n-state {
type leafref {
pat h "/ hardwar e/ conponent/ st at e/ adni n- st at e";
}
description
"The adninistrative state for the conponent.";

| eaf alarmstate {
type leafref {
pat h "/ hardwar e/ conponent/ st ate/al arm st ate”;

}
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description
"The alarm state for the component.";

}
ref erence
"RFC 4268: Entity State M B - entStateCperDi sabl ed”;
}
}
<CODE ENDS>
7.2. "iana-hardware" Mdul e

<CODE BEGA NS> file "iana-hardware@018-03-13. yang"

nodul

e i ana- hardware {

yang-version 1.1;
nanespace "urn:ietf:parans: xnm :ns:yang: i ana- har dwar e";
prefix ianahw;

organi zation "I ANA";
cont act

I nternet Assigned Nunbers Authority

Post al : | CANN
12025 Waterfront Drive, Suite 300
Los Angel es, CA 90094- 2536
United States of Anerica

Tel : +1 310 301 5800
E-Mai | : iana@ ana. org>";

description

Bi er man,

| ANA-defined identities for hardware cl ass.

The |l atest revision of this YANG nodul e can be obtai ned from
the | ANA website.

Requests for new val ues should be nade to | ANA via
emai | (iana@ ana. org).

Copyright (c) 2018 | ETF Trust and the persons identified as
authors of the code. Al rights reserved.

Redi stribution and use in source and binary fornms, with or

wi thout nodification, is permtted pursuant to, and subject
to the license terns contained in, the Sinplified BSD License
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set forth in Section 4.c of the |ETF Trust’s Legal Provisions
Rel ating to | ETF Docunents
(https://trustee.ietf.org/license-info).

The initial version of this YANG nodule is part of RFC 8348;
see the RFC itself for full legal notices."

reference
"https://ww.iana.org/assi gnnent s/ yang- par anet ers"

revision 2018-03-13 {
description
“Initial revision.";
reference
"RFC 8348: A YANG Data Model for Hardware Managenent";
}

/*
* |dentities
*/

identity hardware-class {
description
"This identity is the base for all hardware cl ass
identifiers.";

}

identity unknown {
base i anahw. hardwar e- cl ass;
description
"This identity is applicable if the hardware class is unknown
to the server.";

}

identity chassis {
base i anahw har dwar e- cl ass;
description
"This identity is applicable if the hardware class is an
overal |l container for networking equi pnent. Any class of
physi cal conponent, except a stack, may be contained within a
chassis; a chassis may only be contained within a stack."

}

identity backpl ane {
base i anahw har dwar e-cl ass;
description
"This identity is applicable if the hardware class is sone sort
of device for aggregating and forwardi ng networking traffic,
such as a shared backplane in a nodul ar ethernet switch. Note
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that an inplenmentation nmay nodel a backplane as a single
physi cal conponent, which is actually inplenented as multiple
di screte physical conponents (within a chassis or stack)."

}

identity container {

base i anahw har dwar e-cl ass;

description
"This identity is applicable if the hardware class is capable
of containing one or nore renpvabl e physical entities,
possi bly of different types. For exanple, each (enpty or
full) slot in a chassis will be nbdeled as a container. Note
that all renovabl e physical conponents shoul d be nodel ed
within a container conponent, such as field-replaceable
nmodul es, fans, or power supplies. Note that all known
cont ai ners shoul d be nodel ed by the agent, including enpty
contai ners."”;

}

identity power-supply {
base i anahw har dwar e-cl ass;
description
"This identity is applicable if the hardware class is a
power - suppl yi ng conponent . "

}

identity fan {
base i anahw. hardwar e- cl ass;
description
"This identity is applicable if the hardware class is a fan or
ot her heat-reduction conponent."

}

identity sensor {
base i anahw har dwar e- cl ass;
description
"This identity is applicable if the hardware class is sone sort
of sensor, such as a tenperature sensor within a router
chassis.";

}

identity nodul e {
base i anahw har dwar e-cl ass;
description
"This identity is applicable if the hardware class is some sort
of self-contained sub-system |If a nodul e conponent is
renovabl e, then it should be nodel ed within a container
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conponent; otherwise, it should be nodeled directly within
anot her physical conponent (e.g., a chassis or another
nmodul e) . ";

}

identity port {
base i anahw har dwar e- cl ass;
description
"This identity is applicable if the hardware class is some sort
of networking port capable of receiving and/or transmtting
networking traffic.”

}

identity stack {

base i anahw har dwar e-cl ass;

description
"This identity is applicable if the hardware class is sone sort
of super-container (possibly virtual) intended to group
together nultiple chassis entities. A stack nmay be realized
by a virtual cable, a real interconnect cable attached to
mul ti ple chassis, or nmultiple interconnect cables. A stack
shoul d not be nodel ed wi thin any other physical conponents,
but a stack may be contained within another stack. Only
chassi s conponents should be contained within a stack."

}

identity cpu {
base i anahw. hardwar e- cl ass;
description
"This identity is applicable if the hardware class is sone sort
of central processing unit.";

}

identity energy-object {

base i anahw har dwar e- cl ass;

description
"This identity is applicable if the hardware class is sone sort
of energy object, i.e., it is a piece of equipnent that is
part of or attached to a comunications network that is
monitored, it is controlled, or it aids in the managenent of
anot her device for Energy Managenent.";

}

identity battery {
base i anahw har dwar e-cl ass;
description
"This identity is applicable if the hardware class is sone sort
of battery.";
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}

identity storage-drive {
base i anahw har dwar e- cl ass;
description
"This identity is applicable if the hardware class is sone sort
of conponent with data storage capability as its nain
functionality, e.g., hard disk drive (HDD), solid-state device
(SSD), solid-state hybrid drive (SSHD), object storage device
(OCsD), or other.";
}
}

<CODE ENDS>
8. | ANA Consi der ati ons

Thi s docunent defines the initial version of the | ANA-maintai ned
"i ana- hardware" YANG nodul e.

The "iana-hardware" YANG nodule is intended to reflect the

"I ANA-ENTITY-M B" MB nodule so that if a new enuneration is added to
the "1 ANAPhysi cal C ass" textual convention, the sane class is added
as an identity derived from"i anahw har dwar e-cl ass".

When the "iana-hardware" YANG nodul e is updated, a new "revision"
statement nust be added in front of the existing revision statenments.

8.1. URl Registrations

This docunent registers three URIs in the "I ETF XM. Regi stry"
[ RFC3688]. Per the format in RFC 3688, the follow ng registrations
have been made.

URI: urn:ietf:parans: xm : ns:yang: i ana- har dwar e
Regi strant Contact: The | ESG
XM.: NA, the requested URI is an XM. nanespace.

URI: urn:ietf:parans: xm :ns:yang:ietf-hardware
Regi strant Contact: The | ESG
XM.: NA, the requested URI is an XM. nanespace.

URI: urn:ietf:parans: xm:ns:yang:ietf-hardware-state

Regi strant Contact: The | ESG
XM.: N A, the requested URI is an XM. nanespace.
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8.2. YANG Modul e Regi strations

Thi s docunent registers three YANG nodules in the "YANG Mdul e Nanes"
registry [ RFC6020] .

nane: i ana- har dwar e

nanespace: urn:ietf:parans: xnl :ns:yang: i ana- hardwar e
prefix: i anahw

ref erence: RFC 8348

nane: i etf-hardware

nanespace: urn:ietf:parans: xn :ns:yang:ietf-hardware
prefix: hw

r ef erence: RFC 8348

namne: i etf-hardware-state

nanespace: urn:ietf:paranms: xm :ns:yang:ietf-hardware-state
prefix: hw st ate

ref erence: RFC 8348

9. Security Considerations

The YANG nodul es specified in this docunment define a schema for data
that is designed to be accessed via network managenent protocols such
as NETCONF [ RFC6241] or RESTCONF [ RFC8040]. The | owest NETCONF | ayer
is the secure transport layer, and the mandatory-to-inpl enent secure
transport is Secure Shell (SSH) [RFC6242]. The | owest RESTCONF | ayer
is HITPS, and the mandatory-to-inpl enent secure transport is TLS

[ RFC5246] .

The NETCONF access control nodel [RFC8341] provides the nmeans to
restrict access for particular NETCONF or RESTCONF users to a
preconfigured subset of all available NETCONF or RESTCONF protoco
operations and content.

There are a nunber of data nodes defined in the YANG nodul e
"ietf-hardware" that are witable/creatable/deletable (i.e., config
true, which is the default). These data nodes nmay be consi dered
sensitive or vulnerable in some network environnents. Wite
operations (e.g., edit-config) to these data nodes w thout proper
protection can have a negative effect on network operations. These
are the subtrees and data nodes and their sensitivity/vulnerability:

/ har dwar e/ conponent/adni n-state: Setting this node to 'l ocked or
"shutti ng-down’ can cause disruption of services ranging from
those running on a port to those on an entire device, dependi ng on
the type of conponent.
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10.

10.

Sonme of the readabl e data nodes in these YANG nodul es nay be

consi dered sensitive or vulnerable in some network environnents. |t
is thus inmportant to control read access (e.g., via get, get-config,
or notification) to these data nodes. These are the subtrees and
data nodes and their sensitivity/vulnerability:

/ har dwar e/ conponent: The leafs in this |ist expose information about
t he physical conponents in a device, which may be used to identify
t he vendor, nodel, version, and specific device-identification
i nformati on of each system conponent.

/ har dwar e/ conponent / sensor -dat a/ val ue:  This node nay expose the
val ues of particul ar physical sensors in a device.

/ har dwar e/ conponent /state: Access to this node allows one to figure
out what the active and standby resources in a device are.
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Appendi x A

Thi s non-nornmative
tenporary sol ution
Net wor k Managenent
It has

[ RFC8342] .

nodul e:
X--ro hardware

X--ro | ast-change?

YANG Har dwar e Managenent

Har dware State Data Mbdel

i etf-hardware-state

X--ro conponent* [ nane]

X--ro name
X--ro class
X--ro physical -i ndex?

X--ro description? string

X--ro parent? -> ../../conponent/ name
X--ro parent-rel-pos? i nt 32

X--ro contains-chil d* -> ../../conponent/ nane
X--ro hardware-rev? string

X--ro firmvare-rev? string

X--ro software-rev? string

X--ro serial - nunf string

Xx--ro nfg-name? string

X--ro nodel - nane? string

X--ro alias? string

X--ro asset-id? string

X--ro is-fru? bool ean

x--ro nfg-date?
X--ro uri*
X--ro uuid?

stri

appendi x contains a data nodel
for inplenmentations that do not yet support the
Dat astore Architecture (NVDA) defined in

the follow ng structure:

yang: dat e-

and-tinme

ng

i dentityref
int32 {entity-mb}?

yang: dat e-and-ti ne
inet:uri
yang: uui d

X--ro state {hardware-state}?

st at e-| ast - changed?

admi n- st ate?
oper -state?
usage-state?
al arm st ate?
st andby- st ate?

yang: dat e-and-ti ne

hw. admi n-state
hw. oper-state
hw. usage-state
hw. al arm stat e

hw. st andby-state

ro sensor-data {hardware-sensor}?

| Xx--ro
| Xx--ro
| x--ro
| x--ro
| x--ro
| Xx--ro
X__
X--r10
X--r10
X--ro
X--ro
X--ro
X--T0
X--r10
X--r10

Bi erman, et al

val ue?

val ue-type?

val ue- scal e?

val ue- preci si on?
oper-status?

uni ts-di splay?

val ue-ti mestanp?
val ue- updat e-rat e?

St andar ds

hw. sensor - val ue

hw. sensor - val ue-type
hw. sensor - val ue-scal e

March 2018

designed as a

hw. sensor - val ue- preci si on

hw. sensor - st at us

string

yang: dat e-and-ti ne

ui nt 32

Tr ack
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notifications:
X---n hardwar e- st at e- change
X---n hardwar e- st at e- oper - enabl ed {hardwar e- st at e} ?

| X--ro name? -> [ har dwar e/ conponent / nane
| X--ro adm n-state? -> [ hardwar e/ conponent/ st at e/ adm n-st at e
| x--ro alarmstate? -> /hardware/conponent/state/alarmstate
X---n hardwar e- st at e- oper - di sabl ed {hardware-state}?
X--ro nane? -> | har dwar e/ conponent / nane
X--ro adm n-state? -> [ hardwar e/ conponent/ st at e/ admi n- st at e
X--ro alarmstate? -> [ hardwar e/ conponent/ st ate/al arm state

A.1l. Hardware State YANG Modul e
<CODE BEGA NS> file "ietf-hardware-state@018-03-13. yang"

nmodul e ietf-hardware-state {
yang-version 1.1;
nanespace "urn:ietf:parans: xm :ns:yang:ietf-hardware-state";
prefix hw state;

import ietf-inet-types {
prefix inet;

}

i mport ietf-yang-types {
prefix yang;

i mport iana-hardware {
prefix ianahw;

}

import ietf-hardware {
prefix hw

}

organi zati on
"I ETF NETMOD ( Net wor k Mbdel i ng) Working G oup”;

cont act
"WG Web: <https://datatracker.ietf.org/wy/ netnod/ >
WG List: <milto:netnod@etf.org>

Edi t or: Andy Bi er man
<mai | t 0: andy @ unmawor ks. conp

Edi t or: Martin Bj orkl und
<mailto:nbj @ail-f.conmp

Edi t or: Ji e Dong
<mai lto:jie.dong@uawei . conp
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Edi t or: Dan Romascanu
<nmai | t o: dromasca@nai | . conp”;

description
"This nodul e contains a collection of YANG definitions for
noni t ori ng hardware

This data nodel is designed as a tenporary solution for

i mpl enent ations that do not yet support the Network Managenent
Dat astore Architecture (NVDA) defined in RFC 8342. Such an

i npl ement ati on cannot inplenent the nodule ’ietf-hardware
properly, since w thout NVDA support, it is not possible to

di stingui sh between instances of nodes in the running
configuration and operational states.

The data nodel in this nodule is the sane as the data nodel in
"ietf-hardware’, except all nodes are marked as ’'config false’

If a server that inplenents this nodul e but doesn’t support NVDA
al so supports configuration of hardware conponents, it SHOULD

al so inplenent the nodule "ietf-hardware’ in the configuration
datastores. The corresponding state data is found in the

"/ hw st at e: hardware’ subtree

Copyright (c) 2018 | ETF Trust and the persons identified as
authors of the code. Al rights reserved.

Redi stribution and use in source and binary forns, with or

wi thout nodification, is permtted pursuant to, and subject
to the license ternms contained in, the Sinplified BSD License
set forth in Section 4.c of the |ETF Trust’s Legal Provisions
Rel ating to | ETF Docunents
(https://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC 8348; see
the RFC itself for full legal notices."

revision 2018-03-13 {
description
"Initial revision.";
ref erence
"RFC 8348: A YANG Data Model for Hardware Managenent";

}

/*
* Features
*/
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feature entity-mb {
status deprecated;
description
"This feature indicates that the device inplenments
the ENTITY-MB. ";
ref erence
"RFC 6933: Entity MB (Version 4)";
}

feature hardware-state {
status deprecated;
description
"I ndi cates that ENTITY- STATE-M B obj ects are supported"
reference
"RFC 4268: Entity State MB";
}

feature hardware-sensor {
status deprecated;
description
"I ndi cates that ENTITY- SENSOR-M B obj ects are supported"
ref erence
"RFC 3433: Entity Sensor Managenent |nformation Base"
}

/*
* Data nodes
*/

cont ai ner hardware {
config fal se
status deprecated;
description
"Dat a nodes representing conponents."

| eaf | ast-change {
type yang: date-and-ti ne;
status deprecated;
description
"The time the ’/hardware/ conponent’ |ist changed in the
operational state.”

}

list conponent {
key nane
status deprecated;
description
"Li st of conponents.
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When the server detects a new hardware conponent, it
initializes a list entry in the operational state.

If the server does not support configuration of hardware
components, list entries in the operational state are
initialized with values for all nodes as detected by the
i mpl enent ati on.

O herwi se, this procedure is foll owed:

1. If there is an entry in the '/hardware/conponent’ i st
in the intended configuration with values for the nodes
"class’, 'parent’, and 'parent-rel-pos’ that are equa

to the detected val ues, then

la. If the configured entry has a value for ’'nfg-nange’
that is equal to the detected value or if the
"nf g-nane’ val ue cannot be detected, then the |ist
entry in the operational state is initialized with the
configured values for all configured nodes, including
t he ' namne’

O herwise, the list entry in the operational state is
initialized with values for all nodes as detected by
the inplenmentation. The inplenmentation nay raise an
alarmthat informs about the 'nfg-nanme’ m snatch
condition. How this is done is outside the scope of
this docunent.

1b. O herwise (i.e., there is no matching configuration
entry), the list entry in the operational state is
initialized with values for all nodes as detected by
t he i npl enent ati on.

If the ' /hardware/conponent’ list in the intended
configuration is nodified, then the system MUST behave as if
it re-initializes itself and follow the procedure in (1)."
reference
"RFC 6933: Entity MB (Version 4) - entPhysical Entry";

| eaf nane {
type string;
status deprecated;
description
"The name assigned to this conponent.

This name is not required to be the same as
ent Physi cal Nane. ";
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}

| eaf class {
type identityref {
base i anahw. har dwar e- cl ass;
}

mandat ory true
status deprecated;
description
"An indication of the general hardware type of the
conponent . ";
ref erence
"RFC 6933: Entity M B (Version 4) - entPhysical d ass"
}

| eaf physical -i ndex {
if-feature entity-mb;
type int32 {
range "1..2147483647"
}

status deprecated;
description
"The ent Physi cal | ndex for the entPhysical Entry represented
by this list entry.";
reference
"RFC 6933: Entity MB (Version 4) - entPhysical |l ndex";
}

| eaf description {
type string;
status deprecated;
description
"A textual description of the conmponent. This node should
contain a string that identifies the manufacturer’s name
for the conponent and should be set to a distinct val ue
for each version or nodel of the conponent.”
reference
"RFC 6933: Entity MB (Version 4) - entPhysical Descr"
}

| eaf parent {
type leafref {
path "../../conponent/ nane"
requi re-instance fal se

}

status deprecated;
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description
"The nanme of the conponent that physically contains this
conmponent .

If this leaf is not instantiated, it indicates that this
conponent is not contained in any other conponent.

In the event that a physical conponent is contained by
nore than one physical conponent (e.g., doubl e-w de
nmodul es), this node contains the nanme of one of these
components. An inplenentation MJST use the sane nane
every tinme this node is instantiated."
reference

"RFC 6933: Entity MB (Version 4) -

ent Physi cal Cont ai nedl n";

}
| eaf parent-rel-pos {
type int32 {
range "0 .. 2147483647"
status deprecated;
description
"An indication of the relative position of this child
conponent anong all its sibling conponents. Sibling
components are defined as conponents that:
0 share the sane value of the 'parent’ node and
0 share a conmon base identity for the 'class’ node.
Note that the last rule gives inplementations flexibility
i n how conmponents are nunbered. For exanple, sone
i npl enent ati ons mi ght have a single number series for al
components derived from’ianahw port’, while sonme others
m ght have different nunber series for different
conmponents with identities derived from'’ianahw port’ (for
exanpl e, one for RJ45 and one for SFP)."
ref erence
"RFC 6933: Entity MB (Version 4) -
ent Physi cal Par ent Rel Pos";
}

leaf-1ist contains-child {
type leafref {
path "../../conponent/nanme";

}
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status deprecated;
description
"The name of the contained conmponent.”
ref erence
"RFC 6933: Entity M B (Version 4) - entPhysical Childl ndex"
}

| eaf hardware-rev {
type string;
status deprecated;
description
"The vendor-specific hardware revision string for the
component. The preferred value is the hardware revision
identifier actually printed on the conmponent itself (if
present).";
ref erence
"RFC 6933: Entity MB (Version 4) -
ent Physi cal Har dwar eRev";

}

leaf firmware-rev {
type string;
status deprecated;
description
"The vendor-specific firmvare revision string for the
conponent.";
reference
"RFC 6933: Entity MB (Version 4) -
ent Physi cal Fi r nwar eRev";

}

| eaf software-rev {
type string;
status deprecated;
description
"The vendor-specific software revision string for the
conponent . ";
reference
"RFC 6933: Entity MB (Version 4) -
ent Physi cal Sof t war eRev";

}

| eaf serial-num {
type string;
status deprecated;
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description
"The vendor-specific serial nunber string for the
component. The preferred value is the serial nunber
string actually printed on the conponent itself (if

present).";
ref erence
"RFC 6933: Entity MB (Version 4) - entPhysical Serial Nuni;
}
| eaf nfg-nane {
type string;
status deprecated;
description
"The nanme of the nmanufacturer of this physical conponent.
The preferred value is the manufacturer name string
actually printed on the conponent itself (if present).
Not e that conparisons between instances of the
"nmodel -nanme’, 'firmvare-rev’', ’software-rev’, and
"serial-numi nodes are only neani ngful anobngst conponents
with the sanme val ue of ' nfg-nane’
If the manufacturer name string associated with the
physi cal conponent is unknown to the server, then this
node is not instantiated."
reference
"RFC 6933: Entity M B (Version 4) - entPhysical M gNane"
}

| eaf nodel - nanme {

type string;

status deprecated;

description
"The vendor-specific nodel name identifier string
associated with this physical conponent. The preferred
value is the custoner-visible part nunber, which nmay be
printed on the conponent itself.

If the nodel name string associated with the physica
component i s unknown to the server, then this node is not
instantiated.";
ref erence
"RFC 6933: Entity MB (Version 4) - entPhysical Model Nane"
}

| eaf alias {
type string;
status deprecated;
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description
"An 'alias’ nane for the conponent, as specified by a
net wor k manager, that provides a non-volatile 'handle for
t he conponent.

If no configured value exists, the server MAY set the
val ue of this node to a locally unique value in the
operational state.

A server inplenentation MAY map this leaf to the

ent Physical Alias MB object. Such an inplenentation needs
to use sone nmechanismto handle the differences in size
and characters allowed between this |eaf and

ent Physi cal Alias. The definition of such a mechanismis
out si de the scope of this docunent."

reference

"RFC 6933: Entity M B (Version 4) - entPhysical Alias”

}
| eaf asset-id {
type string;
status deprecated;
description
"This node is a user-assigned asset tracking identifier for
t he conponent.
A server inplenentation MAY map this leaf to the
ent Physi cal AssetI D M B object. Such an inplenentation
needs to use sone nechanismto handle the differences in
size and characters all owed between this |eaf and
ent Physi cal Asset|I D. The definition of such a nechanismis
out side the scope of this docunent.";
ref erence
"RFC 6933: Entity M B (Version 4) - entPhysical Asset| D"
}

leaf is-fru {
type bool ean;
status deprecated;
description
"Thi s node indicates whether or not this conponent is
considered a 'field-replaceable unit’ by the vendor. |If
this node contains the value 'true’, then this conponent
identifies a field-replaceable unit. For all conponents
that are permanently contained within a field-replaceable
unit, the value 'false’ should be returned for this
node. ";
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reference
"RFC 6933: Entity MB (Version 4) - entPhysicallsFRU'
}

| eaf nfg-date {
type yang: date-and-ti ne;
status deprecated;
description
"The date of manufacturing of the nmanaged conponent.”
ref erence
"RFC 6933: Entity MB (Version 4) - entPhysical MgDate";
}

leaf-1ist uri {
type inet:uri;
status deprecated;
description
"This node contains identification information about the
conponent . ";
reference
"RFC 6933: Entity MB (Version 4) - entPhysical Uis"
}

| eaf uuid {
type yang: uui d;
status deprecated;
description
"A Universally Unique Identifier of the conponent."”
ref erence
"RFC 6933: Entity M B (Version 4) - entPhysical UUI D";
}

contai ner state {
i f-feature hardware-state;
status deprecated;
description
"State-rel ated nodes";
ref erence
"RFC 4268: Entity State MB";

| eaf state-last-changed {
type yang: date-and-ti ne;
status deprecated;
description
"The date and tinme when the value of any of the
adm n-state, oper-state, usage-state, alarmstate, or
standby-state changed for this conponent.
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If there has been no change since the |ast
re-initialization of the local system this node
contains the date and time of |ocal system
initialization. |If there has been no change since the
conmponent was added to the | ocal system this node
contains the date and tinme of the insertion.”

reference
"RFC 4268: Entity State M B - ent Stat elLast Changed"

| eaf adm n-state {
type hw adnmi n-state;
status deprecated;
description
"The adninistrative state for this conponent.

This node refers to a conponent’s administrative

permni ssion to service both other conponents within its
contai nnent hierarchy as well as other users of its
servi ces defined by nmeans outside the scope of this
nodul e.

Some conponents exhibit only a subset of the remaining
adm nistrative state values. Sonme conponents cannot be
| ocked; hence, this node exhibits only the 'unl ocked
state. O her conponents cannot be shut down gracefully;
hence, this node does not exhibit the ’shutting-down’
state.";

reference
"RFC 4268: Entity State M B - entStateAdm n";

| eaf oper-state {
type hw oper-state;
status deprecated;
description

"The operational state for this conponent.

Note that this node does not follow the adninistrative
state. An admnistrative state of 'down’ does not
predi ct an operational state of ’disabled

Note that sone inplenmentations nmay not be able to
accurately report oper-state while the adnin-state node
has a value other than 'unlocked' . |In these cases, this
node MUST have a val ue of ’unknown’."

ref erence

"RFC 4268: Entity State MB - entStateOper”;
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}

| eaf usage-state {
type hw usage- st at e;
status deprecated;
description
"The usage state for this conponent.

This node refers to a conponent’s ability to service
nore conponents in a contai nnent hierarchy.

Sonme conponents will exhibit only a subset of the usage
state values. Conponents that are unable to ever
service any conponents within a contai nment hierarchy
will always have a usage state of 'busy’. |In some
cases, a conmponent will be able to support only one
ot her conponent within its contai nment hierarchy and
will therefore only exhibit values of '"idle and
"busy’.";
reference

"RFC 4268: Entity State M B - entStateUsage”;

}

| eaf alarmstate {
type hw al arm state;
status deprecated;
description
"The alarm state for this conponent. It does not
include the alarms raised on child conmponents within its
contai nnent hierarchy.";
reference
"RFC 4268: Entity State M B - entStateAl arnt;
}

| eaf standby-state {
type hw st andby- st ate;
status deprecated;
description
"The standby state for this conponent.

Some conponents will exhibit only a subset of the
remai ni ng standby state values. |If this conponent
cannot operate in a standby role, the value of this node
will always be ’'providing-service' ."

reference
"RFC 4268: Entity State MB - entStateStandby”;
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cont ai ner sensor-data {
when ' derived-fromor-self(../class
"ianahw sensor")’ {
description
"Sensor data nodes present for any conponent of type

‘sensor’";

i f-feature hardware-sensor;
status deprecated;

description
"Sensor-rel ated nodes.";
reference
"RFC 3433: Entity Sensor Managenent |nfornation Base"

| eaf val ue {
type hw sensor-val ue;
status deprecated;
description
"The nost recent measurenent obtained by the server
for this sensor.

A client that periodically fetches this node should al so

fetch the nodes 'value-type’, 'val ue-scale’, and
"val ue-precision’, since they may change when the val ue
i s changed.";

ref erence

"RFC 3433: Entity Sensor Managenent |nformation Base -
ent PhySensor Val ue"

}

| eaf val ue-type {
type hw sensor-val ue-type
status deprecated;
description
"The type of data units associated with the
sensor val ue";
reference
"RFC 3433: Entity Sensor Managenent |nformati on Base -
ent PhySensor Type";

}

| eaf val ue-scale {
type hw sensor-val ue-scal e;
status deprecated;
description
"The (power of 10) scaling factor associated
with the sensor val ue"
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reference
"RFC 3433: Entity Sensor Managenent |nformati on Base -
ent PhySensor Scal e";

}

| eaf val ue-precision {
type hw sensor-val ue- preci si on;
status deprecated;
description
"The nunber of decimal places of precision
associ ated with the sensor val ue”
ref erence
"RFC 3433: Entity Sensor Managenent |nformation Base -
ent PhySensor Preci si on";

}

| eaf oper-status {
type hw sensor-stat us
status deprecated;
description
"The operational status of the sensor."
ref erence
"RFC 3433: Entity Sensor Managenent |nformation Base -
ent PhySensor Oper St at us"

}
| eaf units-display {
type string;
status deprecated;
description
"A textual description of the data units that should be
used in the display of the sensor value."
reference
"RFC 3433: Entity Sensor Managenent |nformation Base -
ent PhySensor Uni t sDi spl ay";
}

| eaf val ue-timestanp {

type yang: dat e-and-ti ne;

status deprecated;

description
"The time the status and/or value of this sensor was | ast
obt ai ned by the server."

reference
"RFC 3433: Entity Sensor Managenent |nformati on Base -

ent PhySensor Val ueTi neSt anp";
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| eaf val ue-update-rate {
type uint32;
units "mlliseconds"
status deprecated;
description
"An indication of the frequency that the server updates
the associated 'val ue’ node, represented in
mlliseconds. The value zero indicates:

- the sensor value is updated on demand (e.qg.
when polled by the server for a get-request),

- the sensor value is updated when the sensor
val ue changes (event-driven), or

- the server does not know the update rate."
ref erence
"RFC 3433: Entity Sensor Managenent |nformation Base -
ent PhySensor Val ueUpdat eRat e";
}
}
}
}

/*
* Notifications
*/

notification hardware-state-change {

status deprecated;

description
"A hardwar e- st at e-change notification is generated when the
val ue of /hardware/l ast-change changes in the operationa
state.";

ref erence
"RFC 6933: Entity M B (Version 4) - entConfi gChange"

}

notification hardware-state-oper-enabled {
i f-feature hardware-state;
status deprecated;
description
"A har dwar e- st at e-oper-enabl ed notification signifies that a
conmponent has transitioned into the 'enabled state."

| eaf nane {

type leafref {
pat h "/ hardwar e/ conponent/ nane";
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status deprecated;
description
"The nanme of the conponent that has transitioned into the
"enabl ed’ state.”;
}
| eaf admi n-state {
type leafref {
pat h "/ hardwar e/ conponent/ st at e/ adni n- st at e";

status deprecated;
description
"The adnministrative state for the conponent.”

| eaf alarmstate {
type leafref {
pat h "/ hardwar e/ conponent/ st ate/ al arm st ate”;

status deprecated;
description
"The alarm state for the conmponent.”
}

reference
"RFC 4268: Entity State M B - ent St at eOper Enabl ed”;
}

notification hardware-state-oper-disabl ed {
i f-feature hardware-state;
status deprecated;
description
"A har dwar e- st at e- oper-di sabl ed notification signifies that a
conmponent has transitioned into the 'disabled state."

| eaf nane {
type leafref {
pat h "/ hardwar e/ conponent/ nane";

status deprecated;
description
"The nanme of the conponent that has transitioned into the
"disabled” state.”;
}
| eaf admi n-state {
type leafref {
pat h "/ hardwar e/ conponent/ st at e/ adni n- st at e";

status deprecated;
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description
"The adninistrative state for the conmponent.";

| eaf alarmstate {
type leafref {
pat h "/ hardwar e/ conponent/state/al arm state";

status deprecated;
description
"The alarm state for the conponent."”;

}

ref erence
"RFC 4268: Entity State M B - ent StateOperDi sabl ed”;

<CODE ENDS>
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