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Abst r act

Thi s docunent specifies an alternative to the certificate validation
procedure specified in RFC 6487 that reduces aspects of operationa
fragility in the managenent of certificates in the Resource Public
Key Infrastructure (RPKI), while retaining essential security

f eat ures.

The procedure specified in RFC 6487 requires that Resource
Certificates are rejected entirely if they are found to overcl ai many
resources not contained on the issuing certificate, whereas the

val i dati on process defined here allows an issuing Certification
Authority (CA) to chose to communicate that such Resource
Certificates should be accepted for the intersection of their
resources and the issuing certificate.

It should be noted that the validation process defined here considers
val idation under a single trust anchor (TA) only. In particular
concerns regarding overclains where nultiple configured TAs claim
over | appi ng resources are considered out of scope for this docunent.

This choice is signaled by a set of alternative Object Identifiers
(A Ds) per "X.509 Extensions for |IP Addresses and AS ldentifiers”
(RFC 3779) and "Certificate Policy (CP) for the Resource Public Key
Infrastructure (RPKI)" (RFC 6484). It should be noted that in case
these O Ds are not used for any certificate under a trust anchor, the
val i dati on procedure defined here has the sanme outcone as the
procedure defined in RFC 6487.

Furt hernmore, this docunent provides an alternative to Route Origin

Aut hori zation (ROA) (RFC 6482) and BGPsec Router Certificate (BGPsec
PKI Profiles -- publication requested) validation

Huston, et al. St andards Track [ Page 1]



RFC 8360 RPKI Val i dati on April 2018

Status of This Meno
This is an Internet Standards Track docunent.

This docunment is a product of the Internet Engi neering Task Force
(ITETF). It represents the consensus of the I ETF comunity. |t has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841.

I nformation about the current status of this docunent, any errata,
and how to provide feedback on it nmay be obtai ned at
https://ww.rfc-editor.org/info/rfc8360

Copyright Notice

Copyright (c) 2018 I ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the | ETF Trust’'s Lega

Provi sions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided wi thout warranty as
described in the Sinplified BSD License.
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1

1

Overvi ew

Thi s docunent specifies an alternative to the certificate validation
procedure specified in RFC 6487. Were the procedure specified in
RFC 6487 will require that Resource Certificates be rejected entirely
if they are found to overclai many resources not contained on the
issuing certificate, the procedure defined here dictates that these
Resource Certificates be accepted for the intersection of their
resources and the issuing certificate only.

The outconme of both procedures is the sanme as |long as no overclains
occur. Furthernore, the new procedure can never lead to the
acceptance of resources that are not validly held on the path of

i ssuing certificates.

However, the procedure defined here will limt the inpact in case
resources are no longer validly held on the path of issuing
certificates to attestations, such as Route Oigin Authorizations
[ RFC6482] that refer to these resources only.

1. Requirenents Notation

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here

Certificate Validation in the RPKI

As currently defined in Section 7.2 of [RFC6487], validation of PKIX
certificates that conformto the RPKI profile relies on the use of a
path validation process where each certificate in the validation path
is required to neet the certificate validation criteria.

These criteria require, in particular, that the Internet Nunber
Resources (I NRs) of each certificate in the validation path are
"enconpassed” by INRs on the issuing certificate. The first
certificate in the path is required to be a trust anchor, and its
resources are considered valid by definition
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For exanple, in the follow ng sequence:

Certificate 1 (trust anchor):

| ssuer TA,

Subj ect TA,

Resources 192.0.2.0/24, 198.51.100. 0/ 24,
2001: db8:: /32, AS64496- AS64500

Certificate 2:

| ssuer TA,

Subj ect CAL,

Resources 192.0.2.0/24, 198.51.100.0/24, 2001:db8::/32

Certificate 3:

| ssuer CA1,

Subj ect CA2,

Resources 192.0.2.0/24, 198.51.100.0/24, 2001:db8::/32

ROA 1:

Enbedded Certificate 4 (EE certificate):
| ssuer CAZ2,

Subj ect R1,

Resources 192.0.2.0/ 24

Prefix 192.0.2.0/24, Max Length 24, ASN 64496

Al certificates in this scenario are considered valid since the INRs
of each certificate are enconpassed by those of the issuing
certificate. ROAl is valid because the specified prefix is
enconpassed by the enbedded end entity (EE) certificate, as required
by [ RFC6482].

3. Operational Considerations

The allocations recorded in the RPKI change as a result of resource
transfers. For exanple, the CAs involved in transfer m ght choose to
nmodi fy CA certificates in an order that causes sone of these
certificates to "overclaini tenporarily. A certificate is said to
"overclaim' if it includes INRs not contained in the INRs of the CA
that issued the certificate in question

It may al so happen that a child CA does not voluntarily request a
shrunk Resource Certificate when resources are being transferred or
reclaimed by the parent. Furthernore, operational errors that nmay
occur during rmanagenent of RPKI databases also nmay create CA
certificates that, tenporarily, no |onger enconpass all of the INRs
of subordinate certificates
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Consi der the foll ow ng sequence:

Certificate 1 (trust anchor):

| ssuer TA,

Subj ect TA,

Resources 192.0.2.0/24, 198.51.100. 0/ 24,
2001: db8:: /32, AS64496- AS64500

Certificate 2:

| ssuer TA,

Subj ect CAL,

Resources 192.0.2.0/ 24, 2001:db8::/32

Certificate 3 (invalid):

| ssuer CA1,

Subj ect CA2,

Resources 192.0.2.0/24, 198.51.100.0/24, 2001: db8::/32

ROA 1 (invalid):

Enbedded Certificate 4 (EE certificate, invalid):
| ssuer CAZ2,

Subj ect R1,

Resources 192.0. 2.0/ 24

Prefix 192.0.2.0/24, Max Length 24, ASN 64496

Here, Certificate 2 fromthe previous exanple was reissued by TAto
CAl, and the prefix 198.51.100.0/24 was renoved. However, CAl failed
to reissue a new Certificate 3 to CA2. As a result, Certificate 3 is
now overcl ai m ng and consi dered invalid; by recursion, the enbedded
Certificate 4 used for ROAL is also invalid. And ROAl1 is invalid
because the specified prefix contained in the ROA is no | onger
enconpassed by a valid enbedded EE certificate, as required by

[ RFC6482] .

However, it should be noted that ROAL does not nake use of any of the
address resources that were renoved from CAl’s certificate; thus, it
woul d be desirable if ROAL could still be viewed as valid.
Technically, CAl should reissue a Certificate 3 to CA2 without

198. 51. 100. 0/ 24, and then ROA1 woul d be considered valid according to
[ RFC6482]. But as long as CAl does not take this action, ROAl
remains invalid. It would be preferable if ROAL coul d be considered
valid, since the assertion it nakes was not affected by the reduced
scope of CAl's certificate.
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4., An Anended RPKI Certification Validation Process
4.1. Verified Resource Sets

The probl em descri bed above can be considered a | ow probability
probl em today. However, the potential inpact on routing security
woul d be high if an overclainng occurred near the apex of the RPKI
hi erarchy, as this would invalidate the entirety of the subtree

| ocat ed bel ow this point.

The changes specified here to the validation procedure in [ RFC6487]
do not change the probability of this problem but they do limt the
i mpact to just the overclainmed resources. This revised validation
algorithmis intended to avoid causing CA certificates to be treated
as conpletely invalid as a result of overclainms. However, these
changes are designed to not degrade the security offered by the RPKI
Specifically, ROAs and router certificates will be treated as valid
only if all of the resources contained in themare enconpassed by al
superior certificates along a path to a trust anchor

The way this is achieved conceptually is by rmaintaining a Verified
Resource Set (VRS) for each certificate that is separate fromthe
INRs found in the resource extension [RFC3779] in the certificate.

4.2. Differences with Existing Standards

4.2.1. Certificate Policy (CP) for Use with Validation Reconsidered in
the RPKI

Note that Section 1.2 of [RFC6484] defines the "Certificate Policy
(CP) for the Resource PKI (RPKI)" with the following OD:

i d-cp-i pAddr-asNunber OBJECT I DENTIFIER ::= { iso(1)
i dentified-organization(3) dod(6) internet(1)
security(5) mechani sms(5) pkix(7) cp(14) 2}

Per this docunent, a new O D for an alternative "Certificate Policy
(CP) for use with validation reconsidered in the Resource PKI (RPKI)"
has been assigned as foll ows:

i d-cp-i pAddr-asNunber-v2 OBJECT IDENTIFIER ::= { iso(1)
i dentified-organi zation(3) dod(6) internet(1)
security(5) nmechani sns(5) pkix(7) cp(14) 3}

This alternative Certificate Policy is the sane as the Certificate
Policy described in [ RFC6484], except that it is used to drive the
decision in Step 8 of the validation procedure described in
Section 4.2.4.4.
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4.2.2. An Alternative to X 509 Extensions for |P Addresses and AS
Identifiers (RFC 3779)
Thi s docunent defines an alternative to [RFC3779]. Al
speci fications and procedures described in [ RFC3779] apply, with the
not abl e exceptions described in the followi ng subsections.
4.2.2.1. OD for id-pe-ipAddrBl ocks-v2
Per this docunent, an O D has been assigned for the extension
i d- pe-i pAddr Bl ocks-v2 (id-pe 28). This OD MJIST only be used in
conjunction with the alternative Certificate Policy QD defined in
Section 4.2.1.

The following is an anended specification to be used as an
alternative to the specification in Section 2.2.1 of [RFC3779].

The O D for this extension is id-pe-ipAddrBl ocks-v2
i d- pe-i pAddr Bl ocks-v2 OBJECT IDENTIFIER ::={ id-pe 28 }
wher e [ RFC5280] defi nes:

i d-pkix OBJECT IDENTIFIER ::= { iso(1) identified-organization(3)
dod(6) internet(1) security(5) mechanisns(5) pkix(7) }

id-pe  OBJECT IDENTIFIER ::= { id-pkix 1 }
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4.2.2.2. Syntax for id-pe-ipAddrBl ocks-v2

i d- pe-i pAddr Bl ocks-v2 OBJECT IDENTIFIER ::={ id-pe 28 }

| PAddr Bl ocks = SEQUENCE OF | PAddressFanily

| PAddr essFani | y = SEQUENCE { -- AFl & optional SAFI --

addressFani |y
i pAddr essChoi ce

| PAddr essChoi ce
i nherit
addr essesOr Ranges

CNULL, --

| OCTET STRI NG (SIZE (2..3)),
| PAddr essChoi ce }

= CHO CE {
i nherit

fromissuer --

SEQUENCE OF | PAddressOr Range }

| PAddr essOr Range = CHO CE {

addr essPrefi x PAddress

addr essRange | PAddr essRange }
| PAddr essRange .1 = SEQUENCE ({
mn | PAddr ess,

max | PAddr ess }

| PAddr ess ;.= BIT STRING

Note that the descriptions of objects referenced in the syntax above
are defined in Sections 2.2.3.1 through 2.2.3.9 of [RFC3779].

4.2.2.3. AD for id-pe-autononmusSysl ds-v2

Per this docunent, an O D has been assigned for the extension id-pe-
aut ononousSysl ds-v2 (id-pe 29). This OD MJST only be used in
conjunction with the alternative Certificate Policy OD defined in
Section 4.2.1.

The following is an anended specification to be used as an
alternative to the specification in Section 3.2.1 of [RFC3779].

The O D for this extension is id-pe-autonomusSyslds-v2
i d- pe-aut ononousSysl ds-v2 OBJECT IDENTIFIER ::= { id-pe 29 }

where [ RFC5280] defi nes:

id-pkix OBJECT IDENTIFIER ::= { iso(1) identified-organization(3)
dod(6) internet(1) security(5) mechanisnms(5) pkix(7) }
i d- pe OBJECT IDENTIFIER ::= { id-pkix 1}
Huston, et al. St andards Track [ Page 9]
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4.2.2.4. Syntax for id-pe-autononousSyslds-v2

i d- pe-aut ononousSysl ds-v2 OBJECT IDENTIFIER ::= { id-pe 29 }
ASl dentifiers 11 = SEQUENCE ({

asnum [0] EXPLICIT ASIdentifierChoice OPTI ONAL,
rdi [1] EXPLICIT ASIdentifierChoice OPTI ONAL}
ASl dentifierChoice ::= CHO CE {

i nherit NULL, -- inherit fromissuer --

asl dsOr Ranges SEQUENCE OF ASI dOr Range }

AS| dOr Range ;.= CHA CE {

id ASI d,

range ASRange }

ASRange ;1= SEQUENCE ({

nmn ASI d,

nmax ASld }

ASl d ;.= | NTEGER

4.2.2.5. Anended | P Address Del egati on Extension Certification Path
Val i dati on

Certificate path validation is performed as specified in
Section 4.2.4. 4.

4.2.2.6. Anended Autononous System ldentifier Del egati on Extension
Certification Path Validation

Certificate path validation is performed as specified in
Section 4.2.4. 4.

4.2.2.7. Anmended ASN. 1 Mdul e

Per this docunent, an O D has been assigned for
i d- nod-i p- addr - and-as-ident-v2, as follows:

| PAddr AndASCert Ext n-v2 { iso(1l) identified-organization(3) dod(6)
internet (1) security(5) mechani sns(5) pkix(7) nod(0)
i d- nod-i p- addr - and- as-i dent-v2(90) }

The following is an anended specification to be used as an
alternative to the specification in Appendix A of [RFC3779].

2018

This normati ve appendi x descri bes the extensions for |IP address and
AS identifier delegation used by conform ng PKI conponents in ASN. 1
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synt ax.
| PAddr AndASCert Ext n-v2 { iso(1l) identified-organization(3) dod(6)
internet (1) security(5) mechani sns(5) pkix(7) nod(0)
i d- mod-i p- addr - and- as-i dent-v2(90) }
DEFI NI TIONS EXPLICI T TAGS :: =
BEA N
-- EXPORTS ALL --
| MPORTS
-- PKIX specific ODs and arcs --
i d- pe FROM PKI X1Explicit88 { iso(1l) identified-organization(3)
dod(6) internet(1) security(5) mechani sns(5) pkix(7)
i d-nod(0) id-pkixl-explicit(18) }
-- | P Address Block and AS Identifiers Syntax --
| PAddr Bl ocks, ASldentifiers FROM | PAddr AndASCert Extn { iso(1)
i dentified-organi zation(3) dod(6) internet(1) security(b)
mechani sns(5) pkix(7) nmod(0) id-nod-ip-addr-and-as-ident(30) }
-- Validation Reconsidered | P Address Del egati on Extension QD --
i d- pe-i pAddr Bl ocks-v2 OBJECT IDENTIFIER ::={ id-pe 28 }

-- Validation Reconsidered | P Address Del egati on Extension Syntax --
-- Syntax is inported fromRFC 3779 --

-- Validation Reconsidered Autononous System ldentifier --
-- Del egati on Extension O D --

i d- pe-aut ononobusSyslds-v2 OBJECT IDENTIFIER ::={ id-pe 29 }

-- Validation Reconsidered Autononobus System ldentifier --
-- Del egati on Extension Syntax --

-- Syntax is inported fromRFC 3779 --

END
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4.2.3. Addendumto RFC 6268

Per this docunent, an O D has been assigned for
i d- mod-i p- addr - and- as-ident-2v2 as foll ows:

| PAddr AndASCer t Ext n- 2010v2 { iso(1) identified-organization(3) dod(6)
internet (1) security(5) nmechanisns(5) pkix(7) nod(0)
i d- nod-i p- addr - and- as-i dent-2v2(91) }

[ RFC6268] is an informational RFC that updates sonme auxiliary ASN. 1
nodul es to conformto the 2008 version of ASN. 1; the 1988 ASN. 1
nodul es in Section 4.2.2.7 remain the normati ve version

The following is an additional nodule conforming to the 2008 version
of ASN.1 to be used with the extensions defined in Sections 4.2.2.1
and 4.2.2.3.

| PAddr AndASCer t Ext n- 2010v2 { iso(1) identified-organization(3) dod(6)
internet (1) security(5) nmechanisns(5) pkix(7) nod(0)
i d- nod-i p- addr - and- as-i dent-2v2(91) }

DEFI NI TIONS EXPLICIT TAGS :: =
BEG N

EXPORTS ALL,;
| MPORTS

-- PKI X specific ODs and arcs --

i d-pe
FROM PKI X1Expl i cit-2009
{ iso(l) identified-organization(3) dod(6) internet(1)
security(5) nechani snms(5) pkix(7) id-nmod(0)
i d- mod- pki x1-explicit-02(51)}

EXTENSI ON
FROM PKI X- CommonTypes- 2009
{ iso(l) identified-organization(3) dod(6) internet(1)
security(5) nechani snms(5) pkix(7) id-nmod(0)
i d- mod- pki xCommon- 02(57) }
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Hust on,

| P Address Bl ock and AS ldentifiers Syntax --

| PAddr Bl ocks, ASldentifiers
FROM | PAddr AndASCer t Ext n- 2010
{ iso(l) identified-organization(3) dod(6)
internet (1) security(5) nechanisns(5) pkix(7) nod(0)
i d- nod-i p-addr - and-as-ident-2(72) }

-- Extensions contain the set of extensions defined in this
-- nodul e

-- These are intended to be placed in public key certificates
-- and thus should be added to the CertExtensions extension
-- set in PKIXInplicit-2009 defined for RFC 5280

Ext ensi ons EXTENSI ON :: = {
ext - pe-i pAddr Bl ocks-v2 | ext-pe-autononpbusSysl ds-v2

}
-- Validation Reconsidered | P Address Del egation Extension QD --
ext - pe-i pAddr Bl ocks-v2 EXTENSI ON :: = {

SYNTAX | PAddr Bl ocks

| DENTI FI ED BY i d- pe-i pAddr Bl ocks-v2
}
i d- pe-i pAddr Bl ocks-v2 OBJECT IDENTIFIER ::={ id-pe 28 }
-- Validation Reconsidered | P Address Del egation --
-- Ext ensi on Synt ax --
-- Syntax is inported from RFC 6268 --
-- Validation Reconsidered Autononous System ldentifier --
-- Del egati on Extension O D --
ext - pe- aut ononmousSysl ds-v2 EXTENSI ON :: = {

SYNTAX ASI dentifiers

| DENTI FI ED BY i d- pe- aut ononpbusSysl ds-v2
}
i d- pe-aut ononobusSyslds OBJECT IDENTIFIER ::= { id-pe 29 }
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-- Validation Reconsidered Autononous System ldentifier --
-- Del egati on Extension Syntax --

-- Syntax is inported from RFC 6268 --
END

4.2.4. An Alternative to the Profile for X 509 PKI X Resource
Certificates

Thi s docunent defines an alternative profile for X 509 PKIX Resource
Certificates. This profile follows all definitions and procedures
described in [RFC6487] with the followi ng notable exceptions.

4.2.4.1. Anended Certificate Policies

The following is an anended specification to be used in this profile,
in place of Section 4.8.9 of [RFC6487].

Thi s extension MJST be present and MJUST be narked critical. It MJST
i ncl ude exactly one policy of type id-cp-ipAddr-asNunber-v2, as
specified in the updated RPKI CP in Section 4.2.1.

4,.2.4.2. Anended | P Resources

The following is an anended specification to be used in this profile,
in place of Section 4.8.10 of [RFC6487].

Either the I P resources extension or the AS resources extension, or
both, MJST be present in all RPKI certificates and MJST be marked
critical

This extension contains the list of | P address resources as per
Section 4.2.2.1. The value may specify the "inherit" element for a
particul ar Address Fam |y ldentifier (AFl) value. In the context of
Resource Certificates describing public nunber resources for use in
the public Internet, the Subsequent AFlI (SAFlI) value MJST NOT be
used.

Thi s extension MIST either specify a non-enpty set of |P address
records or use the "inherit" setting to indicate that the I P address
resource set of this certificate is inherited fromthat of the
certificate’s issuer.
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4.2.4.3. Anmended AS Resources

The following is an anended specification to be used in this profile,
in place of Section 4.8.11 of [RFC6487].

Ei ther the AS resources extension or the |IP resources extension, or
both, MJST be present in all RPKI certificates and MJST be marked
critical

This extension contains the |list of AS nunmber resources as per
Section 4.2.2.3, or it may specify the "inherit" element. Routing
Domain Identifier (RDI) values are NOT supported in this profile and
MJUST NOT be used.

This extension MJST either specify a non-enpty set of AS nunber
records or use the "inherit" setting to indicate that the AS nunber
resource set of this certificate is inherited fromthat of the
certificate' s issuer.

4.2.4.4., Anended Resource Certificate Path Validation

The following is an anended specification for path validation to be
used in place of Section 7.2 of [RFC6487], which allows for the

val idation of both certificates following the profile defined in

[ RFC6487], as well as certificates following the profile described
above.

The following algorithmis enployed to validate CA and EE resource
certificates. It is nodeled on the path validation algorithmfrom
[ RFC5280] but is nodified to nake use of the | P Address Del egation
and AS ldentifier Delegation extensions from][RFC3779].

There are two inputs to the validation algorithm
1. a trust anchor
2. acertificate to be validated

The algorithmis initialized with two new variables for use in the
RPKI: Verified Resource Set-IP (VRS-1P) and Verified Resource Set-AS
(VRS-AS). These sets are used to track the set of INRs (1P address
space and AS nunbers) that are considered valid for each CA
certificate. The VRS-IP and VRS-AS sets are initially set to the IP
Address Del egation and AS Identifier Delegation values, respectively,
fromthe trust anchor used to performvalidation
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This path validation algorithmverifies, anbng other things, that a
prospective certification path (a sequence of n certificates)

sati

a.

b
C.

d.

sfies the follow ng conditions:

for all "x in {1, ..., n-1}, the subject of certificate "x' is
the issuer of certificate ('x’ + 1);

certificate '1' is issued by a trust anchor

certificate 'n' is the certificate to be validated; and

for all "x in {1, ..., n}, certificate 'x' is valid.

Certificate validation requires verifying that all of the follow ng
conditions hold, in addition to the certification path validation
criteria specified in Section 6 of [RFC5280].

1

Hust on,

The signature of certificate x (x>1) is verified using the public
key of the issuer’s certificate (x-1), using the signature
al gorithm specified for that public key (in certificate x-1).

The current tine lies within the interval defined by the
Not Bef ore and Not After values in the Validity field of
certificate x.

The Version, Issuer, and Subject fields of certificate x satisfy
the constraints established in Sections 4.1 to 4.7 of RFC 6487.

If certificate x uses the Certificate Policy defined in

Section 4.8.9 of [RFC6487], then the certificate MJUST contain al
extensions defined in Section 4.8 of [RFC6487] that nust be
present. The value(s) for each of these extensions MJST satisfy
the constraints established for each extension in the respective
sections. Any extension not thus identified MIST NOT appear in
certificate x.

If certificate x uses the Certificate Policy defined in

Section 4.2.4.1, then all extensions defined in Section 4.8 of

[ RFC6487], except Sections 4.8.9, 4.8.10, and 4.8.11 MJST be
present. The certificate MJST contain an extension as defined in
Sections 4.2.4.2 or 4.2.4.3, or both. The value(s) for each of

t hese extensi ons MJST satisfy the constraints established for
each extension in the respective sections. Any extension not
thus identified MUST NOT appear in certificate x.

Certificate x MJUST NOT have been revoked, i.e., it MJST NOT

appear on a Certificate Revocation List (CRL) issued by the CA
represented by certificate x-1
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7. Conpute the VRS-1P and VRS- AS set val ues as indicated bel ow

* |f the | P Address Del egati on extension is present in
certificate x and x=1, set the VRS-1P to the resources found
in this extension.

* |f the | P Address Del egation extension is present in
certificate x and x>1, set the VRS-IP to the intersection of
the resources between this extension and the val ue of the
VRS-1 P conputed for certificate x-1

* |f the | P Address Del egation extension is absent in
certificate x, set the VRS-1P to NULL.

* |f the | P Address Del egati on extension is present in
certificate x and x=1, set the VRS-1P to the resources found
in this extension.

* |f the AS Identifier Delegation extension is present in
certificate x and x>1, set the VRS-AS to the intersection of
the resources between this extension and the val ue of the
VRS- AS conputed for certificate x-1

* |f the AS Identifier Delegation extension is absent in
certificate x, set the VRS-AS to NULL.

8. If there is any difference in resources in the VRS-I1P and the IP
Address Del egati on extension on certificate x, or the VRS-AS and
the AS ldentifier Del egation extension on certificate x, then

* |f certificate x uses the Certificate Policy defined in
Section 4.2.4.1, a warning listing the overclaimng resources
for certificate x SHOULD be issued.

* |f certificate x uses the Certificate Policy defined in
Section 4.8.9 of [RFC6487], then certificate x MJST be
rej ected.

These rules allow a CA certificate to contain resources that are not
present in (all of) the certificates along the path fromthe trust
anchor to the CA certificate. |If none of the resources in the CA
certificate are present in all certificates along the path, no
subordinate certificates could be valid. However, the certificate is
not inmediately rejected as this nmay be a transient condition. Not

i medi ately rejecting the certificate does not result in a security
probl em because the associated VRS sets accurately reflect the
resources validly associated with the certificate in question
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4.2.5. An Alternative ROA Validation

Section 4 of [RFC6482] currently has the followi ng text on the
val i dati on of resources on a ROA:

The | P address del egation extension [RFC3779] is present in the
end-entity (EE) certificate (contained within the ROA), and each

| P address prefix(es) in the ROAis contained within the set of IP
addresses specified by the EE certificate’'s | P address del egati on
ext ensi on.

If the end entity certificate uses the Certificate Policy defined in
Section 4.2.4.1, then the follow ng approach nmust be used instead.

The anmended | P Address Del egati on extension described in

Section 4.2.4.2 is present in the end entity (EE) certificate
(contained within the ROA), and each | P address prefix(es) in the
ROA is contained within the VRS-IP set that is specified as an
outcome of EE certificate validation described in Section 4.2. 4.4,

Note that this ensures that ROAs can be valid only if all |IP address
prefixes in the ROA are enconpassed by the VRS-1P of all certificates
along the path to the trust anchor used to verify it.

Qperators MAY issue separate ROAs for each I P address prefix, so that
the 1 oss of one or nore | P address prefixes fromthe VRS-IP of any
certificate along the path to the trust anchor would not invalidate
aut hori zations for other |IP address prefixes.

4,.2.6. An Alternative to BGPsec Router Certificate Validation

If a BGPsec Router Certificate [ RFC8209] uses the Certificate Policy
defined in Section 4.2.4.1, then in addition to the BGPsec Router
Certificate Validation defined in Section 3.3 of [RFC8209], the

foll owi ng constraint MIST be net:

0 The VRS-AS of BGPsec Router Certificates MJST enconpass all
Aut ononpus System Nunbers (ASNs) in the AS Resource ldentifier
Del egati on extension.

Operators MAY i ssue separate BGPsec Router Certificates for different
ASNs, so that the loss of an ASN fromthe VRS-AS of any certificate
along the path to the trust anchor would not invalidate router keys
for other ASNs.

Huston, et al. St andards Track [ Page 18]



RFC 8360 RPKI Val i dati on April 2018

5. Validation Exanpl es

In this section, we will denonstrate the outcome of RPKI validation
performed using the al gorithm and procedures described in Sections
4.2.4.4, 4.2.5, and 4.2.6, under three depl oynent scenari os:

0 An RPKI tree consisting of certificates using the old O Ds only
0 An RPKI tree consisting of certificates using the new O Ds only

0 An RPKI tree consisting of a mx of certificates using either the
old or the new O Ds

In this context, we refer to a certificate as using the 'old d Ds,
if the certificate uses a conbination of the O Ds defined in
Section 1.2 of [RFC6484], Section 2.2.1 of [RFC3779], and/or

Section 3.2.1 of [RFC3779]. W refer to a certificate as using the
"new QADS, if the certificate uses a conbination of O Ds defined in
Sections 4.2.4.1, 4.2.2.1, and/or Section 4.2.2.3.

5.1. Exanple 1 -- An RPKI Tree Using the dd ODs Only
Consi der the follow ng exanpl e:

Certificate 1 (trust anchor):

| ssuer: TA,

Subj ect: TA

Q Ds: QLD

Resources: 0/0, ::0, ASO0-4294967295 (all resources)

Verified Resource Set: 0/0, ::0, AS0-4294967295 (all resources)
WAr ni ngs: none

Certificate 2:
| ssuer: TA,
Subj ect: CAL,
A Ds: OLD,
Resources: 192.0.2.0/24, 2001:db8::/32, AS64496

Verified Resource Set: 192.0. 2.0/ 24,

2001: db8:: /32, AS64496
War ni ngs: none
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Certificate 3 (invalid):

| ssuer: CA1l,

Subj ect: CA2,

Q Ds: QLD

Resources: 192.0.2.0/24, 198.51.100.0/ 24, AS64496

Verified Resource Set: 192.0.2.0/24, AS64496

Certificate 3 is considered invalid because resources
contains 198.51.100.0/24, which is not found in the
Verified Resource Set.

ROA 1 (invalid):
Enbedded Certificate 4 (EE certificate invalid):
| ssuer: CA2,
Subj ect: R1,
Q Ds: O.D
Resources: 192.0.2.0/ 24
Prefix 192.0.2.0/24, Max Length 24, ASN 64496

ROA1 is considered invalid because Certificate 3 is invalid.

ROA 2 (invalid):
Enbedded Certificate 5 (EE certificate invalid):
I ssuer: CA2,
Subj ect: R2,
A Dbs: OD
Resources: 198.51.100.0/ 24
Prefix 198.51.100.0/24, Max Length 24, ASN 64496

ROA2 is considered invalid because Certificate 3 is invalid.

BGPsec Certificate 1 (invalid):
| ssuer: CA2,

Subj ect: ROUTER- 64496,

O Ds: NEW

Resources: AS64496

BGPsec Certificate 1 is invalid because Certificate 3 is invalid.
BGPsec Certificate 2 (invalid):
| ssuer: CA2,
Subj ect: ALL- ROUTERS
A Ds: NEW
Resour ces: AS64496- AS64497

BGPsec Certificate 2 is invalid because Certificate 3 is invalid.
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5.2. Exanple 2 -- An RPKI Tree Using the New O Ds Only
Consi der the followi ng exanpl e under the anended approach

Certificate 1 (trust anchor):

I ssuer: TA,

Subj ect: TA,

QA Ds: NEW

Resources: 0/0, ::0, ASO0-4294967295 (all resources)

Verified Resource Set: 0/0, ::0, ASO0-4294967295 (all resources)
Wr ni ngs: none

Certificate 2:

| ssuer: TA,

Subj ect: CA1,

O Ds: NEW

Resources: 192.0.2.0/24, 2001:db8::/32, AS64496

Verified Resource Set: 192.0. 2.0/ 24,
2001: db8::/32, AS64496
War ni ngs: none

Certificate 3:

| ssuer: CA1l,

Subj ect: CA2,

QA Ds: NEW

Resources: 192.0.2.0/24, 198.51.100.0/ 24, AS64496

Verified Resource Set: 192.0.2.0/24, AS64496
War ni ngs: overclaimfor 198.51.100.0/24

ROA 1 (valid):
Enmbedded Certificate 4 (EE certificate):
| ssuer: CA2,
Subj ect: R1,
O Ds: NEW
Resources: 192.0.2.0/24
Prefix 192.0.2.0/24, Max Length 24, ASN 64496

Verified Resource Set: 192.0.2.0/24
War ni ngs: none

ROAL is considered valid because the prefix matches the Verified
Resource Set on the enbedded EE certificate.
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ROA 2 (invalid):
Enbedded Certificate 5 (EE certificate invalid):
| ssuer: CA2,
Subj ect: R2,
A Ds: NEW
Resources: 198.51.100. 0/ 24
Prefix 198.51.100.0/24, Max Length 24, ASN 64496

Verified Resource Set: none (enpty set)
War ni ngs: 198. 51. 100. 0/ 24

ROA2 is considered invalid because the ROA prefix 198.51.100.0/24
is not contained in the Verified Resource Set.

BGPsec Certificate 1 (valid):
| ssuer: CA2,

Subj ect: ROUTER- 64496,

O Ds: NEW

Resour ces: AS64496

Verified Resource Set: AS64496
War ni ngs: none

BGPsec Certificate 2 (invalid):
| ssuer: CA2,

Subj ect: ALL- ROUTERS

QA Ds: NEW

Resour ces: AS64496- AS64497

Verified Resource Set: AS64496

BGPsec Certificate 2 is invalid because not all of its resources
are contained in the Verified Resource Set.

Note that this problemcan be mtigated by issuing separate
certificates for each AS nunber.
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5.3.

Exanple 3 -- An RPKI Tree Using a Mx of Od and New QO Ds

2018

In the followi ng exanple, new ODs are used only for CA certificates
where the issuing CA anticipates that an overclai mcould occur and

has a desire to limt the inpact of this to just the overclai ned
resources in question:

Certificate 1 (trust anchor):

| ssuer: TA,

Subj ect: TA

QA Ds: QLD

Resources: 0/0, ::0, ASO0-4294967295 (all resources)

Verified Resource Set: 0/0, ::0, AS0-4294967295 (all resources)

War ni ngs: none

Note that a trust anchor certificate cannot be found to
overclaim So, using the new O Ds here would not change
anything with regards to the validity of this certificate.

Certificate 2:
| ssuer: TA,
Subj ect: CA1,
A Ds: OLD,
Resources: 192.0.2.0/24, 2001:db8::/32, AS64496

Verified Resource Set: 192.0. 2.0/ 24,
2001: db8::/32, AS64496
War ni ngs: none

Note that since the TA certificate clainms all resources, it
is inpossible to issue a certificate below it that could be
found to be overclainmng. Therefore, there is no benefit
in using the new O Ds for Certificate 2.

Certificate 3:
| ssuer: CA1l,
Subj ect: CA2,
A Ds: NEW
Resources: 192.0.2.0/24, 198.51.100.0/ 24, AS64496

Verified Resource Set: 192.0.2.0/ 24, AS64496
War ni ngs: overclaimfor 198.51.100.0/24

Note that CAl anticipated that it nmight invalid Certificate 3
issued to CA2, if its own resources on Certificate 2 were
nodi fied and old O Ds were used on Certificate 3.
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ROA 1 (valid):
Enbedded Certificate 4 (EE certificate):
| ssuer: CA2,
Subj ect: R1,
Q Ds: O.D
Resources: 192.0.2.0/ 24
Prefix 192.0.2.0/24, Max Length 24, ASN 64496

Verified Resource Set: 192.0.2.0/24
War ni ngs: none

ROAL is considered valid because the prefix matches the Verified
Resource Set on the enbedded EE certificate.

ROA 2 (invalid):
Enbedded Certificate 5 (EE certificate invalid):
| ssuer: CA2,
Subj ect: R2,
A Ds: O.D
Resources: 198.51.100. 0/ 24
Prefix 198.51.100.0/24, Mix Length 24, ASN 64496

Verified Resource Set: none (enpty set)

ROA2 is considered invalid because resources on its EE
certificate contains 198.51.100.0/ 24, which is not contained
inits Verified Resource Set.

Note that if new O Ds were used here (as in exanple 2), ROA 2
woul d be considered invalid because the prefix is not
contained in the Verified Resource Set.

So, if there is no difference in the validity outcome, one could
argue that using old O Ds here is clearest, because any
overclaimof ROA prefixes MIST result in it being considered
invalid (as described in Section 4.2.5).

BGPsec Certificate 1 (valid):
| ssuer: CAZ2,

Subj ect: ROUTER- 64496,

A Ds: OLD

Resources: AS64496

Verified Resource Set: AS64496
War ni ngs: none
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6.

BGPsec Certificate 2 (invalid):
| ssuer: CA2,

Subj ect: ALL- ROUTERS

O Ds: OLD,

Resour ces: AS64496- AS64497

Verified Resource Set: AS64496

BGPsec Certificate 2 is considered invalid because resources
cont ai ns AS64497, which is not contained in its Verified Resource
Set .

Note that if new O Ds were used here (as in exanple 2), BGPsec
Certificate 2 would be considered invalid because the prefix is not
contained in the Verified Resource Set.

So, if there is no difference in the validity outcone, one could
argue that using old O Ds here is the cl earest, because any
overclaimon this certificate MUST result in it being considered
invalid (as described in Section 4.2.6).

Also note that, as in exanple 2, this problemcan be nitigated by
i ssuing separate certificates for each AS nunber

Depl oynment Consi derati ons

Thi s docunent defines an alternative RPKI validation algorithm but
it does not dictate howthis algorithmw ||l be deployed. This should
be di scussed as a separate effort. That said, the follow ng
observations nmay help this discussion

Because this docunent introduces new O Ds and an alternative to the
profile for X 509 PKI X Resource Certificates described in [ RFC6487],
the use of such certificates in the global RPKI will lead to the
rejection of such certificates by Relying Party tools that do not
(yet) inplenent the alternative profile described in this docunent.

For this reason, it is inportant that such tools are updated before
Certification Authorities start to use this specification

However, because the O Ds are defined in each RPKI certificate, there
is no strict requirenent for all Certification Authorities, or even
for all the certificates they issue, to nigrate to the new O Ds at
the sane tine. The exanple in Section 5.3 illustrates a possible
depl oynent where the new O Ds are used only in CA certificates where
an accidental overclaimmy occur.
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7. Security Considerations
The aut hors believe that the revised validation algorithmintroduces
no new security vulnerabilities into the RPKI, because it cannot I|ead
to any ROA and/or router certificates to be accepted if they contain
resources that are not held by the issuer

8. | ANA Consi derations

| ANA has added the following to the "SM Security for PKIX
Certificate Policies" registry:

Deci mal Description Ref er ences
3 i d-cp-i pAddr-asNunber -v2 Section 4.2.1

| ANA has added the following to the "SM Security for PKIX
Certificate Extension" registry:

Deci mal Description Ref erences
28 i d- pe-i pAddr Bl ocks-v2 Section 4.2.2.1
29 i d- pe- aut ononmousSysl ds-v2 Section 4.2.2.3

| ANA has added the following to the "SM Security for PKI X Mdul e
Identifier" registry:

Deci mal Description Ref er ences
90 i d- nod-i p- addr - and- as-i dent-v2 Section 4.2.2.7
91 i d- nod-i p- addr - and- as-i dent - 2v2 Section 4.2.3
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