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Abstract

This docunent defines a strategy to securely assign a pledge to an
owner using an artifact signed, directly or indirectly, by the
pl edge’ s manufacturer. This artifact is known as a "voucher"

Thi s docunent defines an artifact format as a YANG defined JSON
docunent that has been signed using a Cryptographi c Message Syntax
(CWvB) structure. Oher YANG derived formats are possible. The
voucher artifact is nornmally generated by the pledge’ s nmanufacturer
(i.e., the Manufacturer Authorized Signing Authority (MASA)).

Thi s docunment only defines the voucher artifact, leaving it to other
docunents to describe specialized protocols for accessing it.

Status of This Meno
This is an Internet Standards Track docunent.

This docunment is a product of the Internet Engi neering Task Force
(IETF). It represents the consensus of the I ETF comunity. |t has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it nmay be obtai ned at
https://ww.rfc-editor.org/info/rfc8366
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Copyright Notice

Copyright (c) 2018 I ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the I ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this document. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided wi thout warranty as
described in the Sinplified BSD License.
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1. Introduction

Thi s docunent defines a strategy to securely assign a candi date
device (pledge) to an owner using an artifact signed, directly or

indirectly, by the pledge’s manufacturer, i.e., the Manufacturer
Aut hori zed Signing Authority (MASA). This artifact is known as the
"voucher".

The voucher artifact is a JSON [ RFC8259] docunent that conforns with
a data nodel described by YANG [ RFC7950], is encoded using the rules
defined in [RFC38259], and is signed using (by default) a CM5
structure [ RFC5652].

The primary purpose of a voucher is to securely convey a certificate,
the "pinned-donain-cert", that a pledge can use to authenticate
subsequent interactions. A voucher may be useful in severa

contexts, but the driving notivation herein is to support secure
boot st rappi ng mechani sns. Assi gning ownership is inportant to
boot st rappi ng nmechani sms so that the pledge can authenticate the
network that is trying to take control of it.

The lifetinmes of vouchers may vary. In sone bootstrapping protocols,
the vouchers may include a nonce restricting themto a single use,
whereas the vouchers in other bootstrappi ng protocols may have an
indicated lifetime. 1In order to support long lifetines, this
document recomends using short lifetines with programmatic renewal,
see Section 6.1.

Thi s docunent only defines the voucher artifact, leaving it to other
docunents to describe specialized protocols for accessing it. Some
boot st rappi ng protocol s using the voucher artifact defined in this
document include: [ZERO TOUCH], [SECUREJO N, and [ KEYI NFRA]).

2. Term nol ogy

Thi s docunent uses the follow ng terns:

Artifact: Used throughout to represent the voucher as instantiated
in the formof a signed structure.

Domai n: The set of entities or infrastructure under commpn

adm nistrative control. The goal of the bootstrapping protocol is
to enable a pledge to discover and join a domain.
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Inmprint: The process where a device obtains the cryptographic key
material to identify and trust future interactions with a network.
This termis taken from Konrad Lorenz’s work in biology with new
ducklings: "during a critical period, the duckling would assune
that anything that |ooks like a nother duck is in fact their
not her" [ Staj ano99t heresurrecting]. An equivalent for a device is
to obtain the fingerprint of the network’s root certification
authority certificate. A device that inprints on an attacker
suffers a simlar fate to a duckling that inprints on a hungry
wol f. Inprinting is a termfrom psychol ogy and et hol ogy, as
described in [inprinting].

Joi

n Registrar (and Coordinator): A representative of the donain
that is configured, perhaps autononmically, to deci de whether a new
device is allowed to join the domain. The administrator of the
domain interfaces with a join registrar (and Coordinator) to
control this process. Typically, a join registrar is "inside" its
domain. For sinplicity, this docunent often refers to this as
just "registrar".

MASA (Manuf acturer Authorized Signing Authority): The entity that,
for the purpose of this docunment, signs the vouchers for a
manuf acturer’s pledges. In sone bootstrappi ng protocols, the MASA
may have an Internet presence and be integral to the bootstrapping
process, whereas in other protocols the MASA nay be an offline
service that has no active role in the bootstrappi ng process.

Owner: The entity that controls the private key of the "pinned-
domai n-cert” certificate conveyed by the voucher

Pl edge: The prospective device attenpting to find and securely join
a donmain. \When shipped, it only trusts authorized representatives
of the manufacturer.

Regi strar: See join registrar.

TOFU (Trust on First Use): Were a pledge device nakes no security
decisions but rather sinply trusts the first domain entity it is
contacted by. Used simlarly to [RFC7435]. This is also known as
the "resurrecting duckling" nodel

Voucher: A signed statenent fromthe MASA service that indicates to
a pledge the cryptographic identity of the domain it should trust.
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3. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [RFC2119] [RFC8174] when, and only when, they appear in al
capitals, as shown here

4. Survey of Voucher Types

A voucher is a cryptographically protected statenent to the pledge
device authorizing a zero-touch "inprint" on the join registrar of
the donmain. The specific information a voucher provides is

i nfluenced by the bootstrapping use case.

The voucher can inpart the following information to the join
regi strar and pl edge:

Assertion Basis: |Indicates the nethod that protects the inprint
(this is distinct fromthe voucher signature that protects the
voucher itself). This might include nanufacturer-asserted
ownership verification, assured |oggi ng operations, or reliance on
pl edge endpoi nt behavi or such as secure root of trust of
measurenent. The join registrar mght use this information. Only
sonme net hods are nornatively defined in this docunent. O her
net hods are left for future work.

Aut henti cation of Join Registrar: Indicates how the pledge can
authenticate the join registrar. This docunent defines a
mechanismto pin the donmain certificate. Pinning a synmetric key,
a raw key, or "CN-1D" or "DNS-ID'" information (as defined in
[ RFC6125]) is left for future work.

Anti-Replay Protections: Tinme- or nonce-based information to
constrain the voucher to tine periods or bootstrap attenpts.
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A nunber of bootstrapping scenarios can be nmet using differing
conbinations of this information. All scenarios address the primary
threat of a Man-in-The-Mddle (MTM registrar gaining control over
the pl edge device. The follow ng conbinations are "types" of
vouchers:

| Assertion | Registrar 1D | Validity |
Voucher | Log-| Veri- |Trust |CN-ID or| RTC | Nonce |
Type | ged| fied |Anchor |DNS-ID | | |
_________________________________________________________ |
Audi t | X | | X | | | X |
------------- R R R R Pl REEEEER
Noncel ess | X | | X | | X |
Audi t | I I I I I I
o R REERE |- EEEEEEES |----- |- |
Owner Audit | X | X | X | | X | X |
------------- R S R R ] EEEEERN
Onner I D | | X | X | X | X |
------------- R R R e el EE L Ll EEPEEEE
Bear er | X | | wi | dcard | optional |

NOTE: Al |l voucher types include a ’pledge ID serial-nunber’
(not shown here for space reasons).

Audit Voucher: An Audit Voucher is named after the |ogging assertion
mechani sms that the registrar then "audits" to enforce | ocal
policy. The registrar mtigates a MTMregistrar by auditing that
an unknown M TM regi strar does not appear in the log entries.

This does not directly prevent the M TM but provides a response

mechani smthat ensures the MTMis unsuccessful. The advantage is
that actual ownership know edge is not required on the MASA
service.

Noncel ess Audit Voucher: An Audit Voucher without a validity period
statenent. Fundanentally, it is the sane as an Audit Voucher
except that it can be issued in advance to support network
partitions or to provide a permanent voucher for renote
depl oynent s.

Ownershi p Audit Voucher: An Audit Voucher where the MASA service has
verified the registrar as the authorized owner. The MASA service
mtigates a MTMregistrar by refusing to generate Audit Vouchers
for unauthorized registrars. The registrar uses audit techni ques
to suppl enment the MASA. This provides an ideal sharing of policy
deci si ons and enforcenent between the vendor and the owner.
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Ownership I D Voucher: Naned after inclusion of the pledge’s CN-ID or
DNS-I1D within the voucher. The MASA service nitigates a M TM
registrar by identifying the specific registrar (via WbPKI)
aut hori zed to own the pl edge.

Bearer Voucher: A Bearer Voucher is naned after the inclusion of a
registrar 1D wildcard. Because the registrar identity is not
i ndi cated, this voucher type nust be treated as a secret and
protected from exposure as any 'bearer’ of the voucher can claim
t he pl edge device. Publishing a noncel ess bearer voucher
effectively turns the specified pledge into a "TOFU' device with
mnimal mtigation against M TMregistrars. Bearer vouchers are
out of scope.

5. Voucher Artifact

The voucher’s primary purpose is to securely assign a pledge to an
owner. The voucher inforns the pledge which entity it should
consider to be its owner.

Thi s docunent defines a voucher that is a JSONencoded i nstance of
the YANG nodul e defined in Section 5.3 that has been, by default, CMS
si gned.

This format is described here as a practical basis for sone uses
(such as in NETCONF), but nore to clearly indicate what vouchers | ook
like in practice. This description also serves to validate the YANG
dat a nodel .

Future work is expected to define new nmappi ngs of the voucher to
Conci se Binary Object Representation (CBOR) (fromJSON) and to change
the signature container fromCMS to JSON Obj ect Signing and
Encryption (JOSE) or CBOR bject Signing and Encryption (COSE). XM
or ASN.1 formats are al so concei vabl e.

This docunent defines a nedia type and a filenane extension for the
CMB- encoded JSON type. Future docunents on additional formats woul d
define additional nedia types. Signaling is in the formof a MM
Cont ent - Type, an HITP Accept: header, or nore nundane nethods I|ike
use of a filenane extension when a voucher is transferred on a USB
key.
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5.1. Tree Diagram

The following tree diagramillustrates a high-Ilevel view of a voucher
docunent. The notation used in this diagramis described in

[ RFC8340]. Each node in the diagramis fully described by the YANG

nodul e in Section 5.3. Please review the YANG nodule for a detailed
description of the voucher fornat.

nodul e: ietf-voucher

yang-data voucher-artifact:

+---- voucher

+---- created-on yang: dat e-and-ti ne
+---- expires-on? yang: dat e-and-ti ne
+---- assertion enumer ati on

+---- serial - nunber string

+---- idevid-issuer? bi nary

+---- pinned-donai n-cert bi nary

+---- domain-cert-revocati on-checks? bool ean

+---- nonce? bi nary

+---- last-renewal - date? yang: dat e-and-ti ne

5.2. Exanpl es

This section provides voucher exanples for illustration purposes.
These exanples conformto the encoding rules defined in [ RFC8259].

The following exanple illustrates an epheneral voucher (uses a
nonce). The MASA generated this voucher using the 'logged assertion
type, knowing that it would be suitable for the pledge naking the
request.

{

"ietf-voucher:voucher": {
"created-on": "2016-10-07T19: 31: 422"
"assertion": "l ogged"
"serial -nunber": "JADA123456789"
"idevid-issuer": "base64encodedval ue=="
"pi nned-domai n-cert": "base64encodedval ue==",
"nonce": "base64encodedval ue=="
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The following exanple illustrates a non-epheneral voucher (no nonce).
Whil e the voucher itself expires after two weeks, it presunmably can
be renewed for up to a year. The MASA generated this voucher using
the "verified assertion type, which should satisfy all pledges.

{

"i etf-voucher:voucher":
"created-on": "2016-10-07T19:31:427"
"expires-on": "2016-10-21T19: 31: 422"
"assertion": "verified"
"serial -nunber": "JADA123456789"
"i devi d-i ssuer": "base64encodedval ue=="
"pi nned-domai n-cert": "base64encodedval ue==",
"domai n-cert-revocati on-checks": "true"
"l ast-renewal -date": "2017-10-07T19: 31: 427"

}

}

5.3.  YANG Mdul e

Following is a YANG [ RFC7950] nodul e fornally describing the
voucher’s JSON docunment structure

<CODE BEGA NS> file "ietf-voucher @018-05-09. yang"
nmodul e i etf-voucher {
yang-version 1.1;
namespace "urn:ietf:paranms: xm : ns:yang:ietf-voucher"
prefix vch;

i mport ietf-yang-types {
prefix yang;
reference "RFC 6991: Conmon YANG Data Types"
}
import ietf-restconf {
prefix rc;
description
"This inport statenent is only present to access
t he yang-data extension defined in RFC 8040."
ref erence "RFC 8040: RESTCONF Protocol "
}

organi zati on
"I ETF ANl MA Wor ki ng Group”;
cont act
"WG Web: <https://datatracker.ietf.org/wy/ ani ma/>
WG List: <mailto:anim@etf.org>
Aut hor : Kent Wt sen
<mai | t 0: kwat sen@ uni per. net >
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Aut hor : Max Pritikin
<mai |l to: pritiki n@isco. cons

Aut hor : M chael Ri chardson
<mai | to: ntr +i et f @andel man. ca>
Aut hor : Toer | ess Eckert

<mailto:tte+i etf @s. fau. de>"
description
"This nodul e defines the format for a voucher, which is produced by
a pl edge’s manufacturer or delegate (MASA) to securely assign a
pl edge to an 'owner’, so that the pledge nay establish a secure
connection to the owner’s network infrastructure.

The key words 'MUST', ' MUST NOT', 'REQU RED, ' SHALL', ' SHALL

NOT’, ' SHOULD , ' SHOULD NOT', ' RECOMMENDED , ' NOT RECOMVENDED ,
"MAY', and 'OPTIONAL’ in this docunent are to be interpreted as
described in BCP 14 (RFC 2119) (RFC 8174) when, and only when, they
appear in all capitals, as shown here.

Copyright (c) 2018 | ETF Trust and the persons identified as
authors of the code. Al rights reserved.

Redi stribution and use in source and binary forns, with or wthout

nmodi fication, is permtted pursuant to, and subject to the license

terns contained in, the Sinplified BSD License set forth in Section
4.c of the IETF Trust’'s Legal Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC 8366; see the RFC
itself for full legal notices.";

revision 2018-05-09 {
description
"Initial version";
ref erence "RFC 8366: Voucher Profile for Bootstrappi ng Protocol s"

}

/1l Top-level statenent
rc:yang-data voucher-artifact {
uses voucher-artifact-grouping;

}

/'l Grouping defined for future augnentations

groupi ng voucher-artifact-grouping {
description
"Grouping to allow reuse/ extensions in future work.";
cont ai ner voucher {
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description
"A voucher assigns a pledge to an owner (pinned-domain-cert).";
| eaf created-on {
type yang: dat e-and-ti ne;
mandat ory true
description
"A value indicating the date this voucher was created. This
node is primarily for human consunption and auditing. Future
work MAY create verification requirements based on this
node. ";
}
| eaf expires-on {
type yang: date-and-ti ne;
nmust ' not(../nonce)’;
description
"A val ue indicating when this voucher expires. The node is
optional as not all pledges support expirations, such as
pl edges | acking a reliable clock.

If this field exists, then the pledges MJST ensure that
the expires-on tinme has not yet passed. A pledge without
an accurate clock cannot neet this requirenent.

The expires-on val ue MJUST NOT exceed the expiration date
of any of the listed ’'pinned-donain-cert’ certificates."
}
| eaf assertion {
type enuneration {
enum verified {
description
"I ndi cates that the ownership has been positively
verified by the MASA (e.g., through sal es channe
i ntegration).";
}
enum | ogged {
description
"I ndi cates that the voucher has been issued after
m ni mal verification of ownership or control. The
i ssuance has been | ogged for detection of
potential security issues (e.g., recipients of
vouchers mght verify for thenselves that unexpected
vouchers are not in the log). This is simlar to
unsecured trust-on-first-use principles but with the
| oggi ng providing a basis for detecting unexpected
events.";

}

enum proximty {
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description
"I ndi cates that the voucher has been issued after
the MASA verified a proximity proof provided by the
device and target domain. The issuance has been | ogged
for detection of potential security issues. This is
stronger than just |ogging, because it requires sone
verification that the pledge and owner are
in conmuni cation but is still dependent on anal ysis of
the I ogs to detect unexpected events."

}

mandat ory true
description
"The assertion is a statement fromthe MASA regardi ng how
the owner was verified. This statenent enabl es pl edges
to support nore detailed policy checks. Pledges MJST
ensure that the assertion provided is acceptable, per
| ocal policy, before processing the voucher."
}
| eaf serial - nunber {
type string;
mandat ory true;
description
"The serial -nunber of the hardware. When processing a
voucher, a pledge MJUST ensure that its serial - nunber
mat ches this value. |f no match occurs, then the
pl edge MUST NOT process this voucher."

| eaf idevid-issuer {
type binary;
description
"The Authority Key ldentifier OCTET STRI NG (as defined in
Section 4.2.1.1 of RFC 5280) fromthe pledge s |DevlD
certificate. Optional since some serial-nunbers are
al ready uni que within the scope of a MASA
Inclusion of the statistically unique key identifier
ensures statistically unique identification of the hardware.
When processing a voucher, a pledge MJST ensure that its
| Devi D Authority Key ldentifier matches this value. If no
mat ch occurs, then the pledge MJUST NOT process this voucher.

When issuing a voucher, the MASA MJST ensure that this field
is popul ated for serial-nunbers that are not otherw se uni que
within the scope of the MASA ";
}
| eaf pinned-domain-cert {
type binary;
mandat ory true
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description
"An X. 509 v3 certificate structure, as specified by RFC 5280,
usi ng Di stingui shed Encodi ng Rul es (DER) encodi ng, as defined
in ITUT X 690.

This certificate is used by a pledge to trust a Public Key
Infrastructure in order to verify a domain certificate
supplied to the pledge separately by the bootstrapping
protocol. The domain certificate MIST have this certificate
somewhere in its chain of certificates. This certificate
MAY be an end-entity certificate, including a self-signed
entity.";
reference
"RFC 5280:
Internet X. 509 Public Key Infrastructure Certificate
and Certificate Revocation List (CRL) Profile.
I TUT X 690:
I nformation technol ogy - ASN. 1 encodi ng rul es:
Speci fication of Basic Encoding Rul es (BER)
Canoni cal Encoding Rules (CER) and Di sti ngui shed
Encodi ng Rul es (DER)."

| eaf donmmi n-cert-revocation-checks {
type bool ean;
description
"A processing instruction to the pledge that it MJST (true)
or MUST NOT (false) verify the revocation status for the
pi nned domain certificate. |If this field is not set, then
nor mal PKI X behavi or applies to validation of the domain
certificate.";
}
| eaf nonce {
type binary {
I ength "8..32";

nmust 'not(../expires-on)’;
description
"A value that can be used by a pledge in sone bootstrapping
protocols to enable anti-replay protection. This node is
optional because it is not used by all bootstrapping
pr ot ocol s.

When present, the pledge MJST conpare the provi ded nonce
val ue with anot her value that the pledge random y generated
and sent to a bootstrap server in an earlier bootstrapping
message. |If the values do not match, then the pledge MJUST
NOT process this voucher."
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| eaf | ast-renewal -date {
type yang: date-and-ti ne;
must ' ../expires-on’
description
"The date that the MASA projects to be the last date it
will renew a voucher on. This field is nerely informative
it is not processed by pl edges.

Circunst ances may occur after a voucher is generated that
may alter a voucher’s validity period. For instance, a
vendor may associate validity periods with support contracts,
which may be terninated or extended over tine.";
}
} /1 end voucher
} /1 end voucher-groupi ng

}

<CODE ENDS>
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5.4, CMS Format Voucher Artifact

The | ETF evol ution of PKCS#7 is CM5 [ RFC5652]. A CMS-signed voucher
the default type, contains a Contentlnfo structure with the voucher
content. An eContent Type of 40 indicates that the content is a JSO\N
encoded voucher

The signing structure is a CM5 SignedData structure, as specified by
Section 5.1 of [RFC5652], encoded using ASN. 1 Di stingui shed Encodi ng
Rul es (DER), as specified in ITUT X 690 [ITU. X690. 2015].

To facilitate interoperability, Section 8.3 in this docunent
regi sters the nedia type "application/voucher-cns+json" and the
filename extension ".vcj".

The CMB structure MJIST contain a 'signerlnfo’ structure, as described
in Section 5.1 of [RFC5652], containing the signature generated over
the content using a private key trusted by the recipient. Nornmally,
the recipient is the pledge and the signer is the MASA. Anot her
possi bl e use could be as a "signed voucher request" fornat
originating fromthe pledge or registrar toward the MASA. Wthin
this docunent, the signer is assumed to be the MASA

Note that Section 5.1 of [RFC5652] includes a discussion about how to
validate a CMS object, which is really a PKCS7 object (cnsVersion=1).
I nternedi ate systens (such the Bootstrappi ng Renpte Secure Key
Infrastructures (BRSKI) registrar) that nmight need to evaluate the
voucher in flight MJST be prepared for such an older format. No
signaling is necessary, as the manufacturer knows the capabilities of
the pledge and will use an appropriate format voucher for each

pl edge.

The CMS structure SHOULD al so contain all of the certificates |eading
up to and including the signer’s trust anchor certificate known to
the recipient. The inclusion of the trust anchor is unusual in many
applications, but third parties cannot accurately audit the
transaction without it.

The CMS structure MAY al so contain revocation objects for any
internmedi ate certificate authorities (CAs) between the voucher issuer
and the trust anchor known to the recipient. However, the use of
CRLs and other validity nmechanisns is discouraged, as the pledge is
unlikely to be able to performonline checks and is unlikely to have
a trusted clock source. As described below, the use of short-Ilived
vouchers and/or a pl edge-provi ded nonce provides a freshness

guar ant ee
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6. Design Considerations
6.1. Renewals |Instead of Revocations

The lifetinmes of vouchers may vary. In sone bootstrapping protocols,
the vouchers may be created and consuned i medi ately, whereas in

ot her bootstrapping solutions, there may be a significant tine delay
bet ween when a voucher is created and when it is consuned. |In cases
when there is a tine delay, there is a need for the pledge to ensure
that the assertions nade when the voucher was created are stil

val i d.

A revocation artifact is generally used to verify the continued
validity of an assertion such as a PKIX certificate, web token, or a

"voucher". Wth this approach, a potentially long-lived assertion is
paired with a reasonably fresh revocation status check to ensure that
the assertion is still valid. However, this approach increases

solution conplexity, as it introduces the need for additiona
protocol s and code paths to distribute and process the revocations.

Addr essing the shortconings of revocations, this docunent reconmmrends
i nstead the use of |ightweight renewals of short-Ilived non-revocable
vouchers. That is, rather than issue a |long-lived voucher, where the
"expires-on’ leaf is set to sone distant date, the expectation is for
the MASA to instead issue a short-lived voucher, where the ’'expires-
on" leaf is set to a relatively near date, along with a pronise
(reflected in the 'last-renewal -date’ field) to reissue the voucher

agai n when needed. Inportantly, while issuing the initial voucher
may i ncur heavywei ght verification checks ("Are you who you say you
are?" "Does the pledge actually belong to you?"), reissuing the

voucher should be a |ightweight process, as it ostensibly only
updates the voucher’s validity period. Wth this approach, there is
only the one artifact, and only one code path is needed to process
it; there is no possibility of a pledge choosing to skip the
revocati on status check because, for instance, the OCSP Responder is
not reachabl e.

Whil e this docunent reconmends issuing short-Ilived vouchers, the
voucher artifact does not restrict the ability to create long-1ived
voucher, if required; however, no revocation nethod is descri bed.

Note that a voucher may be signed by a chain of internediate CAs

|l eading up to the trust anchor certificate known by the pledge. Even
t hough the voucher itself is not revocable, it may still be revoked,
per se, if one of the internediate CA certificates is revoked.

Wat sen, et al. St andards Track [ Page 16]



RFC 8366 Voucher Profile May 2018

6.

7.

7.

7.

7.

2. Voucher Per Pl edge

The solution described herein originally enabled a single voucher to
apply to many pl edges, using lists of regular expressions to
represent ranges of serial-nunbers. However, it was determ ned that
bl ocki ng the renewal of a voucher that applied to nmany devi ces woul d
be excessive when only the ownership for a single pledge needed to be
bl ocked. Thus, the voucher format now only supports a single serial-
number to be |isted.

Security Considerations
1. dock Sensitivity

An attacker could use an expired voucher to gain control over a
devi ce that has no understanding of tine. The device cannot trust
NTP as a time reference, as an attacker could control the NTP stream

There are three things to defend against this: 1) devices are
required to verify that the expires-on field has not yet passed, 2)
devices without access to tinme can use nonces to get ephenera
vouchers, and 3) vouchers without expiration tines may be used, which
will appear in the audit log, informng the security decision

Thi s docunent defines a voucher format that contains time val ues for
expi rations, which require an accurate clock in order to be processed
correctly. Vendors planning on issuing vouchers with expiration

val ues must ensure that devices have an accurate cl ock when shi pped
frommanufacturing facilities and take steps to prevent clock
tanpering. |If it is not possible to ensure clock accuracy, then
vouchers with expirations should not be issued.

2. Pr ot ect Voucher PKI in HSM

Pursuant the recommendati on made in Section 6.1 for the MASA to be
depl oyed as an online voucher signing service, it is RECOMVENDED t hat
the MASA's private key used for signing vouchers is protected by a
hardware security nodule (HSM.

3. Test Domain Certificate Validity When Signing

If a domain certificate is conprom sed, then any outstandi ng vouchers
for that donmain could be used by the attacker. The donmin

admi nistrator is clearly expected to initiate revocation of any
domain identity certificates (as is normal in PKI solutions).
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7.

8.

8.

4.

1

Simlarly,they are expected to contact the MASA to indicate that an
out st andi ng (presumably short |ifetinme) voucher shoul d be bl ocked
fromautonmated renewal . Protocols for voucher distribution are
RECOMVENDED to check for revocation of domain identity certificates
bef ore the signing of vouchers.

YANG Modul e Security Consi derations

The YANG nodul e specified in this docunent defines the schema for
data that is subsequently encapsul ated by a CM5 si gned-data content
type, as described in Section 5 of [RFC5652]. As such, all of the
YANG nodel ed data is protected from nodification

| npl enent ati ons should be aware that the signed data is only

protected fromexternal nodification; the data is still visible.
This potential disclosure of information doesn’'t affect security so
much as privacy. |In particular, adversaries can glean information

such as whi ch devices bel ong to which organi zati ons and which CRL

Di stribution Point and/ or OCSP Responder URLs are accessed to
val i date the vouchers. Wen privacy is inmportant, the CVS signed-
data content type SHOULD be encrypted, either by conveying it via a
mut ual Iy aut henti cated secure transport protocol (e.g., TLS

[ RFC5246]) or by encapsul ating the signed-data content type with an
envel oped-data content type (Section 6 of [RFC5652]), though details
for howto do this are outside the scope of this docunent.

The use of YANG to define data structures, via the ’'yang-data
statement, is relatively new and distinct fromthe traditional use of
YANG to define an APl accessed by network managenent protocols such
as NETCONF [ RFC6241] and RESTCONF [ RFC8040]. For this reason, these
gui delines do not follow tenplate described by Section 3.7 of

[ YANG- GUI DE] .

| ANA Consi der ati ons
The I ETF XML Regi stry

This docunent registers a URl in the "I ETF XM. Regi stry" [RFC3688].
| ANA has registered the follow ng

URI: urn:ietf:parans: xm :ns:yang:ietf-voucher
Regi strant Contact: The ANIMA WG of the | ETF.
XM.: N A, the requested URI is an XM. nanespace.
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8.2. The YANG Modul e Nanes Registry

Thi s docunent registers a YANG nodul e in the "YANG Modul e Nanes"

registry [ RFC6020]. |1 ANA has registered the foll ow ng
nane: i etf-voucher
nanespace: urn:ietf:parans: xm:ns:yang:ietf-voucher
prefix: vch
ref erence: RFC 8366

8.3. The Media Types Registry

This docunent registers a new nedia type in the "Media Types"
registry [RFC6838]. | ANA has registered the follow ng:

Type nane: application

Subt ype name: voucher-cns+j son
Requi red paraneters: none
Optional paraneters: none

Encodi ng consi derations: CMs-signed JSON vouchers are ASN. 1/ DER
encoded.

Security considerations: See Section 7

Interoperability considerations: The format is designed to be
broadly i nteroperable.

Publ i shed specification: RFC 8366

Applications that use this nedia type: AN M\ 6tisch, and NETCONF
zero-touch inprinting systens.

Fragnent identifier considerations: none

Addi tional information
Deprecated alias names for this type: none
Magi ¢ nunber(s): None
File extension(s): .vcj

Maci ntosh file type code(s): none
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Person and enmni|l address to contact for further information:
| ETF ANl MA WG

I ntended usage: LIM TED

Restrictions on usage: NONE

Aut hor: ANl MA WG

Change controller: |ETF

Provi sional registration? (standards tree only): NO
8.4. The SM Security for SSMMe CM5 Content Type Registry

| ANA has registered the following ODin the "SM Security for S/M M
CM5 Content Type (1.2.840.113549.1.9.16.1)" registry:

Deci mal Description Ref er ences

40 i d-ct-ani raJSONVoucher RFC 8366
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