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Wongful Term nation of Internet Protocol (1P) Packets
Abstr act

Rout ers and mi ddl eboxes termni nate packets for various reasons. In
some cases, these packets are wwongfully terminated. This neno
descri bes sone of the nbst comon scenarios of wongful term nation
of Internet Protocol (IP) packets and presents reconmendations for
mtigating them

Status of This Meno

This docunent is not an Internet Standards Track specification; it is
published for informational purposes.

This is a contribution to the RFC Series, independently of any other
RFC stream The RFC Editor has chosen to publish this docunment at
its discretion and nakes no statenment about its value for

i npl enment ati on or depl oynent. Docunents approved for publication by
the RFC Editor are not candidates for any |evel of Internet Standard;
see Section 2 of RFC 7841.

I nformation about the current status of this docunent, any errata,
and how to provide feedback on it may be obtai ned at
https://ww. rfc-editor.org/info/rfc8367

Copyright Notice

Copyright (c) 2018 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.

This docunent is subject to BCP 78 and the I ETF Trust’s Lega
Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this document.
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1. Introduction
| P packets are often terninated by network devices. |In sone cases,

control - pl ane packets are term nated and processed by the |oca
device, while in other cases packets are term nated (discarded) due
to a packet filtering nmechanism Packet filtering is w dely enployed
in network devices for sanity checking, policy enforcenent, and
security. |P routers and niddl eboxes, such as firewalls, often

term nate packets that do not conply with a predefined policy.
Unfortunately, sonme filtering policies cause false positive or
unnecessary packet term nation. Mreover, these w ongful

term nations are sonetines biased and di scrininate agai nst packets
based on their color, age, origin, length, or IP version

This meno di scusses sone of the nbst common scenarios of w ongful
term nation of |IP packets and presents recomrendations for preventing
such discrimnation

2. Abbreviations
I P I nt ernet Protocol

TTL Time To Live

QAM  (Qperations, Administration, and Mii ntenance
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3. Wongful Term nation Scenarios
3.1. Color-Based Termi nation
Synopsi s
| P packets are term nated due to their color.
Descri ption
Routers often enploy netering mechani snms [ RFC4115]. These
mechani sns often support a col or-aware node, in which the packet’s
color (green, yellow, or red) is used as a criterion in the
nmetering algorithm This node has been known to prefer green
packets over red and yel |l ow packets.

Recommendat i on

Use of color-blind nmetering is recommended, as it allows equa
opportunity for packets of different colors.

3.2. Age-Based Term nation
Synopsi s
| P packets are term nated based on their TTL.

Description

The IPv4 TTL field [RFC791] and the IPv6 Hop Linit field [ RFC8200]
are used for |loop prevention. These fields essentially represent
the packet’s age. A router that receives an | P packet with a TTL
value of 0 or 1 typically term nates the packet. In this
docunent, packets with a TTL or Hop Linmit of O or 1 are referred
to as ’'senior packets’

Recomendat i on

When possible, the practice of reverse discrinination is
recomended. Notably, senior packets have been known to be highly
effective for OAM tasks, such as Hell o [ RFC2328] and Traceroute

[ RFC2151]. Therefore, senior packets should not be easily

di smissed; to the extent possible, senior packets should be used
in control -plane protocols.
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3. 3.

3. 4.

Oigi n-Based Term nation

Synopsi s

| P packets are term nated based on their origin (source |P address
prefix).

Descri ption

Rout ers and mi ddl eboxes often performI|P address filtering.

Packets are often di scarded based on the prefix of their source IP
address. In this neno, prefix-based source address filtering is
referred to as origin-based filtering. Wile source | P address
filtering is an acceptable technique for preventing security
attacks perforned by known attackers, filtering an entire prefix
may | ead to unnecessary termination of legitimate traffic.

Recomendat i on

Oigin-based filtering should be linmted, to the extent possible,
so as not to punish an entire autononmous systemfor the crine of a
single host. Individual address-based filtering should be
preferred in cases where the address of the potential threat is
wel I known.

Lengt h- Based Terni nati on
Synopsi s

Short | P packets are wongfully term nated due to their |ength.
Descri ption

The m ni num permi ssible size of an I Pv4 [ RFC791] packet is 20
octets, and the mni mum size of an |IPv6 [ RFC8200] packet is 40
octets. However, due to the size limts of Ethernet, it is often
the case that | P packets that are shorter than 46 octets are

di scarded. This is because the minimal Ethernet frame size is 64
octets, the miniml Ethernet header size is 14 octets, and the

Et hernet Frame Check Sequence is 4 octets long (i.e., 64 - 14 - 4
= 46). In the context of this neno, legitimate | P packets that are
| ess than 46 octets long are referred to as 'short |P packets’

Recomendat i on

Short | P packets should not be discarded. The Ethernet frane
| ength should be enforced at the Ethernet |ayer, while the IP
| ayer shoul d avoid discrimnation of short |P packets.
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3.5. |P-Version-Based Ternination
Synopsi s
| Pv6 packets are terminated due to their version
Description

Many routers and niddl eboxes are configured to process only |Pv4
[ RFC791] packets and to reject |1Pv6 [ RFC8200] packets.

Recommendat i on
It is quite unsettling that there are still networks in which | Pv6
packets are deened unwanted in the second decade of the 21st
century. Indeed, |Pv6 packets have a slightly shorter payl oad
than | Pv4 packets. However, they are essential to the future
growth of the Internet. It is tinme for operators to finally give
I Pv6 its well-deserved opportunity.

3.6. Flag-Based Term nation
Synopsi s

| Pv4 packets are term nated because their Mre Fragnents (MF) flag
is set.

Description

Many routers and m ddl eboxes are configured to discard fragnmented
packets.

Reconmendat i on
A packet should not be discarded on the grounds of a flag it
supports. Al flags should be respected, as well as the features
t hey represent.
4. Security Considerations
This meno proposes to practice liberality with respect to | P packet
filtering in routers and mi ddl eboxes. Arguably, such a |libera
approach nmay conpronmise security in sone cases. Not only nust
security be done; it nust al so be seen to be done.
5. 1 ANA Consi derations

Thi s docunent has no | ANA acti ons.
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6. Concl usi on

This meno reconmends that every router and ni ddl ebox be an Equal
Qpportunity Device, which does not discrininate on the basis of
actual or perceived rate, color, age, origin, length, |IP version,
fragmentation characteristics, higher-layer protocols, or any other
| P characteristic.
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