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Abstr act

Thi s docunent specifies the behavior that is expected fromthe Donain
Name Systemwith regard to DNS queries for nanmes ending with

" . hone. arpa.’ and designates this donmain as a special -use domain
nane. 'hone.arpa.’ is designated for non-unique use in residentia
hone networks. The Home Networking Control Protocol (HNCP) is
updated to use the 'hone.arpa.’ donain instead of '.hone’
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1

I ntroduction

Users and devices within a hone network (hereafter referred to as
"homenet") require devices and services to be identified by nanes
that are unique within the boundaries of the honenet [ RFC7368]. The
nam ng nechani sm needs to function w thout configuration fromthe
user. Wile it may be possible for a name to be del egated by an | SP
homenets nmust al so function in the absence of such a del egation

Thi s docunent reserves the nane 'hone.arpa.’ to serve as the default
nane for this purpose, with a scope limted to each individua
honenet .

This docunent corrects an error in [RFC7788] by replacing '.hone’
with "home.arpa.’ as the default domain nane for homenets. '.hone’
was sel ected as the nost user-friendly option; however, there are

exi sting uses of ’'.honme’ that may be in conflict with this use.

Evi dence indicates that ’'.home’ queries frequently |eak out and reach
the root nane servers [| CANN1] [I CANNZ].

In addition, for conpatibility with DNSSEC (see Section 6), it’'s
necessary that an insecure del egation (see Section 4.3 of [RFC4035])
be present for the name. There is an existing process for allocating
nanes under ’.arpa.’ [RFC3172]. No such process is available for
requesting a simlar delegation in the root at the request of the

| ETF, which does not administer that zone. As a result, all

unregi stered uses of '.home’ (that is, all current uses at the tine
of this docunent’s publication), particularly as specified in

[ RFC7788], are deprecated.

This docunent registers the domain ’'hone.arpa.’ as a special -use
domai n nane [ RFC6761] and specifies the behavior that is expected
fromthe Donmain Name Systemwith regard to DNS queries for nanes
whose rightnost non-termnal |abels are "hone.arpa.’. Queries for
nanes ending with ’'. honme.arpa.’ are of |ocal significance within the
scope of a honmenet, neaning that identical queries will result in
different results fromone honenet to another. |In other words, a
nane ending in ’'.hone.arpa.’ is not globally unique.

Al t hough this docunment makes specific reference to [RFC7788], it is
not intended that the use of 'hone.arpa.’ be restricted solely to

net wor ks where HNCP i s depl oyed. Rather, 'hone.arpa.’ is intended to
be the correct donmain for uses |like the one described for '.hone’ in
[ RFC7788]: local nane service in residential honenets.
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2.

Requi renment s Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capitals, as shown here

CGener al CGui dance

The domain nanme ' hone.arpa.’ is to be used for naming within

resi dential honenets. Nanes ending with ’.hone.arpa.’ reference a
zone that is served locally, the contents of which are unique only to
a particular honmenet and are not globally unique. Such nanmes refer
to nodes and/or services that are located within a honenet (e.g., a
printer or a toaster).

DNS queries for nanes ending with ’'. hone.arpa.’ are resolved using
| ocal resolvers on the honenet. Such queries MJST NOT be recursively
forwarded to servers outside the |ogical boundaries of the honenet.

Some service discovery user interfaces that are expected to be used
on honenets conceal information such as domain nanmes from end users

However, in sonme cases, it is still expected that users will need to
see, renenber, and even type nanmes ending with '.hone.arpa.’. The
Homenet Working G oup hopes that this nane will in some way indicate

to as nany readers as possible that such domain nanes are referring
to devices in the home, but we recognize that it is an inperfect
sol uti on.

Dormai n Nane Reservation Consi derations

This section specifies considerations for systems involved in donain
nane resol uti on when resol ving queries for nanmes ending with
".hone.arpa.’. Each itemin this section addresses sone aspect of
the DNS or the process of resolving domain nanes that woul d be

af fected by this special-use allocation. Detailed explanations of
these itens can be found in Section 5 of [RFC6761]. Although the
term ' homenet’ in [RFC7788] refers to hone networks that inplement a
particul ar set of features, in this docunent the termis used to nean
any hone network, regardless of the set of features it inplenments.

1. Users can use nanes ending with '.hone.arpa.’ just as they would
use any ot her domain nane. The 'hone.arpa.’ nane is chosen to be
readily recogni zed by users as signifying that the nanme is
addressing a service on the honenet to which the user’s device is
connect ed.
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2. Application software SHOULD NOT treat nanmes ending in
".hone.arpa.’ differently than other nanes. |In particular, there
is no basis for trusting names that are subdomnai ns of
"home. arpa.’ (see Section 6).

3. Nane resolution APIs and libraries MJST NOT recogni ze nanes that
end in '.hone.arpa.’ as special and MJUST NOT treat them as having
speci al significance, except that it may be necessary that such
APl's not bypass the locally configured recursive resolvers

One or nore | P addresses for recursive DNS servers will usually
be supplied to the client through router advertisenents or DHCP
For an adninistrative donmain that uses subdonai ns of

"hone. arpa.’, such as a honenet, the recursive resolvers provided
by that domain will be able to answer queries for subdomains of
"home. arpa.’; other resolvers will not, or they will provide

answers that are not correct within that adm nistrative donai n.

A host that is configured to use a resolver other than one that
has been provided by the local network nay be unable to resol ve,
or may receive incorrect results for, subdomains of ’'hone.arpa.’
In order to avoid this, it is permssible that hosts use the
resolvers that are locally provided for resolving 'hone.arpa.’,
even when they are configured to use other resolvers.

4. There are three considerations for recursive resolvers that
follow this specification

A. Recursive resolvers at sites using 'hone.arpa.” MJST
transparently support DNSSEC queries: queries for DNSSEC
records and queries with the DNSSEC OK (DO) bit set (see
Section 3.2.1 of [RFC4035]). Wile validation is not
required, it is strongly encouraged: a caching recursive
resol ver that does not validate answers that can be vali dated
may cache invalid data. This, in turn, will prevent
val idating stub resolvers fromsuccessfully validating
answers.

B. Unless configured otherw se, recursive resolvers and DNS
proxi es MJUST behave as described in Section 3 of the Locally
Served Zones docunent [RFC6303]. That is, queries for
"hone. arpa.’ and subdomai ns of 'honme.arpa.’” MJST NOT be
forwarded, with one inportant exception: a query for a DS
record with the DO bit set MJST return the correct answer for
that question, including correct information in the authority
section that proves that the record i s nonexistent.
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So, for exanple, a query for the NS record for 'hone. arpa.
MUST NOT result in that query being forwarded to an upstream
cache nor to the authoritative DNS server for '.arpa.’.
However, as necessary to provide accurate authority
information, a query for the DS record MJST result in
forwardi ng what ever queries are necessary; typically, this
will just be a query for the DS record, since the necessary
authority information will be included in the authority
section of the response if the DO bit is set.

C. In addition to the behavior specified above, recursive
resol vers that can be used in a honenet MJST be configurable
to forward queries for 'hone.arpa.’ and subdonai ns of
"hone.arpa.’ to an authoritative server for ’'hone.arpa.’
This server will provide authoritative data for ’hone. arpa.
within a particular homenet. The special handling for DS
records for the 'hone.arpa.’ delegation is still required.

It is pernissible to conbine the recursive resolver function
for general DNS | ookups with an authoritative resolver for
"home.arpa.’; in this case, rather than forwardi ng queries
for subdomains of 'hone.arpa.’ to an authoritative server,
the resol ver answers themauthoritatively. The behavior with
respect to forwarding queries specifically for 'hone.arpa.’
remai ns the sane.

5. No special processing of "hone.arpa.’ is required for
aut horitative DNS server inplenentations. It is possible that an
aut horitative DNS server nmight attenpt to check the authoritative
servers for 'hone.arpa.’ for a delegation beneath that name
before answering authoritatively for such a delegated name. In
such a case, because the nane always has only local significance,
there will be no such delegation in the 'hone.arpa.’ zone, and so
the server would refuse to answer authoritatively for such a
zone. A server that inplenments this sort of check MJST be
configurable so that either it does not do this check for the
"hone.arpa.’ donmain or it ignores the results of the check

6. DNS server operators MAY configure an authoritative server for
"home. arpa.’ for use in honenets and other home networks. The

operator for the DNS servers authoritative for "honme.arpa.’ in
the global DNS will configure any such servers as described in
Section 7.

7. 'honme.arpa.’ is a subdomain of the 'arpa top-level domain, which

is operated by | ANA under the authority of the Internet
Architecture Board according to the rules established in
[ RFC3172]. There are no other registrars for '.arpa
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5. Updates to Hone Networking Control Protoco

The final paragraph in Section 8 of [RFC7788], the Hone Networ ki ng
Control Protocol, is updated as foll ows:

OLD.
Nanmes and unqualified zones are used in an HNCP network to provide
nam ng and service discovery with | ocal significance. A network-
wi de zone is appended to all single labels or unqualified zones in

order to qualify them ".hone" is the default; however, an
adm ni strator MAY configure the announcenent of a Domai n- Name TLV
(Section 10.6) for the network to use a different one. |In case

mul ti pl e are announced, the domain of the node with the greatest
node identifier takes precedence.

NEW
Nanmes and unqualified zones are used in an HNCP network to provide
nam ng and service discovery with | ocal significance. A network-
wi de zone is appended to all single labels or unqualified zones in
order to qualify them ’'hone.arpa.’ is the default; however, an
adm ni strator MAY configure the announcenent of a Domai n- Name TLV
(Section 10.6) for the network to use a different one. |In case
multiple TLVs are announced, the dormain of the node with the
greatest node identifier takes precedence.

The ' hone. arpa.’ special -use nane does not require a special
resol ution protocol. Nanmes for which the rightnost two | abels are
"home. arpa.’ are resolved using the DNS protocol [RFC1035].

6. Security Considerations
6.1. Local Significance

A DNS record that is returned as a response to a query for a Fully
Qualified Domain Nane (FQDN) that is a subdomain of 'hone.arpa.’” is
expected to have local significance. It is expected to be returned
by a server involved in nane resolution for the honenet the device is
connected in. However, such a response MJST NOT be consi dered nore
trustworthy than a sinmilar response for any other DNS query.

Because 'hone.arpa.’ is not globally scoped and cannot be secured
usi ng DNSSEC based on the root domain's trust anchor, there is no way
to tell, using a standard DNS query, in which honenet scope an answer

bel ongs. Consequently, users may experience surprising results with
such nanes when roamng to different homenets.
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To prevent this from happening, it could be useful for the resol ver
on the host to securely differentiate between different honenets and
bet ween identical names on different honenets. However, a nechani sm
for doing this has not yet been standardized and doing so is out of
scope for this docunent. It is expected that this will be explored
in future work.

The advice in [RFC6303], Section 7, to install local trust anchors
for locally served zones can only work if there is sone way of
configuring the trust anchor in the host. Honenet currently

speci fies no mechani smfor configuring such trust anchors. As a
result, while this advice sounds good, it is not practicable.

Al so, although it might be useful to install a trust anchor for a

particul ar instance of 'hone.arpa.’, it’'s reasonable to expect that a
host with such a trust anchor might, fromtine to tine, connect to
nmore than one network with its own instance of ’'home.arpa.’. Such a

host woul d be unable to access services on any instance of
"hone. arpa.’ other than the one for which a trust anchor was
confi gured.

It is, in principle, possible to attach an identifier to an instance
of "hone.arpa.’ that could be used to identify which trust anchor to
rely on for validating nanes in that particular instance. However,
the security inplications of this are conplicated, and such a
mechani sm as well as a discussion of those inplications, is out of
scope for this docunent.

6.2. Insecure Del egation

It is not possible to install a trust anchor (a DS RR) for this zone
in the '.arpa zone. The reason for this is that in order to do so,
it would be necessary to have the key-signing key for the zone (see
Section 5 of [RFC4034]). Since the zone is not globally unique, no
one key woul d worKk.

An alternative would be to provide an authenticated denial of
exi stence (see Section 3.2 of [RFC4033]). This would be done sinply
by not having a delegation fromthe 'arpa.’ zone. However, this

requires the validating resolver to treat ’'hone.arpa.’ specially. |If
a validating resolver that doesn’t treat ’'home.arpa.’ specially
attenpts to validate a nane in 'hone.arpa.’, an authenticated denial
of existence of 'hone’ as a subdonmain of 'arpa.’ would cause the
validation to fail. Therefore, the only delegation that will allow

names under 'hone.arpa.’ to be resolved by all validating resolvers
is an insecure delegation, as in Section 7 of [RFC6303].
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Consequently, unless a trust anchor for the particular instance of
the ' home.arpa.’ zone being validated is nanually configured on the
val i dating resol ver, DNSSEC signing and validation of nanes within
the ' hone.arpa.’ zone is not possible.

6.3. Bypassing Manual |y Configured Resol vers

Initem3 of Section 4, an exception is nmade to the behavior of stub
resolvers that allows themto query local resolvers for subdomai ns of
"home. arpa.’ even when they have been manual ly configured to use
other resolvers. This behavior obviously has security and privacy

i mplications and may not be desirable depending on the context. It
may be better to sinply ignore this exception and, when one or nore
recursive resolvers are configured manually, sinply fail to provide
correct answers for subdonmains of 'hone.arpa.’”. At this tine, we do
not have operational experience that would guide us in making this
decision; inplementors are encouraged to consider the context in
which their software will be depl oyed when deci ding how to resol ve
this question.

7. Del egation of 'hone. arpa.

In order to be fully functional, there nust be a del egati on of
"hone.arpa.’ in the '.arpa.’ zone [RFC3172]. This del egation MJST
NOT include a DS record and MJUST point to one or nore black hole
servers, for exanple, 'blackhole-1.iana.org.’” and ’'blackhol e-
2.iana.org.’. The reason that this delegation nmust not be signed is
that not signing the del egati on breaks the DNSSEC chain of trust,

whi ch prevents a validating stub resolver fromrejecting nanes
publ i shed under 'hone.arpa.’ on a honenet nane server

8. | ANA Consi derati ons

| ANA has recorded the domain nane ’'hone.arpa.’ in the "Special-Use
Domai n Nanmes" registry [SUDNJ. |1ANA, wth the approval of the |AB,
has i npl enented the del egation requested in Section 7.

| ANA has created a new subregistry within the "Locally-Served DNS
Zones" registry [LSDZ], titled "Transport-I|ndependent Locally-Served
DNS Zone Registry", with the sane format as the other subregistries.
| ANA has added an entry in this new registry for "hone.arpa.” with

t he description "Honenet Special-Use Domai n", listing this docunent
as the reference. The registration procedure for this subregistry
shoul d be the sanme as for the others, currently "I ETF Review' (see
Section 4.8 of [RFC8126]).

Pfister & Lenon St andards Track [ Page 9]



RFC 8375

9. References

hone. ar pa. May 2018

9.1. Normmtive References

[ RFC2119]

[ RFC3172]

[ RFC4035]

[ RFC6303]

[ RFCB761]

[ RFC8174]

Bradner, S., "Key words for use in RFCs to Indicate
Requi rement Level s", BCP 14, RFC 2119,

DA 10.17487/ RFC2119, March 1997,

<https://www. rfc-editor.org/info/rfc2119>.

Huston, G, Ed., "Mnagenent Cuidelines & Operational
Requirenments for the Address and Routing Paraneter Area
Donmain ("arpa")", BCP 52, RFC 3172, DO 10.17487/ RFC3172,
Sept enber 2001, <https://ww.rfc-editor.org/info/rfc3172>.

Arends, R, Austein, R, Larson, M, Massey, D., and S
Rose, "Protocol Mdifications for the DNS Security

Ext ensi ons", RFC 4035, DO 10.17487/ RFC4035, March 2005,
<https://ww.rfc-editor.org/info/rfc4035>.

Andrews, M, "Locally Served DNS Zones", BCP 163,
RFC 6303, DA 10.17487/ RFC6303, July 2011,
<https://wwmv. rfc-editor.org/info/rfc6303>.

Cheshire, S. and M Krochnal, "Special-Use Domai n Nanes",
RFC 6761, DA 10.17487/ RFC6761, February 2013,
<https://www. rfc-editor.org/info/rfc6761>.

Lei ba, B., "Anbiguity of Uppercase vs Lowercase in RFC
2119 Key Words", BCP 14, RFC 8174, DO 10.17487/ RFC8174,
May 2017, <https://ww.rfc-editor.org/info/rfc81l74>.

9.2. Informative References

[ | CANNL]

[ 1 CANN2]

[ LSDZ]

[ RFC1035]

"New gTLD Collision Risk Mtigation", August 2013,
<https://ww.icann.org/en/system files/files/
new gtld-collision-mtigation-05augl3-en. pdf>.

"New gTLD Col l'i sion Gccurence Managenment", Cctober 2013,
<https://ww. icann.org/en/systenifiles/files/
resol uti ons- new gtl d- annex- 1-07oct 13- en. pdf >.

"Local | y-Served DNS Zones", July 2011,
<htt ps://wwv. i ana. or g/ assi gnnment s/
| ocal | y-served- dns-zones/ >.

Mockapetris, P., "Domain names - inplenmentation and
specification", STD 13, RFC 1035, DO 10.17487/ RFC1035,
Novenber 1987, <https://ww. rfc-editor.org/info/rfcl035>.

Pfister & Lenon St andards Track [ Page 10]



RFC 8375

[ RFC4033]

[ RFC4034]

[ RFC7368]

[ RFC7788]

[ RFC8126]

[ SUDN]

hone. ar pa. May 2018

Arends, R, Austein, R, Larson, M, Massey, D., and S
Rose, "DNS Security Introduction and Requirenents",
RFC 4033, DA 10.17487/ RFC4033, March 2005,
<https://wwv. rfc-editor.org/info/rfc4033>.

Arends, R, Austein, R, Larson, M, Massey, D., and S
Rose, "Resource Records for the DNS Security Extensions",
RFC 4034, DO 10.17487/ RFC4034, March 2005,

<https://ww. rfc-editor.org/info/rfc4034>.

Chown, T., Ed., Arkko, J., Brandt, A, Troan, O, and J.
Weil, "IPv6 Hone Networking Architecture Principles",
RFC 7368, DO 10. 17487/ RFC7368, Cctober 2014,
<https://ww. rfc-editor.org/info/rfc7368>.

Stenberg, M, Barth, S., and P. Pfister, "Home NetworKking
Control Protocol", RFC 7788, DO 10.17487/ RFC7788, April
2016, <https://ww.rfc-editor.org/info/rfc7788>.

Cotton, M, Leiba, B., and T. Narten, "Guidelines for
Witing an | ANA Consi derations Section in RFCs", BCP 26,
RFC 8126, DO 10.17487/ RFC8126, June 2017,

<https://wwv. rfc-editor.org/info/rfc8126>.

"Speci al - Use Donmain Nanes", July 2012,
<htt ps://wwv. i ana. or g/ assi gnnment s/
speci al - use- donai n- nanmes/ >.

Pfister & Lenon St andards Track [ Page 11]



RFC 8375 hone. ar pa. May 2018

Acknowl edgrent s

The authors would like to thank Stuart Cheshire, as well as the
honenet chairs, Mark Townsley and Ray Bellis, for their prior work on
".honme’. We would also like to thank Paul Hoffman for providing
review and conments on the | ANA Consi derations section, Andrew
Sullivan for his review and proposed text, and Suzanne Wol f and Ray
Bellis for their very detail ed review comrents and process insights.
Thanks to Mark Andrews for providing an exhaustive reference list on
the topic of insecure delegations. Thanks to Dale Wrley for
catching a rather egregi ous m stake and for the Gen-Art review and
thanks to Daniel Mgault for a thorough SecDir review. Thanks to
Warren Kumari for catching sone additional issues and to Adam Roach
for sone hel pful clarifications.

Aut hors’ Addresses

Pierre Pfister
Ci sco Systens
Pari s

France

Email: pierre.pfister@arou.fr
Ted Lenon

Ni bbhaya Consul ting

P. O. Box 958

Brattl eboro, Vernont 05301-0958
United States of Anerica

Emai |l : el |l on@ ugue. com

Pfister & Lenon St andards Track [ Page 12]



