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Abst ract

The I ETF TRILL (Transparent |nterconnection of Lots of Links)
protocol is inplenented by devices called TRILL switches or RBridges
(Routing Bridges). TRILL includes a general nechanism called an
RBri dge Channel, for the transnission of typed nessages between
RBridges in the sane canpus and between RBridges and end stations on
the sane Iink. This docunment specifies a nethod to send vendor-
speci fic nessages over the RBridge Channel facility.

Status of This Meno
This is an Internet Standards Track docunent.

This docunment is a product of the Internet Engi neering Task Force
(ITETF). It represents the consensus of the I ETF comunity. |t has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it nmay be obtai ned at
https://ww.rfc-editor.org/info/rfc8381
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Copyright Notice

Copyright (c) 2018 I ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the I ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this document. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided wi thout warranty as
described in the Sinplified BSD License.
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1. Introduction

The I ETF TRILL (Transparent |nterconnection of Lots of Links)
protocol [RFC6325] [RFC7780] is inplenmented by devices called TRILL
switches or RBridges (Routing Bridges). It provides efficient |east-
cost transparent routing in multi-hop networks with arbitrary
topol ogi es and link technol ogies, using |ink-state routing and a hop
count.

The TRILL protocol includes an RBridge Channel facility [RFC7178] to
support typed nessage transm ssion between RBridges in the sane
campus and between RBridges and end stations on the same link. This
docunent specifies a nethod of sending nessages specified by a
particul ar organi zation, indicated by QU (Organizationally Unique
Identifier) [RFC7042] or CID (Conpany ldentifier) [802], over the
RBri dge Channel facility. Such organization-specific nmessages could,
for exanple, be used for vendor-specific diagnostic or contro
nessages.
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However, note that a range of RBridge Channel protocol nunbers are
avai | abl e based on RFC publication. Those intending to use the
RBri dge Channel facility are encouraged to docunent their use in an
RFC and to use RBridge Channel protocol nunbers based on such RFC
publ i cati on.

1.1. Termnology and Acronyns

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOVWMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB8174] when, and only when, they appear in al
capitals, as shown here

Thi s docunent uses the acronyns defined in [ RFC6325] suppl enented by
the foll owi ng additional acronyns:

CID - Conpany ldentifier [802]

FG - Fine-Gained Labeling

QU - Organizationally Unique Identifier [RFC7042]

TRILL switch - An alternative termfor an RBridge
2. Vendor Channel Packet For mat

The general structure of an RBridge Channel packet on a |ink between
TRILL switches (RBridges) is shown in Figure 1 below. \Wen an

RBri dge Channel nessage is sent between an RBridge and an end station
on the sane link, in either direction, it is called a Native RBridge
Channel message and the TRILL Header (including the |Inner Ethernet
Addresses and Data Label area) is omtted as shown in Figure 2. The
type of RBridge Channel packet is given by a Protocol field in the
RBri dge Channel Header that indicates howto interpret the Channel -
Pr ot ocol - Speci fic Payl oad. See [RFC7178].
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Packet Structure

T e +
| Li nk Header |
o e e e e e e e e e e e e e e e +
| TRI LL Header |
S . +
| I nner Ethernet Addresses |
T e +
| Data Label (VLAN or FGQ.) |
o e e e e e e e e e e e e e e e +
| RBri dge Channel Header |
e +
| Channel - Protocol - Speci fic Payl oad |
T e +
| Link Trailer (FCS if Ethernet) |
o e e e e e e e e e e e e e e e +

Figure 1: RBridge Channel Packet Structure

Message Structure

e +
| Li nk Header |
o m e e e e e e e e e eme s +
| RBri dge Channel Header |
e +
| Channel Protocol Specific Payl oad |
e +
| Link Trailer (FCS if Ethernet) |
o m e e e e e e e e e eme s +

Figure 2: Native RBridge Channel Message Structure

Fi gure 3 bel ow expands the RBridge Channel Header and Channel

Prot ocol Specific Payl oad above for the case of the Vendor-Specific
RBri dge Channel Tunnel Protocol. 0x8946 is the Ethertype [ RFC7042]
assigned by the | EEE for the RBridge Channel protocol.
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1 2 3
01234567890123456789012345678901
RBri dge Channel Header
B s T s s e T o e S T ks et s oot ST S S S o S S 3

| RBri dge- Channel (0x8946) | Ox0 | Channel Protocol =0x008
B i ok it I I S e S e S ki ol ik i I TR SR i S S e S e e e e i i 5
| Fl ags | ERR |

Bk o I I e S S T e e e e
RBri dge Channel Protocol Specific:
B i i S S S Tk i o
| Vendor ID = QU /CD |
B ok T S S S e it S R R et et TEIE SRR SR S S S S S s i e o =
|QUI/CID (cont.)| VERR | Sub-Protocol | Sub-Version
B o T T S e i i Sl NI S e S et ol mt ST T S i S S
| Vendor - Pr ot ocol - Speci fic Data
|
|

Fi gure 3: Channel Tunnel Message Structure

The fields in Figure 3 related to the Vendor RBridge Channel Protoco
are as follows:

Channel Protocol: The RBridge Channel Protocol value allocated
for the Vendor Channel (see Section 4).

Vendor ID: This field indicates the vendor specifying the
particul ar use or uses of the Vendor Channel. The vendor to
whomthe QU or CIDin this field has been allocated is in
charge of specifying Vendor Channel nessages using their
identifier. Depending on the first byte of this field as
fol | ows:

QU : When the bottomtwo bits of the first byte of the Vendor
ID are zero (that is, the first byte is 0ObXXXXXX00), the
Vendor IDis an QU

CID: Wien the bottomtwo bits of the first byte are a one
followed by a zero (that is, the first byte is ObXXXXXX10),
the Vendor IDis a CD.

O her: Oher values of the bottomtwo bits of the first byte of
the Vendor ID are invalid, and a VERR of 2 MJST be returned,
subject to possible rate limting (see Section 3).

VERR: Vendor Channel Error. See Section 3.
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Sub- Protocol : Actually, the vendor specifying their use of the
Vendor Channel can do whatever they want with the bits after
the VERR field. But it is strongly RECOWENDED t hat they use
the sub-protocol / sub-version fields indicated so that
mul ti pl e and evol ving uses can be specified based on a single
aJl .

Sub- Ver si on: See expl anati on above of the Sub-Protocol field.
This field is provided to indicate the version of the
particul ar vendor’s Sub-Protocol

3. Vendor Channel Errors

The VERR field values from 0x0 through OxOF (inclusive) and the val ue
OxFF are reserved for specification by the | ETF. See Section 4. Al
ot her values of VERR are avail able for whatever use the vendor
specifies, except that a Vendor Channel inplenentation MJST NOT send
a Vendor Channel Error in response to a Vendor Channel nessage with a
nonzero VERR

The VERR val ues thus far specified by the IETF are as foll ows:

0. The VERR field is zero in Vendor Channel nessages unless the
Vendor Channel packet is reporting an error

1. The value one indicates that the length of the RBridge-Channel -
Specific Data is less than 4 bytes. This neans that at |east the
VERR byte and possibly part or all of the QU is truncated. |If
an RBridge that inplenments the Vendor Channel facility receives
such a Vendor Channel nessage, it MJST expand it to extend
through the VERR field, set that field to one, and return the
packet as described in Section 3.1.

2. The QU /C D field value is unknown. |If an RBridge inplenents the
Vendor Channel facility and receives a Vendor Channel packet wth
a zero VERR field and an QUI/CID field it does not recogni ze and
the SL flag is zero in the RBridge Channel Header, it MJST set
the VERR field to the value two and return the packet as
described in Section 3.1.
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3. The value 3 indicates that the Sub-Protocol field value is
unknown. An RBridge SHOULD set the VERR field to 3 and return
t he packet as described in Section 3.1 if it inplenents the
Vendor Channel facility and it receives a Vendor Channel packet
meeting the follow ng conditions:
(a) a zero VERR field in the RBridge Channel Header
(b) a zero SL flag in the RBridge Channel Header
(c) an QUI/CID that it inplenents, and
(d) a Sub-Protocol field value it does not recogni ze even though

it inplements and uses the Sub-Protocol field.

4. The value 4 indicates that the Sub-Version field value is

unknown. An RBridge SHOULD set the VERR field to 4 and return

t he packet as described in Section 3.1 if it inplenents the

Vendor RBridge Channel facility and it receives a Vendor Channe

packet neeting the follow ng conditions:

(a) a zero VERR field in the RBridge Channel Header

(b) a zero SL flag in the RBridge Channel Header

(c) an QUI/CID and Sub-Protocol that it inplenents, and

(d) a Sub-Version field value it does not recogni ze even though
it inplements and uses the Sub-Version field.

Uni formerror handling is generally advisable for the sake of

mai nt enance and under standability; however, "SHOULD' is chosen for
errors 3 and 4 above because, as long as each nessage is

di stingui shed by a vendor’s QU/CID, it is up to that vendor to
deci de between standard and nonstandard error handling.

3.1. Sending an Error Response

The | ETF-specified Vendor Channel errors are sent in response to a
recei ved RBridge Channel packet by setting the VERR field as
speci fi ed above and nodifying the packet as specified below (The
ERR field will be zero because, if it were nonzero, the packet would
have been handl ed at the general RBridge Channel |evel rather than
bei ng passed down to the Vendor Channel |evel.)

The RBridge Channel Header is nodified by setting the SL flag. (The
flags in the Channel Header and the semantics of the SL flag are
specified in [RFC7178].)

o If an error 1 is being generated because of truncation, the
RBri dge- Channel - Specific Data area is extended to include the VERR
byt e.
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o |f a Vendor Channel nessage was sent between RBridges, the TRILL
Header is nodified by (1) clearing the Mbit, (2) setting the
egress nickname to the ingress nicknane as received, (3) setting
the ingress nickname to a nicknane held by the TRILL switch
sendi ng the error packet, and (4) setting the hop count to the
usual value on TRILL Data packets used by the TRILL switch sending
the error packet.

o |If a Vendor Channel nessage was sent between an RBridge and an end
station in either direction, the outer MAC addresses are nodified
by (1) setting the Quter.MacDA to the Quter. MacSA as received and
(2) setting the Quter.MacSA to the MAC address of the port of the
TRILL switch or end station sending the error packet.

0o The priority of the error response nessage MAY be reduced fromthe
priority of the Vendor Chanel nessage causing the error, unless it
was already minimumpriority, and the Drop Eligibility Indicator
bit MAY be set in an error response. (See Section 4.1.1 of
[ RFC6325] .)

0 Vendor Channel error responses MAY be rate-linited.

It is generally anticipated that the entire packet in which an error
was detected would be sent back, nodified as above, as the protoco
specific payload, so that, for exanple, error responses could nore
easily be matched with nmessages sent; however, except for errors 1
and 2, this is up to the vendor specifying how their Vendor RBridge
Channel nessages are to be used.

Note that if you receive a Vendor Channel error nessage with error 1

indicating a truncation error, you cannot trust the apparent
"QUI/C D' in that Vendor Channel error nessage.
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4.

| ANA Consi der ati ons

| ANA has al |l ocated 0x008 for the Vendor-Specific RBridge Channel
Protocol fromthe range of RBridge Channel protocols allocated by
St andar ds Acti on.

| ANA has established a subregistry as follows in the TRILL Paraneters
registry (indented under "RBridge Channel Error Codes" after "RBridge
Channel SubError Codes"):

Regi stry: Vendor RBridge Channel Error Codes
Regi stration Procedures: Standards Action
Ref erence: RFC 8381

Code Description Ref er ence
0x00 No error RFC 8381
0x01 Message too short RFC 8381
0x02 Unknown OUI/ ClI D RFC 8381
0x03 Unknown Sub- Pr ot ocol RFC 8381
0x04 Unknown Sub- Ver si on RFC 8381
0x05- 0xOF Unassi gned -

0x10- OXFE Reserved for vendor use RFC 8381
OxFF Reser ved RFC 8381

Security Considerations
See [ RFC6325] for general TRILL Security Considerations.
See [ RFC7178] for general RBridge Channel Security Considerations.

Nei t her the Vendor-Specific RBridge Channel Protocol nor the basic
RBri dge Channel Protocol [RFC7178] provide any security assurances or
features. (The basic RBridge Channel Protocol’s first use was as an
envel ope for Bidirectional Forwarding Detection (BFD) nessages

[ RFC7175], which provide their own security.) Any needed security
can be provided by fields or processing within the Vendor-Protocol -
Specific Data, which is outside the scope of this docunent.
Alternatively or in addition, use of a Vendor Channel MAY be nested

i nside the RBridge Channel Header Extension Protocol [RFC7978]; this
can provide sone security services
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