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Abst ract

The TRILL (Transparent |nterconnection of Lots of Links) protocol, by
default, learns end station addresses from observing the data pl ane.
In particular, it learns |local Media Access Control (MAC) addresses
and the edge switch port of attachnent fromthe receipt of |ocal data
franmes and | earns renote MAC addresses and the edge switch port of
attachnment fromthe decapsul ation of renmptely sourced TRILL Data
packets.

This docunent specifies a message by which a TRILL switch can
explicitly request other TRILL switches to flush certain MAC
reachability | earned through the decapsul ation of TRILL Data packets.
This is a supplenent to the TRILL automatic address forgetting (see
Section 4.8.3 of RFC 6325) and can assist in achieving nore rapid
convergence in case of topology or configuration change.

Status of This Meno
This is an Internet Standards Track docunent.

This docunent is a product of the Internet Engi neering Task Force
(IETF). It represents the consensus of the I ETF comunity. |t has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it nmay be obtai ned at
https://ww. rfc-editor.org/info/rfc8383
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Copyright Notice

Copyright (c) 2018 I ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the I ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this document. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided wi thout warranty as
described in the Sinplified BSD License.

Tabl e of Contents
1. Introduction

1.1. Termnol ogy and AbbreV|at|ons
2. Address Flush Message Details

2.1 VLAN Bl ock Only Case
2. 2. Ext ensi bl e Case . .
2.2.1. Blocks of VLANs .
2.2.2. Bit Map of VLANs
2.2.3. Blocks of FGs
2.2.4. list of F@&Ls . .
2.2.5. Big Map of FG.s
2.2.6. A Data Labels
2.2.7. MAC Address List
2.2.8. MAC Address Bl ocks
3. | ANA Consi derations . . e e
3.1 Addr ess Fl ush RBrldge Channel Pr ot ocol Nunber
3.2. o

TRILL Address Flush TLV Types
4. Security Considerations . .
5. References

5.1. Normative References

5.2. Infornmative References
Acknowl edgenent s
Aut hors’ Addr esses

NRRRRRRPRRERPRRRRERRERR
COOWOONNN~NOUIDRDWWNNOOODUTWW

Hao, et al. St andards Track [ Page 2]



RFC 8383 TRILL Address Flush Message May 2018

1

1

I ntroduction

By default, edge TRILL (Transparent I|Interconnection of Lots of Links)
swi tches [ RFC6325] [RFC7780], also called edge Routing Bridges
(RBridges), learn end station MAC address reachability from observing
the data plane. On receipt of a native frame froman end station
they would learn the |local MAC address attachnent of the source end
station. And on egressing (decapsulating) a renotely originated
TRILL Data packet, they learn the renote MAC address and renote
attachnment TRILL switch. Such learning is all scoped by data | abe
(VLAN or Fine-Gained Label (FA) [RFC7172]).

TRILL has nechani sms for tining out such | earning and appropriately
clearing it based on sonme network connectivity and configuration
changes; however, there are circunstances under which it woul d be

hel pful for a TRILL switch to be able to explicitly flush (purge)
certain learned end station reachability information in renote

RBri dges to achi eve nore-rapid convergence. Section 6.2 of [RFC4762]
is an exanple of the use of such a nmechani sm

Anot her exanpl e, based on Appendix A 3 of [RFC6325] ("Wring d oset
Topol ogy"), presents a bridged LAN connected to a TRILL network via
multiple RBridge ports. For optinum paths, Appendi x A 3.3 suggests
configuring the RBridge ports to be Iike one Spanning Tree Protoco
(STP) tree root in the bridged LAN. The Address Flush nessage in
this docunent could also be triggered in this case when one of the
edge RBridges receives Topol ogy Change (TC) information (e.g., TCin
STP, Topol ogy Change Notification (TCN) in Miltiple Spanning Tree
Protocol (MSTP)) in order to rapidly flush the MAC addresses for
specific VLANs | earned at the other edge RBridge ports.

A TRILL switch can easily flush any locally |earned addresses it
wants. This docunment specifies an RBridge Channel Support protoco
[ RFC7178] nessage to request flushing address information for
specific VLANs or FG.s ([RFC7172]) |earned from decapsul ating TRILL
Dat a packets.

1. Termi nology and Abbreviations

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119] [ RFC8174]
when, and only when, they appear in all capitals, as shown here.
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Thi s docunent uses the ternms and abbreviations defined in [ RFC6325]
and [ RFC7178] as well as the follow ng:

Data Label: A VLAN or FG

Edge TRILL Switch: A TRILL switch attached to one or nore |links that
provi de end station service

FCS: Franme Check Sequence

FG: Fine-Gained Label [RFC7172]

Management VLAN. A VLAN in which all TRILL switches in a canpus
indicate interest so that nulti-destination TRILL Data packets,
i ncludi ng RBridge Channel protocol nessages [ RFC7178], sent with
that VLAN as the Inner.VLAN will be delivered to all TRILL
switches in the canmpus. Usually, no end station service is
offered in the Managenent VLAN.

MAC. Media Access Control

RBridge: An alternative name for a TRILL switch

STP:  Spanni ng Tree Protocol

TC. Topol ogy Change nessage

TCN:  Topol ogy Change Notification nessage

TRILL switch: A device inplenenting the TRILL protocol [RFC6325]
[ RFC7780]
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2.

Address Flush Message Details

The Address Flush nmessage is an RBridge Channel protocol nmessage
[ RFC7178] .

The general structure of an RBridge Channel packet on a |ink between
TRILL switches is shown in Figure 1. The Protocol field in the

RBri dge Channel Header gives the type of RBridge Channel packet and
i ndi cates how to interpret the Channel - Protocol - Speci fi c Payl oad

[ RFC7178] .

B . +
| Li nk Header |
T e +
| TRI LL Header |
o e e e e e e e e e e e e e e e +
| | nner Ethernet Addresses
S . +
| Data Label (VLAN or FQ.) |
T e +
| RBri dge Channel Header |
o e e e e e e e e e e e e e e e +
| Channel - Prot ocol - Speci fi ¢ Payl oad
e +
| Link Trailer (FCS if Ethernet)
T e +

Figure 1: RBridge Channel Protocol Message Structure

By default, an Address Flush RBridge Channel protocol nessage applies
to addresses within the Data Label that appear right after the |nner
Et her net Addresses. Address Flush protocol nessages are usually sent
as multi-destination packets (TRILL Header Mbit equal to one) so as
to reach all TRILL switches offering end station service in the VLAN
or FGQ specified by that Data Label. Both nulti-destination and

uni cast Address Flush nmessages SHOULD be sent at priority 6 since
they are inportant control nessages but are |lower priority than
control nessages that establish or naintain adjacency.

Nevert hel ess:

- There are provisions for optionally indicating the Data Label (s)
to be flushed for cases where the Address Flush nmessage is sent
over a Managenment VLAN or the like.

- An Address Flush nessage can be sent unicast, if it is desired to
cl ear addresses at one TRILL switch only.
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- An Address Flush nessage can be sent selectively to the RBridges
that have at |east one access port configured as one of the VLANs
or FG.s specified in the Address Flush nessage payl oad.

| mpl enent ati ons shoul d consi der |oggi ng Address Fl ush nessages
received with appropriate protections agai nst packet storns.

2.1. VLAN Block Only Case

Fi gure 2 expands the RBridge Channel Header and Channel - Prot ocol -
Specific Payload fromFigure 1 for the case of the VLAN only-based
Address Flush nessage. This formof the Address Flush nessage is
optinmized for flushing MAC addresses based on ni cknane and bl ocks of
VLANs. 0x8946 is the Ethertype assigned by |IEEE for the RBridge
Channel protocol [RFC7178].

0 1 2 3

01234567890123456789012345678901
RBri dge Channel Header:

B Lt r s i i i o o T s ks S R S

| RBri dge- Channel (0x8946) | O0x0 | Channel Protocol= 0x009|
B s T s s e T o e S T ks et s oot ST S S S o S S 3
| Fl ags | ERR |

B ol ok ks o S S S e e e S
Address Fl ush Protocol Specific:
i e s

| K-nicks |

B T T T o o S S S e i S S Tk e e Y S
| Nickname 1 | Nicknane 2 |
B i ok it I I S e S e S ki ol ik i I TR SR i S S e S e e e e i i 5
| Nicknane ... | Ni cknane K-nicks |
B Lt r s i i i o o T s ks S R S
| K-VLBs |

B T T T o o S S S e i S S Tk e e Y S
| RESV | Start.VLAN 1 | RESV | End.VLAN 1 |
B i ok it I I S e S e S ki ol ik i I TR SR i S S e S e e e e i i 5
| RESV | Start.VLAN 2 | RESV | End.VLAN 2 |
B Lt r s i i i o o T s ks S R S
| RESV | Start.VLAN ... | RESV | End.VLAN ... |
B T T T o o S S S e i S S Tk e e Y S
| RESV | Start.VLAN K-VLBs | RESV | End.VLAN K-VLBs |
B i ok it I I S e S e S ki ol ik i I TR SR i S S e S e e e e i i 5

Fi gure 2: Address Flush Message - VLAN Bl ock Case
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The fields in Figure 2 related to the Address Flush nessage are as
fol | ows:

Channel Protocol: The RBridge Channel Protocol value allocated for
Address Flush (see Section 3).

K- ni cks: The nunber of nicknanes |isted as an unsigned integer. |If
this is zero, the ingress nicknane in the TRILL Header [ RFC6325]
is considered to be the only nickname to which the nessage
applies. If non-zero, it gives the nunber of nicknanes |isted
right after K-nicks to which the nessage applies, and, in this
non-zero case, the flush does not apply to the ingress nicknane in
the TRILL Header unless it is also listed. The nessage flushes
address learning due to egressing TRILL Data packets that had an
i ngress ni ckname to which the nessage applies.

Ni ckname: A listed nicknane to which it is intended that the Address
Fl ush message apply. |If an unknown or reserved ni ckname occurs in
the list, it is ignored, but the address flush operation is stil
executed with the other nicknanes. |f an incorrect nicknane
occurs in the list, so that sone address learning is flushed that
shoul d not have been flushed, the network will still operate
correctly; however, it will be less efficient as the incorrectly
flushed |l earning is rel earned.

K-VLBs: The nunber of VLAN bl ocks present as an unsigned integer
If this byte is zero, the nessage is the nore general fornmat
specified in Section 2.2. If it is non-zero, it gives the nunber
of blocks of VLANs present. Thus, in the VLAN Bl ock address fl ush
case, K-VLBs will be at |east one.

RESV: 4 reserved bits. MJST be sent as zero and ignhored on receipt.

Start.VLAN, End.VLAN: These 12-bit fields give the begi nning and
endi ng VLAN IDs of a block of VLANs. The block includes both the
starting and endi ng val ues; so, a block of size one is indicated
by setting End. VLAN equal to Start.VLAN. If Start.VLAN is 0x000,
it is treated as if it was Ox001. |If End.VLAN is OxFFF, it is
treated as if it was OXFFE. If End.VLAN is snaller than
Start.VLAN, considering both as unsigned integers, that VLAN bl ock
is ignored, but the address flush operation is still executed wth
other VLAN blocks in the nessage. VLAN bl ocks nmay overlap, in
whi ch case, the address flush operation is applicable to a VLAN
covered by any one or nore of the blocks in the nessage.
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This nmessage flushes all addresses in an applicable VLAN | earned from
egressing TRILL Data packets with an applicabl e ni ckname as ingress.
To flush addresses for all VLANs, it is easy to specify a block
covering all valid VLAN IDs (i.e., fromOx001 to OxFFE).

2.2. Extensible Case

A nore general formof the Address Flush nessage is provided to
support flushing by FG and nore efficient encodi ngs of VLANs and
FGs where using a set of contiguous blocks is cunbersone. It also
supports optionally specifying the MAC addresses to clear. This form
i s extensible.

The extensible case is indicated by a zero in the byte shown in
Figure 2 as "K-VLBs" followed by other information encoded as TLVs.

0 1 2 3
01234567890123456789012345678901

RBri dge Channel Header
B Lt r s i i i o o T s ks S R S

| RBri dge- Channel (0x8946) | O0x0 [ Channel Protocol =0x009
B s T s s e T o e S T ks et s oot ST S S S o S S 3
| Fl ags | ERR

B ol ok ks o S S S e e e S
Address Fl ush Protocol Specific:
i e s

| K-nicks |

B T T T o o S S S e i S S Tk e e Y S
| Nickname 1 | Nicknane 2

B i ok it I I S e S e S ki ol ik i I TR SR i S S e S e e e e i i 5
| Nicknane ... | Ni cknane K-nicks |
B Lt r s i i i o o T s ks S R S
| O | TLVs ..

B S Tl Ik T e S Y

Fi gure 3: Address Flush Message - Extensible Case

Channel Protocol, K-nicks, N cknanme: These fields are as specified
in Section 2. 1.

Hao, et al. St andards Track [ Page 8]



RFC 8383 TRILL Address Flush Message May 2018

TLVs: |If the byte imediately before the TLVs field, which is the
byte | abeled "K-VLBs" in Figure 2, is zero, as shown in Figure 3,
the remai nder of the nessage consists of TLVs encoded as shown in
Fi gure 4.

01234567012345¢67
B e s T T e S e e e
| Type | Length | Val ue
B e R e oI T S T S S et i S e e

Figure 4: Type, Length, Value

Type: The 8-bit TLV type as shown in the table below See
subsections of Section 2.2 for details on each type assigned
below. If the type is reserved or not known by a receiving
RBri dge, that receiving RBridge ignores the value and skips to the
next TLV by use of the Length byte. There is no provision for a
list of VLAN ID TLVs as there are few enough of themthat an
arbitrary subset of VLAN IDs can be represented as a bit nap.

Type Description Ref er ence
0 Reserved [ RFC8383]
1 Bl ocks of VLANs [ RFC8383]
2 Bit Map of VLANs [ RFC8383]
3 Bl ocks of FG.s [ RFC8383]
4 List of FGs [ RFC8383]
5 Bit Map of FGs [ RFC8383]
6 Al'l Data Labels [ RFC8383]
7 MAC Address Li st [ RFC8383]
8 MAC Address Bl ocks [ RFCB8383]
9- 254 Unassi gned
255 Reserved [ RFC8383]

Length: The 8-bit unsigned integer length in bytes of the remaining
information in the TLV after the Length byte. The Length MJST NOT
i mply that the val ue extends beyond the end of the RBridge
Channel - Prot ocol - Speci fic Payl oad area. |If it does, the Address
Fl ush message is corrupt and MJST be i gnored.

Val ue: Depends on the TLV type.
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In an extensible Address Flush nessage, when the TLVs are parsed,

t hose TLVs havi ng unknown types are ignored by the receiving RBridge.
There may be nultiple instances of TLVs with the sanme Type in the
same Address Flush nmessage, and TLVs are not required to be in any
particul ar order.

- Al RBridges inplenenting the Address Flush RBridge Channe
protocol nmessage MUST inplenment types 1 and 2, the VLAN types, and
Type 6, which indicates addresses are to be flushed for all Data
Label s.

- RBridges that inplenent the Address Flush nessage and i npl enent
FG ingress/egress MJST inplenent types 3, 4, and 5, the FG
types. (An RBridge that is nerely FG safe [RFC7172], but cannot
egress FGL TRILL Data packets, SHOULD ignore the FGL types, as it
will not |learn any FG.-scoped MAC addresses fromthe data plane.)

- RBridges that inplenent the Address Flush nessage SHOULD i npl enent
types 7 and 8 so that specific MAC addresses can be flushed. |If
they do not, the effect will be to flush all MAC addresses for the
i ndi cated Data Labels, which may be inefficient as any MAC
addresses not intended to be flushed will have to be rel earned.

The parsing of the TLVs by a receiving RBridge results in three
pi eces of infornmation:

1. a flag indicating whether one or nore Type 6 TLVs (Al Data
Label s) were encount ered;

2. a set of Data Labels accunul ated from VLAN and/or FGL
specifying TLVs in the nessage; and,

3. if the MAC address TLV types are inplenented, a set of MAC
addresses accunul ated from MAC addr ess-speci fying TLVs in the
nessage.

VLANs/ FGLs mi ght be indicated nore than once due to overl appi ng

bl ocks or the like, and a VLANFG is included in the above set of
VLANs/ FGLs if it occurs in any TLV in the Address Flush nessage. A
MAC address might be indicated nore than once due to overl apping

bl ocks or the like, and a particular MAC address is included in the
above set of MAC addresses if it occurs in any TLV in the Address

Fl ush nmessage.

After the above information has been accunul ated by parsing the TLVs,
three sets are derived as described below. a set of nicknanes, a set
of Data Labels, and a set of MAC addresses. The address flush
operation at the receiver applies to the cross product of these
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derived sets. That is, a { Data Label, MAC address, nicknane }
triple is flushed if and only if the Data Label matches an elenent in
the derived set of Data Labels, the MAC address matches an elenent in
the derived set of MAC address, and the ni cknanme matches an el enent
in the derived set of nicknanes. |In the case of Data Labels and MAC
addresses, a special value of the set, {ALL}, is pernmitted, which

mat ches al |l val ues.

The sets are derived as foll ows:

Dat a Label s set:

If the Type 6 TLV has been encountered, the set is {ALL}, else,
if any Data Label s have been accunul ated by processing Data
Label TLVs (Types 1, 2, 3, 4, and 5), the set is those

accumnul ated Data Label s, el se,
the Data Labels set is null and the Address Flush nessage does
not hi ng.

MAC Addresses set:
In the receiver does not inplenent the MAC address types (Types
7 and 8) or it does inplenent those types but no MAC
addresses are accumul ated in parsing the TLVs, then the MAC
Address set is {ALL},
el se, the MAC Addresses set is the set of MAC addresses
accunul ated i n processing the TLVs.

Ni cknames set:

If the K-nicks field in the Address Flush nessage was zero,
then the ingress nicknane in the TRILL Header of the nessage
is the sole nicknane set nenber, el se,

t he ni cknanes set nenbers are the K-nicks nicknames listed in
t he Address Flush nessage.

The various formats bel ow are provided for encoding efficiency. A

bl ock of values is nost efficient when there are a nunber of
consecutive values. A bit map is nost efficient if there are
scattered values within a limted range. And a list of single values
is nost efficient if there are widely scattered val ues.
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2.2.1. Blocks of VLANs

If the TLV Type is 1, the value is a list of blocks of VLANs as

fol |l ows:

B ol ok ks o S S S e e e S

| Type =1 | Length |

I T S S S S T i i S S S
| RESV | Start.VLAN 1 | RESV | End.VLAN 1 |
B s T s s e T o e S T ks et s oot ST S S S o S S 3
| RESV | Start.VLAN 2 | RESV | End.VLAN 2 |
B T S S e s e i s S i S S S S S S T S SR S S S i S S S
| RESV | Start.VLAN ... | RESV | End.VLAN ... |
s i S i S T e S S S i 3

The meaning of Start.VLAN and End. VLAN is as specified in

Section 2.1. Length MIUST be a multiple of 4. If Length is not a
multiple of 4, the TLV is corrupt and the Address Flush nessage MJST
be di scarded.

2.2.2. Bit Map of VLANs

If the TLV Type is 2, the value is a bit map of VLANs as foll ows:

s i T S TR T E o h

| Type = 2 | Length |

T T et e e T e e e e E R e
| RESV | Start.VLAN | Bits...

B S i i S T ol St S S S S S S i

+

The val ue portion of the TLV begins with two bytes having the 12-bit
starting VLAN ID right justified (the top 4 bits are as specified in
Section 2.1 RESV). This is followed by bytes with one bit per VLAN
ID. The high order bit of the first byte is for VLAN N The next-
to-the-highest order bit is for VLAN NW1. The |low order bit of the
first byte is for VLAN N+7. The high order bit of the second byte,
if there is a second byte, is for VLAN N#8, and so on. |f that bit
is a one, the Address Flush nessage applies to that VLAN. [If that
bit is a zero, then addresses that have been learned in that VLAN are
not flushed. Note that Length MJST be at least 2. |If Length is 0 or
1, the TLV is corrupt and the Address Flush nessage MJST be

di scarded. VLAN IDs do not wwap around. |f there are enough bytes
so that some bits correspond to VLAN | D OxFFF or higher, those bits
are ignored, but the nessage is still processed for bits

corresponding to valid VLAN IDs.
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2.2.3.

If the TLV Type is 3,

fol |l ows:
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May 2018

the value is a list of blocks of FA@s as

The TLV val ue consists of sets of Start.FA and End. FG& nunbers. The

Address Flush information applies to the FG.s in that

i ncl usi ve.

End. FGL to the sanme val ue.
consi dering them as unsigned integers,
Address Flush nessage is stil
For this Type,

present.

2.2. 4.

If the TLV Type is 4,

Hao, et al.

=4 |

range,

A single FG is indicated by setting both Start. FG and

list of FAs

Length MUST be a multiple of 6; if
not, the TLV is corrupt and the Address Fl ush nessage MJST be
di scarded if the receiving RBridge i nplenents Type 3

S o i S NI SR S

Length |
D i i i i o T N T T T ek i SN

S S S i S S T o S SR

T S s e

St andards Track

< e e e e e e e e e e e e e e e e e e e e e

If End. FGL is less than Start. FG,
that block is ignored, but the
processed for any other bl ocks

it is

the value is a list of FG@&s as foll ows:
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The TLV val ue consists of FG. nunbers each in 3 bytes. The Address

Fl ush message applies to those FGs. For this Type, Length MJST be a
multiple of 3; if it is not, the TLV is corrupt and the Address Flush
message MJST be discarded if the receiving RBridge i nplenments Type 4.

2.2.5. Big Map of FGs

If the TLV Type is 5, the value is a bit map of FGs as foll ows:

B o o i i i ik S S R SR

| Type =5 | Length

R s ol o o S S e i i oIE TR RIS SRR S S
| Start.FG

e i S s e S -
| Bits...

B e e CE o

The TLV val ue consists of three bytes with the 24-bit starting FG
value N. This is followed by bytes with one bit per FG. The high
order bit of the first byte is for FGL N. The next-to-the-highest
order bit is for FG N+1. The low order bit of the first byte is for
FG N+7. The high order bit of the second byte, if there is a second
byte, is for FGL N+8, and so on. |If that bit is a one, the Address
Fl ush message applies to that FG. |If that bit is a zero, then
addresses that have been learned in that FG are not flushed. Note
that Length MJST be at least 3. |If Length is 0, 1, or 2 for a Type 5
TLV, the TLV is corrupt and the Address Flush nmessage MJST be

di scarded if Type 5 is inplenmented. FGs do not wap around. |f
there are enough bytes so that some bits correspond to an FG. hi gher
than OxFFFFFF, those bits are ignored, but the nessage is stil
processed for bits corresponding to valid FGQs.

2.2.6. A Data Labels

If the TLV Type is 6, the value is null as foll ows:

B T i i S i S S e e
| Type = 6 | Length =0
B o I NI S R S S R S S e i i

This type is used when an RBridge wants to withdraw all addresses for
all the Data Labels (all VLANs and FGs). Length MJST be zero. |If
Length is any other value, the TLV is corrupt and the Address Fl ush
nmessage MJST be di scarded.
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2.2.7. NMAC Address List

If the TLV Type is 7, the value is a list of MAC addresses as

fol | ows:

I T e it ol (I R R S R S S R

| Type =7 | Length

S s i S i S e
| MAC 1 upper half |
e o e i s ik it S i e R R R e T T e e T
| MAC 1 [ower half |
S i o S S S i s e S S e it il i S
| MAC 2 upper half |
i s S T it S S
| MAC 2 | ower half |
e o e i s ik it S i e R R R e T T e e T
| MAC upper hal f |
S i o S S S i s e S S e it il i S
| MAC | ower hal f |
i S i S S

The TLV value consists of a list of 48-bit MAC addresses. Length
MUST be a nultiple of 6. If it is not, the TLV is corrupt, and the
Addr ess Flush nessage MJST be discarded if the receiving RBridge

i mpl enents Type 7.
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2.2.8. MAC Address Bl ocks

If the TLV Type is 8, the value is a list of blocks of MAC addresses
as foll ows:

I T e it ol (I R R S R S S R

| Type = 8 | Length

R i o i S e S e bt oI T S B D S R S S it it S R
| MAC. start 1 upper half |
e o e i s ik it S i e R R R e T T e e T
| MAC.start 1 |ower half |
S i o S S S i s e S S e it il i S
| MAC.end 1 upper half |
R i o i S e S e bt oI T S B D S R S S it it S R
| MAC.end 1 |ower half |
e o e i s ik it S i e R R R e T T e e T
| MAC.start 2 upper half |
S i o S S S i s e S S e it il i S
| MAC.start 2 |ower half |
R i o i S e S e bt oI T S B D S R S S it it S R
| MAC. end 2 upper half |
e o e i s ik it S i e R R R e T T e e T
| MAC.end 2 | ower half |
S i o S S S i s e S S e it il i S
| MAC.start ... upper half |
R i o i S e S e bt oI T S B D S R S S it it S R
| MAC start ... lower half |
e o e i s ik it S i e R R R e T T e e T
| MAC.end ... upper half |
R s ol o o S S e i i oIE TR RIS SRR S S
| MAC. end | ower hal f |
R i o i S e S e bt oI T S B D S R S S it it S R

The TLV val ue consists of sets of Start. MAC and End. MAC nunbers. The
Address Flush information applies to the 48-bit MAC Addresses in that
range, inclusive. A single MAC address is indicated by setting both
Start. MAC and End. MAC to the sane value. |If End. MAC is |ess than
Start. MAC, considering themas unsigned integers, that block is

i gnored but the Address Flush nessage is still processed for any

ot her bl ocks present. For this Type, Length MJST be a multiple of
12; if it is not, the TLV is corrupt and the Address Fl ush nessage
MUST be discarded if the receiving RBridge inplenments Type 7.
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3. | ANA Consi derations

3.1. Address Flush RBridge Channel Protocol Numnber
| ANA has assigned 0x009 as the Address Flush RBridge Channel Protocol
nunber fromthe range of RBridge Channel protocols allocated by
Standards Action [ RFC7178] [ RFC8126].

The added entry to the "RBridge Channel Protocols" registry at

<https://ww. iana.org/assignments/trill-paranmeters/> is as follows:
Prot ocol Description Ref er ence
0x009 Addr ess Fl ush [ RFC8383]

3.2. TRILL Address Flush TLV Types

| ANA has created the "TRILL Address Flush TLV Types" registry at
<https://ww.iana.org/assignments/trill-paraneters/> as a subregistry
of the "RBridge Channel Protocols" registry. Registry headers are as
below. The initial entries are as in the table in Section 2.2.

Regi stry: TRILL Address Flush TLV Types
Regi stration Procedures: |ETF Review
Ref erence: [ RFCB8383]

4. Security Considerations

The Address Flush RBridge Channel Protocol itself provides no
security assurances or features. However, Address Flush protoco
messages can be secured by use of the RBridge Channel Header
Extension [RFC7978]. It is RECOMMENDED that all RBridges that

i mpl enent t he Address Flush nessage be configured to ignore such
messages unl ess they have been secured with an RBridge Channel Header
Extensi on that neets |ocal security policy.

If RBridges receiving Address Flush nessages do not require themto

be at |east authenticated, they are relatively easy to forge. In
that case, such forged Address Fl ush nessages can reduce network
efficiency, by purging useful |learned information that will have to

be relearned. This provides a denial-of-service attack, but cannot
cause incorrect operation in the sense that it cannot cause a frame
to be inproperly delivered.

See [ RFC7178] for general RBridge Channel Security Considerations.

See [ RFC6325] for general TRILL Security Considerations.
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