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Abst ract

A nunber of application-layer protocols nake use of |P broadcast or
mul ti cast nessages for functions such as |ocal service discovery or
nane resol ution. Sone of these functions can only be inpl enented
efficiently using such mechani sms. Wen using broadcast or nulticast
nmessages, a passive observer in the sanme broadcast or nulticast
domain can trivially record these nessages and anal yze their content.
Theref ore, designers of protocols that make use of broadcast or
nmul ti cast nessages need to take special care when designing their

pr ot ocol s.

Status of This Meno

This docunment is not an Internet Standards Track specification; it is
published for infornational purposes.

This docunent is a product of the Internet Engi neering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Not all docunents
approved by the | ESG are candi dates for any |evel of Internet

St andard; see Section 2 of RFC 7841.

I nformation about the current status of this docunent, any errata,
and how to provide feedback on it may be obtai ned at
https://ww. rfc-editor.org/info/rfc8386
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the Trust Legal Provisions and are provided wi thout warranty as
described in the Sinplified BSD License.

Tabl e of Contents

1. Introducti ON ... 2
1.1. Types and Usage of Broadcast and Multicast ................. 4
1.2. Requirenments LangQuage . ... ... ...t 5

2. Privacy Considerati ONS . ... ... ..t 5
2.1, Message FreqUENCY . .. ... e 5
2.2. Persistent ldentifiers ...... ... . .. . i 6
2.3. Anticipate User Behavior ........... .. .. . .. . i, 6
2.4, Consider Potential Correlation ......... ... ... ... ... 7
2.5, Configurabi lity ... .. 7

3. Operational Considerations ............ ... .. 8

4. SUMMMBIY o ottt e e e e e e e e e e e e e e e e 8

5. O her Considerati ONS . ... ... .. 9

6. TANA Considerati ONS .. ... .. i e 10

7. Security Considerati Ons . ........ .. e 10

8. References ....... .. e 10
8.1. Normative References ......... .. . . . . . .. 10
8.2. Informative References ........ ... .. . . . i 10

ACKNOW edgmENt S . . . .. 13

AUt hor s’ AdAr BSSES . ..ot 13

1. Introduction

Broadcast and multicast nessages have a large (and, to the sender,
unknown) receiver group by design. Because of that, these two
nmechani sns are vital for a nunber of basic network functions such as
aut oconfiguration and |ink-layer address | ookup. Also, application
devel opers use broadcast/nulticast nessages to inplenent things such
as local service or peer discovery. |t appears that an increasing
nunber of applications nake use of it as suggested by experinmenta
results obtained on canpus networks, including the | ETF neeting
network [ TRAC2016]. This trend is not entirely surprising. As
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[ RFC919] puts it, "The use of broadcasts [...] is a good base for
many applications". Broadcast and multicast functionality in a
subnetwork is therefore inportant because a | ack thereof renders the
protocol s relying on these mechani snms i noperabl e [ RFC3819].

Usi ng broadcast/nulticast can becone problenmatic if the information
that is being distributed can be regarded as sensitive or if the
information that is distributed by nmultiple protocols can be
correlated in a way that sensitive data can be derived. This is
clearly true for any protocol, but broadcast/nulticast is special in
at least two respects:

(a) The aforenentioned |arge receiver group consists of receivers
unknown to the sender. This nakes eavesdroppi ng w thout special
privileges or a special location in the network trivial for
anybody in the sane broadcast/nulticast domain.

(b) Encryption is difficult when broadcast/nulticast nessages are
used, because, for instance, a non-trivial key nanagenent
protocol mght be required. Wen encryption is not used, the
content of these nessages is easily accessible, naking it easy
to spoof and replay them

G ven the above, privacy protection for protocols based on broadcast
or multicast communication is significantly nore difficult conpared
to uni cast comuni cation, and at the sanme tine, invasion of privacy
is much easier.

Privacy considerations for | ETF-specified protocols have received
sonme attention in the recent past (e.g., [RFC7721] and [RFC7819]).
There is al so general guidance avail abl e for docunment authors on when
and how to include a privacy considerations section in their
docunments and on how to eval uate the privacy inplications of Internet
protocol s [ RFC6973]. RFC 6973 al so describes potential threats to
privacy in great detail and lists termnology that is also used in
this docunent. |In contrast to RFC 6973, this docunent contains a
nunber of privacy considerations, especially for protocols that rely
on broadcast/multicast, that are intended to reduce the |ikelihood
that a broadcast- or nulticast-based protocol can be m sused to
collect sensitive data about devices, users, and groups of users in a
broadcast/nul ti cast domai n.

The above-nentioned considerations particularly apply to protocols
designed outside the | ETF for two reasons. First, non-standard
protocols will likely not receive operational attention and support
in making them nore secure, e.g., what DHCP snoopi ng does for DHCP
Because these protocols are typically not docunented, network

equi pnent does not provide simlar features for them Second, these
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protocol s have been designed in isolation, where a set of
considerations to followis useful in the absence of a larger
communi ty providi ng feedback and expertise to inprove the protocol
In particular, carel essly designed protocols that use broadcast/
mul ticast can break privacy efforts at different layers of the
protocol stack such as Media Access Control (MAC) address or |P
address randoni zati on [ RFC4941] .

1.1. Types and Usage of Broadcast and Milticast

In IPv4, two major types of broadcast addresses exist: limted
broadcast and directed broadcast. Section 5.3.5 of [RFC1812] defines
limted broadcast as all-ones (255.255.255.255) and defines directed
broadcast as the given network prefix of an |IP address and the |oca
part of all-ones. Broadcast packets are received by all nodes in a
subnetwork. Limted broadcasts never transit a router. The sanme is
true for directed broadcasts by default, but routers nay provide an
option to do this [RFC2644]. |Pv6, on the other hand, does not
provi de broadcast addresses but relies solely on nulticast [RFC4291].

In contrast to broadcast addresses, nmulticast addresses represent an
identifier for a set of interfaces that can be a set different from
all nodes in the subnetwork. All interfaces that are identified by a
given nulticast address receive packets destined towards that address
and are called a "nmulticast group". |In both IPv4 and I Pv6, nultiple
pre-defined nulticast addresses exist. The ones nobst relevant for
this docunent are the ones w th subnet scope. For IPv4, an |IP prefix
called the "Local Network Control Bl ock" (224.0.0.0/24, defined in
Section 4 of [RFC5771]) is reserved for this purpose. For |IPv6, the
rel evant nmulticast addresses are the two Al Nodes Addresses, which
every | Pv6-capable host is required to recognize as identifying
itself (see Section 2.7.1 of [RFC4291]).

Typi cal usage of these addresses includes |ocal service discovery
(e.g., Multicast DNS (nDNS) [ RFC6762] and Link-Local Milticast Name
Resol ution (LLMNR) [ RFC4795] nake use of nulticast),

aut oconfiguration (e.g., DHCPv4 [ RFC2131] uses broadcasts, and DHCPv6
[ RFC3315] uses nulticast addresses), and other vital network services
such as address resolution or duplicate address detection. Aside
fromthese core network functions, applications also nake use of
broadcast and nulticast functionality, often inplementing proprietary
protocols. In sum these protocols distribute a diverse set of
potentially privacy-sensitive information to a | arge receiver group
and the only requirenent to be part of this receiver group is to be
on the same subnetworKk.
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1.2. Requirenments Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capitals, as shown here

2. Privacy Considerations

There are a few obvious and a few not necessarily obvious things that
designers of protocols utilizing broadcast/nulticast shoul d consider
in respect to the privacy inplications for their protocol. Most of
these itens are based on protocol behavior observed as part of
experinments on operational networks [ TRAC2016].

2.1. Message Frequency

Frequent broadcast/multicast traffic caused by an application can
gi ve away user behavior and online connection times. This allows a
passi ve observer to potentially deduce a user’s current activity
(e.g., a gane) and to create an online profile (i.e., tines the user
is on the network). This profile becones nore accurate as the
frequency of nessages and the tine duration over which they are sent
increases. G ven that broadcast/nulticast nessages are only visible
in the same broadcast/multicast domain, these nessages al so give away
the rough location of the user (e.g., a canmpus or building).

Thi s behavi or has, for exanple, been observed by a synchronization
mechani sm of a popul ar application, where nultiple nessages have been
sent per mnute via broadcast. Gven this behavior, it is possible
to record a device's tinme on the network with a sub-minute accuracy
given only the traffic of this single application installed on the
device. Al so, services used for local name resolution in nodern
operating systenms utilize broadcast- or multicast-based protocols
(e.g., nDNS, LLWMNR, or NetBIOS) to announce, for exanple, resources
on a regular basis. This also allows tracking of the online tinmes of
a device

If a protocol relies on frequent or periodic broadcast/nulticast
messages, the frequency SHOULD be chosen conservatively, in
particular if the messages contain persistent identifiers (see
Section 2.2). Also, intelligent nmessage suppressi on nechani sns such
as the ones enployed in nDNS [ RFC6762] SHOULD be i npl enented. The

| ower the frequency of broadcast nessages, the harder passive traffic
anal ysis and surveill ance becones.
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2.2. Persistent ldentifiers

A few protocol s that nmake use of broadcast/multicast nessages
observed in the wild al so nmake use of persistent identifiers. This
i ncludes the use of host names or nore abstract persistent
identifiers such as a Universally Unique Identifiers (UU Ds) or
simlar. These |IDs, which, for exanple, identify the installation of
a certain application, mght not change across updates of the
software and can therefore be extrenely long lived. This allows a
passi ve observer to track a user precisely if broadcast/nulticast
messages are frequent. This is even true if the IP and/or MAC
address changes. Such identifiers also allow two different
interfaces (e.g., W-Fi and Ethernet) to be correlated to the sane
device. |If the application nmakes use of persistent identifiers for
multiple installations of the same application for the sane user
this even allows a passive observer to infer that different devices
bel ong to the same user

The af orenenti oned broadcast nessages from a synchronization
nmechani sm of a popul ar application also included a persistent
identifier in every broadcast. This identifier never changed after
the application was installed, which allowed for the tracking of a
device even when it changed its network interface or when it
connected to a different network.

In general, persistent IDs are considered bad practice for broadcast
and mnul ticast communi cation, as persistent application-layer IDs will
make efforts to random ze identifiers (e.g., [ RANDOV ADDR]) on | ower
| ayers useless. \When protocols that make use of broadcast/nulticast
need to make use of IDs, these IDs SHOULD be rotated frequently to
make user tracking nore difficult.

2.3. Anticipate User Behavior

A large nunber of users nane their device after thenselves, either
using their first nane, last nane, or both. Oten, a host nane

i ncludes the type, nodel, or naker of a device, its function, or

| anguage-specific infornmation. Based on data gathered during
experinments performed at | ETF neetings and at a | arge canpus network
this appears to be the currently preval ent user behavi or [ TRAC2016] .
For protocols using the host nane as part of the nessages, this
clearly will reveal personally identifiable information to everyone
on the local network. This information can also be used to nount
nore sophisticated attacks, e.g., when the owner of a device is
identified (as an interesting target) or properties of the device are
known (e.g., known vulnerabilities). Host nanmes are also a type of
persistent identifier; therefore, the considerations in Section 2.2

apply.
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Some of the nobst comonly used operating systens include the nane the
user chooses for the user account during the installation process as
part of the host nane of the device. The nanme of the operating
system can al so be included, therefore revealing two pieces of

i nformati on that can be regarded as private information if the host
nane is used in broadcast/nulticast nessages.

Wier e possible, the use of host nanmes and other user-provided
information in protocols making use of broadcast/nulticast SHOULD be
avoi ded. An application nmight want to display the information it

wi || broadcast on the LAN at install/config time, so that the user is
at least aware of the application’s behavior. More host nane

consi derations can be found in [RFC8117]. Mbre information on user
participation can be found in [ RFC6973].

2.4. Consider Potential Correlation

A large nunber of services and applications make use of the
broadcast/ mul ti cast mechanism That nmeans there are various sources
of information that are easily accessible by a passive observer. In
isolation, the information these protocols reveal might seem

harm ess, but given nultiple such protocols, it mght be possible to
correlate this information. For exanmple, a protocol that uses
frequent nmessages including a UUID to identify the particular
installation does not give away the identity of the user. However, a
singl e nmessage including the user’s host nanme might do that, and it
can be correlated using, for exanple, the MAC address of the device's
i nterface.

In the experinents described in [ TRAC2016], it was possible to
correlate frequently sent broadcast nessages that included a unique
identifier with other broadcast/multicast nessages containing
usernanmes (e.g. nDNS, LLMNR, or NetBIOS); this reveal ed rel ationships
anong users. This allowed the real identity of the users of many
devices to be revealed, and it al so gave away sone infornmation about
their social environment.

A designer of a protocol that makes use of broadcast/nulticast needs
to be aware of the fact that even if the information a protocol |eaks
seenms harm ess in isolation, there mght be ways to correlate that
information with information fromother protocols to reveal sensitive
i nformation about a user

2.5. Configurability
A lot of applications and services relying on broadcast- or

mul ti cast - based protocols do not include the neans to declare "safe"
environnents (e.g., based on the Service Set Identifier (SSID) of a
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W-Fi network and the MAC addresses of the access points). For
exanpl e, a device connected to a public W-Fi network will |ikely
broadcast the sane informati on as when connected to the hone network.
It would be beneficial if certain behaviors could be restricted to
"saf e" environnents.

For exanple, a popul ar operating systemallows the user to specify
the trust level of the network the device connects to, which, for
exanpl e, restricts specific system services (using broadcast/
mul ti cast nessages for their norrmal operation) to be used in trusted
networks only. Such functionality could be inplenented as part of an
application.

An application devel oper nmaki ng use of broadcast/multicast nessages
as part of the application SHOULD, if possible, make the broadcast
feature configurable so that potentially sensitive information does
not |eak on public networks where the threat to privacy is nuch

| ar ger.

3. Operational Considerations

Besi des changi ng end- user behavi or, choosing sensible defaults as an
operating systemvendor (e.g., for suggesting host nanes), and

foll owi ng the considerations for protocol designers nentioned in this
docunent, there is sonething that the network adm nistrators/
operators can do to linmt the above-mentioned probl ens.

A feature commonly found on access points is the ability to manage/
filter broadcast and nmulticast traffic. This will potentially break
certain applications or sone of their functionality but will also
protect the users frompotentially |eaking sensitive information.
Wrel ess access points often provide finer-grained control beyond a
sinmple on/off switch for well-known protocols or provide nmechani sns
to manage broadcast/multicast traffic intelligently using, for
exanpl e, proxies (see [ MCAST-CONS]). However, these nechanisns only
wor k on standardi zed protocol s.

4.  Sunmary

Increasingly, applications rely on protocols that send and receive
broadcast and nulticast messages. For sone, broadcast/nulticast
messages are the basis of their application logic; others use
broadcast/nul ti cast nessages to inprove certain aspects of the
application but are fully functional in case broadcast/multicast
nmessages fail. Irrespective of the role of broadcast and multicast
messages for the application, the designers of protocols that nake
use of them should be very careful in their protocol design because
of the special nature of broadcast and nulticast.
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5.

It is not always possible to inplenent certain functionality via
uni cast, but if a protocol designer chooses to rely on broadcast/
mul ticast, the follow ng should be carefully considered:

o | ETF-specified protocols, such as nDNS [ RFC6762], SHOULD be used
i f possible as operational support mght exist to protect against
the | eakage of private information. Also, for some protocols,
privacy extensions are being specified; these can be used if
i mpl emented. For exanple, for DNS-SD, privacy extensions are
docunented in [ DNSSD- PRI V] .

0 Using user-specified information inside broadcast/nulticast
messages SHOULD be avoi ded, as users will often use persona
informati on or other information that aids attackers, in
particular if the user is unaware about how that information is
bei ng used.

0 The use of persistent IDs in nessages SHOULD be avoided, as this
all ows user tracking and correlation, and it potentially has a
devastating effect on other privacy-protection nechani sns.

o |If one must design a new protocol relying on broadcast/nulticast
and cannot use an | ETF-specified protocol, then

* the protocol SHOULD be very conservative in how frequently it
sends nessages as an effort in data nminimzation

* it SHOULD make use of mechanisnms inplenmented in | ETF-specified
protocol s that can be helpful in privacy protection, such as
message suppression in nDNS,

* it SHOULD be designed in such a way that information sent in
broadcast/ nul ti cast nessages cannot be correlated with
i nformati on from ot her protocols using broadcast/nulticast, and

* it SHOULD be possible to let the user configure "safe"
environnents if possible (e.g., based on the SSID) to mnimze
the risk of information | eakage (e.g., a home network as
opposed to a public W-Fi network).

O her Consi derations

Besi des privacy inplications, frequent broadcasting also represents a
performance problem In particular, in certain wreless technol ogi es
such as 802.11, broadcast and nulticast are transnmitted at a nuch
lower rate (the | owest common denom nator rate) conpared to unicast
and therefore have a nmuch bigger inpact on the overall available
airtime [MCAST-CONS]. Further, it will limt the ability for devices
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8.

8.

8.

to go to sleep if frequent broadcasts are being sent. A sinilar
problemin respect to Router Advertisenents is addressed in
[RFC7772]. In that respect, broadcast/nulticast can be used for
anot her class of attacks that is not related to privacy. The
potential inpact on network performance shoul d neverthel ess be
consi dered when designing a protocol that nakes use of broadcast/
nmul ti cast.

| ANA Consi derati ons
Thi s docunent has no | ANA acti ons.
Security Considerations

This docunent deals with privacy-rel ated considerations for
broadcast- and nulticast-based protocols. It contains advice for
designers of such protocols to mnimze the | eakage of privacy-
sensitive information. The intent of the advice is to make sure that
identities will remain anonynous and user tracking will be nade
difficult.

To protect nulticast traffic, certain applications can make use of

exi sting nechani sns, such as the ones defined in [RFC5374]. Exanples
of such applications can be found in Appendix A of [RFC5374].

However, given the assunptions about these applications and the
required security infrastructure, many applications will not be able
to make use of such mechani sns.
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