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Abstract

RSVP- TE provi des support for the communication of exclusion

i nformati on during Label Switched Path (LSP) setup. A typical LSP
diversity use case is for protection, where two LSPs should foll ow

di fferent paths through the network in order to avoid single points
of failure, thus greatly inproving service availability. This
docunent specifies an approach that can be used for network scenarios
where the full path(s) is not necessarily known by use of an abstract
identifier for the path. Three types of abstract identifiers are
specified: client based, Path Conputation El ement (PCE) based, and
networ k based. This docunent specifies two new diversity subobjects
for the RSVP eXcl ude Route Object (XRO and the Explicit Exclusion
Rout e Subobj ect (EXRS).

For the protection use case, LSPs are typically created at a sl ow
rate and exist for along tine so that it is reasonable to assume
that a given (reference) path currently existing (with a well-known
identifier) will continue to exist and can be used as a reference
when creating the new diverse path. Re-routing of the existing
(reference) LSP, before the new path is established, is not
consi der ed.
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Status of This Meno
This is an Internet Standards Track docunent.

This docunment is a product of the Internet Engi neering Task Force
(ITETF). It represents the consensus of the I ETF comunity. |t has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841.

I nformation about the current status of this docunent, any errata,
and how to provide feedback on it nmay be obtai ned at
https://ww.rfc-editor.org/info/rfc8390
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(https://trustee.ietf.org/license-info) in effect on the date of
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1. Introduction

Path diversity for multiple connections is a well-known operationa
requirenent. Diversity constraints ensure that Label Sw tched Pat hs
(LSPs) can be established w thout sharing network resources, thus
greatly reducing the probability of sinultaneous connection failures.

The source node can conpute diverse paths for LSPs when it has ful
know edge of the network topology and is pernitted to signal an
Explicit Route Cbject (ERO. However, there are scenarios where

di fferent nodes perform path conputations, and therefore there is a
need for relevant diversity constraints to be signaled to those
nodes. These include (but are not limted to):

0 LSPs with |loose hops in the Explicit Route Object, e.g., inter-
domai n LSPs; and

0 Ceneralized Multiprotocol Label Switching (GWLS) User- Network

Interface (UNI), where the core node may perform path conputation
[ RFC4208] .
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[ RFC4874] introduced a neans of specifying nodes and resources to be
excluded froma route using the eXclude Route Cbject (XRO and
Explicit Exclusion Route Subobject (EXRS). It facilitates the

cal cul ation of diverse paths for LSPs based on known properties of
those paths includi ng addresses of |inks and nodes traversed and
Shared Ri sk Link G oups (SRLGs) of traversed links. Enploying these
mechani snms requires that the source node that initiates signaling
knows the rel evant properties of the path(s) fromwhich diversity is
desired. However, there are circunstances under which this my not
be possible or desirable, including (but not linmted to):

0 Exclusion of a path that does not originate, term nate, or
traverse the source node of the diverse LSP, in which case the
addresses of links and SRLGs of the path fromwhich diversity is
requi red are unknown to the source node.

0 Exclusion of a path that is known to the source node of the
di verse LSP for which the node has inconplete or no path
information, e.g., due to operator policy. 1In this case, the
source node is aware of the existence of the reference path, but
the information required to construct an XRO object to guarantee
diversity fromthe reference path is not fully known. Inter-
domai n and GVPLS overlay networks can inpose such restrictions.

This is illustrated in Figure 1, where the overlay reference nodel
from [ RFC4208] is shown.
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Figure 1: Overlay Reference Mddel [RFC4208]

Figure 1 depicts two types of UNI connectivity: single-honed and
dual - homed ENs (which al so applies to higher-order nultihoned
connectivity). Single-honed EN devices are connected to a single CN
device via a single UNI link. This single UNI link may constitute a
single point of failure. UN connection between EN1 and CN1 is an
exanpl e of singl ed-honmed UNI connectivity.

Such a single point of failure can be avoi ded when the EN device is
connected to two different CN devices, as depicted for EN2 in

Figure 1. For the dual-hom ng case, it is possible to establish two
different UNI connections fromthe sane source EN device to the sane
destination EN device. For exanple, two connections fromEN2 to EN3
may use the two UNI |inks EN2-CN1 and EN2-CN4. To avoid single
points of failure within the provider network, it is necessary to

al so ensure path (LSP) diversity within the core network

In a network providing a set of UNI interfaces between ENs and CNs
such as that shown in Figure 1, the CNs typically perform path
conputation. Information sharing across the UNI boundary is
restricted based on the policy rules inposed by the core network.
Typically, the core network topology information as well as LSP path
information is not exposed to the ENs. |In the network shown in
Figure 1, consider a use case where an LSP from EN2 to ENdA needs to
be SRLG diverse froman LSP fromENL to EN3. In this case, EN2 may
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not know SRLG attributes of the ENL-EN3 LSP and hence cannot
construct an XRO to exclude these SRLGs. In this exanple, EN2 cannot
use the procedures described in [RFC4874]. Sinmilarly, an LSP from
EN2 to EN3 traversing CN1 needs to be diverse froman LSP fromEN2 to
EN3 going via CN4. Again, in this case, exclusions based on

[ RFC4874] cannot be used.

Thi s docunent addresses these diversity requirenments by introducing
an approach of excluding the path taken by these particular LSP(S).
Each reference LSP or route fromwhich diversity is required is
identified by an abstract "identifier". The type of identifier to
use is highly dependent on the core network operator’s networking
depl oynent scenario; it could be client initiated (provided by the
EN), provided by a PCE, or allocated by the (core) network. This
docunment defines three different types of identifiers corresponding
to these three cases: a client-initiated identifier, a PCE-allocated
identifier, and an identifier allocated by the CN i ngress node
(UNL-N), i.e., a network-assigned identifier

1.1. Conventions Used in This Docunent
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capitals, as shown here
1.2. Terms and Abbreviations
Di verse LSP. A diverse Label Switched Path (LSP) is an LSP that has
a path that does not have any link or SRLGin comobn with the path
of a given LSP. Diverse LSPs are neaningful in the context of
protection or restoration.
ERO. Explicit Route Object as defined in [ RFC3209].
EXRS: Explicit Exclusion Route Subobject as defined in [ RFC4874].
SRLG  Shared Risk Link Goup as defined in [ RFC4202] .

Ref erence Path: The reference path is the path of an existing LSP to
which the path of a diverse LSP shall be diverse

XRO. eXclude Route hject as defined in [ RFC4874].
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1.3. dient-Initiated lIdentifier

The following fields MIST be used to represent the client-initiated
identifier: IPv4/1Pv6 tunnel sender address, |Pv4/1Pv6 tunne

endpoi nt address, Tunnel 1D, and Extended Tunnel ID. Based on |oca
policy, the client MAY also include the LSP IDto identify a specific
LSP within the tunnel. These fields are defined in Sections 4.6.1.1
and 4.6.2.1 of [RFC3209].

The usage of the client-initiated identifier is illustrated by
Figure 1. Suppose an LSP fromEN2 to ENd needs to be diverse with
respect to an LSP from ENL to ENS3.

The LSP identifier of the EN1-EN3 LSP is LSP-IDENTI FI ERL, where LSP-
| DENTI FIERL is defined by the tuple

(tunnel-id = T1,

LSP ID = L1,

source address = ENL.RID (Route ldentifier),
destination address = EN3.RI D

extended tunnel-id = ENL. RID).

Simlarly, the LSP identifier of the EN2-EN4 LSP i s LSP-I1DENTI Fl ER2,
where LSP-IDENTIFIER2 is defined by the tuple

(tunnel-id = T2,

LSP ID = L2

sour ce address = EN2. Rl D,
destinati on address = EN4. RI D
extended tunnel-id = EN2. RID).

The EN1-EN3 LSP is signaled with an exclusion requirenent from LSP-

| DENTI FI ER2, and the EN2-EN4 LSP is signaled with an exclusion

requi renent fromLSP-1DENTIFIERL. |In order to maintain diversity

bet ween these two connections within the core network, the core

net wor k SHOULD i npl enent crankback signaling extensions as defined in
[ RFC4920]. Note that crankback signaling is known to | ead to sl ower
setup tinmes and suboptimal paths under some circunstances as

descri bed by [ RFC4920].

1. 4. PCE- Al l ocated ldentifier

In scenarios where a PCE is depl oyed and used to perform path
conputation, typically the ingress node of the core network (e.g.
node CN1 in Figure 1) could consult a PCE to allocate identifiers,

whi ch are used to signal path diversity constraints. In other

depl oynent scenarios, a PCE is deployed at a network node(s) or it is
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part of a Network Managenent System (NMS). 1In all these cases, the
PCE is consulted and the Path Key, as defined in [ RFC5520], can be
used in RSVP signaling as the identifier to ensure diversity.

An exanpl e of specifying LSP diversity using a Path Key is shown in
Figure 2, where a sinple network with two domains is showmn. It is
desired to set up a pair of path-disjoint LSPs fromthe source in
Domain 1 to the destination in Domain 2, but the donmai ns keep strict
confidentiality about all path and topol ogy information

The first LSP is signaled by the source with ERO {A, B, |oose Dst}
and is set up with the path {Src, A B, U V, W Dst}. However, when
sendi ng the Record Route Object (RRO out of Domain 2, node U would
normally strip the path and replace it with a | oose hop to the
destination. Wth this limted information, the source is unable to
i ncl ude enough detail in the ERO of the second LSP to avoid it

taking, for exanple, the path {Src, C, D, X V, W Dst} for path-

di sj oi nt ness.

| Dormain 1 | | Donmai n 2

I || I
| S I B E |
| | AL--] Bl--beebee] Uf-o] V[---] W |
| N B BT TR |
| -/ || / [\
| | Src] || / / | Dst| |
| ---\ || / / [--- |
I \ - (. I I
I | Cl--| D|--H--+--| X|---] Y [--| Z| I
I || I
I | I

Figure 2: A Sinmple Milti-domain Network

In order to support LSP diversity, node U consults the PCE and
replaces the path segment {U, V, W in the RROwith a Path Key

subobj ect. The PCE function assigns an "identifier" and puts it into
the Path Key field of the Path Key subobject. The PCE ID in the
message indicates that this replacenment operation was performed by
node U.

Wth this additional information, the source node is able to signa
the subsequent LSPs with the ERO set to {C, D, exclude Path Key
(signaled in the EXRS RSVP subobject), |oose Dst}. \Wen the

si gnal i ng message reaches node X, it can consult the PCE function
associated with node U to expand the Path Key in order to calculate a
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path that is diverse with respect to the first LSP. Alternatively,
t he source node could use an ERO of {C, D, |oose Dst} and include an
XRO cont ai ni ng the Path Key.

Thi s mechani smcan work with all the Path Key resol uti on nmechani sns,
as detailed in Section 3.1 of [RFC5553]. A PCE, co-located or not,
may be used to resolve the Path Key, but the node (i.e., a Labe
Switching Router (LSR)) can also use the Path Key information to

i ndex a path segnment previously supplied to it by the entity that
originated the Path Key (for exanple, the LSR that inserted the Path
Key in the RRO or a managenent system

1.5. Network-Assigned Identifier

There are scenarios in which the network provides diversity-rel ated
information for a service that allows the client device to include
this information in the signaling nmessage. |If the Shared Ri sk Link
Goup (SRLG identifier information is both avail able and shareabl e
(by policy) with the ENs, the procedure defined in [ RFC8001] can be
used to collect SRLGidentifiers associated with an LSP (LSP1). Wen
a second LSP (LSP2) needs to be diverse with respect to LSP1, the EN
constructing the RSVP signaling nessage for setting up LSP2 can
insert the SRLGidentifiers associated with LSP1 as diversity
constraints into the XRO using the procedure described in [ RFC4874].
However, if the core network SRLG identifiers are either not
avai l abl e or not shareable with the ENs based on policies enforced by
the core network, existing nechani sns cannot be used.

In this docunent, a signaling nmechanismis defined where information
signaled to the CN via the UNI does not require shared know edge of
core network SRLG information. For this purpose, the concept of a
Path Affinity Set (PAS) is defined for abstracting SRLG i nformati on.
The notive behind the introduction of the PASis to minimze the
exchange of diversity information between the core network (CNs) and
the client devices (ENs). The PAS contains an abstract SRLG
identifier associated with a given path rather than a detailed SRLG
list. The PASis a single identifier that can be used to request
diversity and associate diversity. The nmeans by which the processing
node deternines the path corresponding to the PAS is beyond the scope
of this docunent.

A CN on the core network boundary interprets the specific PAS
identifier (e.g., "123") as neaning to exclude the core network SRLG
information (or equivalent) that has been allocated by LSPs
associated with this PAS identifier value. For exanple, if a path
exists for the LSP with the PAS identifier "123", the CN woul d use

| ocal know edge of the core network SRLGs associated with the LSPs
tagged with PAS attribute "123" and use those SRLGs as constraints
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for path conputation. |If a PAS identifier is used as an excl usion
identifier in the connection request, the CN (UNI-N) in the core
network is assuned to be able to determine the existing core network
SRLG i nformation and cal culate a path that neets the determ ned
diversity constraints.

When a CN satisfies a connection setup for an SRLG di verse signal ed
path, the CN may optionally record the core network SRLG i nfornation
for that connection in ternms of CN based paraneters and associ ate
that with the EN addresses in the Path message. Specifically, for
Layer 1 Virtual Private Networks (L1VPNs), Port Information Tables
(PITs) [ RFC5251] can be leveraged to translate between client (EN)
addresses and core network addresses.

The nmeans to distribute the PAS information within the core network
is beyond the scope of this docunent. For exanple, the PAS and the
associ ated SRLG information can be distributed within the core
network by an Interior Gateway Protocol (IGP) or by other neans such
as configuration. Regardless of neans used to distribute the PAS
information, the information is kept inside the core network and is
not shared with the overlay network (see Figure 1).

2. RSVP-TE Signaling Extensions

This section describes the signaling extensions required to address
the af orenenti oned requirenments and use cases.

2.1. Diversity XRO Subobject

New Di versity XRO subobjects are defined below for the 1Pv4 and | Pv6
address famlies. Mst of the fields in the IPv4 and I Pv6 Diversity
XRO subobj ects are common and are described following the definition
of the two subobjects.

The 1 Pv4 Diversity XRO subobject is defined as foll ows:

0 1 2 3

01234567890123456789012345678901
i T o T e e e et o S s S R R SR
| L] XRO Type | Length | DI Type| A- Fl ags| E- Fl ags| Resvd |
B T e o i S I i i S S N iy St S I S S
| | Pv4 Diversity ldentifier Source Address |
T e e i i e e S e e s o i NI SR S S
| Diversity ldentifier Value |
/11 /11

B S i S S S S S T2 s S S S o S S S S
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Simlarly, the IPv6 Diversity XRO subobject is defined as foll ows:

0 1 2 3

01234567890123456789012345678901
B T e o i S I i i S S N iy St S I S S
| L] XRO Type | Length | DI Type| A- Fl ags| E- Fl ags| Resvd |
R n T i i i e S e b . S S SRR SR SR
| | Pv6 Diversity ldentifier Source Address |
i T i i o e e S et o S o S R R S
| I Pv6 Diversity ldentifier Source Address (cont.) |
B T e o i S I i i S S N iy St S I S S
| | Pv6 Diversity ldentifier Source Address (cont.) |
T e e i i e e e o i R S S S
| | Pv6 Diversity ldentifier Source Address (cont.) |
i T i i o e e e e e e e i s S RN R SR
| Diversity Identifier Value |
/1 /1
| |

R o T S T T i T S e T it S S S S

L:
The L flag is used in the same way as for the XRO subobjects
defined in [ RFC4874], that is:
O indicates that the diversity constraints MJST be satisfied, and
1 indicates that the diversity constraints SHOULD be satisfied.
XRO Type:
The value is set to 38 for the IPv4 Diversity XRO subobject. The
value is set to 39 for the IPv6 Diversity XRO subobject.
Lengt h:

Per [RFC4874], the Length contains the total length of the

| Pv4/ 1 Pv6 subobject in bytes, including the XRO Type and Length
fields. The Length is variable, depending on the Diversity

I dentifier Value.
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Diversity ldentifier Type (D Type):
Diversity ldentifier Type (D Type) indicates the way the
reference LSP(s) or route(s) with which diversity is required is
identified in the 1Pv4/1Pv6 Diversity subobjects. The follow ng
three DI Type values are defined in this docunent:

DI Type val ue Definition

1 Cient-Initiated Identifier
2 PCE- Al l ocated | dentifier
3 Net wor k- Assi gned ldentifier

Attribute Flags (A-Flags):
The Attribute Flags (A-Flags) are used to comunicate desirable
attributes of the LSP being signaled in the IPv4/1Pv6 Diversity
subobj ects. Each flag acts independently. Any conbination of
flags is permtted.

0x01 = Destination node exception
I ndi cates that the exclusion does not apply to the destination
node of the LSP being signal ed.

0x02 = Processi ng node exception
I ndi cates that the exclusion does not apply to the node(s)
perform ng ERO expansi on for the LSP being signaled. An
ingress UNI-N node is an exanple of such a node.

0x04 = Penultimate node exception
I ndicates that the penultimte node of the LSP being signal ed
MAY be shared with the excluded path even when this violates
the exclusion flags. This flag is useful, for exanple, when an
EN is not dual honed (like ENd in Figure 1, where all LSPs have
to go through CN5).

The "Penulti mate node exception"” flag is typically set when the
destination node is single honed (e.g., EN1 or ENA in

Figure 2). |In such a case, LSP diversity can only be
acconpl i shed inside the core network up to the egress node and
the penultimate hop nust be the sane for the LSPs.

0x08 = LSP ID to be ignored
This flag is used to indicate tunnel-Ilevel exclusion
Specifically, this flag is used to indicate that if the
diversity identifier contains an LSP ID field, then the LSP ID
is to be ignored, and the exclusion applies to any LSP natchi ng
the rest of the diversity identifier.
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Excl usi on Fl ags (E-Fl ags):
The Exclusion Flags are used to comuni cate the desired type(s) of
excl usion requested in the I Pv4/1Pv6 Diversity subobjects. The
followi ng flags are defined. Any conbination of these flags is
permtted. Please note that the exclusion specified by these
flags nay be nodified by the value of the A-Flags. For exanple,
the node exclusion flag is ignored for the penultinmate node if the
"Penul ti mate node exception" flag of the A-Flags is set.

0x01 = SRLG excl usion
I ndicates that the path of the LSP being signaled is requested
to be SRLG disjoint with respect to the excluded path specified
by the | Pv4/IPv6 Diversity XRO subobject.

0x02 = Node excl usion
I ndicates that the path of the LSP being signaled is requested
to be "node diverse" fromthe excluded path specified by the
| Pv4/ 1 Pv6 Diversity XRO subobject.

0x04 = Link exclusion
I ndi cates that the path of the LSP being signaled is requested
to be "link diverse" fromthe path specified by the | Pv4/lPv6
Di versity XRO subobj ect.

0x08 = Reserved
This flag is reserved. It MJST be set to zero on transnission
and MUST be ignored on receipt for both IPv4/1Pv6 Diversity XRO
subobj ect s.

Resvd:
This field is reserved. |t MJST be set to zero on transni ssion
and MUST be ignored on receipt for both | Pv4/IPv6e Diversity XRO
subobj ect s.

| Pv4/ 1 Pv6 Diversity ldentifier Source Address:
This field MIUST be set to the I Pv4/|1Pv6 address of the node that
assigns the diversity identifier. Depending on the Diversity
Identifier Type, the diversity identifier source may be a client
node, PCE entity, or network node. Specifically:

* \When the Diversity ldentifier Type is set to the "Cient-
Initiated Identifier", the value MJUST be set to | Pv4/|Pv6
tunnel sender address of the reference LSP agai nst which
diversity is desired. The IPv4/1Pv6 tunnel sender address is
as defined in [ RFC3209].
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* \Wen the Diversity ldentifier Type is set to "PCE-Allocated
Identifier", the value MJST be set to the | Pv4/IPv6 address of
the node that assigned the Path Key identifier and that can
return an expansi on of the Path Key or use the Path Key as
exclusion in a path conputation. The Path Key is defined in
[ RFC5553]. The PCE IDis carried in the Diversity ldentifier
Source Address field of the subobject.

* \Wien the Diversity ldentifier Type is set to "Network-Assigned
Identifier", the value MJST be set to the | Pv4/|IPv6 address of
the node allocating the Path Affinity Set (PAS)

Diversity Identifier Value: Encoding for this field depends on the
Diversity ldentifier Type, as defined in the follow ng.

When the Diversity ldentifier Type is set to "Client-lnitiated
Identifier” in the I1Pv4 Diversity XRO subobject, the Diversity
Identifier Value MJST be encoded as foll ows:

0 1 2 3
01234567890123456789012345678901
B T T T o o S S S e i S S Tk e e Y S

| | Pv4 Tunnel Endpoint Address

B i ok it I I S e S e S ki ol ik i I TR SR i S S e S e e e e i i 5
| Must Be Zero | Tunnel 1D

e o T i i o o O S e S ol o S S S s it SR R SR S
| Ext ended Tunnel 1D

B T T T o o S S S e i S S Tk e e Y S
| Must Be Zero | LSP I D

B i ok it I I S e S e S ki ol ik i I TR SR i S S e S e e e e i i 5

The |1 Pv4 Tunnel Endpoint Address, Tunnel |ID, Extended Tunnel 1D
and LSP I D are as defined in [ RFC3209].
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When the Diversity ldentifier Type is set to "Cient-Ilnitiated
Identifier" in the IPv6 Diversity XRO subobject, the Diversity
Identifier Value MJUST be encoded as foll ows:

0 1 2 3

01234567890123456789012345678901
T T i e i i e T e b s S S SN S
| | Pv6 Tunnel Endpoint Address |
i T i i e e i e e S E et e i s SR R SR
| | Pv6 Tunnel Endpoint Address (cont.) |
B T e o i S I i i S S N iy St S I S S
| | Pv6 Tunnel Endpoint Address (cont.) |
T e e i i e e e ik s i I SR S S
| | Pv6 Tunnel Endpoint Address (cont.) |
i T i i e e e e e et i e s S SRR R SR
| Must Be Zero | Tunnel 1D |
B T e o i S I i i S S N iy St S I S S
| Ext ended Tunnel |ID |
e e i i e T S i S e e e R
| Ext ended Tunnel 1D (cont.) |
i T i i o e e e e e s s o S R TR R R S
| Ext ended Tunnel 1D (cont.) |
B T e o i S I i i S S N iy St S I S S
| Ext ended Tunnel ID (cont.) |
R e e i i e e T b . i NI SR S S
| Must Be Zero | LSP I D |
T T i i e e e e e E et e i s s SR R SR

The 1 Pv6 Tunnel Endpoint Address, Tunnel 1D, |Pv6 Extended Tunnel
ID, and LSP ID are as defined in [ RFC3209].

When the Diversity Identifier Type is set to "PCE-Allocated
Identifier" in the I1Pv4 or I Pv6 Diversity XRO subobject, the
Diversity Identifier Value MJST be encoded as foll ows:

0 1 2 3

01234567890123456789012345678901
B Lt r s i i i o o T s ks S R S
| Must Be Zero | Pat h Key |
B s T s s e T o e S T ks et s oot ST S S S o S S 3

The Path Key is defined in [ RFC5553].
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When the Diversity ldentifier Type is set to "Network-Assigned
Identifier" in the IPv4 or IPv6 Diversity XRO subobject, the
Diversity ldentifier Value MJST be encoded as foll ows:

0 1 2 3

01234567890123456789012345678901
i i S S e i it Ui S S S S S S ik Sk e e
| Path Affinity Set (PAS) Identifier |
i I S i i i S i it NI N S S S ik ik e

The Path Affinity Set (PAS) ldentifier field is a 32-bit val ue
that is scoped by (i.e., is only neaningful when used in
conbination with) the Diversity lIdentifier Source Address field.
There are no restrictions on how a node selects a PAS identifier
value. Section 1.3 defines the PAS term and provi des context on
how val ues may be sel ect ed.

2.2. Diversity EXRS Subobj ect

[ RFC4874] defines the EXRS ERO subobject. An EXRS is used to
identify abstract nodes or resources that must not or should not be
used on the path between two inclusive abstract nodes or resources in
the explicit route. An EXRS contains one or nore subobjects of its
own, called EXRS subobjects [ RFC4874].

An EXRS MAY include a Diversity subobject as specified in this
docunent. The sane type val ues 38 and 39 MJST be used.

2.3. Processing Rules for the Diversity XRO and EXRS Subobj ects

The procedure defined in [RFC4874] for processing the XRO and EXRS is
not changed by this docunent. The processing rules for the Diversity
XRO and EXRS subobjects are sinilar unless the differences are
explicitly described. Sinmilarly, 1Pv4d and I Pv6 Diversity XRO

subobj ects and 1 Pv4 and I Pv6 Diversity EXRS subobjects followthe
same processing rul es.

I f the processing node cannot recognize the Diversity XRO EXRS
subobj ect, the node is expected to follow the procedure defined in
[ RFC4874] .

An XROQ EXRS object MAY contain multiple Diversity subobjects of the
same DI Type. For exanple, in order to exclude nultiple Path Keys, a
node MAY include multiple Diversity XRO subobjects, each with a
different Path Key. Sinmilarly, in order to exclude the routes taken
by multiple LSPs, a node MAY include multiple Diversity XRO EXRS
subobj ects, each with a different LSP identifier. Likew se, to
exclude multiple PAS identifiers, a node MAY include multiple
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Di versity XRO EXRS subobjects, each with a different PAS identifier
However, all Diversity subobjects in an XRO EXRS MJUST contain the
same Diversity ldentifier Type. |f a Path nessage contains an XRQ
EXRS with nultiple Diversity subobjects of different DI Types, the
processi ng node MIST return a PathErr with the error code "Routing
Probl ent (24) and error sub-code "XRQO EXRS Too Conpl ex" (68/69).

I f the processing node recogni zes the Diversity XRO EXRS subobj ect
but does not support the DI Type, it MJST return a PathErr with the
error code "Routing Problent (24) and error sub-code "Unsupported
Diversity Identifier Type" (36).

In the case of DI Type "Client-Initiated Identifier", all nodes al ong
the path SHOULD process the diversity information signaled in the
XRQO EXRS Diversity subobjects to verify that the signaled diversity
constraint is satisfied. |If a diversity violation is detected,
crankback signaling MAY be initiated.

In the case of DI Type "PCE-Allocated ldentifier" and "Network-
Assigned ldentifier", the nodes in the domain that perform path
conputati on SHOULD process the diversity information signaled in the
XRO EXRS Diversity subobjects as follows. In the PCE case, the

i ngress node of a domain sends a path conputation request for a path
fromingress node to egress node, including diversity constraints to
a PCEE O, in the PAS case, the ingress node is capabl e of
calculating the path for the new LSP fromingress node to the egress
node, taking the diversity constraints into account. The cal cul ated
path is then carried in the Explicit Route Cbject (ERO). Hence, the
transit nodes in a domain and the donmai n egress node SHOULD NOT
process the signaled diversity information unless path conputation is
per f or ned.

Whi |l e processing the EXRS object, if a |oose hop expansion results in
the creation of another |oose hop in the outgoing ERO the processing
node MAY include the EXRS in the newly created | oose hop for further
processi ng by downstream nodes.

The A-Flags affect the processing of the Diversity XRO EXRS subobj ect
as foll ows:

o \Wen the "Processing node exception"” flag is set, the exclusion
MUST be ignored for the node processing the XRO or EXRS subobj ect.

0 Wen the "Destination node exception" flag is set, the exclusion
MUST be ignored for the destination node in processing the XRO
subobj ect. The destination node exception for the EXRS subobject
applies to the explicit node identified by the ERO subobject that
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identifies the next abstract node. Wen the "Destination node
exception" flag is set in the EXRS subobject, exclusion MJST be
i gnored for said node (i.e., the next abstract node).

When the "Penulti mate node exception"” flag is set in the XRO
subobj ect, the exclusion MJUST be ignored for the penultinmate node
on the path of the LSP being established.

The penul timate node exception for the EXRS subobject applies to
the node before the explicit node identified by the ERO subobject
that identifies the next abstract node. Wen the "Penultimte
node exception" flag is set in the EXRS subobject, the exclusion
MUST be ignored for said node (i.e., the node before the next
abstract node).

If the L-flag of the Diversity XRO subobject or Diversity EXRS
subobj ect is not set, the processing node proceeds as foll ows.

(o]

Ali,

If the Diversity ldentifier Type is set to "Cient-lnitiated
Identifier", the processing node MJST ensure that the path

cal cul at ed/ expanded for the signaled LSP is diverse fromthe route
taken by the LSP identified in the Diversity Identifier Value
field.

If the Diversity ldentifier Type is set to "PCE-Allocated
Identifier", the processing node MJST ensure that any path
calculated for the signaled LSP is diverse fromthe route
identified by the Path Key. The processi ng node MAY use the PCE
identified by the Diversity Identifier Source Address in the
subobj ect for route conputation. The processing node MAY use the
Pat h Key resol ution nmechani snms described in [ RFC5553].

If the Diversity ldentifier Type is set to "Network-Assignhed
Identifier", the processing node MIST ensure that the path
calculated for the signaled LSP is diverse with respect to the

val ues associated with the PAS Identifier and Diversity ldentifier
Source Address fi el ds.

Regar dl ess of whether the path conputation is perforned locally or
at a renote node (e.g., PCE), the processing node MJST ensure that
any path calculated for the signaled LSP is diverse fromthe
requested Excl usion Flags.

I f the excluded path referenced in the XRO subobject is unknown to
t he processing node, the processing node SHOULD i gnore the

Di versity XRO subobject and SHOULD proceed with the signaling
request. After sending the Resv for the signaled LSP, the
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processi ng node MJST return a PathErr with the error code "Notify
Error" (25) and error sub-code "Route of XRO LSP identifier
unknown" (14) for the signaled LSP

o |If the processing node fails to find a path that nmeets the
requested constraint, the processing node MIST return a PathErr
with the error code "Routing Problent (24) and error sub-code
"Rout e bl ocked by Exclude Route" (67).

If the L-flag of the Diversity XRO subobject or Diversity EXRS
subobj ect is set, the processing node proceeds as foll ows:

o If the Diversity ldentifier Type is set to "Cient-Initiated
Identifier", the processing node SHOULD ensure that the path
cal cul at ed/ expended for the signaled LSP is diverse fromthe route
taken by the LSP identified in the Diversity Identifier Value
field.

o If the Diversity ldentifier Type is set to "PCE-Allocated
Identifier", the processing node SHOULD ensure that the path
calculated for the signaled LSP is diverse fromthe route
identified by the Path Key.

o If the Diversity ldentifier Type is set to "Network-Assigned
Identifier", the processing node SHOULD ensure that the path
calculated for the signaled LSP is diverse with respect to the
val ues associated with the PAS Identifier and Diversity ldentifier
Source Address fields.

o |If the processing node fails to find a path that neets the
requested constraint, it SHOULD proceed with signaling using a
suitable path that neets the constraint as far as possible. After
sending the Resv for the signaled LSP, it MJST return a PathErr
message with error code "Notify Error" (25) and error sub-code
"Failed to satisfy Exclude Route" (15) to the source node.

I f, subsequent to the initial signaling of a diverse LSP, an excluded
path referenced in the XRO subobject beconmes known to the processing
node or a change in the excluded path beconmes known to the processing
node, the processi ng node MJST re-eval uate the exclusion and
diversity constraints requested by the diverse LSP to deterni ne

whet her they are still satisfied.

0 In the case where the L-flag was not set in the initial setup
message, the exclusion and diversity constraints were satisfied at
the tine of the initial setup. |If the processing node re-
eval uating the exclusion and diversity constraints for a diverse
LSP detects that the exclusion and diversity constraints are no
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3.

| onger net, it MJST send a PathErr nmessage for the diverse LSP
with the error code "Routing Problent (24) and error sub-code
"Rout e bl ocked by Exclude Route" (67). The Path_State Renoved
(PSR) flag [RFC3473] MJST NOT be set. A source node receiving a
Pat hErr nessage with this error code and sub-code conbination
SHOULD t ake appropriate actions and nove the diverse LSP to a new
path that neets the original constraints

0 In the case where the L-flag was set in the initial setup nmessage
the exclusion and diversity constraints may or nmay not be
satisfied at any given tine. |If the exclusion constraints for a
di verse LSP were satisfied before, and if the processing node re-
eval uating the exclusion and diversity constraints for a diverse
LSP detects that exclusion and diversity constraints are no | onger
met, it MJST send a PathErr nessage for the diverse LSP with the
error code "Notify Error" (25) and error sub-code "Failed to
satisfy Exclude Route" (15). The PSR flag MJUST NOT be set. The
source node MAY take no consequent action and keep the LSP al ong
the path that does not neet the original constraints. Simlarly,
if the exclusion constraints for a diverse LSP were not satisfied
before, and if the processing node re-evaluating the exclusion and
diversity constraints for a diverse LSP detects that the exclusion
constraints are nmet, it MJST send a Pat hErr message for the
diverse LSP with the error code "Notify Error" (25) and a new
error sub-code "Conpliant path exists" (16). The PSR flag MJST
NOT be set. A source node receiving a PathErr nmessage with this
error code and sub-code conbi nati on MAY nove the diverse LSP to a
new path that meets the original constraints

Security Considerations

Thi s docunent does not introduce any additional security issues in
addition to those identified in [ RFC5920], [RFC2205], [RFC3209],
[ RFC3473], [RFC2747], [RFC4874], [RFC5520], and [ RFC5553].

The diversity nmechani sns defined in this docunent rely on the new

di versity subobject that is carried in the XRO or EXRS, respectively.
In Section 7 of [RFC4874], it is noted that some administrative
boundari es nmay renove the XRO due to security concerns on explicit
route informati on exchange. However, when the diversity subobjects
specified in this docunent are used, renoving at the admnistrative
boundary an XRO contai ning these diversity subobjects would result in
the request for diversity being dropped at the boundary, and path
conmputation would be unlikely to produce the requested diverse path.
As such, diversity subobjects MIST be retained in an XRO crossing an
adm ni strative boundary, even if other subobjects are renpved. This
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retention woul d be based on operator policy. The use of diversity
subobj ects is based on mutual agreenent. This avoids the need to
share the identity of network resources when supporting diversity.

4. | ANA Consi der ations

| ANA has assigned new val ues defined in this docunent and sunmmari zed
in this section.

4.1. New XRO Subobj ect Types

In the 1 ANA registry for RSVP paraneters, under "C ass Nanes, d ass
Nunmbers, and O ass Types", this docunent defines two new subobjects
for the EXCLUDE ROUTE object [RFC4874], C Type 1 (see "C ass Types or
C Types - 232 EXCLUDE _ROUTE" on <https://ww.iana. org/assi gnnments/

r svp- par anet ers>).

| IPv4 Diversity | 38 |
| IPv6 Diversity | 39 |

4.2. New EXRS Subobj ect Types

The Diversity XRO subobjects are al so defined as new EXRS subobj ects
(see "O ass Types or C Types - 20 EXPLICI T_ROUTE" on

<htt ps://wmv. i ana. or g/ assi gnnment s/ rsvp- paraneters>). The sane
nuneric val ues have been assi gned:

| IPv4 Diversity | 38 |
| 1Pv6 Diversity | 39 |
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4.3. New RSVP Error Sub-codes

In the ANA registry for RSVP paraneters, under "Error Codes and
G obally Defined Error Val ue Sub-Codes", for Error Code "Routing
Probl ent (24) (see [RFC3209]), the follow ng sub-codes are defined
(see "Sub-Codes - 24 Routing Problent on

<htt ps://wwv. i ana. or g/ assi gnnent s/ r svp- par anet er s>) .

S o e e e oo +
| Value | Description | Reference |
Fomm - o e m e e e e e e e e e e e e e e e S +
| 36 | Unsupported Diversity Identifier Type | RFC 8390 |
D o e e i R +

For Error Code "Notify Error" (25) (see [RFC3209]), the follow ng
sub-codes are defined (see "Sub-Codes - 25 Notify Error" on
<htt ps://wwv. i ana. or g/ assi gnnent s/ r svp- par anet er s>).

Fommnnan O . +
| Value | Description | Reference |
o - T e - +
| 14 | Route of XRO LSP identifier unknown | RFC 8390 |
| 15 | Failed to satisfy Exclude Route | RFC 8390 |
| 16 | Conpliant path exists | RFC 8390 |
N S . . +
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