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Ext ensi ons to BGP- Si gnal ed Pseudowi res to
Support Fl ow Aware Transport Labels

Abst r act

Thi s docunent defines protocol extensions required to synchronize
flow | abel states anong Provider Edges (PEs) when using the BGP-based
signaling procedures. These protocol extensions are equally
applicable to point-to-point Layer 2 Virtual Private Networks
(L2VPNs). Thi s docunent updates RFC 4761 by defining new flags in
the Control Flags field of the Layer2 Info Extended Conmunity.

Status of This Meno
This is an Internet Standards Track docunent.

This docunent is a product of the Internet Engi neering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it nay be obtained at
https://ww. rfc-editor.org/info/rfc8395
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Copyright Notice

Copyright (c) 2018 I ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the I ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this document. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided wi thout warranty as
described in the Sinplified BSD License.
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1. Introduction

The mechani sm described in [ RFC6391] uses an additional |abel (Flow
Label) in the MPLS | abel stack to allow Label Switching Routers
(LSRs) to balance flows within Pseudowires (PW) at a finer
granularity than the individual PW across the Equal Cost Miltiple
Pat hs (ECMPs) that exists within the Packet Swi tched Network (PSN)

Furthernore, [RFC6391] defines the LDP protocol extensions required
to synchronize the flow | abel states between the ingress and egress
PEs when using the signaling procedures defined in the [ RFC8077].

A PW[RFC3985] is transported over one single network path, even if
ECMPs exi st between the ingress and egress PW provider edge (PE)
equi pment. This is required to preserve the characteristics of the
enul ated service
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Thi s docunent introduces an optional node of operation allow ng a PW
to be transported over ECMPs, for exanple when the use of ECWPs is
known to be beneficial to the operation of the PW This
specification uses the principles defined in [ RFC6391] and augnents
the BGP-signaling procedures of [RFC4761] and [ RFC6624]. The use of
a single path to preserve the packet delivery order remains the
default node of operation of a PWand is described in [ RFC4385] and

[ RFC4928] .

H gh- bandwi dt h Et her net - based services are a prinme exanple that use
of the optional node benefits fromthe ability to | oad-bal ance fl ows
in a PWover nultiple PSN paths. 1In general, |oad-balancing is
appl i cabl e when the PWattachment circuit bandwi dth and PSN core |ink
bandwi dth are of the sane order of nmagnitude

To achi eve the | oad-bal anci ng goal, [RFC6391] introduces the notion
of an additional Label Stack Entry (LSE) (flow |l abel) located at the
bottom of the stack (right after PWLSE). LSRs commonly generate a
hash of the label stack in order to discrimnate and distribute flows
over avail able ECWPs. The presence of the flow | abel (closely
associated to a flow deternmined by the ingress PE) will normally
provi de the greatest entropy.

Furt hernmore, followi ng the procedures for inter-AS scenarios
described in Section 3.4 of [RFC4761], the flow | abel should never be
handl ed by the ASBRs; only the termi nating PEs on each AS will be
responsi bl e for popping or pushing this label. This is equally
applicable to Method B as described in Section 3.4.2 of [RFC4761],
where ASBRs are responsi ble for swapping the PWIlabel as traffic
traverses from ASBR to PE and ASBR to ASBR  Therefore, the flow

| abel will remain untouched across AS boundari es.

1.1. Requirements Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here
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2. Mdifications to the Layer2 Info Extended Conmunity

The Layer2 Info Extended Conmunity is used to signal contro

i nformati on about the PW to be set up. The Extended Comunity
format is described in [RFC4761]. The format of this Extended
Community is described as:

oo e e e e e e e e e aaa +
| Extended Conmmunity type (2 octets)
e +
| Encaps Type (1 octet) |
oot o e e e e e oo oo - +
| Control Flags (1 octet) |
oo e e e e e e e e e aaa +
| Layer-2 MIU (2 octets) |
e +
| Reserved (2 octets)

oot o e e e e e oo oo - +

Figure 1: Layer2 Info Extended Conmunity
Control Fl ags:

This field contains bit flags relating to the control infornmation
about PW. This field is augnmented with a definition of two new
flags fields.

01234567

S S

121212l Z| TIR C S| (Z = MUST Be Zero)
D D SR N

Figure 2: Control Flags Bit Vector

Wth reference to the Control Flags Bit Vector, the following bits in
the Control Flags are defined. The remaining bits, designated "Z"
MUST be set to zero when sendi ng and MJUST be i gnored when receiving
this Extended Comunity.

T Wen the bit value is 1, the PE announces the ability to send
a PWpacket that includes a flow label. Wen the bit value is
0, the PEis indicating that it will not send a PW packet
containing a flow | abel

R Wen the bit value is 1, the PEis able to receive a PW packet

with a flow |l abel present. When the bit value is 0, the PE is
unable to receive a PWpacket with the flow | abel present.
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3.

C Defined in [ RFC4761].
S Defined in [ RFC4761].
Signaling the Presence of the Flow Label

As part of the PWsignaling procedures described in [ RFC4761], a
Layer2 Info Extended Community is advertised in the Virtual Private
LAN Service (VPLS) BGP Network Layer Reachability Information (NLRI).

A PE that wishes to send a flow | abel in a PWpacket MJST include in
its VPLS BGP NLRI a Layer2 Info Extended Comunity using Control
Flags field with T = 1.

A PE that is willing to receive a flow |label in a PWpacket MJST
include in its VPLS BGP NLRI a Layer2 Info Extended Conmunity using
Control Flags field with R = 1.

A PE that receives a VPLS BGP NLRI containing a Layer2 |Info Extended
Community with R =0 MJST NOT include a flow | abel in the PW packet.

Therefore, a PE sending a Control Flags field with T =1 and
receiving a Control Flags field with R =1 MJST include a flow | abel
in the PWpacket. Wth any other conbination, a PE MUST NOT i ncl ude
a flow | abel in the PW packet.

A PE MAY support the configuration of the flow label (T and R bits)
on a per-service basis (e.g., a VPLS VPN Forwarding | nstance (VFl)).
Furthernore, it is also possible that on a given service, PEsS may not
share the sane flow | abel settings. The presence of a flow label is
therefore determined on a per-peer basis and according to the |ocal
and renote T and R bit values. For exanple, a PE part of a VPLS and
with alocal T =1 nust only transnmt traffic with a flow |label to
those peers that signaled R=1. |If the same PE has local R=1, it
must only expect to receive traffic with a flow |label frompeers wth

T =1. Any other traffic nust not have a flow |label. A PE expecting
to receive traffic froma renote peer with a flow | abel MAY drop
traffic that has no flow | abel. A PE expecting to receive traffic

froma renote peer with no flow | abel MAY drop traffic that has a
flow | abel.

Modi fication of flow | abel settings may inpact traffic over a PW as
these could trigger changes in the PEs data-plane progranming (i.e.,
i mposi tion/disposition of the flowlabel). This is an

i mpl emrent ati on-specific behavior and is outside the scope of this
docunent .
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The signaling procedures in [RFC4761] state that the unspecified bits
in the Control Flags field (bits 0-5) MJST be set to zero when
sendi ng and MUST be ignored when receiving. The signaling procedure
described here is therefore backwards conpatible with existing

i npl ement ati ons. A PE not supporting the extensions described in
this docunent will always advertise a value of zero in the R bit;
therefore, a flow label will never be included in a packet sent to it
by one of its peers. Sinmilarly, it will always advertise a val ue of
zero in the T bit; therefore, a peer will know that a flow | abel wll
never be included in a packet sent by it.

Note that what is signaled is the desire to include the flow LSE in
the | abel stack. The value of the flow label is a local matter for
the ingress PE, and the |abel value itself is not signaled.

4, | ANA Consi der ati ons

Al t hough [ RFC4761] defined a Control Flags Bit Vector as part of the
Layer2 Info Extended Comunity, it did not ask for the creation of a
registry

Per this docunent, |ANA has created the "Layer2 | nfo Extended
Community Control Flags Bit Vector" registry
<ht t ps://wwv. i ana. or g/ assi gnnent s/ bgp- ext ended- conmmuni ti es>

Based on [RFC4761] and this docunment, the initial contents of this
registry are as follows:

Val ue Narme Ref er ence
T Request to send a flow | abel Thi s docunent
R Ability to receive a flow | abel Thi s docunent
C Presence of a Control Word RFC 4761
S Sequenced delivery of franes RFC 4761

As per [RFC4761] and this docunment, the remaining bits are
unassi gned, and MJST be set to zero when sending and MJST be ignored
when receiving the Layer2 Info Extended Commrunity.

5. Security Considerations

This extension to BGP does not change the underlying security issues
i nherent in [ RFC4271] and [ RFC4761].
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