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I ntroduction

Bit Index Explicit Replication (BIER) [RFC8279] defines an
architecture where all intended nulticast
bitmask in the nulticast packet header wi thin different
encapsul ati ons such as described in [ RFC8296].

Bl ER Support via IS-1S

.1. BIER Donalns and Subdonalns :
.2. Advertising BIER Information

1. NUItl—Tonoiogy and Subdonaln

.2.  BIER MPLS Encapsul ation Sub- sub- TLV .

June 2018
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receivers are encoded as a

A router that

recei ves such a packet will forward the packet based on the bit
position in the packet header towards the receiver(s) followi ng a

preconputed tree for each of the bits in the packet.
is represented by a unique bit in the bitnask.

Each receiver

Thi s docunent presents necessary extensions to the currently depl oyed

IS-1S for IP[RFC1195] to support distribution of
necessary for operation of BIER donmains and subdomai ns.
docunment defines a new TLV to be advertised by every router

participating in BlIER signaling.

Thi s docunent defines support for

i nformation
Thi s

MPLS encapsul ation as specified in

[ RFC8296]. Support for other encapsul ation types and the use of
mul ti ple encapsul ation types are outside the scope of this docunent.
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2.

Ter m nol ogy

Some of the term nol ogy specified in [RFC8279] is replicated here and
ext ended by necessary definitions:

BIER Bit Index Explicit Replication. The overall architecture of
forwarding nulticast using a bit position

BIER-OL: BIER Overlay Signaling. The nmethod for the BFIR to learn
about BFERs.

BFR: Bit Forwarding Router. A router that participates in Bit |ndex
Mul tipoint Forwarding. A BFR is identified by a uni que BFR-prefix
in a Bl ER domai n.

BFIR Bit Forwarding Ingress Router. The ingress border router that
inserts the BitString into the packet. Each BFIR nust have a
valid BFR-id assigned.

BFER Bit Forwarding Egress Router. A router that participates in
Bit Index Forwarding as a leaf. Each BFER nust be a BFR  Each
BFER nust have a valid BFR-id assigned.

BFT: Bit Forwarding Tree used to reach all BFERs in a domain.

Bl ER subdomain: A further distinction within a Bl ER donain
identified by its unique subdomain identifier. A BlIER subdonain
can support nultiple BitString Lengths.

BFR-id: An optional, unique identifier for a BFRwithin a BIER
subdonmai n.

Invalid BFR-id: Unassigned BFR-id. The special value 0 is reserved
for this purpose.

BAR: BIER Algorithm Used to cal cul ate underlay next hops.

| PA- |1 GP Algorithm May be used to nodify, enhance, or replace the
cal cul ation of underlay paths as defined by the BAR val ue.

SPF: Shortest Path First routing cal culation based on the 1GP |ink
netric.
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2.1. Requirenents Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capitals, as shown here

3. | ANA Consi derati ons

Thi s docunent adds the following entry to the "Sub-TLVs for TLVs 135,
235, 236, and 237" registry.

Val ue: 32
Name: BIER Info
This docunent al so introduces a new registry for sub-sub-TLVs for the
BIER Info sub-TLV. The registration policy is Expert Review as
defined in [ RFC8126]. The "Sub-sub-TLVs for BIER Info Sub-TLV' has
been created within the "I S-1S TLV Codepoi nts" registry. The defined
value is as follows:

Type Nane

1 Bl ER MPLS Encapsul ati on
| ANA has created the "BIER Al gorithnms" registry within the "Bit |ndex
Explicit Replication (BIER)" registry. The registration policies
[ RFC8126] for this registry are:

"Standards Action" for values 0-127

"Specification Required" for values 128-239

"Experimental Use" for val ues 240-254
The initial values in the "BIER Al gorithns" registry are

0: No BIER-specific algorithmis used

255: Reserved
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4. Concepts
4.1. BIER Domai ns and Subdomai ns

An IS-1S-signaled BIER domain is aligned with the scope of
di stribution of BFR-prefixes that identify the BFRs within IS-IS. In
such a case, |IS-1S acts as the supporting Bl ER underl ay.

Wthin such a domain, the extensions defined in this docunent
advertise BIER i nformation for one or nore Bl ER subdonai ns. Each
subdomain is uniquely identified by a subdomain-id (SD). Each
subdonmain is associated with a single 1S-1S topology (M) [RFC5120],
whi ch nay be any of the topol ogies supported by I1S-1S. Loca
configuration controls which <MT, SD> pairs are supported by a router
The mappi ng of subdomains to topol ogi es MUST be consistent within the
I S-1S flooding domain used to advertise BIER i nformation.

Each BI ER subdomain has as its unique attributes the encapsul ation
used and the type of tree it uses to forward BIER frames (currently
always SPF). Additionally, per supported BitString length in the
subdomai n, each router will advertise the necessary | abel ranges to
support it.

4.2. Advertising BIER Information

BIER i nformation adverti sements are associated with a new sub-TLV in
the extended reachability TLVs. BIER information is always
associated with a host prefix, which MIST be a node address for the
advertising node. |If this is not the case, the advertisenment MJST be
ignored. Therefore, the following restrictions apply:

0o Prefix length MUST be 32 for an IPv4 prefix or 128 for an | Pv6
prefix.

0 When the Prefix Attributes Flags sub-TLV [RFC7794] is present, the
N flag MUST be set and the R flag MJUST NOT be set.

0 BIER sub-TLVs MJUST be included when a prefix reachability
advertisenent is | eaked between |evels.

5. Procedures

5.1. Milti-Topol ogy and Subdonain
A given subdomain is supported within one and only one topol ogy. All
routers in the flooding scope of the BIER sub-TLVs MJST advertise the

same subdomain within the same nmulti-topology. A router receiving an
<M, SD> adverti senent that does not match the locally configured pair
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MUST report a misconfiguration of the received <MI, SD> pair. Al
received Bl ER advertisenents associated with the conflicting <M, SD>
pair MJST be ignored. Note that in the presence of such a

m sconfiguration, this will lead to partitioning of the subdomain.

Exanpl e:

The follow ng conbination of advertisenments are valid: <0,0> <0, 1>,
and <2, 2>,

The followi ng conbi nati on of advertisements are invalid: <0,0> <0, 1>,
and <2,0>. Advertisenents associated with <0,0> and <2, 0> nust be
i gnor ed.

5.2. BFR-id Advertisenents

If a BFERBFIR is configured with a BFR-id, then it advertises this
value in its BIER advertisenents. If no BFR-id is configured, then
the value "lInvalid BFR-id" is advertised. A valid BFR-id MJST be
uni que within the flooding scope of the BIER adverti senents. Al
BFERs/ BFI Rs MUST det ect advertisement of duplicate valid BFR-1Ds for
a given <MI, SD>. Wen such duplication is detected, all of the
routers advertising duplicates MIST be treated as if they did not
advertise a valid BFR-id. This inplies they cannot act as BFER or
BFIR i n that <M, SD>.

5.3. Loggi ng M sconfiguration
Whenever an advertisenent is received that violates any of the
constraints defined in this docunent, the receiving router MJST
support logging this occurrence. Logging SHOULD be danpened to avoid
excessi ve out put.

5.4. Fl oodi ng Reduction

It is expected that changes in the BIER donain information that is

advertised by IS-1S occur infrequently. |If this expectation is not
met for an extended period of tinme (nore than a few seconds of
burstiness), changes will increase the nunber of Link State PDU (LSP)

updat es and negatively inmpact perfornmance in the network

| mpl enent ati ons SHOULD protect against this possibility by, for
exanpl e, danpeni ng updates if they occur over an extended period of
time.

G nsberg, et al. St andards Track [ Page 6]



RFC 8401 Bl ER Support via IS-1S June 2018

6. Packet Fornats

All IS ISBIER information is carried within the TLVs 235, 237,
[ RFC5120], 135 [ RFC5305], or 236 [RFC5308].

6.1. BIER Info Sub-TLV

This sub-TLV carries the information for the BIER subdonains that the
router participates in as a BFR  This sub-TLV MAY appear multiple
times in a given prefix-reachability TLV -- once for each subdomain
supported in the associ ated topol ogy.

The sub-TLV advertises a single <M, SD> conbi nation foll owed by
optional sub-sub-TLVs as described in the follow ng sections.

0 1 2 3
01234567890123456789012345678901
e S e S S et sl it N S

| Type | Length |
B s o o S e e N el ks S TR T e T S e S e s o i
BAR | I PA | subdomain-id

|+- B S i i S S I i e S S S S

| BFR-i d |

B T S S e s e i s S i S S S S S S T S SR S S S i S S S
| sub-sub-TLVs (variable)

B Lt r s i i i o o T s ks S R S

Type: As indicated in the | ANA section.

Length: Variable

BAR: BIER Algorithm Specifies a BlER-specific algorithmused to
cal cul ate underlay paths to reach BFERs. Values are allocated
fromthe "BIER Al gorithnms" registry. 1 octet.

IPA: 1GP Algorithm Specifies an IGP Algorithmto either nodify,
enhance, or replace the calculation of underlay paths to reach
BFERs as defined by the BAR value. Values are fromthe IGP
Algorithmregistry. 1 octet.

subdomai n-id: Unique value identifying the Bl ER subdomain. 1 octet.

BFR-id: A 2-octet field encoding the BFR-id, as docunented in

[RFC8279]. If no BFR-id has been assigned, the value of this
field is set to "lnvalid BFR-id", which is defined as illegal in
[ RFC8279] .
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The use of non-zero values in either the BAR field or the IPA field
is outside the scope of this docunent. |If an inplenentation does not
support the use of non-zero values in these fields but receives a

Bl ER I nfo sub-TLV containing non-zero values in these fields, it
SHOULD treat the advertising router as incapable of supporting BIER
(one way of handling incapable routers is docunented in Section 6.9
of [RFCB279] and additional nethods nmay be defined in the future).

6.2. BIER MPLS Encapsul ati on Sub-sub- TLV

Thi s sub-sub-TLV carries the information for the Bl ER MPLS
encapsul ati on including the | abel range for a specific BitString
length for a certain <MI,SD>. It is advertised within the BIER Info
sub-TLV (Section 6.1). This sub-sub-TLV MAY appear multiple tines
within a single BIER Info sub-TLV.

If the same BitString length is repeated in nultiple sub-sub-TLVs
i nside the sanme BIER I nfo sub-TLV, the BIER Info sub-TLV MJUST be
i gnor ed.

Label ranges within all BIER MPLS Encapsul ati on sub-sub-TLVs across
all BIER Info sub-TLVs advertised by the sane BFR MJUST NOT overl ap.

If overlap is detected, the advertising router MIST be treated as if
it did not advertise any BIER sub-TLVs.

Label val ues MUST NOT nmatch any of the reserved val ues defined in
[ RFC3032] .

0 1 2 3
01234567890123456789012345678901
I

| Type | Lengt h |
T T e i e e e S e et i S s S SR R SR
| Max Si | BS Len | Labe

B T e o i S I i i S S N iy St S I S S
Type: Value of 1 indicating MPLS encapsul ation
Length: 4

Max SI: Maxinum Set ldentifier (Section 1 of [RFC3279]) used in the
encapsul ation for this BlIER subdonmain for this BitString |l ength, 1
octet. Each SI maps to a single label in the | abel range. The
first label is for SI=0, the second label is for SI=1, etc. |If
the | abel associated with the Maxi num Set Identifier exceeds the
20-bit range, the sub-sub-TLV MJST be ignored.
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Local BitString Length (BS Len): Encoded BitString |length as per
[ RFC8296]. 4 bits.

Label: First |abel of the range, 20 bits. The |abels are as defined
in [ RFC8296] .

7. Security Considerations
Security concerns for IS IS are addressed in [ RFC5304] and [ RFC5310].

The Security Considerations section of [RFC3279] discusses the
possibility of perform ng a Denial-of-Service (DoS) attack by setting
too many bits in the BitString of a Bl ER-encapsul at ed packet.

However, this sort of DoS attack cannot be initiated by nodifying the
I S-1S BIER advertisenents specified in this docunent. A BFIR decides
whi ch systens are to receive a Bl ER-encapsul ated packet. In making
this decision, it is not influenced by the 1S-1S control nessages.
When creating the encapsul ation, the BFIR sets one bit in the
encapsul ati on for each destination system The information in the
IS-1S BIER advertisenents is used to construct the forwarding tables
that map each bit in the encapsulation into a set of next hops for
the host that is identified by that bit, but it is not used by the
BFIR to decide which bits to set. Hence, an attack on the IS-1S
control plane cannot be used to cause this sort of DoS attack

Wil e a Bl ER-encapsul ated packet is traversing the network, a BFR
that receives a Bl ER-encapsul ated packet with n bits set inits
BitString may have to replicate the packet and forward nultiple
copies. However, a given bit will only be set in one copy of the
packet. This neans that each transmitted replica of a received
packet has fewer bits set (i.e., is targeted to fewer destinations)
than the received packet. This is an essential property of the BlIER
forwardi ng process as defined in [RFC8279]. Wile a failure of this
process m ght cause a DoS attack (as discussed in the Security

Consi derations of [RFC8279]), such a failure cannot be caused by an
attack on the IS-1S control plane.

Furt her discussion of BIER-specific security considerations can be
found in [ RFC8279].
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