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Abst r act

Thi s docunent describes features of an MPLS path nonitoring system
and rel ated use cases. Segnent-based routing enables a scal abl e and
sinple nmethod to nonitor data-plane liveliness of the conplete set of
pat hs belonging to a single domain. The MPLS nonitoring system adds
features to the traditional MPLS ping and Label Swi tched Path (LSP)
trace, in a very conplenentary way. MPLS topol ogy awareness reduces
managenent and control - pl ane i nvol venent of Operations,

Adm ni stration, and Mai ntenance (OAM neasurenents whil e enabling new
OAM f eat ur es.

Status of This Meno

This docunent is not an Internet Standards Track specification; it is
published for informational purposes.

This docunent is a product of the Internet Engi neering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Not all docunents
approved by the | ESG are candi dates for any |evel of Internet

St andard; see Section 2 of RFC 7841.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it nay be obtained at
https://ww. rfc-editor.org/info/rfc8403
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1

I ntroduction

Net wor k operators need to be able to nonitor the forwarding paths
used to transport user packets. Mnitoring packets are expected to
be forwarded in the data plane in a simlar way to user packets.
Segrment Routing (SR) enables forwardi ng of packets al ong predefined
pat hs and segnents; thus, an SR nonitoring packet can stay in the
data plane whil e passing al ong one or nore segnents to be nonitored.

Thi s docunent describes a systemas a functional conponent called
(MPLS) Path Mnitoring Systemor PMS. The PMS uses capabilities for
MPLS dat a- pl ane path nonitoring. The use cases introduced here are
limted to a single Interior Gateway Protocol (1GP) MPLS donmain. The
use cases of this docunment refer to the PM5 realized as a separate
node. Al though many use cases depict the PM5 as a physical node, no
assunption should be nmade, and the node could be virtual. This
systemis defined as a functional conmponent abstracted to have many
realizations. The ternms "PM5" and "systeni are used interchangeably
here.

The system applies to the nmonitoring of non-SR LSPs |ike Label
Distribution Protocol (LDP) as well as to the nonitoring of SR LSPs
(Section 7 offers sone nore information). As conpared to non-SR
approaches, SR is expected to sinplify such a nonitoring system by
enabl i ng MPLS topol ogy detection based on | GP-signal ed segnents. The
MPLS topol ogy should be detected and correlated with the |IGP

topol ogy, which is also detected by IGP signaling. Thus, a
centralized and MPLS-topol ogy-aware nmonitoring unit can be realized
in an SR domain. This topol ogy awareness can be used for Operation,
Admi ni stration, and Mai ntenance (OAM purposes as described by this
docunent .

Benefits of fered by the system

0o The ability to set up an SR-domai n-w de centralized connectivity
validation. Many operators of |large networks regard a centralized
nmoni toring system as usef ul

0 The MPLS ping (or continuity check) packets never |eave the MPLS
user data plane.

o SR allows the transport of MPLS path trace or connectivity
val i dati on packets for every LSP to all nodes of an SR domain.
This use case doesn’t describe new path-trace features. The
system descri bed here allows for the set up of an SR-domai n-w de
centralized connectivity validation, which is useful in |arge
net wor k oper at or domai ns.
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0 The system sending the nonitoring packet is also receiving it.
The payl oad of the nonitoring packet nmay be chosen freely. This
al | ows probing packets to be sent that represent custoner traffic,
possibly frommultiple services (e.g., small Voice over |IP
packets, |arger HITP packets), and all ows the enbeddi ng of usefu
nonitoring data (e.g., accurate tinestanps since both sender and
recei ver have the sane cl ock and sequence nunbers to ease the
nmeasur enent) .

0 Set up of a flexible MPLS nonitoring systemin ternms of
depl oynent: fromone single centralized one to a set of
di stributed systens (e.g., on a per-region or service basis), and
in terns of redundancy from 1+1 to N+1

In addition to nmonitoring paths, problemlocalization is required.
Topol ogy awareness is an inportant feature of link-state | GPs

depl oyed by operators of |arge networks. MPLS topol ogy awareness

conbined with | GP topol ogy awareness enables a sinple and scal abl e
dat a- pl ane- based nonitoring nmechanism Faults can be |ocalized:

0 by capturing the I GP topol ogy and anal yzi ng | GP nessages
i ndi cating changes of it.

0 by correlation between different SR-based nonitoring probes.

0 by setting up an MPLS traceroute packet for a path (or segnent) to
be tested and transporting it to a node to validate path
connectivity fromthat node on.

MPLS OAM of fers flexible traceroute (connectivity verification)
features to detect and execute data paths of an MPLS donmain. By
utilizing the ECMP-rel ated tool set offered, e.g., by RFC 8029
[ RFC8029], an SR-based MPLS nonitoring system can be enabled to:

0 detect how to route packets along different ECVMP-routed paths.

0 Construct ping packets that can be steered along a single path or
ECVMP towards a particul ar LER/ LSR whose connectivity is to be
checked.

o limt the MPLS | abel stack of such a ping packet, checking
continuity of every single | GP segnent to the naxi mum nunber of 3
| abels. A snmaller |abel stack nay also be helpful, if any router
interprets a linted nunber of packet header bytes to determ ne an
ECVMP al ong which to route a packet.

Al ternatively, any path may be executed by buil ding suitable | abel
stacks. This allows path execution w thout ECVP awar eness.
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2.

2.

1

The MPLS PM5 may be any server residing at a single interface of the
domain to be nonitored. The PMS doesn’'t need to support the conplete
MPLS routing or control plane. It needs to be capable of |earning
and mai ntai ning an accurate MPLS and | GP topol ogy. MPLS ping and
traceroute packets need to be set up and sent with the correct
segnment stack. The PMS nust further be able to receive and decode
returning ping or traceroute packets. Packets froma variety of
protocol s can be used to check continuity. These include |nternet
Control Message Protocol (1CW) [RFC0792] [RFC4443] [ RFCA884]

[ RFC4950], Bidirectional Forwarding Detection (BFD) [RFC5884],

Seanl ess Bidirectional Forwarding Detection (S-BFD) [ RFC7380]

[ RFC7881] (see Section 3.4 of [RFC7882]), and MPLS LSP ping

[ RFC8029]. They can al so have any other OAM format supported by the
PMS. As long as the packet used to check continuity returns to the
server while no | GP change is detected, the nonitored path can be
considered as validated. |If nonitoring requires pushing a |large

| abel stack, a software-based inplenmentation is usually nore flexible
than a hardware-based one. Hence, router |abel stack depth and | abe
conposition limtations don't limt MPLS OAM choi ces.

RFC 8287 [ RFC8287] di scusses SR OAM applicability and MPLS traceroute

enhancenents adding functionality to the use cases described by this
docunent .

The docunent describes both use cases and a standal one nonitoring
framework. The nmonitoring systemreuses existing | ETF OQAM protocol s
and | everage Segment Routing (Source Routing) to allow a single
device to send, have exercised, and receive its own probing packets.
As a consequence, there are no new interoperability considerations.
A Standards Track RFC is not required; Informational status for this
docunent is appropriate
Ter mi nol ogy and Abbrevi ati ons

Ter m nol ogy
Continuity Check

See Section 2.2.7 of RFC 7276 [ RFC7276] .

Connectivity Verification

See Section 2.2.7 of RFC 7276 [ RFC7276].
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MPLS t opol ogy

The MPLS topol ogy of an MPLS domain is the conplete set of MPLS-
and | P-address information and all routing and data-pl ane
information required to address and utilize every MPLS path
within this domain froman MPLS PMS attached to this MPLS donain
at an arbitrary access. This docunent assunes availability of
the MPLS topol ogy (which can be detected with avail able protocols
and interfaces). None of the use cases will describe howto set
it up.

This docunent further adopts the terninology and franmework described
in [ RFC8402].

2.2. Abbreviations

ECWP Equal - Cost Mul ti path

| GP Interior Gateway Protoco

LER Label Edge Router

LSP Label Swi tched Path

LSR Label Switching Router

QAM Operations, Adm nistration, and Mi ntenance

PMS Path Mnitoring System

RSVP- TE Resource Reservation Protocol - Traffic Engineering
SID Segrent ldentifier

SR Segnment Routi ng

SRGB Segrment Routing d obal Bl ock
3.  An MPLS Topol ogy- Aware Path Mnitoring System

Any node at least listening to the 1GP of an SR domain is MPLS

topol ogy aware (the node knows all related |IP addresses, SR SIDs and
MPLS | abels). An MPLS PMS that is able to learn the IGP Link State
Dat abase (LSDB) (including the SIDs) is able to execute arbitrary
chains of LSPs. To nonitor an MPLS SR donmain, a PMS needs to set up
a topol ogy database of the MPLS SR domain to be nonitored. It may be
used to send ping-type packets to only check continuity along such a
path chain based only on the topology information. |In addition, the
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PMS can be used to trace MPLS LSP and, thus, verify their
connectivity and correspondence between control and data pl anes,
respectively. The PM5 can direct suitable MPLS traceroute packets to
any node al ong a path segnent.

Let us describe how the PM5 constructs a |abel stack to transport a
packet to LER i, nonitor its path to LERj, and then receive the
packet back.

The PM5 may do so by sendi ng packets carrying the foll owi ng MPLS
| abel stack information:

0 Top Label: a path fromPMs to LER i, which is expressed as Node-
SID of LERi.

0 Next Label: the path that needs to be nmonitored fromLER i to LER
j. If this path is a single physical interface (or a bundle of
connected interfaces), it can be expressed by the related Adj-SID
If the shortest path fromLER i to LER|j is supposed to be
nmoni tored, the Node-SID (LER j) can be used. Another option is to
insert a list of segnents expressing the desired path (hop by hop
as an extreme case). |If LER i pushes a stack of |abels based on
an SR policy decision and this stack of LSPs is to be nonitored,
the PM5 needs an interface to collect the information enabling it
to address this SR-created path.

0 Next Label or address: the path back to the PM5. Likely, no
further segnent/label is required here. |ndeed, once the packet
reaches LER j, the 'steering’ part of the solution is done, and
the probe just needs to return to the PM5. This is best achieved
by popping the MPLS stack and revealing a probe packet with PM5 as
destination address (note that in this case, the source and
destination addresses could be the sane). If an IP address is
applied, no SID/|abel has to be assigned to the PMs (if it is a
host/server residing in an | P subnet outside the MPLS domain).

The PM5 shoul d be physically connected to a router that is part of
the SR domain. It nust be able to send and receive MPLS packets via
this interface. As nmentioned above, the routing protocol support
isn't required, and the PM5 itself doesn’'t have to be involved in | GP
or MPLS routing. A static route will do. The option to connect a
PMS to an MPLS donmin by a tunnel nay be attractive to sone
operators. So far, MPLS separates networks securely by avoiding
tunnel access to MPLS dommins. Tunnel - based access of a PM5 to an
MPLS domain is out of scope of this docunment, as it inplies

addi tional security aspects.
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Illustration of an SR-Based Path Monitoring Use Case
.1. Use Case 1: LSP Data-Pl ane Mnitoring

Figure 1 shows an exanple of this functional conponent as a system
whi ch can be physical or virtual

+---+ +----+ +---- +
| PVS| | LSRL| - ---- | LER i |
+---+ +----+ +-- - - - +
| / \ /
| / \
Feene- +/ /]
| LER m /|
S +\ I\
\ / \
\+----+ +--- - - +
| LSR2| - ---- | LER j |
+----+ +---a- +

Figure 1: Exanple of a PMS-Based LSP Data- Pl ane Monitoring

For the sake of sinplicity, let’s assune that all the nodes are
configured with the sane SRGB [ RFC8402].

Let's assign the followi ng Node-SIDs to the nodes of the figure:
PVS = 10, LERi = 20, LERj = 30

The aimis to set up a continuity check of the path between LER i and
LER j. As has been said, the nonitoring packets are to be sent and
received by the PM5. Let’'s assune the design aimis to be able to
work with the smallest possible SR label stack. In the given
topology, a fairly sinple option is to performan MPLS path trace, as
speci fied by RFC 8029 [ RFC8029] (using the Downstream (Det ail ed)
Mappi ng i nformation resulting froma path trace). The starting point
for the path trace is LERi and the PM5 sends the MPLS path trace
packet to LERi. The MPLS echo reply of LER i should be sent to the
PM5. As a result, the IP destination address choices are detected,
which are then used to target any one of the ECWP-routed paths
between LER i and LER j by the MPLS ping packets to later check path
continuity. The |abel stack of these ping packets doesn’t need to
consist of nore than 3 labels. Finally, the PVS sets up and sends
packets to nonitor connectivity of the ECMP routed paths. The PMS
does this by creating a nmeasurenent packet with the follow ng | abe
stack (top to bottomj: 20 - 30 - 10. The ping packets reliably use
the monitored path, if the I P-address information that has been
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detected by the MPLS traceroute is used as the | P destination address
(note that this IP address isn’t used or required for any IP
routing).

LER m forwards the packet received fromthe PM5 to LSRL. Assum ng
Penul ti mate Hop Popping is depl oyed, LSRl pops the top | abel and
forwards the packet to LERi. There the top |abel has a value 30 and
LER i forwards it to LERj. This will be done transnmitting the
packet via LSR1 or LSR2. The LSR will again pop the top label. LER
j will forward the packet now carrying the top |abel 10 to the PM
(and it will pass a LSR and LER m).

A few observations on the exanple given in Figure 1

0 The path fromPMs to LER i nust be available (i.e., a continuity

check along the path to LER i nust succeed). |If desired, an MPLS
traceroute may be used to exactly detect the data-plane path taken
for this MPLS segnent. It is usually sufficient to just apply any

of the existing Shortest Path routed paths.

o |If ECWP is deployed, separate continuity checks nonitoring al
possi bl e paths that a packet may use between LER i and LER j may
be desired. This can be done by applying an MPLS traceroute
between LER i and LERj. Another option is to use SR but this
will likely require additional |abel information within the |abe
stack of the ping packet. Further, if multiple links are depl oyed
bet ween two nodes, SR nmethods to address each individual path
require an Adj-SID to be assigned to each single interface. This
met hod i s based on control -plane information -- a connectivity
verification based on MPLS traceroute seens to be a fairly good
option to deal with ECMP and validation of correl ation between
control and data pl anes.

o0 The path LERj to PM5 nust be available (i.e., a continuity check

only along the path fromLERj to PM5 nust succeed). |If desired,
an MPLS traceroute may be used to exactly detect the data-plane
path taken for this MPLS segnent. It is usually sufficient to

just apply any of the existing Shortest Path routed paths.

Once the MPLS paths (Node-SIDs) and the required information to dea
wi th ECMP have been detected, the path continuity between LER i and
LER j can be nonitored by the PM5. Path continuity nonitoring by
pi ng packets does not require the MPLS OAM functionality described in
RFC 8029 [RFC8029]. All nonitoring packets stay on the data pl ane;
hence, path continuity nonitoring does not require control-plane
interaction in any LER or LSR of the domain. To ensure consi stent
interpretation of the results, the PM5 should be aware of any changes
in | GP or MPLS topology or ECMP routing. Wile this docunent
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descri bes path connectivity checking as a basic application

addi tional nonitoring (like checking continuity of underlying
physical infrastructure or perform ng delay neasurenents) nay be
desired. A change in ECVMP routing that is not caused by an I GP or
MPLS topol ogy change nmay not be desirable for connectivity checks and
del ay neasurenents. Therefore, a PM5 should also periodically verify
connectivity of the SR paths that are nonitored for continuity.

Determ ning a path to be executed prior to a neasurenent nmay al so be
done by setting up a label stack including all Node-SIDs al ong that
path (if LSR1L has Node-SID 40 in the exanple and it shoul d be passed
between LER i and LER j, the label stack is 20 - 40 - 30 - 10). The
advantage of this nethod is that it does not involve connectivity
verification as specified in RFC 8029 [ RFC8029] and, if there’'s only
one physical connection between all nodes, the approach is

i ndependent of ECMP functionalities. The nmethod still is able to
moni tor all link conbinations of all paths of an MPLS domain. |If
correct forwarding along the desired paths has to be checked, or
mul ti pl e physi cal connections exi st between any two nodes, all Adj-
SI Ds along that path should be part of the | abel stack

Whil e a single PM5 can detect the conplete MPLS control - and data-

pl ane topol ogy, a reliable deploynent requires two separated PNSs.
Scal abl e pernmanent surveillance of a set of LSPs could require

depl oynent of several PMSs. The PMS nmay be a router, but could al so
be a dedicated nonitoring system |f neasurenent systemreliability
is an issue, nore than a single PM5 nay be connected to the MPLS
domai n.

Monitoring an MPLS donain by a PMS based on SR offers the option of
nmoni toring conplete MPLS donmains with linmted effort and a uni que
possibility to scale a flexible nonitoring solution as required by
the operator (the nunmber of PMSs deployed is independent of the

| ocations of the origin and destination of the nonitored paths). The
PM5S can be enabled to send MPLS OAM packets with the | abel stacks and
address infornmation identical to those of the nonitoring packets to
any node of the MPLS domain. The routers of the nonitored donain
shoul d support MPLS LSP ping RFC 8029 [ RFC8029]. They may al so

i ncorporate the additional enhancenments defined in RFC 8287 [ RFC8287]
to incorporate further MPLS traceroute features. | CMP-ping-based
continuity checks don't require router-control-plane activity. Prior
to nonitoring a path, MPLS OAM nay be used to detect ECMP-dependent
forwardi ng of a packet. A PMS nay be designed to learn the IP
address information required to execute a particular ECVMP-routed path
and interfaces along that path. This allows for the nonitoring of
these paths with | abel stacks reduced to a Iimted nunber of Node-
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4.

2.

SIDs resulting from Shortest Path First (SPF) routing. The PM5 does
not require access to informati on about LSR/ LER managenent or data
pl anes to do so.

Use Case 2: Monitoring a Renote Bundl e

S I S +
| 1 A} | |---991---L1---662--]| |
| PMB| --{ }-|RL|---992---12---663---|R2 (72)]
|1 {3 | |---993---13---664--] |
+-- -+ +- -+ B +

Fi gure 2: SR-Based Probing of Al the Links of a Renote Bundl e

In the figure, Rl addresses Link "x" Lx by the Adj-SID 99x, while R2
addresses Link Lx by the Adj-SID 66(x+1).

In the above figure, the PM5 needs to assess the data-pl ane
availability of all the links within a renpote bundl e connected to
routers Rl and R2.

The monitoring systemretrieves the SID/Iabel information fromthe
| GP LSDB and appends the follow ng segnent |ist/label stack: {72,
662, 992, 664} on its I P probe (whose source and destination
addresses are the address of the PMS).

The PM5 sends the probe to its connected router. The MPLS/ SR donain
then forwards the probe to R2 (72 is the Node-SID of R2). R2
forwards the probe to R1 over link L1 (Adj-SID 662). Rl forwards the
probe to R2 over link L2 (Adj-SID 992). R2 forwards the probe to RL
over link L3 (Adj-SID 664). Rl then forwards the |IP probe to the PMS
as per classic |IP forwarding.

As was nentioned in Section 4.1, the PM5 nust be able to nonitor the
continuity of the path PM5 to R2 (Node-SID 72) as well as the
continuity fromRL to the PMs. |If both are given and packets are

| ost, forwarding on one of the three interfaces connecting RL to R2
nmust be di sturbed.
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4,3. Use Case 3: Fault Localization

In the previous exanple, a unidirectional fault on the middle link in
direction of R2 to RL would be localized by sending the foll owi ng two
probes with respective segnent |ists:

o 72, 662, 992, 664
o 72, 663, 992, 664

The first probe would succeed while the second would fail
Correlation of the neasurenents reveals that the only difference is
using the Adj-SID 663 of the mddle link fromR2 to RL in the
unsuccessful neasurenent. Assuning the second probe has been routed
correctly, the problemis that, for sone (possibly unknown) reason
SR packets to be forwarded fromR2 via the interface identified by
Adj -SI D 663 are | ost.

The exanpl e above only illustrates a nethod to localize a fault by
correlated continuity checks. Any operational deploynment requires
wel | - desi gned engineering to allow for the desired unanbi guous

di agnosi s on the nonitored section of the SR network. ' Section’ here
could be a path, a single physical interface, the set of all |inks of
a bundl e, or an adjacency of two nodes (just to nane a few).

5. Path Trace and Failure Notification

Sometinmes, forwarding along a single path doesn’t work, even though
the control -plane information is healthy. Such a situation may occur
after mai ntenance work within a donmain. An operator may perform on-
demand tests, but execution of autonmated PM5S path trace checks may be
set up as well (scope may be linmited to a subset of inportant end-to-
end paths crossing the router or network section after conpletion of
t he mai ntenance work there). Upon detection of a path that can’t be
used, the operator needs to be notified. A check ensuring that a re-
routing event is differed froma path facing whose forwardi ng
behavi or doesn’t correspond to the control-plane information is
necessary (but out of scope of this docunent).

Addi ng an aut omated problem solution to the PVS features only makes

sense if the root cause of the synptom appears often, can be assuned
to be unanbi guous by its synptons, can be solved by a predeternined

chain of comands, is not collaterally danaged by the automated PMS

reaction. A closer analysis is out of scope of this docunent.

The PM5 is expected to check control-plane liveliness after a path

repair effort was executed. It doesn’'t matter whether the path
repair was triggered manually or by an automated system
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6.

Applying SR to Mnitoring LSPs That Are Not SR Based (LDP and
Possi bl y RSVP- TE)

The MPLS PMS described by this docunent can be realized with

technol ogy that is not SR based. Making such a nonitoring system
that is not SR MPLS based aware of a domain’s conplete MPLS topol ogy
requires, e.g., managenent-plane access to the routers of the donain
to be nonitored or set up of a dedicated tLDP tunnel per router to
set up an LDP adjacency. To avoid the use of stale MPLS | abe

i nformation, the | GP nmust be nmonitored and MPLS topol ogy nust be
aligned with I1GP topology in a tinely manner. Enhancing I1GPs to the
exchange of MPLS-topology informati on as done by SR significantly
simplifies and stabilizes such an MPLS PM5

An SR-based PMsS connected to an MPLS domai n consisting of LER and
LSRs supporting SR and LDP or RSVP-TE in parallel in all nodes may
use SR paths to transmt packets to and fromthe start and endpoints
of LSPs that are not SR based to be nonitored. In the exanple given
in Figure 1, the label stack top to bottommay be as follows, when
sent by the PMS

0 Top: SR-based Node-SID of LER i at LER m

0 Next: LDP or RSVP-TE | abel identifying the path or tunnel
respectively, fromLER i to LERj (at LER ).

0 Bottom SR-based Node-SID identifying the path to the PM5 at LER
j.

Whil e the mi xed operation shown here still requires the PM5 to be
aware of the LER LDP-MPLS topol ogy, the PM5 may | earn the SR MPLS
topol ogy by the IGP and use this information.

An inplenentation report on a PM5S operating in an LDP domain is given
in [ MPLS- PM5- REPORT]. In addition, this report conpares del ays
measured with a single PM5 to the results neasured by systens that
are conformant with I P Performance Metrics (I PPM connected to the
MPLS domain at three sites (see [ RFC6808] for | PPM confornmance). The
del ay neasurenments of the PM5S and the | PPM Measurenent Agents were
conmpared based on a statistical test in [RFC6576]. The Anderson
Darling k-sanple test showed that the PVM5 round-trip del ay
measurenents are equal to those captured by an | PPMconformant | P
measur enent system for 64 Byte neasurenent packets with 95%

confi dence.

The authors are not aware of simlar deploynent for RSVP-TE.
Identification of tunnel entry- and transit-nodes nmay add conplexity.
They are not within scope of this docunent.
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7. PMs Monitoring of Different Segnent |ID Types

MPLS SR topol ogy awareness should allow the PV5S to nonitor liveliness
of SIDs related to interfaces within the SR and | GP donai n,
respectively. Tracing a path where an SR-capabl e node assi gns an
Adj-SID for a node that is not SR capable may fail. This and other
backward conpatibility with non-SR devices are di scussed by RFC 8287
[ RFC8287] .

To match control -plane information with data-plane information for
all relevant types of Segnent |Ds, RFC 8287 [ RFC8287] enhances MPLS
OAM functions defined by RFC 8029 [ RFC8029].

8. Connectivity Verification Using PMs
Wil e the PM5-based use cases explained in Section 5 are sufficient

to provide continuity checks between LER i and LER j, they may not
hel p perform connectivity verification

+---+
| PVB|
+---+
|
|
+----+ +----+ +----- +
| LSRa| - ---- | LSRL| ----- | LER i
+----+ +----+ +o---- +
| / \ /
| / \_/
+----- +/ /]
| LER m I
S +\ I\
\ / \
\+----+ +----- +
| LSR2| | LER j |
+----+ +o---- +

Figure 3: Connectivity Verification with a PM5S
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10.

Let's assign the followi ng Node-SIDs to the nodes of the figure:

PMS = 10, LERi =20, LERj = 30, LER m= 40. The PM5s is intended to
validate the path between LER mand LERj. |In order to validate this
path, the PM5 will send the probe packet with a | abel stack of (top
to bottom): {40} {30} {10}. Imagine any of the bel ow forwarding
entry m sprogranmmred situation

0 LSRa receiving any packet with top label 40 will POP and forwards
to LSRL instead of LER m

0 LSR1 receiving any packet with top Iabel 30 will pop and forward
to LER i instead of LER j.

In either of the above situations, the probe packet will be delivered
back to the PM5 | eading to a falsified path liveliness indication by
t he PMS

Connectivity Verification functions help us to verify if the probe is
taki ng the expected path. For exanple, the PM5 can internmittently
send the probe packet with a |l abel stack of (top to botton

{40;ttl =255} {30;ttl=1} {10;ttl=255}. The probe packet may carry

i nformati on about LER m which could be carried in the Target FEC
Stack in case of an MPLS Echo Request or Discrimnator in the case of
Seam ess BFD. Wen LER mreceives the packet, it will punt due to

Ti me-To-Live (TTL) expiry and send a positive response. |n the
above- nenti oned m sprogranming situation, LSRa will forward to LSR1,
which will send a negative response to the PM5 as the information in
probe does not match the |local node. The PM5 can do the sane for
bottom | abel as well. This will help performconnectivity
verification and ensure that the path between LER mand LER | is
wor ki ng as expect ed.

| ANA Consi derati ons
Thi s docunent has no | ANA acti ons.
Security Considerations

The PM5 buil ds packets with the intent of perfornming OAMtasks. It
uses address information based on topology information rather than a
pr ot ocol

The PMS allows the insertion of traffic into non-SR domains. This
may be required in the case of an LDP domain attached to the SR
domain, but it can be used to naliciously insert traffic in the case
of external |P domains and MPLS-based VPNs.
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To prevent a PVMS frominserting traffic into an MPLS VPN domai n, one
or nore sets of |abel ranges nmay be reserved for service | abels
within an SR domain. The PMS should be configured to reject usage of
these service | abel values. In the same way, misuse of IP
destination addresses is blocked if only IP destination address

val ues conformng to RFC 8029 [ RFC8029] are settable by the PMS

To limt potential nisuse, access to a PM5S needs to be authorized and
shoul d be | ogged. QOAM supported by a PMS requires skilled personnel
hence, only experts requiring PVM5 access should be allowed to access
such a system It is recommended to directly attach a PM5 to an SR
domain. Connecting a PM5 to an SR domain by a tunnel is technically
possi bl e, but adds further security issues. A tunnel-based access of
a PM5 to an SR domain is not recomended

Use of stale MPLS or IGP routing information could cause a PMs-

nmoni toring packet to | eave the domain where it originated. PMs-

noni tori ng packets should not be sent using stale MPLS- or |GP-
routing information. To carry out a desired neasurenent properly,
the PM5 nust be aware of and respect the actual route changes,
convergence events, as well as the assignnment of Segnment |Ds rel evant
for measurenents. At a mninmum the PM5S nust be able to listen to

| GP topol ogy changes or pull routing and segnent information from
routers signaling topol ogy changes.

Traffic insertion by a PM5 nay be uni ntended, especially if the IGP
or MPLS topology stored locally is in stale state. As soon as the
PM5 has an indication that its IGP or MPLS topology are stale, it
shoul d stop operations invol ving network sections whose topol ogy nmay
not be accurate. However, note that it is the task of an OAM system
to discover and | ocate network sections where forwardi ng behavior is
not matching control -plane state. As soon as a PM5 or an operator of
a PM5 has the inpression that the PM5 topology information is stale,
nmeasures need to be taken to refresh the topology information. These
measures should be part of the PMS design. Matching forwarding and
control -plane state by periodically autonmated execution of the
mechani snms descri bed in RFC 8029 [ RFC8029] may be such a feature
Whenever networ k mai ntenance tasks are perforned by operators, the
PMS t opol ogy di scovery should be started asynchronously after network
mai nt enance has been fini shed.

A PM5 that is losing network connectivity or crashing nust renove all
| GP- and MPLS-topology information prior to restarting operation

A PM5S may operate routine nmeasurenents on a |large scale. Care nust
be taken to avoid unintended traffic insertion after topol ogy changes
that result in, e.g., changes of |abel assignnents to routes or
interfaces within a domain. |f the |abels concerned are part of the
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11.

11.

11.

| abel stack conposed by the PMS for any nmeasurenent packet and their
state is stale, the neasurenent initially needs to be stopped. Setup
and operation of routine measurenents nay be autonmated. Secure

aut onat ed PM5S operation requires a working automated detection and
recognition of stale routing state.
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