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Taxonony of Codi ng Techni ques for Efficient Network Communications
Abst r act

Thi s docunent summari zes recomended termnm nol ogy for Network Coding
concepts and constructs. It provides a conprehensive set of terns in
order to avoid anmbiguities in future I RTF and | ETF docunents on

Net wor k Codi ng. This docunent is the product of the Coding for

Ef ficient Network Comunications Research Goup (NWCRG, and it is in
line with the term nol ogy used by the RFCs produced by the Reliable
Mul ticast Transport (RMI) and FEC Franmewor k ( FECFRAME) | ETF wor ki ng
gr oups.
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Status of This Meno

This docunent is not an Internet Standards Track specification; it is
published for informational purposes.

This docunent is a product of the Internet Research Task Force
(IRTF). The I RTF publishes the results of Internet-related research
and devel opnent activities. These results mght not be suitable for
depl oynent. This RFC represents the consensus of the Coding for

Ef ficient Network Communications Research G oup of the Internet
Research Task Force (I RTF). Docunents approved for publication by
the I RSG are not candidates for any level of Internet Standard; see
Section 2 of RFC 7841.

I nformation about the current status of this docunent, any errata,
and how to provide feedback on it may be obtai ned at
https://ww. rfc-editor.org/info/rfc8406

Copyright Notice

Copyright (c) 2018 I ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the I ETF Trust’s Lega
Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this document.
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1

I ntroduction

This docunent is the product of and represents the collaborative work
and consensus of the Coding for Efficient Network Communications
Research Group (NWCRG); it is not an |IETF product and is not a

standard. In 2017, the docunent was discussed during three audio
conferences, each of themgathering 6 to 8 key experts; it was
co-edited and subjected to an RG Last Call. The general feeling was

that the docunment was ready. Additional information about Network
Codi ng may be found on these NWCRG pages: <https://irtf.org/ nwcrg>
and <https://datatracker.ietf.org/rg/ nwrg/about/>.

The literature on Network Coding research and system design

i ncluding | ETF docunentation, led to a rich set of concepts and
constructs. This docunent collects terminology used in the domain,
bot h outside and inside | ETF, provides concise definitions, and

i ntroduces a high-level taxonony. |Its primary goal is to be usefu

to | ETF and I RTF activities. It is also in line with the term nol ogy
al ready used by the RFCs produced by the Reliable Milticast Transport
(RMI) and FEC Framewor k ( FECFRAME) | ETF wor ki ng groups, in particular
[ RFC5052], [RFC5740], [RFC5775], [RFC6363], and [RFC6726]. This
docunent is also related to | ETF work being done in the PAYLOAD and
TSVW5 Wes (in particular, the extension of FECFRAME to support
Slidi ng Wndow Codes and t he Random Li near Coding (RLC) sliding

wi ndow FEC schene) and past work in the AVTCORE and MMUSIC WGs. Note
that in the definitions, the "(IETF)" tag indicates that the
associated termis already used in | ETF docunents (Internet-Drafts
and RFCs).

Thi s docunent focuses on packet transmi ssions and | osses. These

|l osses will typically be triggered by various types of networking

i ssues and/or inpairnents (e.g., congested routers or intermttent
wirel ess connectivity). The notion of "packet" itself is multiform
dependi ng on the target use case and the notion of network (e.g., in
whi ch | ayer of the protocol stack does the coding m ddl eware
operate?). For instance, a "packet" may be a data unit to be carried
as a UDP payl oad because the coding niddleware is |ocated between the

application and UDP. In another configuration, coding may be applied
within an overlay network and the notion of "packet" will be totally
different. 1In any case, the goals of Network Coding can be to

i nprove the network throughput, efficiency, latency, and scalability,
as well as to provide resilience to partition, attacks, and
eavesdroppi ng (NWCRG charter). Both End-to-End Codi ng and systens
that also performrecoding within internediate forwardi ng nodes are
considered in this docunent.
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Thi s docunent does not consider physical-layer transm ssion issues,
physi cal -1 ayer codes, or error detection: if |lowlayer error codes
detect but fail to correct bit errors, or if an upper-Ilayer checksum
(e.g., within IP or UDP) identifies a corrupted packet, then the
packet is supposed to be dropped.

2. General Definitions and Concepts

Thi s section provides general definitions and concepts that are used
t hr oughout this docunent.

Packet Erasure Channel
A communi cati on path where packets are either dropped or received
wi thout any error. This type of packet drop is referred to as an
"erasure" or "loss". The term "channel" nust be understood as a
generic termfor any type of comunication technol ogy (e.g., an
Et hernet link, a WF network, or a full path between two nodes
over the Internet). As opposed to the "Erasure" channels, "Error"
channel s are where one or multiple bit errors nmay happen during a
packet transnission. These "Error" channels are out of scope.

Erasure Correcting Code (ECC) or (IETF) Forward Erasure Correction
(FEO:
A code for the Packet Erasure Channel (only). These codes are
al so called "Application-Level FECs" to highlight that they have
been designed for use within the higher layers of the protoco
stack to protect against packet |osses. As opposed to ECCs/ FECs,
"Error" correction codes are capable of identifying the presence
of bit errors and perhaps correcting them The "Error" correction
codes are out of scope.

End- t o- End Codi ng:
A system where coding is performed at the source or (coding)
m ddl ebox, and decoding is perforned at the destination(s) or
(decodi ng) mi ddl ebox. There is no recoding operation at
i nternmedi ate nodes. This is the approach followed in the
FLUTE/ ALC [ RFC6726] [ RFC5775], NORM [ RFC5740], and FECFRAME
[ RFC6363] protocol s.

Net wor k Codi ng:
A system where coding can be perforned at the source as well as at
i nternedi ate forwarding nodes (all or a subset of them). End-to-
End Coding is regarded as a special case of Network Coding.
Dependi ng on the use case, additional assunptions can be made: for
i nstance, the destination know ng the Codi ng Nodes’ topol ogy and
codi ng operations can hel p during decodi ng operations.
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Packet versus Synbol
Ceneral ly speaking, a Packet is the unit of data that is sent in
the Packet Erasure Channel, while a Synbol is the unit of data
that is manipul ated during the encodi ng and decodi ng operati ons.

Oigi nal Payl oad, Uncoded Payl oad, Systematic Synbol, or (IETF)
Sour ce Synbol :
A unit of data originating fromthe source that is used as input
to encodi ng operations.

Coded Payl oad, Coded Synbol, or (IETF) Repair Synbol
A unit of data that is the result of a coding operation, applied
either to Source Synbols or (in case of recoding) Source and/or
Repair Synbols. When there is a single Repair Synmbol per Repair
Packet, a Repair Synmbol corresponds to a Repair Packet.

I nput Synbol and Cut put Synbol
A unit of data that is used as input to an encodi ng operation or
that is generated as output of an encoding operation. At a
recodi ng node, Repair Synbols are also part of the |Input Synbols.
Wth Systematic Coding, Source Symbols are also part of the CQutput
Synbol s.

(I ETF) Encodi ng Synbol :
A Source or a Repair Synbol

(En) codi ng versus Recodi ng versus Decodi ng:
(En)coding is an operation that takes Source Synbols as input and
produces Encodi ng Synbols as output. Recoding is an operation
that takes Encodi ng Synbols as input and produces Encodi ng Synbol s
as output. Decoding is an operation takes Encodi ng Synbol s as
i nput and produces Source Synbols as out put.

(I ETF) Source Packet:
A packet originating fromthe source that contributes to one or
nore Source Synbols. For instance, an RTP packet as a whol e can
constitute a Source Synbol. |In other situations (e.g., to address
vari abl e size packets), a single RTP packet may contribute to
vari ous Source Synbols.

(I ETF) Repair Packet:
A packet containing one or nore Repair Synbols.

Figure 1 illustrates the rel ationshi ps between packets (what is sent

in the Packet Erasure Channel) and synmbols (what is nanipul at ed
during encodi ng and decodi ng operations) in case of a Systematic
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Codi ng at a Codi ng Node that perforns Encoding (rather than
Recodi ng). FEC decoding procedures are sinilarly perfornmed in the
reverse order.

Sour ce Packet

Source Packet to Source Synbols transform
(one or nore synbols per packet)

< ———

Source Synbol s

|
v | nput Synbol s

| Qutput Synbols |
% v
Source Synbol s Repair Synbol s

synbol -t o- packet transform
(one or nore synbols per packet)

< ——

|
|
|
%
Sour ce Packet Repai r Packet

Fi gure 1: Packet and Synbol Rel ationships at a Codi ng Node
That Performs Encodi ng (Rat her Than Recodi ng)

Sour ce Node
A node that generates one or nore Source Flows.
Codi ng Node:
A node that performs FEC Encodi ng or Recoding operations. It may

be an end host or a niddl ebox (Encoding case), or a forwarding
node (Recodi ng case).

(1 ETF) Fl ow
A stream of packets |ogically grouped.

(1 ETF) Source Fl ow
A flow of Source Packets conming froman application on a given
host and to which FEC encoding is to be applied, potentially along
with other Source Flows. Depending on the use case, Source Flows
may cone fromthe sane application, fromdifferent applications on
the sane host, or fromdifferent applications on different hosts.

(I ETF) Repair Fl ow
A flow containing Repair Packets after FEC encodi ng.
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going into coding details.
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Fi gure 2: Exanpl e of End-to-End
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Fi gure 2 shows Network Coding between the application and UDP
layers (as with RMI or FECFRAME architectures). O her

architectures are possible, for instance, with Network Coding
bel ow the transport |ayer to allow recoding within the network

I ntra-Fl ow Codi ng or Single-Source Network Coding:
Process where incom ng packets to the Codi ng Node belong to the
same fl ow.

Inter-Flow Coding or Milti-Source Network Coding:
Process where incom ng packets to the Codi ng Node belong to
different flows.

Si ngl e- Pat h Codi ng:
Net wor k Codi ng over a route that has a single path fromthe source
to each destination(s). |In case of multicast or broadcast
traffic, this route is a tree. Coding may be done end to end
and/ or at internmedi ate forwardi ng nodes.

Mul ti-Pat h Codi ng:
Net wor k Codi ng over a route that has nultiple (at |east partially)
di sjoint paths fromthe source to each given destination. Coding
may be done end to end and/or at internedi ate forwardi ng nodes.

4. Coding Details
4.1. Coding Types

This section provides a high-level taxonony of coding techniques.
Techni cal details are discussed in subsequent sections.

Li near Codi ng:
Li near conbi nation of a set of Input Synbols (i.e., Source and/or
Repair Synbols) using a given set of coefficients and resulting in
a Repair Synmbol. Many linear codes exist that differ fromthe way
coding coefficients are drawn froma Finite Field of a given size.

Random Li near Codi ng (RLO):
Particul ar case of Linear Coding using a set of random codi ng
coefficients.

Adaptive Linear Coding:
Li near Coding that utilizes cross-layer adaptation. For instance,
an adaptive coding schene nay adapt the generation and
transm ssion of Repair Packets according to the channel variations
over time, accounting for the predictive |oss of degrees of
freedom due to erasures
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4.

2.

Bl ock Codi ng:
Codi ng techni que where the input Flowms) nust first be segnented
into a sequence of bl ocks; FEC encodi ng and decodi ng are perfornmed
i ndependently on a per-block basis. The term"Chunk Coding" is
soneti nes used, where a "Chunk" denotes a bl ock

Sli di ng Wndow Codi ng or Convol utional Coding:
General class of coding techniques that rely on a sliding encoding
window. This is an alternative solution to Block Coding.

Fi xed or Elastic Sliding Wndow Codi ng:
Codi ng technique that generates Repair Synbol (s) on the fly, from
the set of Source Synbols present in the sliding encodi ng wi ndow
at that time, usually by using Linear Coding. The sliding wi ndow
may be either of fixed size or of variable size over the tine
(al so known as "Elastic Sliding Wndow'). For instance, the size
may depend on acknow edgnents sent by the receiver(s) for a
particul ar Source Synbol or Source Packet (received, decoded, or
decodabl e) .

Systemati ¢ Codi ng:
A codi ng techni que where Source Synbols are part of the output
Fl ow generated by a Codi ng Node.

Rat el ess and Non-rat el ess Codi ng:
Rat el ess Codi ng can generate an unlimted nunber of Repair Synbols
(in practice, this nunber can be linted by practica
consi derati ons or because of use-case requirenments) froma given
set of Source Synbols, nmeaning that the code rate is null. RLC
codes are an exanple of Ratel ess Codes. Alternately, Non-ratel ess
Codi ng usual ly has a predefined maxi rum nunber of Repair Synbols
that can be generated froma given set of Source Synbols.

Codi ng Basi cs
This section discusses and defines |owlevel coding aspects.

Code Rate:
In case of a Block Code, the Code Rate is the k/in ratio between
t he nunber of Source Synbols, k, and the number of Source plus
Repair Synmbols, n. Wth a Sliding Wndow Code, the Code Rate is
defined simlarly over a certain tine interval, since the Code
Rate may change dynamically. By definition, the Code Rate is such
that: 0 < Code Rate <= 1. A Code Rate close to 1 indicates that a
smal | nunber of Repair Synbols have been produced during the
encodi ng process and vice versa.
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(En) codi ng W ndow:
A set of Source (and Repair in the case of recoding) Synbols used
as input to the coding operations. The set of synmbols will
typically change over tine, as the Coding Wndow slides over the
i nput Fl ow(s).

(En) codi ng W ndow Si ze:
The nunber of Source (and Repair in case of recoding) Synbols in
the current Encoding Wndow. This size may change over the tine.

Payl oad Set:
The set of Source and Repair Synbols available (i.e., received or
previ ously decoded) at the receiver and used during FEC decodi ng
operations.

Decodi ng W ndow:
The set of Source Synmbols (only) that are considered in the
current linear systemof a receiver, independently of the fact
t hese Source Synbols have been received, decoded, or lost. The
Decodi ng Wndow wi |l typically change over tinme, as transm ssions
and decodi ng progress, and may be different for different
receivers of a session where content is nulticast or broadcast.

Decodi ng W ndow Si ze:
The nunber of Source Synbols (only) in the current Decoding
Wndow. This size nmay change over tine.

Rank of a Payload Set or Rank of the Linear System
At a receiver, nunber of linearly independent menbers of a Payl oad
Set, or equivalently the nunber of linearly independent equations
of the linear system It is also known as "Degrees of Freedont.
The system may be of "full rank" where decoding is possible or
"partial rank" where only partial decoding is possible.

Seen Payl oad or Seen Synbol:
A Source Synbol is Seen when the receiver can conpute a |inear
conbination with this synmbol and Source Synbols that are strictly
nmore recent (i.e., with logically higher Encodi ng Synbol
Identifiers). Oherw se, the Source Synbol is considered as
"Unseen".

Ceneration or (IETF) Bl ock:
Wth Bl ock Codes, the set of Source Synbols of the input Flow(s)
that are logically grouped into a Bl ock, before doing encodi ng.

Ceneration Size, Code Dinension, or (IETF) Block Size:

Wth Bl ock Codes, the nunber of Source Symbols, k, belonging to a
Bl ock.
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Coding Matrix or Generator Matrix:
A matrix Gthat transforns the set of Input Synbols X into a set
of Repair Synbols: Y =X* G Defining a Generator Matrix is
typical with Block Codes. The set of Input Symbols X can consi st
only of Source Synbols (e.g., with End-to-End Codi ng) or can
consi st of Source and Repair Synbols (e.g., with recoding in an
i nt er medi at e node).

Codi ng Coefficient:
Wth Linear Coding, this is a coefficient in a certain Finite
Field. This coefficient may be chosen in different ways: for
i nstance, randomy, in a predefined table, or using a predefined
al gorithm plus a seed.

Codi ng Vector:
A set of Coding Coefficients used to generate a certain Repair
Synbol through Linear Coding. The nunber of nonzero coefficients
in the Coding Vector defines its density.

Finite Field, Galois Field, or Coding Field:
Finite Fields, used in Linear Codes, have the desired property of
having all elenments (except zero) invertible for the + and *
operators, and all operations over any elenents do not result in
an overflow or underflow. Exanples of Finite Fields are prine
fields {0..p*m 1}, where p is prine. The nost used fields use p=2
and are called binary extension fields {0..2"m 1}, where moften
equals 1, 4, or 8 for practical reasons.

Finite Field size or Coding Field size:
The nunber of elenments in a Finite Field. For exanple, the binary
extension field {0..2"m 1} has size g=2"m

Feedback:
Feedback i nformati on sent by a decodi ng node to a Codi ng Node (or
froma receiver to a source in case of End-to-End Coding). The
nature of information contained in a feedback packet varies,
dependi ng on the use case. It can provide reception and/or FEC
decodi ng statistics, the list of available Source Packets received
or decoded (acknow edgenent), the list of |ost Source Packets that
shoul d be retransnmitted (negative acknow edgenent), or a nunber of
addi tional Repair Synbols needed to have a Full Rank Linear
System
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4.3. Coding in Practice

This section discusses practical aspects. Indeed, a practica
solution nust specify the exact manner in which encodi ng and decodi ng
are performed but also detail all the peripheral aspects, for

i nstance, how an encoder inforns a decoder about the paraneters used
to generate a certain Repair Packet (signaling).

(1 ETF) FEC Schene:
A specification that defines a particular FEC code as well as the
addi ti onal protocol aspects required to use this FEC code. In
particul ar, the FEC Schene defines in-band (e.g., information
contai ned in Source and Repair Packet header or trailers) and out-
of -band (e.g., information contained in an SDP description)
signali ng needed to synchroni ze encoders and decoders.

Payl oad I ndex or (IETF) Encoding Synbol ldentifier (ESI):
An identifier of a Source or Repair Synbol. Wth Bl ock Codi ng,
each synbol of a given block is identified by a unique ESI val ue.
Wth Sliding Wndow Codi ng, a continuous Source Flow and a linited
field size to hold the ESI, wapping to zero is unavoi dabl e and
the sane integer value will be reused several tines.

(I ETF) FEC Payl oad | D
Information that identifies the contents of a packet with respect
to the FEC Scheme. The FEC Payl oad | D of a packet contai ning
Source Synbol (s) is usually different fromthat of a packet
cont ai ni ng Repair Synbol (s). The FEC Payload ID typically
contains at |east an ESI

Codi ng Vector and Encodi ng W ndow Si gnal i ng:
Wth Sliding Wndow Codes, the FEC Payl oad I D of a Repair Packet
contains informati on needed and sufficient to identify the Coding
Vector and Codi ng Wndow. Concerning the Coding Vector, this may
consist of a full list of Coding Coefficients (that may or nmay not
be conpressed), or a piece of information (e.g., a seed) that can
be used to generate the list of Coding Coefficients thanks to a
predefined al gorithm known by encoders and decoders (e.g., a
Pseudor andom Number CGenerator, or PRNG or an ESI that points to a
given entry in a Generator Matrix in case of a Bl ock Code.
Concerni ng the Coding Wndow, this may consist of the full |ist of
ESI of synbols in the Coding Wndow (that nmay or may not be
conpressed) or the ESI of the first Source Synmbol along with their
number (assuning there is no gap).

5. | ANA Consi der ati ons

Thi s docunent has no | ANA acti ons.
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6. Security Considerations

Thi s docunent introduces a recomended term nol ogy for Network Coding
and therefore does not contain any security considerations. This
does not nean that Network Coding systenms do not have any security

i mplication.
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