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Abst r act
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curve448 curves. The signature algorithnms covered are Ed25519 and
Ed448. The key agreenent al gorithns covered are X25519 and X448.
The encoding for public key, private key, and Edwards-curve Digita
Signature Al gorithm (EADSA) structures is provided.
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1. Introduction

In [RFC7748], the elliptic curves curve25519 and curve448 are
descri bed. They are designed with performance and security in mnd
The curves may be used for Diffie-Hellman and digital signature
operations.

[ RFC7748] describes the operations on these curves for the Diffie-
Hel | man operation. A convention has devel oped that when these two
curves are used with the Diffie-Hell man operation, they are referred
to as X25519 and X448. This RFC defines the ASN.1 hject Identifiers
(A Ds) for the operations X25519 and X448 along with the associ ated
paraneters. The use of these O Ds is described for public and
private keys.

In [ RFC8032] the elliptic curve signature system Edwards-curve
Digital Signature Al gorithm (EdDSA) is described along with a
reconmmrendation for the use of the curve25519 and curve448. EdDSA has
defined two nodes: the PureEdDSA node without prehashing and the
HashEdDSA node with prehashing. The convention used for identifying
the algorithm curve conbinations is to use "Ed25519" and "Ed448" for
t he PureEdDSA node. This docunment does not provide the conventions
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needed for the prehash versions of the signature algorithm The use
of the O Ds is described for public keys, private keys and
si gnat ures

[ RFC8032] additionally defines the concept of a context. Contexts
can be used to differentiate signatures generated for different
purposes with the sane key. The use of contexts is not defined in
this docunent for the follow ng reasons

o The current inplenentations of Ed25519 do not support the use of
contexts; thus, if specified, it will potentially delay the use of
these al gorithns further

0 EdDSA is the only IETF algorithmthat currently supports the use
of contexts; however, there is a possibility that there will be
confusi on between which algorithms need to have separate keys and
which do not. This may result in a decrease of security for those
ot her al gorithns.

0o There are still ongoing discussions anong the cryptographic
communi ty about how effective the use of contexts is for
preventing attacks.

0 There needs to be discussions about the correct way to identify
when context strings are to be used. It is not clear if different
O Ds should be used for different contexts or the O D should
nmerely note that a context string needs to be provided.

2. Requirenents Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB8174] when, and only when, they appear in all
capitals, as shown here

3. Curve25519 and Curved448 Algorithmldentifiers
Certificates conformng to [ RFC5280] can convey a public key for any
public key algorithm The certificate indicates the algorithm

through an algorithmidentifier. An algorithmidentifier consists of
an O D and optional paraneters.
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The Al gorithm dentifier type, which is included for convenience, is
defined as foll ows:

Algorithmdentifier ::= SEQUENCE {
al gorithm  OBJECT | DENTI FI ER,
paraneters ANY DEFI NED BY al gorithm OPTI ONAL

}
The fields in Algorithm dentifier have the foll ow ng neanings:

o algorithmidentifies the cryptographic algorithmw th an object
identifier. Four such ODs are defined bel ow

0 paraneters, which are optional, are the associated paraneters for
the algorithmidentifier in the algorithmfield.

In this docunent, we define four new O Ds for identifying the
different curvel/algorithmpairs: the curves being curve25519 and
curve448 and the al gorithns being ECDH and EdDSA in pure node. For
all of the AODs, the paraneters MJST be absent.

It is possible to find systenms that require the paraneters to be
present. This can be due to either a defect in the original 1997
syntax or a progranm ng error where devel opers never got input where
this was not true. The optinal solution is to fix these systens;
where this is not possible, the problemneeds to be restricted to

t hat subsystem and not propagated to the Internet.

The sane algorithmidentifiers are used for identifying a public key,
a private key, and a signature (for the two EdDSA rel ated QO Ds).
Addi tional encoding information is provided bel ow for each of these

| ocati ons.

i d- X25519 OBJECT IDENTIFIER ::= { 1 3 101 110 }
i d- X448 OBJECT IDENTIFIER ::= { 1 3 101 111}
i d- Ed25519 OBJECT IDENTIFIER ::={ 1 3 101 112}
i d- Ed448 OBJECT IDENTIFIER ::={ 1 3 101 113 }

4. Subject Public Key Fields

In the X. 509 certificate, the subjectPublicKeylnfo field has the
Subj ect Publ i cKeyl nfo type, which has the foll owing ASN. 1 synt ax:

Subj ect Publ i cKeylnfo ::= SEQUENCE {

al gorithm Al gorithm dentifier,
subj ect Publ i cKey BIT STRI NG
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The fields in SubjectPublicKeylnfo have the follow ng neanings:

o algorithmis the algorithmidentifier and paraneters for the
public key (see above).

0 subjectPublicKey contains the byte stream of the public key. The
algorithns defined in this docunent always encode the public key
as an exact nultiple of 8 bits.

Both [ RFC7748] and [ RFC8032] define the public key value as being a
byte string. It should be noted that the public key is computed
differently for each of these docunents; thus, the sane private key
wi Il not produce the sane public key.

The following is an exanple of a public key encoded using the textua
encodi ng defined in [ RFC7468].

----- BEA N PUBLI C KEY-- - - -
MCowBQYDK2VwAYy EAGh9ECWIEZf 6FCQbr BZ9w71 shGhqowt r bLDFw4r XAxXZuE=
----- END PUBLI C KEY--- - -

5. Key Usage Bits

The intended application for the key is indicated in the keyUsage
certificate extension.

I f the keyUsage extension is present in a certificate that indicates
i d- X25519 or id-X448 in SubjectPublicKeylnfo, then the foll owi ng MJST
be present:

keyAgr eenent ;

one of the followi ng MAY al so be present:

enci pherOnly; or
deci pher Only.

I f the keyUsage extension is present in an end-entity certificate
that indicates id-Ed25519 or id-Ed448, then the keyUsage extension
MUST contain one or both of the foll owi ng val ues:

nonRepudi ati on; and
di gi tal Si gnat ure.
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If the keyUsage extension is present in a certification authority
certificate that indicates id-Ed25519 or id-Ed448, then the keyUsage
extensi on MJST contain one or nore of the follow ng val ues:

nonRepudi at i on;
di gi tal Si gnat ur e;
keyCert Si gn; and
cRLSi gn.

6. EdDSA Si gnatures

Si gnatures can be placed in a nunber of different ASN. 1 structures.
The top level structure for a certificate is given bel ow as being
illustrative of how signatures are frequently encoded with an
algorithmidentifier and a location for the signature.

Certificate ::= SEQUENCE ({
tbsCertificate TBSCertificate,
signatureAl gorithm Al gorithmdentifier
si gnat ur eVal ue BIT STRING }

The sane algorithmidentifiers are used for signatures as are used
for public keys. When used to identify signature al gorithns, the
paraneters MJST be absent.

The data to be signed is prepared for EADSA. Then, a private key
operation is performed to generate the signature value. This value
is the opaque value ENC(R) || ENC(S) described in Section 3.3 of

[ RFC8032]. The octet string representing the signature is encoded
directly in the BIT STRING wi t hout addi ng any additional ASN. 1
wrapping. For the Certificate structure, the signature value is
wrapped in the "signatureValue" BIT STRING fi el d.
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7. Private Key Fornmat

"Asynmetri c Key Packages" [RFC5958] describes how to encode a private
key in a structure that both identifies what algorithmthe private
key is for and allows for the public key and additional attributes
about the key to be included as well. For illustration, the ASN 1
structure OneAsymetricKey is replicated below. The algorithm
specific details of how a private key is encoded are |left for the
docunment describing the algorithmitself.

OneAsymmetri cKey :: = SEQUENCE ({
ver si on Version,
privat eKeyAl gorithm Privat eKeyAl gorithm dentifier
privat eKey PrivateKey,
attributes [0] IMPLICIT Attributes OPTI ONAL,

[[2° publicKey [1] INPLICIT PublicKey OPTIONAL 1],

}
PrivateKey ::= OCTET STRI NG
PublicKey ::= BIT STRI NG

For the keys defined in this docunment, the private key is always an
opaque byte sequence. The ASN. 1 type CurvePrivateKey is defined in
this docunent to hold the byte sequence. Thus, when encoding a
OneAsymmetri cKey object, the private key is wapped in a
CurvePrivat eKey object and wapped by the OCTET STRI NG of the
"privateKey" field.

CurvePrivateKey ::= OCTET STRI NG

To encode an EdADSA, X25519, or X448 private key, the "privat eKey"
field will hold the encoded private key. The "privateKeyAl gorithni
field uses the Algorithmdentifier structure. The structure is
encoded as defined above. |f present, the "publicKey" field wll
hol d the encoded key as defined in [ RFC7748] and [ RFC8032].
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The following is an exanple of a private key encoded using the
textual encoding defined in [ RFC7468].

----- BEG N PRI VATE KEY-----
MC4 CAQAWBQYDK2VWBC! El NTuct v5ELhK1bbY8f dp+K06/ nwoy/ HU++CXql 9EdVhC
----- END PRI VATE KEY-----

The following exanple, in addition to encoding the private key, has
an attribute included as well as the public key. As with the prior
exanpl e, the textual encoding defined in [RFC7468] is used.

----- BEG N PRI VATE KEY-- - --

VHI CAQEWBQYDK2VWBCI El NTuct v5ELhK1bbY8f dp+K06/ nwoy/ HU++CXql 9EdVhC
0B8WHQYKKoZI hvcNAGkJFDEPDALDAXJkbGUg@hhaXJzgSEAGOIECWYEZf 6FChr B
Z9wW71 shGhgowt r bLDFwWAr XAXZuE=

----- END PRI VATE KEY------

NOTE: There exist sonme private key inport functions that have not

pi cked up the new ASN. 1 structure OneAsymmetricKey that is defined in
[RFC7748]. This nmeans that they will not accept a private key
structure that contains the public key field. This nmeans a bal anci ng
act needs to be done between being able to do a consistency check on
the key pair and widest ability to inport the key.

8. Hunman- Readabl e Al gorithm Nanes

For the purpose of consistent cross-inplenentation nanming, this
section establishes hunman-readabl e names for the algorithms specified
in this docunent. |Inplenmentations SHOULD use these nanes when
referring to the algorithns. |If there is a strong reason to deviate
fromthese nanes -- for exanple, if the inplenentation has a

di fferent naning convention and wants to naintain interna

consistency -- it is encouraged to deviate as little as possible from
t he nanes given here

Use the string "ECDH' when referring to a public key of type "X25519"
or "X448" when the curve is not known or relevant.

When the curve is known, use the nore specific string of "X25519" or
" X448" .

Use the string "EJDSA" when referring to a signing public key or
signature when the curve is not known or relevant.

When the curve is known, use a nore specific string. For the id-
Ed25519 val ue use the string "Ed25519". For id-Ed448, use "Ed448"
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9. ASN. 1 Modul e

For reference purposes, the ASN.1 syntax is presented as an ASN. 1
nodul e here

-- ASN. 1 Modul e

Saf ecur ves- pki x- 18

{ iso(l) identified-organization(3) dod(6) internet(1)
security(5) nechani sns(5) pkix(7) id-nmod(0)
i d- nod- saf ecurves- pki x(93) }

DEFI NI TIONS EXPLICI T TAGS :: =
BEG N

| MPORTS
S| GNATURE- ALGORI THM  KEY- AGREE, PUBLI C- KEY, KEY- W\RAP,
KeyUsage, Al gorithmdentifier
FROM Al gorit hm nf ormati on-2009
{iso(1) identified-organization(3) dod(6) internet(1l) security(5)
mechani sns(5) pkix(7) id-nmod(0)
i d-nmod- al gorithm nformation-02(58)}

nda- sha512
FROM PKI X1- PSS- QAEP- Al gori t hnms- 2009
{ iso(l) identified-organization(3) dod(6) internet(1)
security(5) nechani sns(5) pkix(7) id-nmod(0)
i d- mod- pki x1-rsa- pkal gs-02(54) }

kwa- aes128-w ap, kwa-aes256-w ap
FROV CVSAesRsaesCaep- 2009
{ iso(1l) nmenber-body(2) us(840) rsadsi (113549) pkcs(1l) pkcs-9(9)
sm me(16) nodul es(0) id-nod-cns-aes-02(38) }

i d-edwards-curve-algs OBJECT IDENTIFIER ::={ 1 3 101 }

i d- X25519 OBJECT IDENTIFIER ::= { id-edwards-curve-algs 110 }
i d- X448 OBJECT I DENTIFIER ::= { id-edwards-curve-algs 111 }
i d- Ed25519 OBJECT IDENTIFIER ::= { id-edwards-curve-algs 112 }
i d- Ed448 OBJECT IDENTIFIER ::= { id-edwards-curve-algs 113 }
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sa- Ed25519 S| GNATURE- ALGORI THM : : = {
| DENTI FI ER i d- Ed25519
PARAMS ARE absent
PUBLI C- KEYS { pk- Ed25519}
SM ME- CAPS { | DENTI FI ED BY i d- Ed25519 }

}

pk- Ed25519 PUBLI C-KEY ::= {
| DENTI FI ER i d- Ed25519
-- KEY no ASN. 1 wrapping --
PARAMS ARE absent
CERT- KEY- USAGE {digital Si gnature, nonRepudi ati on,
keyCert Si gn, cRLSi gn}
PRI VATE- KEY CurvePri vat eKey
}

kaa- X25519 KEY- AGREE :: = {

| DENTI FI ER i d- X25519

PARAMS ARE absent

PUBLI C- KEYS { pk- X25519}

UKM -- TYPE no ASN. 1 wrapping -- ARE preferredPresent

SM ME- CAPS {
TYPE Al gorithm dentifier{KEY-WWRAP, {KeyW apAl gorithns}}
| DENTI FI ED BY id-X25519 }

}

pk- X25519 PUBLI C-KEY ::= {
| DENTI FI ER i d- X25519
-- KEY no ASN. 1 w apping --
PARAMS ARE absent
CERT- KEY- USAGE { keyAgreenent }
PRI VATE- KEY CurvePri vat eKey

}

KeyW apAl gorithms KEY-WRAP :: = {
kwa- aes128-wap | kwa- aes256-w ap,

}

kaa- X448 KEY- AGREE :: = {

| DENTI FI ER i d- X448

PARAMS ARE absent

PUBLI C- KEYS { pk- X448}

UKM -- TYPE no ASN.1 wrapping -- ARE preferredPresent

SM ME- CAPS {
TYPE Al gorithm dentifier{KEY-WWRAP, {KeyW apAl gorithns}}
| DENTI FI ED BY id- X448 }
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pk- X448 PUBLI C-KEY :: = {
| DENTI FI ER i d- X448
-- KEY no ASN. 1 wrapping --
PARAMS ARE absent
CERT- KEY- USAGE { keyAgreenent }
PRI VATE- KEY CurvePri vat eKey

}

CurvePrivateKey ::= OCTET STRI NG

END
10. Exanples

This section contains illustrations of EdDSA public keys and
certificates, illustrating parameter choices.

10.1. Exanpl e Ed25519 Public Key
An exanpl e of an Ed25519 public key:
Public Key Information:
Public Key Algorithm Ed25519
Al gorithm Security Level: High
Publ i c Key Usage:
Public Key ID: 9blf5eeded043385e4f 7bc623c5975b90bc8bb3b
----- BEG N PUBLI C KEY-----

MCowBQYDK2VwAy EAGhOECWIEZf 6FCQbr BZ9w71 shGhgowt r bLDFw4r XAxX ZuE=
----- END PUBLI C KEY-----
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10. 2. Exanple X25519 Certificate

An exanpl e of a self-issued PKIX certificate using Ed25519 to signh an
X25519 public key woul d be:

0 300: SEQUENCE {
4 223: SEQUENCE {
7 3 [0] {
9 1 | NTEGER 2
: }
12 8 | NTEGER 56 01 47 4A 2A 8D C3 30
22 & SEQUENCE {
24 3 OBJECT | DENTI FI ER
: Ed 25519 signature algorithm{ 1 3 101 112 }
: }
29 25 SEQUENCE {
31 23: SET {
33 21: SEQUENCE {
35 3: OBJECT | DENTI FI ER conmonNane (2 5 4 3)
40 14 UTF8String '| ETF Test Deno’
: }
}
: }
56 30: SEQUENCE {
58 13: UTCTi e 01/08/2016 12:19:24 GVl
73 13: UTCTi ne 31/ 12/ 2040 23:59:59 GVI
: }
88 25: SEQUENCE {
90 23: SET {
92 21: SEQUENCE {
94 3: OBJECT | DENTI FI ER conmonNane (2 5 4 3)
99 14: UTF8String ' | ETF Test Denvo’
: }
}
: }
115 42: SEQUENCE {
117 & SEQUENCE {
119 3: OBJECT | DENTI FI ER
: ECDH 25519 key agreenent { 1 3 101 110 }
: }
124 33: BI T STRI NG
: 85 20 FO 09 89 30 A7 54 74 8B 7D DC B4 3E F7 5A
0D BF 3A 0D 26 38 1A F4 EB A4 A9 8E AA 9B 4E 6A
: }
159 69: [3] {
161 67: SEQUENCE {
163 15: SEQUENCE {
165 3: OBJECT | DENTI FI ER basi cConstraints (2 5 29 19)
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170 1: BOOLEAN TRUE
173 5: OCTET STRING encapsul ates {
175 3 SEQUENCE {
177 1 BOOLEAN FALSE
: }
; }
: }
180 14: SEQUENCE {
182 3 OBJECT | DENTI FI ER keyUsage (2 5 29 15)
187 1 BOOLEAN FALSE
190 4. OCTET STRING encapsul ates {
192 2 BIT STRING 3 unused bits
: 10000’ B (bit 4)
}
: }
196 32: SEQUENCE {
198 3 OBJECT | DENTI FI ER subj ect Keyl dentifier (2 5 29 14)
203 1. BOOLEAN FALSE
206 22: OCTET STRING encapsul ates {
208 20: OCTET STRI NG
: 9B 1F 5E ED ED 04 33 85 E4 F7 BC 62 3C 59 75
B9 OB C8 BB 3B
}
}
}
}
: }
230 5 SEQUENCE {

232 3 OBJECT | DENTI FI ER
: Ed 25519 signature algorithm{ 1 3 101 112 }

5 }
237 65: BIT STRI NG
: AF 23 01 FE DD C9 E6 FF C1 CC A7 3D 74 D6 48 A4
39 80 82 CD DB 69 Bl 4E 4D 06 EC F8 1A 25 CE 50
D4 C2 C3 EB 74 6C 4E DD 83 46 85 6E C8 6F 3D CE
1A 18 65 C5 7TA C2 7B 50 AO C3 50 07 F5 E7 D9 07

}

----- BEG N CERTI FI CATE- - - - -

M | BLDCB36 ADAg ECAghWAUd KKo 3DVDAFBg M ZXAWGT EXVMBUGAL UEAWMMOSUVURI BUZX
NOI ERI bWWBwHhc NMTYWODAXMT T x OTI 0Whec NNDAXM MkM MLOTUSW AZMRc w-QYDVQQD
DASJRVRA FRI c3QyRGVt bz AgMAUGAYt | bgMh Al Ug8AmIMKdUdI t 93LQ+910NvzoNJj

ga9QukqY6qnD5qo0UnQz APBgNVHRIVBAF 8 EBT ADAQEAMAL GAL Ud DWEBAAQEAW DCDAg
BgNVHQABAQAEFgQUNMK9e7e 0EMAXK97Xi PFI 1uQvl uzswBQYDK2VWAOEAr yMB/ t 3J5v
/ BzKc9dNzZI pDmAgs 3babFOT(Qbs +Bol zI DUws Pr dGxGBYNGhW/ | bz30Ghh! x Xr Ce1Cg
WLAH9ef ZBw==

----- END CERTI FI CATE- - - - -
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10.3. Exanpl es of Ed25519 Private Key
An exanpl e of an Ed25519 private key wi thout the public key:
----- BEG N PRI VATE KEY-----
MC4 CAQAWBQYDK2VWBCI El NTuct v5E1hK1bbY8f dp+K06/ nwoy/ HU++CXql 9EdVhC
----- END PRI VATE KEY-----

The sanme item dunped as ASN. 1 yi el ds:

0 30 46: SEQUENCE {
2 02 1:  INTEGER 0O
5 30 5. SEQUENCE {
>

06 3: OBJECT | DENTI FI ER
: Ed 25519 signature algorithm{ 1 3 101 112 }

1 }
12 04 34: CCTET STRI NG
04 20 D4 EE 72 DB F9 13 58 4A D5 B6 D8 F1 F7 69
F8 AD 3A FE 7C 28 CB F1 D4 FB EO 97 A8 8F 44 75
58 42

}

Note that the value of the private key is:

D4 EE 72 DB F9 13 58 4A D5 B6 D8 F1 F7 69 F8 AD
3A FE 7C 28 CB F1 D4 FB EO 97 A8 8F 44 75 58 42

An exanpl e of the same Ed25519 private key encoded with an attribute
and the public key:

----- BEA N PRI VATE KEY-----

VHI CAQEWBQYDK2VWBCI El NTuct v5ELhK1bbY8f dp+K06/ nwoy/ HU++CXql 9EdVhC
0B8WHQYKKoZI hvcNAQKJ FDEPDAL DA XJkbGUgQ@hhaXJzgSEAGIECWEZf 6FCQhr B
Z9w71 shGhqowt r bLDFwWAr XAxZuE=

----- END PRI VATE KEY- - ---
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The sane item dunped as ASN. 1 yi el ds:

4: SEQUENCE {

1 | NTEGER 1

5: SEQUENCE {

3: OBJECT IDENTIFIER "1 3 101 112
: }

12 34 OCTET STRING encapsul ates {

04 20 D4 EE 72 DB F9 13 58 4A D5 B6 D8 F1 F7 69
F8 AD 3A FE 7C 28 CB F1 D4 FB EO 97 A8 8F 44 75

58 42
: }
48 31: [0] {
50 29: SEQUENCE {
52 10: OBJECT IDENTIFIER "1 2 840 113549 1 9 9 20
64 15: SET {
66 13: UTFE8String ’'Curdle Chairs
' }
}

: }
81 33: [1] 00 19 BF 44 09 69 84 CD FE 85 41 BA C1 67 DC 3B
96 C8 50 86 AA 30 B6 B6 CB 0C 5C 38 AD 70 31 66
El

}

11. | ANA Consi der ati ons

For the ASN.1 nodule in Section 9, | ANA has registered value 93 for
"i d- nod-saf ecurves-pkix" in the "SM Security for PKI X Mdul e
Identifier" (1.3.6.1.5.5.7.0) registry.

The O Ds are being independently registered in the 1ANA registry "SM
Security for Cryptographic Al gorithms" in [ RFC8411].

12. Security Considerations

The security considerations of [RFC5280], [RFC7748], and [ RFC8032]
apply accordingly.

The procedures for going froma private key to a public key are
different when used with Diffie-Hell man versus when used w th Edwards
Signatures. This neans that the sane public key cannot be used for
bot h ECDH and EdDSA.
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Appendi x A.  Invalid Encodi ngs

There are a nunber of things that need to be dealt with when a new
key part is decoded and inported into the system A partial list of
t hese i ncl udes:

0 ASN. 1 encoding errors: Two itens are highlighted here. First, the
use of an OCTET STRING rather than a BIT STRING for the public
key. The use of OCTET STRING was a copy error that existed in a
previous draft version of this document; the structure is correct
in [RFC5958]. However, any early inplenentation nay have this
wrong. Second, the value of the version field is required to be 0
if the publicKey is absent and 1 if present. This is called out
in [ RFC5958], but was not duplicated above.

0 Key encoding errors: Both [RFC7748] and [ RFC8032] have formatting
requirenents for keys that need to be enforced. In sone cases,
the enforcenent is done at the tine of inporting, for exanple,
doi ng masking or a nod p operation. |In other cases, the
enforcenent is done by rejecting the keys and having an inport
failure.

0 Key msmatch errors: If a public key is provided, it may not agree
with the private key because either it is wong or the wong
al gorithm was used

Some systens are also going to be stricter on what they accept. As
stated in [RFC5958], BER decoding of OneAsynmetricKey objects is a
requi renent for conpliance. Despite this requirenent, sone acceptors
will only decode DER formats. The following is a BER encoding of a
private key; it is valid, but it may not be accepted by many systens.

----- BEG N PRI VATE KEY-- - - -

M ACAQAWGAYDK2VWAAAEI gQu1CBy2/ KTVET Vi t j x92n4r Tr +f G L8dT74Jeoj ORLW
El AAA==

----- END PRI VATE KEY--- - -

What follows here is a brief sanpling of some incorrect keys.

In the follow ng exanple, the private key does not match the masking
requirenents for X25519. For this exanple, the top bits are set to
zero and the bottomthree bits are set to 001

----- BEG N PRI VATE KEY-- - - -

NENMCAQEWBQYDK2VUBCI EL Py / /11111 11111111111 1111111 11111111111]]8]0S
MDI QCEf AOsNLI 082XmYJVRh6NzW§92E9FgnTpg TYX Tr gpal g==

----- END PRI VATE KEY--- - -
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In the followi ng exanples, the key is the wong | ength because an
all-zero byte has been renoved. |n one case, the first byte has been
renoved; in the other case, the last byte has been renoved.

----- BEG N PRI VATE KEY---- -

MFI CAQEWBQYDK2VWBCI El C3GF eUYbZGTAhWLEE2¢cbvJL7i vTl cy17Vot t f N6L8HW0S
| DI ADBFf k2Lv/ J8H7YYwj / Oml cDx++j zVKKr KwS0/ Hj yQyM

----- END PRI VATE KEY- - - - -

----- BEG N PRI VATE KEY-----

MFI CAQEWBQYDK2VWBCI El LIXn1Valqvausj UaZexwl / 0znOFj f EK78Kc YN+7hsNJ0S
| DI ACdChJwzi / MCGes QeQnl Un2JFybDx Sr ZxuLudJdmpJLk
----- END PRI VATE KEY- - - - -
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