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Abst r act

When the Curdle Security Working Group was chartered, a range of
object identifiers was donated by Digi Cert, Inc. for the purpose of
regi stering the Edwards Elliptic Curve key agreenent and signature
algorithnms. This donated set of O Ds allowed for shorter val ues than
woul d be possible using the existing SSMMe or PKIX arcs. This
docunent describes the donated range and the identifiers that were
assigned fromthat range, transfers control of that range to | ANA
and establishes | ANA all ocation policies for any future assignments
wi thin that range

Status of This Meno

This docunent is not an Internet Standards Track specification; it is
published for informational purposes.

This docunent is a product of the Internet Engi neering Task Force
(IETF). It represents the consensus of the I ETF comunity. |t has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Not all docunents
approved by the | ESG are candi dates for any |evel of Internet

St andard; see Section 2 of RFC 7841.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it nay be obtained at
https://wwv. rfc-editor.org/info/rfc8411
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Copyright Notice

Copyright (c) 2018 I ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the I ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this document. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided wi thout warranty as
described in the Sinplified BSD License.
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1. Introduction

When the Curdle Security Wrking Group was chartered, a range of
object identifiers was donated to the working group by DigiCert, Inc.
The use of these object identifiers allowed for the Edwards Elliptic
Curve key agreenment [RFC7748] and signature [RFC8032] algorithns to
be defined with encodings that are snaller than sinilar ones would be
if assigned fromthe existing SSMMe or PKIX arcs. The initial
registrations fromthis arc were nmade whil e devel opi ng [ RFC8410].
After those registrations were made, there were still sonme unused

val ues that could be used by other security groups.

hject identifiers are primarily used with Abstract Syntax Notation
(ASN. 1) [ASN.1]. The ASN. 1 specifications continue to evolve, but
object identifiers can be used with any and all versions of ASN. 1.

Thi s docunent describes the object identifiers that were assigned in

t hat donated range, transfers control of the range to | ANA and
establishes | ANA allocation policies for any future assignnents.

Schaad & Andrews I nf or mat i onal [ Page 2]



RFC 8411 O D Registry August 2018

The donated range fromDigiCert, Inc. is as follows:

first: { iso (1) identified-organization (3) thawte (101) 100 }
last: { iso (1) identified-organization (3) thawte (101) 127 }

2. | ANA Consi derations
| ANA has created the "SM Security for Cryptographic Al gorithns"

registry within the SM-nunbers registry. The new registry has three
colums, as shown bel ow.

B S o e e m e e e e e e e e e e oo oo - S +
| Deci nal | Description | References |
I T e . +
| 0-99 | Retained by DigiCert | RFC 8411

| 100 | Reserved for child reg | RFC 8411

| 110 | id-X25519 | [ RFC8410] |
| 111 | id-X448 | [ RFC8410] |
| 112 | id-EdDSA25519 | [ RFC8410] |
| 113 | id- EdDSA448 | [ RFC8410] |
| 114 | Reserved for id-EdDSA25519-ph | [ SAFE- X. 509- 03]

| 115 | Reserved for id-EdDSA448-ph | [ SAFE- X. 509- 03]

| 128 and up | Retained by DigiCert | RFC 8411 |
B S o e e m e e e e e e e e e e oo oo - S +

Table 1: SM Security for Cryptographic A gorithms

The registration policy is "Specification Required" as defined in
[ RFC8126] .

The colum 'Decimal’ is required to be a nunber between 100 and 127
i ncl usive.

The val ue of 100 has been reserved so that a new arc bel ow that point
can be established in the future (i.e., starting at 1.3.101.100.1).

If the newchild registry is established, a nane for this value is to
be assigned at that point. The experts can, at their discretion
assign an algorithm O D instead.

3. Security Considerations
Thi s docunent populates an | ANA registry, and it raises no new

security considerations. The protocols that specify these val ues
i nclude the security considerations associated with their usage.
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