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Recl assification of Suite B Docunents to Historic Status
Abst r act

This docunent reclassifies the RFCs related to the United States
Nati onal Security Agency (NSA) Suite B cryptographic algorithms as
Hi storic, and it discusses the reasons for doing so. This docunent
noves seven Informational RFCs to Historic status: RFCs 5759, 6239,
6318, 6379, 6380, 6403, and 6460. |In addition, it noves three
obsolete Infornmational RFCs to Historic status: RFCs 4869, 5008, and
5430.

Status of This Meno

This docunent is not an Internet Standards Track specification; it is
published for infornational purposes.

This docunent is a product of the Internet Engi neering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Group (IESG. Not all docunents
approved by the | ESG are candi dates for any |evel of Internet

St andard; see Section 2 of RFC 7841.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it may be obtai ned at
https://ww.rfc-editor.org/info/rfc8423

Housl ey & Ziegl ar I nf or mat i onal [ Page 1]



RFC 8423 Suite Bto Historic July 2018

Copyright Notice

Copyright (c) 2018 I ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the I ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this document. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided wi thout warranty as
described in the Sinplified BSD License.
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1. I nt roducti on

Several RFCs profile security protocols for use with the Nationa
Security Agency (NSA) Suite B Cryptography. Suite B is no |onger
supported by NSA, and the web pages that specify the cryptographic
al gorithnms are no | onger avail abl e.

In July 2015, NSA published the Conmittee for National Security
Systens Advi sory Menorandum 02-15 as the first step in replacing
Suite B with NSA's Commercial National Security Al gorithm (CNSA)
Suite. Information about the CNSA Suite can be found in [ CNSA].
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2.

Rati onal e

As indicated in [CNSA], NSA is transitioning fromSuite B to the CNSA
Suite. As a result, the profiles of the security protocols for the
Suite B algorithnms are now only of historic interest.

The RFCs Related to Suite B

Bet ween 2007 and 2012, several Suite-B-related RFCs were published to
profile security protocols for use with the Suite B algorithnms. They
are:

o0 [RFC4869], "Suite B Cryptographic Suites for |Psec" (CObsoleted by
RFC 6379)

o [RFC5008], "Suite B in Secure/Miltipurpose Internet Mil
Extensions (S/MME)" ((Obsol eted by RFC 6318)

0 [RFC5430], "Suite B Profile for Transport Layer Security (TLS)"
(Qbsol eted by RFC 6460)

o [RFC5759], "Suite B Certificate and Certificate Revocation List
(CRL) Profile"

0 [RFC6239], "Suite B Cryptographic Suites for Secure Shell (SSH)"

o0 [RFC6318], "Suite B in Secure/Miltipurpose Internet Mil
Extensions (S/M M) "

o [RFC6379], "Suite B Cryptographic Suites for |Psec"

0 [RFC6380], "Suite B Profile for Internet Protocol Security
(I Psec)"

o |[RFC6403], "Suite B Profile of Certificate Managenment over CMS"
0 [RFC6460], "Suite B Profile for Transport Layer Security (TLS)"
Docunent s That Reference the Suite-B-Rel ated RFCs

These RFCs reference each other several tinmes. These cross-
references are not exanmined further in this docunent.

O her RFCs nmake reference to these Suite-B-related RFCs; these
ref erences are discussed in the follow ng subsections.
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4.1. Docunents That Reference RFC 4869
One other RFC nakes reference to RFC 4869 [ RFC4869] .
RFC 6071, "IP Security (I1Psec) and Internet Key Exchange (I|KE)
Docunent Roadmap" [ RFC6071], points out that RFC 4869 adds four pre-
defined suites based upon Suite B specifications. They are:
0 | KE/ESP suite "Suite-B-GCM 128"
0 |KE/ ESP suite "Suite-B- GCM 256"
0 |KE/ AH suite "Suite-B-GWAC 128"
0 | KE/ AH suite "Suite-B-GVAC 256"
In each case, these suite definitions nmake use of algorithnms that are
defined in other RFCs. No interoperability or security concerns are
raised if inplenentations continue to nake use of these suite nanes.
4.2. Docunents That Reference RFC 5759
One ot her RFC nakes reference to RFC 5759 [ RFC5759].
RFC 6187, "X.509v3 Certificates for Secure Shell Authentication”
[ RFC6187], points out that RFC 5759 provides additional guidance for
Elliptic Curve Digital Signature Al gorithm (ECDSA) keys when used
with Suite B.
4.3. Docunents That Reference RFC 6379
One ot her RFC nakes reference to RFC 6379 [ RFC6379].
RFC 7321, "Cryptographic Al gorithm | nplementation Requirenents and
Usage Gui dance for Encapsul ating Security Payl oad (ESP) and
Aut henti cati on Header (AH)" [RFC7321], points out that the AES-GCM
algorithmis used by Suite B, and it has energed as the preferred
aut henticated encryption nethod in I Psec. RFC 7321 has since been
obsol eted by RFC 8221
4.4. Docunents That Reference RFC 6403
Two ot her RFCs neke reference to RFC 6403 [ RFC6403].
RFC 6402, "Certificate Managenent over CMS (CMC) Updates" [ RFC6402],

says that devel opnent of the profile for Suite B was the activity
that denonstrated the need for these updates.
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RFC 7030, "Enroll nment over Secure Transport" [RFC7030], points out
that the scenarios in Appendi x of RFC 6403 are very sinmlar to three
of the scenarios descri bed.

4.5. Docunents That Reference RFC 6460
Three other RFCs nake reference to RFC 6460 [ RFC6460].

RFC 6605, "Elliptic Curve Digital Signature Al gorithm (DSA) for
DNSSEC' [ RFC6605], states that material was copied liberally from RFC
6460. The Standards Track status of RFC 6605 is not affected by RFC
6460 noving to Historic status.

RFC 7525, "Recomendati ons for Secure Use of Transport Layer Security
(TLS) and Dat agram Transport Layer Security (DTLS)" [RFC7525],
observes that the Suite B profile of TLS 1.2 uses different

ci phersuites.

RFC 8253, "PCEPS: Usage of TLS to Provide a Secure Transport for the
Pat h Conmput ati on El ement Conmuni cati on Protocol (PCEP)" [RFC8253],
points to RFC 6460 for the TLS ECDHE ECDSA W TH AES 128 GCM SHA256
and TLS ECDHE ECDSA W TH_AES 256 GCM SHA384 ci phersuites. Both of
these ciphersuites are defined in [ RFC5289], which would have been a
better reference. The Standards Track status of RFC 8253 is not

af fected by RFC 6460 noving to Historic status.

5. Inpact of Reclassifying the Suite-B-Related RFCs to Historic
No interoperability or security concerns are raised by reclassifying
the Suite-B-related RFCs to Historic status. As described in
Section 4, none of the RFCs being noved to Historic status is the
sol e specification of a cryptographic algorithmor an identifier for
a cryptographic algorithm

6. | ANA Considerations
Thi s docunent has no | ANA acti ons.

7. Security Considerations

No interoperability or security concerns are raised by reclassifying
the Suite-B-related RFCs to Historic status.

NSA is transitioning away from some of the cryptographic algorithmns
and key sizes that were enployed in the Suite B profiles.
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