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Abst r act

Thi s docunent provides a sunmary of the "Wrkshop on I nternet of
Things (10T) Sermantic Interoperability (10TSI)", which took place in
Santa Clara, California March 17-18, 2016. The nmain goal of the

wor kshop was to foster a discussion on the different approaches used
by conpani es and St andards Devel opi ng Organi zati ons (SDOs) to
acconplish interoperability at the application layer. This report
sunmmari zes the discussions and |ists recommendations to the standards
community. The views and positions in this report are those of the
wor kshop participants and do not necessarily reflect those of the
authors or the Internet Architecture Board (1 AB), which organized the
wor kshop. Note that this docunent is a report on the proceedi ngs of
the workshop. The views and positions docunented in this report are
those of the workshop participants and do not necessarily reflect | AB
vi ews and positions.

Status of This Meno

This docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

This docunent is a product of the Internet Architecture Board (I|AB)
and represents information that the 1 AB has deened val uable to
provide for pernmanent record. It represents the consensus of the
Internet Architecture Board (1 AB). Docunents approved for
publication by the | AB are not candi dates for any |evel of Internet
St andard; see Section 2 of RFC 7841.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it nmay be obtai ned at
https://ww.rfc-editor.org/infolrfc8477
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1

I ntroduction

The Internet Architecture Board (1 AB) hol ds occasi onal workshops
designed to consider long-termissues and strategies for the
Internet, and to suggest future directions for the Internet
architecture. The investigated topics often require coordi nated
efforts from many organi zati ons and i ndustry bodies to i nprove an
identified problem One of the targets of the workshops is to
establ i sh communi cati on between rel evant organizations, especially
when the topics are out of the scope of the Internet Engineering Task
Force (I ETF). This long-term planning function of the IAB is

conpl enentary to the ongoi ng engineering efforts performed by working
groups of the | ETF.

Wth the expansion of the Internet of Things (l1oT), interoperability
becones nore and nore inportant. Standards Devel opi ng Organi zati ons
(SDCs) have done a trenmendous anount of work to standardi ze new
protocols and profile existing protocols.

At the application |ayer and at the level of solution frameworks,
interoperability is not yet mature. Particularly, the work on data
formats (in the formof data nodels and information nodel s) has not
seen the sanme | evel of consistency throughout SDOCs.

One comon problemis the lack of an encodi ng-i ndependent
standardi zati on of the information, the so-called information nodel.
Anot her problemis the strong rel ationship between data formats and

t he underlying conmmuni cati on architecture, such as a design in Renote
Procedure Call (RPC) style or a RESTful design (where REST refers to
Representational State Transfer). Furthernore, groups devel op
solutions that are very sinmilar on the surface but differ slightly in
their standardi zed outcone, leading to interoperability problens.
Finally, some groups favor different encodings for use with various
application-layer protocols.

Thus, the | AB decided to organi ze a workshop to reach out to rel evant
stakehol ders to explore the state of the art and identify comonality
and gaps [IOTSIAG [IOTSIWS]. In particular, the 1 AB was interested
to |l earn about the foll owi ng aspects:

o Wiat is the state of the art in data and i nfornmati on nodel s? Wat
shoul d an i nformati on nodel | ook |ike?

o What is the role of formal |anguages, such as schema | anguages, in
describing informati on and data nodel s?

o VWiat is the role of netadata, which is attached to data to nmake it
sel f-descri bi ng?
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0 How can we achieve interoperability when different organizations,
conpani es, and individual s devel op extensions?

0 What is the experience with interworking various data nodel s
devel oped fromdifferent groups, or with data nodels that evol ved
over time?

0 What functionality should online repositories for sharing schenas
have?

0 How can existing data nodels be mapped agai nst each other to offer
i nt erwor ki ng?

0 |s there roomfor harnonization, or are the use cases of different
groups and organi zati ons so unique that there is no possibility
for cooperation?

0 How can organi zations better work together to increase awareness
and i nformation sharing?

2. Terninol ogy

The first roadblock to interoperability at the | evel of data nodels
is the lack of a common vocabulary to start the discussion

[ RFC3444] provides a starting point by separating conceptual nodels
for designers, or "information nodels", fromconcrete detailed
definitions for inplenmenters, or "data nodels". There are concepts
that are undefined in that RFC and el sewhere, such as the interaction
with the resources of an endpoint, or "interaction nodel".

Therefore, the three "main" conmon nodels that were identified were

I nf or mati on Model
An information nodel defines an environnment at the highest |eve
of abstraction and expresses the desired functionality.

I nformation nodels can be defined informally (e.g., in prose) or

nore formally (e.g., Unified Mddeling Language (UM.), Entity-

Rel ati onship Diagranms, etc.). Inplenentation details are hidden
Dat a Model

A data nodel defines concrete data representations at a | ower

| evel of abstraction, including inplenmentation- and protocol -
specific details. Sone exanples are SNMP Managenent |nformation
Base (M B) nodules, World Wde Wb Consortium (WC) Thing
Description (TD) Things, YANG nodul es, Lightwei ght Machine-to-
Machi ne (LwW2M Schemas, Open Connectivity Foundation (OCF)
Schemas, and so on
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I nteracti on Model
An interaction nodel defines how data is accessed and retrieved
fromthe endpoints, being, therefore, tied to the specific
communi cati on pattern that the system has (e.g., REST nethods,
Publ i sh/ Subscri be operations, or RPC calls).

Anot her identified term nology issue is the semantic neani ng overl oad
that some terns have. The neaning can vary dependi ng on the context
in which the termis used. Sonme exanples of such terns are as

foll ows: senmantics, nodels, encoding, serialization format, media
types, and encoding types. Due to tine constraints, no concrete
term nol ogy was agreed upon, but work will continue within each
organi zation to create various term nology docunents. The
participants agreed to set up a GtHub repository [IOTSIAT] for
sharing information.

3. Wiat Problens to Sol ve

The participants agreed that there is not sinply a single problemto
be solved but rather a range of problenms. During the workshop, the
foll owi ng problens were discussed:

o Formal Languages for Documentation Purposes

To sinplify review and publication, SDOs need formal descriptions of
their data and interaction nodels. Several of themuse a tabul ar
representation found in the specification itself but use a forma

| anguage as an alternative way of describing objects and resources
for formal purposes. Sone exanples of formal |anguage use are as
fol | ows.

The OQpen Mobile Alliance (OVA), now OVA SpecWrks, used an XM. Schena
[ LWWMRM Schenma] to describe their object and resource definitions

The XML files of standardi zed objects are avail able for downl oad at

[ OWNA] .

The Bl uetooth Special Interest Goup (SIG defined Generic Attribute
Profile (GATT) services and characteristics for use with Bluetooth
Smart/Low Energy. The services and characteristics are shown in a
tabul ar formon the Bluetooth SIG website [SIG and are defined as
XM i nstance docunents.

The Qpen Connectivity Foundation (OCF) uses JSON Schenas to fornmally
define data nodel s and RESTful APl Mdeling Language (RAM.) to define
interaction nodels. The standard files are available online at
<onel oTa. or g>.
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The Al l Seen Alliance uses AllJoyn Introspection XM. to define data
and interaction nodels in the same formal |anguage, tailored for
RPC-style interaction. The standard files are available online on
the Al Seen Alliance website, but both standard and vendor-defi ned
nodel files can be obtained by directly querying a device for them at
runtime.

The World Wde Wb Consortium (WBC) uses the Resource Description
Framework (RDF) to define data and interaction nodels using a fornat
tailored for the web.

The Internet Engineering Task Force (I ETF) uses YANG to define data
and interaction nodels. Oher SDCs nmay use various other formats.

o Formal Languages for Code Ceneration

Code-generation tools that use formal data and information nodeling

| anguages are needed by devel opers. For exanple, the Al Seen Visua
Studio Plugin [A | Seen-Plugin] offers a wizard to generate code based
on the formal description of the data nodel. Another exanple of a
dat a nodel i ng | anguage that can be used for code generation is YANG
A popul ar tool to help with code generation of YANG nodul es is pyang
[PYANG . An exanple of a tool that can generate code for nultiple
ecosystens i s OpenDOF [ OpenDOF]. Use cases di scussed for code
generation included easing devel opnent of server-side device
functionality, clients, and conpliance tests.

o0 Debuggi ng Support

Debuggi ng tool s are needed that inplenent generic object browsers,
whi ch use standard data nodels and/or retrieve fornmal |anguage
descriptions fromthe devices thenselves. As one exanple, the nRF
Bl uetooth Smart sniffer from Nordic Sem conductor [nRF-Sniffer] can
be used to display services and characteristics defined by the
Bluetooth SIG As another exanple, AllJoyn Expl orer

[ Al'l JoynExpl orer] can be used to browse and interact with any
resource exposed by an AllJoyn device, including both standard and
vendor - defined data nodels, by retrieving the formal descriptions
fromthe device at runtine

o Translation
The wor ki ng assunption is that devices need to have a conmon data
nodel with a priori know edge of data types and actions. However,

that would inply that each consortium organization will try to define
their own data nodel. That would cause a major interoperability
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problem possibly a conpletely intractable one given the nunber of
vari ations, extensions, conpositions, or versioning changes that wll
happen for each data nodel

Anot her potential approach is to have a mnimal anmount of information
on the device to allow for a runtinme binding to a specific nodel, the
obj ective being to require as little prior know edge as possi bl e.

Mor eover, gateways, bridges and other sinmilar devices need to
dynanmically translate (or map) one data nodel to another one.
Complexity will increase as there are also nultiple protocols and
schenas that neke interoperability harder to achieve

0o Runtinme Discovery

Runtine discovery allows |oT devices to exchange netadata about the

data, potentially along with the data exchanged itself. |In some
cases, the netadata not only describes data but also the interaction
nodel as well. An exanple of such an approach has been shown with

Hypernedi a as the Engine of Application State (HATEQAS) [HATEQAS].
Anot her exanple is that all AllJoyn devices support such runtime
di scovery using a protocol nechanismcalled "introspection", where
the metadata is queried fromthe device itself [All Seen].

There are various nodels, whether depl oyed or possible, for such

di scovery. The nmetadata night be extracted froma specification

| ooked up on a cloud repository (e.g., oneloTa for OCF nodel s),

| ooked up via a vendor’s site, or obtained fromthe device itself
(such as in the AllJoyn case). The relevant netadata m ght be
obtained fromthe sane place or different pieces night be obtained
fromdifferent places, such as separately obtaining (a) syntax

i nformati on, (b) end-user descriptions in a desired | anguage, and (c)
devel oper-specific comments for inplenmenters.

4. Transl ation

In an ideal world where organi zati ons and conpani es cooperate and
agree on a single data nodel standard, there is no need for gateways
that translate fromone data nodel to another one. However, this is
far fromreality today, and there are many proprietary data nodels in
addition to the already standardi zed ones. As a consequence,
gateways are needed to translate between data nbdels. This leads to
(n"2)-n conbinations, in the worst case

There are anal ogi es with gateways back in the 1980s that were used to
transl ate between network | ayer protocols. Eventually, |IP took over,
providing the necessary end-to-end interoperability at the network

layer. Unfortunately, the introduction of gateways |eads to the |oss
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of expressiveness due to the translation between data nodels. The
functionality of IP was so valuable in the market that advanced
features of other networking protocols becane |less attractive and
were not used anynore.

Partici pants discussed an alternative that they called a "red star",
shown in Figure 1, where data nodels are translated to a conmon data
nodel shown in the nmiddle. This reduces the nunber of translations
that are needed down to 2n (in the best case). The problem of
course, is that everyone wants their own data nodel to be the red
star in the center.

e + e +

| |

- -

I B R

oo + -- -- oo +
S e A -- S

/ \ N / \

I B Attt EIURSEESEEE TR |
\ / /A \ /
R [’ "\ R
I\ -- -- I\

/I - -- [\

/ \ / \

/ \ / \
[--memm-- \ [--memm-- \

Figure 1: The "Red Star" in Data/lnformati on Mdels

Whil e the workshop itself was not a suitable forumto discuss the
design of such translation in detail, several questions were raised

o0 Do we need a "red star" that does everything, or could we design
sonething that offers a nore restricted functionality?

0 How do we handl e | oss of data and functionality?
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0 Should data be transl ated between data nodels, or should data
nodel s t hensel ves be transl at ed?

0 How can interaction nodels be translated? They need to be dealt
with in addition to the data nodels.

o Mny (if not all) data and interaction nodels have sone bizarre
functionality that cannot be translated easily. How can those be
handl ed?

0o What limtations are we going to accept in these translations?

The participants al so addressed the question of when translation
shoul d be done. Two use cases were di scussed:

(a) Design tinme: A translation between data nodel descriptions, such
as translating a YANG nodule to a RAM./ JSON nodel, can be
perforned once, during design tine. A single information nodel
m ght be mapped to a nunber of different data nodels.

(b) Run tinme: Runtine translation of values in two standard data
nmodel s can only be algorithmically done when the data nodel on
one side is algorithmcally derived fromthe data nodel on the
other side. This was called a "derived nodel". It was
di scussed that the availability of runtine discovery can aid in
semantic translation, such as when a vendor-specific data nodel
on one side of a protocol bridge is resolved and the transl ator
can algorithnmically derive the semantically equival ent vendor-
specific data nodel on the other side. This situation is
di scussed in [BridgeTaxonony].

The participants agreed that algorithmtranslation will generally
requi re custom code whenever one is translating to anything other
than a derived nodel

Participants concluded that it is typically easier to translate data
bet ween systens that follow the same conmuni cation architecture

5. Dealing with Change

A large part of the workshop was dedicated to the evol ution of

devi ces and server-side applications. Interactions between devices
and services and how their relationship evolves over tine is
conplicated by their respective interaction nodels.

The wor kshop partici pants discussed various approaches to deal with

change. In the nost basic case, a devel oper m ght use a description
of an APl and i nplenent the protocol steps. Sonetines, the data or
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i nformati on nodel can be used to generate code stubs. Subsequent
changes to an APl require changes on the clients to upgrade to the
new versi on, which requires sone devel opment of new code to satisfy
the needs of the new API.

These interactions could be made nachi ne understandable in the first
pl ace, enabling for changes to happen at runtine. |In that scenario,
a machine client could discover the possible interactions with a
service, adapting to changes as they occur w thout specific code
bei ng devel oped to adapt to them

The chal l enge seens to be to code the hunan-readabl e specification
into a machi ne-readabl e format. Machi ne-readabl e | anguages require a
shared vocabulary to give neaning to the tags.

These types of interactions are often based on the REST architectura
style. Its principle is that a device or endpoint only needs a
single entry point, with a host providing descriptions of the API

i n-band by neans of web links and forns.

By defining |oT-specific relation types, it is possible to drive
interactions through links instead of hard-coding URIs into a RESTfu
client, thus making the system flexi ble enough for |ater changes.
The definition of the basic hypernedia formats for 1oT is still a
work in progress. However, sonme of the existing nechani snms can be
reused, such as resource discovery, forns, or links.

6. | ANA Consi der ations
Thi s docunent has no | ANA acti ons.
7. Security Considerations

There were two types of security considerations di scussed: use of
formal data nodels for security configuration and security of data
and data nodels in general

It was observed that the security assunptions and configuration, or
"security nmodel", varies by ecosystem today, making the job of a
translator difficult. For exanple, there are different types of
security principals (e.g., user vs. device vs. application), the use
of Access Control Lists (ACLs) versus capabilities, and what types of
policies can be expressed, all vary by ecosystem As a result, the
security nodel architecture generally dictates where translation can
be done.
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One approach di scussed was whet her two endpoints night be able to use
some overlay security nodel across a translator between two
ecosystens, which only works if the two endpoints agree on a conmon
data nodel for their communication. Another approach di scussed was
simply having a translator act as a trusted internmediary, which
enables the translator to translate between different data nodels.

One suggestion discussed was either adding netadata into the fornal
dat a nodel |anguage or having it acconpany the data val ues over the
wire, tagging the data with privacy |levels. However, sonetines even
the privacy level of information mght itself be sensitive. Still

it was observed that being able to dynamically | earn security
requirenents mght help provide better Us and transl ators.

8. Coll aboration

The participants di scussed how best to share information anong their
various organi zati ons. One discussion was around having joint
meetings. One current challenge reported was that organi zati ons were
not aware of when and where each other’s neetings were schedul ed, and
sharing such information could hel p organi zati ons better collocate
meetings. To facilitate this exchange, the participants agreed to
add links to their respective neeting schedules froma common page in
the 10TSI repository [IOTSIAT].

Anot her chal |l enge reported was that organizations did not know how to
find each other’s published data nodels, and sharing such information
could better facilitate reuse of the sanme information nodel. To
facilitate this exchange, the participants di scussed whether a common
repository might be used by nmultiple organizations. The OCF' s

onel oTa repository was di scussed as one possibility, but it was
reported that its terms of use at the tinme of the workshop prevented
this. The OCF agreed to take this back and | ook at updating the
terns of use to allow other organizations to use it, as the
restriction was not the intent. <schema.org> was di scussed as

anot her possibility. In the nmeantine, the participants agreed to add
links to their respective repositories froma comopn page in the

| OTSI repository [IOTSIAT].

It was also agreed that the iotsi @ab.org mailing Iist would remain

open and avail able for sharing informati on between all rel evant
organi zati ons.
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