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1 | NTRODUCTI ON

This RFC specifies the ARPANET 1822L Host Access Protocol, which
will allow hosts to use logical addressing (i.e., host nanes that
are independent of their physical location on the ARPANET) to
communicate with each other. This new host access protocol is
known as the ARPANET 1822L (for Logical) Host Access Protocol

and is a successor to the current ARPANET 1822 Host Access
Protocol, which is described in sections 3.3 and 3.4 of BBN
Report 1822 [1]. Al though the 1822L protocol uses different
Host-I MP | eaders than the 1822 protocol, the IMPs wll continue
to support the 1822 protocol, and hosts using either protocol can
readily conmuni cate with each other (the IMPs wll handle the

transl ati on automatically).

The RFC s terminology is consistent with that used in Report
1822, and any new terns will be defined when they are first used.
Familiarity wth Report 1822 (section 3 in particular) is
assuned. As coul d be expected, the RFC nakes nmany references to
Report 1822. As a result, it uses, as a convenient abbreviation

"see 1822(x)" instead of "please refer to Report 1822, section X,

for further details".

Thi s RFC updates, and obsol etes, RFC 851. The changes from that

RFC are:
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0 Section 2.2.4 was rewitten for clarity.

0 Section 2.5 was expanded to further discuss the effects of

usi ng 1822L nanmes on host-to-host virtual circuits.

0 In section 3.2, the type 1 |MP-to-host nessage has two new
subtypes, the type 9 nessage has one new subtype, and the type

15, subtype 4 nessage is no | onger defined.

An appendi x describing the nmapping between 1822L nanes and

(@]

internet (IP) addresses has been added.

Al'l of these changes to RFC 851 are nmarked by revision bars (as

shown here) in the right margin.
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2 THE ARPANET 1822L HOST ACCESS PROTOCOL

The ARPANET 1822L Host Access Protocol allows a host to use
| ogical addressing to conmunicate wth other hosts on the
ARPANET. Basically, |ogical addressing allows hosts to refer to
each other wusing an 1822L nane (see section 2.1) which is
i ndependent of a host’s physical location in the network. | EN
183 (also published as BBN Report 4473) [2] gives the use of
| ogi cal addressing considerable justification. Anong t he

advantages it cites are:

0 The ability to refer to each host on the network by a nane

i ndependent of its location on the network.

o Allowing different hosts to share the sanme host port on a

ti me-division basis.

o0 Allowing a host to use nulti-honming (where a single host wuses

nore than one port to communicate with the network).

o Al'l owi ng several hosts that provide the same service to share

t he sane nane.

The main differences between the 1822 and 1822L protocols are the
format of the | eaders that are used to introduce nessages between
a host and an I MP, and the specification in those | eaders of the

source and/or destination host(s). Hosts have the choi ce of
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using the 1822 or the 1822L protocol. Wen a host comes up on an
IMP, it declares itself to be an 1822 host or an 1822L host by
the type of NOP nessage (see section 3.1) it uses. Once up,
hosts can switch from one protocol to the other by issuing an
appropriate NOP. Hosts that do not use the 1822L protocol will
still be addressable by and can communicate with hosts that do,

and vi ce-versa

Anot her difference between the two protocols is that the 1822
| eaders are symetric, while the 1822L | eaders are not. The term
symretric nmeans that in the 1822 protocol, the exact sane | eader
format is used for nessages in both directions between the hosts
and | MPs. For exanple, a |leader sent froma host over a cable
that was |ooped back onto itself (via a | ooping plug or faulty
hardware) would arrive back at the host and appear to be a |ega

message from a real host (the destination host of the origina

message). In contrast, the 1822L headers are not synmmetric, and
a host can detect if the connection to its IMP is |ooped by
receiving a nmessage with the wong | eader fornat. This allows

the host to take appropriate action upon detection of the | oop
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2.1 Addresses and Nanes

The 1822 protocol defines one form of host specification, and the
1822L protocol defines two additional ways to identify network
hosts. These three forns are 1822 addresses, 1822L nanes, and

1822L addr esses.

1822 addresses are the 24-bit host addresses found in 1822

| eaders. They have the follow ng fornat:

1822 Addr ess For mat
Figure 2.1

These fields are quite large, and the ARPANET will never use nore
than a fraction of the avail able address space. 1822 addresses

are used in 1822 | eaders only.

1822L names are 16-bit unsigned nunbers that serve as a |ogica
identifier for one or nore hosts. 1822L nanes have a nuch

sinmpler format:
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1822L Nane For nmat
Figure 2.2

The 1822L nanes are just 16-bit wunsigned nunbers, except that

bits 1 and 2 are not both zeros (see below). This allows over

49, 000 hosts to be specified.

1822 addresses cannot be used in 1822L |eaders, but there may be
a requirement for an 1822L host to be able to address a specific
physi cal host port or | MP fake host. 1822L addresses are used
for this function. 1822L addresses form a subset of the 1822L
nane space, and have both bits 1 and 2 off.

1 2 3 8 9 16
Fom oo e e o +

[ I I
| O] 0| host # | I MP nunber
. I I

e o a e +

1822L Addr ess For mat
Figure 2.3
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This format allows 1822L hosts to directly address hosts 0-63 at
IMPs 1-255 (IMP O does not exist). Note that the highest host
nunbers are reserved for addressing the IMP’s internal fake
host s. At this witing, the | M°P has seven fake hosts, so host
nunmbers 57-63 address the | MP fake hosts, while host nunbers 0-56
address real hosts external to the IMP. As the nunber of | M

fake hosts changes, this boundary point will al so change

2.2 Nanme Transl ations

There are a nunmber of factors that determ ne how an 1822L nane is
translated by the IMP into a physical address on the network.
These factors include which translations are legal; in what order
different translations for the sanme nane should be attenpted;
which legal translations shouldn't be attenpted because a
particular host port is down; and the interoperability between
1822 and 1822L hosts. These issues are discussed in the

foll owi ng sections.

2.2.1 Authorization and Effectiveness

Every host on a ¢ 30 I MP, regardless of whether it is using the
1822 or 1822L protocol to access the network, can have one or

nore 1822L nanes (| ogi cal addresses). Hosts using 1822L can then
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use these nanmes to address the hosts in the network independent
of their physical [|ocations. Because of the inplenentation
constraints mentioned in the introduction, hosts on non-C/ 30 | MPs
cannot be assigned 1822L nanes. To circunvent this restriction
however, 1822L hosts can al so use 1822L addresses to access al

of the other hosts.

At this point, several questions arise: How are these nanes
assigned, how do they becone known to the I|IMPs (so that
transl ations to physical addresses can be nade), and how do the
| MPs know whi ch host is currently using a shared port? To answer

each question in order:

Nanmes are assigned by a central network adninistrator. Wen each
nane is <created, it is assigned to a host (or a group of hosts)
at one or nore specific host ports. The host(s) are allowed to
reside at those specific host ports, and nowhere else. |If a host
noves, it will keep the sanme nane, but the administrator has to
update the central database to reflect the new host port.
Changes to this database are distributed to the IMPs by the
Network Operations Center (NOC). For a while, the host nmay be
allowed to reside at either of (or both) the new and old ports.
Once the correspondence between a nane and one or nore hosts
ports where it may be used has been nmade official by the

admi ni strator, that nanme is said to be authorized. 1822L
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addresses, which actually refer to physical host ports, are

al ways authorized in this sense.

Once a host has been assigned one or nore nanmes, it has to let
the IMPs know where it is and what nane(s) it is using. There
are two cases to consider, one for 1822L hosts and another for
1822 hosts. The follow ng discussion only pertains to hosts on

C/ 30 | MPs.

Wien an | MP sees an 1822L host cone up on a host port, the IM
has no way of know ng which host has just conme up (several hosts
may share the same port, or one host may prefer to be known by
different nanmes at different tinmes). This requires the host to
declare itself to the I MP before it can actually send and receive
messages. This function is performed by a new host-to-IM
message, the Nane Declaration Message (NDM, which Ilists the
nanes that the host would like to be known by. The | MP checks
its tables to see if each of the names is authorized, and sends
an NDM Reply to the host saying which nanes were actually
aut hori zed and can now be used for sending and receiving nessages
(i.e., which nanes are effective). A host can al so use an NDM
message to change its list of effective nanmes (it can add to and
delete from the list) at any time. The only constraint on the
host is that any nanes it w shes to use can becone effective only

if they are authorized.
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In the second case, if a host conmes up on a 30 IMP using the
1822 protocol, the I MP autonatically nmakes the first nanme the | MP
finds inits tables for that host become effective when it
receives the first 1822 NOP fromthe host. Thus, even though the
host is using the 1822 protocol, it can still receive nessages
from 1822L hosts via its 1822L name. O course, it can also

recei ve nmessages froman 1822L host via its 1822L address as

wel | . (Renmenber, the distinction between 1822L nanes and
addresses is that the addresses correspond to physical |ocations
on t he net wor k, whil e t he nanes are strictly 1logica

identifiers). The IMPs translate between the different |eaders

and send the proper |eader in each case (see section 2.2.4).

The third question above has by now al ready been answer ed. VWhen
an 1822L host cones up, it uses the NDM nessage to tell the I M
which host it is (which nanes it is known by). Even if this is a

shared port, the I MP knows which host is currently connect ed.

Whenever a host goes down, its nanmes automatically becone non-
ef fective. When it comes back up, it has to make them effective

agai n.



1822L Host Access Protocol Decenber 1983
RFC 878

2.2.2 Translation Policies

Several hosts can share the sane 1822L nane. |If nore than one of
these hosts is up at the same tinme, any nessages sent to that
1822L name will be delivered to just one of the hosts sharing
that name, and a RFNMwill be returned as usual. However, the
sending host will not receive any indication of which host
received the nessage, and subsequent nessages to that nane are
not guaranteed to be sent to the sane host. Typically, hosts
providing exactly the sanme service could share the sane 1822L

nane in this nmanner.

Similarly, when a host is nulti-honed, the same 1822L nane nay
refer to nore than one host port (all connected to the same
host). |If the host is up on only one of those ports, that port
will be used for all nessages addressed to the host. However, if
the host were up on nore than one port, the nessage would be
delivered over just one of those ports, and the subnet would
choose which port to use. This port selection could change from
message to nessage. If a host wanted to insure that certain
messages were delivered to it on specific ports, these nessages
could wuse either the port’s 1822L address or a specific 1822L

nane that referred to that port al one
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Three different address selection policies are available for the
nane nappi ng process. Wen transl ated, each nane uses one of the
three policies (the policy is pre-determined on a per-nane

basis). The three policies are:

0 Attenpt each translation in the order in which the physica
addresses are listed in the IMPs translation tables, to find
the first reachable physical host address. This list 1is
al ways searched fromthe top whenever an uncontrolled packet
is to be sent or a new virtual circuit connection has to be

created (see section 2.5). This is the nost conmonly used

policy.

0 Selection of the closest physical address, which uses the
| MP' s routing t abl es to find the translation to the
destination IMP with the |least delay path whenever an
uncontrolled packet is to be sent or a newvirtual circuit

connection has to be created.

0 Use load leveling. This is simlar to the second policy, but
differs in that searching the address list for a valid
translation starts at the address followi ng where the previous
transl ati on search ended whenever an uncontroll ed packet is to
be sent or a new virtual circuit connection has to be created.

This attenpts to spread out the load fromany one | MP' s hosts
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to the various host ports associated with a particular nane.
Note that this is NOT network-wi de |oad |eveling, which would

require a distributed algorithm and tables.

2.2.3 Reporting Destination Host Downs

As was explained in report 1822, and as wll be discussed in
greater detail in section 2.5, whenever regul ar nessages are sent
by a host, the I MP opens a virtual <circuit connection to each
destination host from the source host. A connection will stay
open at least as long as there are any outstanding (un-RFNved)

messages using it and both the source and destination hosts stay

up.

However, the destination host nmay go down for sone reason during
the lifetime of a connection. |[If the host goes down while there
are no outstanding nessages to it in the network, then the
connection is closed and no other action is taken until the
source host submits the next nmessage for that destination. At
that time, ONE of the follow ng events will occur:
Al. |If 1822 or an 1822L address is being used to specify the
destination host, then the source host will receive a type 7
(Destination Host Dead) message fromthe | MP

A2. |If an 1822L nane is being used to specify the destination
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host, and the nanme maps to only one authorized host port,
then a type 7 nessage will also be sent to the source host.
A3. |If an 1822L nane is being used to specify the destination
host, and the nanme nmaps to nore than one authorized host
port, then the I MP attenpts to open a connection to another
authorized and effective host port for that nane. If no
such connection can be made, the host will receive a type 15
(1822L Nane or Address FError), subtype 5 (no effective
transl ati ons) nessage (see section 3.2). Note that a type 7
message cannot be returned to the source host, since type 7
messages refer to a particular destination host port, and

the name nmaps to nore than one destination port.

Things get a bit nore conplicated if there are any outstanding

messages on the connection when the destination host goes down.

The connection will be closed, and one of the following wll

occur:

Bl1. If 1822 or an 1822L address is being used to specify the
destination host, then the source host will receive a type 7
message for each outstandi ng nmessage.

B2. If an 1822L name is being used to specify the destination
host, then the source host will receive a type 9 (lnconplete
Transm ssion), subtype 6 (nessage lost due to logically

addressed host going down) nmessage for each outstanding
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message. The next time the source host subnits another
nmessage for that sane destination nane, the previous

algorithmw Il be used (either step A2 or step A3).

The above two algorithnms al so apply when a host stays up, but
declares the destination nane for an existing connection to no
| onger be effective. |In this case, however, the type 7 nessages
above will be replaced by type 15, subtype 3 (nane not effective)

nessages.

Section 2.3 discusses how destination host downs are handled for

uncontrol | ed packets.

2.2.4 1822L and 1822 Interoperability

As has been previously stated, 1822 and 1822L hosts can
i ntercommuni cate, and the IMPs wll automatically handl e any
necessary | eader and address fornmat conversions. However, not
every conbi nati on of 1822 and 1822L hosts allows ful

interoperability with regard to the use of 1822L nanes, since

1822 hosts are restricted to using physical addresses.

There are two possible situations where any inconpatibility could

ari se:
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0 An 1822 host sending a nmessage to an 1822L host: The 1822
host specifies the destination host by its 1822 address. The
destination host will receive the nessage with an 1822L | eader
containing the 1822L addresses of the source and destination

host s.

0 An 1822L host sending a nessage to an 1822 host: The 1822L
host can wuse 1822L nanes or addresses to specify both the
source and destination hosts. The destination host wll
receive the nmessage wth an 1822 | eader containing the 1822

address of the source host.

2.3 Uncontroll ed Packets

Uncontrol | ed packets (see 1822(3.6)) present a uni que problemfor
the 1822L protocol. Uncontrolled packets use none of the norma
ordering and error-control nechanisns in the I MP, and do not use
the normal virtual circuit connection facilities. As a result,
uncontrol | ed packets need to carry all of their overhead wth
them including source and destination nanmes. |[If 1822L nanes are
used when sendi ng an uncontrol |l ed packet, additional information
is nowrequired by the subnetwork when the packet is transferred
to the destination I MP. This neans that |ess host-to-host data

can be contained in the packet than is possible between 1822
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host s.

Uncontrol |l ed packets that are sent between 1822 hosts may contain
not nore than 991 bits of data. Uncontrolled packets that are
sent to and/or from 1822L hosts are linmted to 32 bits less, or
not nore than 959 bits. Packets that exceed this length will
result in an error indication to the host, and the packet wll
not be sent. This error indication represents an enhancenment to
the previous |evel of service provided by the IMP, which would
sinply discard an overly long uncontrolled packet wthout

notification.

O her enhancenents that are provided for uncontrolled packet
service are a notification to the host of any errors that are
detected by the host’s IMP when it receives the packet. A host
will be notified if an uncontrolled packet contains an error in
the 1822L nanme specification, such as if the name is not
aut horized or effective, if the renote host is unreachabl e (which
is indicated by none of its names being effective), if network
congestion control throttled the packet before it left the source
I MP, or for any other reason the source IMP was not able to send

t he packet on its way.

In nost cases, the host will not be notified if the uncontrolled

packet was lost once it was transnitted by the source | MP



1822L Host Access Protocol Decenber 1983
RFC 878

However, the IMP will attenpt to notify the source host if a
| ogi cal | y-addressed wuncontrolled packet was mi stakenly sent to a
host that the source I MP thought was effective, but which turned
out to be dead or non-effective at the destination IMP. This
non-delivery notice is sent back to the source IMP as an
uncontrol l ed packet fromthe destination | MP, so the source host

is not guaranteed to receive this indication

If the source | MP successfully receives the non-delivery notice,
then the source host wll receive a type 15 (1822L Nanme or
Address Error), subtype 6 (down or non-effective port) nessage.
If the packet is resubnmtted or another packet is sent to the
sane destination nanme, and there are no available effective
translations, then the source host wll receive a type 15
subtype 5 (no effective translations) nessage if the destination
nane has nore than one mapping; or will receive either a type 7
(Destination Host Dead) or a type 15, subtype 3 (nane not
ef fective) nmessage if the destination nane has a single

transl ati on.

Those enhancenents to the uncontrolled packet service that are
not specific to logical addressing will be available to hosts
using 1822 as well as 1822L. However, uncontrolled packets nust
be sent wusing 1822L |leaders in order to receive any indication

that the packet was | ost once it has left the source | MP
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2.4 Establishing Host-1M Comuni cations

When a host cones up on an I MP, or after there has been a break
in the comunications between the host and its IMP (see
1822(3.2)), the orderly flow of nessages between the host and the
IMP needs to be properly (re)established. This allows the | M
and host to recover fromnost any failure in the other or in

their communi cations path, including a break in nid-nessage.

The first nmessages that a host should send to its IMP are three
NOP nessages. Three nessages are required to insure that at
| east one nessage will be properly read by the IMP (the first NOP
could be concatenated to a previous nmessage if conmuni cati ons had
been broken in md-stream and the third provides redundancy for
t he second) . These NOPs serve several functions: they
synchroni ze the I|MP with the host, they tell the IMP how nuch
padding the host requires between the nessage |leader and its
body, and they also tell the I MP whether the host will be using

1822 or 1822L | eaders.

Simlarly, the IMP will send three NOPs to the host when it
detects that the host has cone up. Actually, the IMP will send
six NOPs, alternating three 1822 NOPs with three 1822L NOPs.
Thus, the host will see three NOPs no matter which protocol it is

usi ng. The NOPs will be followed by two Interface Reset
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messages, one of each style. |If the IMP receives a NOP fromthe
host whil e the above sequence is occurring, the IMP wll only
send the renminder of the NOPs and the Interface Reset in the
proper style. The 1822 NOPs will contain the 1822 address of the
host interface, and the 1822L NOPs will contain the correspondi ng

1822L addr ess.

Once the IMP and the host have sent each other the above
messages, regular communi cations can conmence. See 1822(3.2) for
further details concerning the ready line, host tardiness, and

ot her issues.

2.5 Counting RFNMs When Using 1822L

When a host subnmits a regul ar nmessage using an 1822 |eader, the
| MP checks for an existing sinplex virtual circuit connection
(see 1822(3.1)) fromthe source host to the destination host. If
such a connection already exists, it is used. Oherw se, a new
connection fromthe source host port to the destination host port
is opened. In either case, there may be at npbst ei ght nessages
out standi ng on that connection at any one tine. If a host
submits a ninth nmessage on that connection before it receives a
reply for the first nessage, then the host will be bl ocked wunti

the reply is sent for the first nessage.
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Such connections can stay open for sone tinme, but are timed out
after three mnutes of no activity, or can be closed if there is
contention for the connection blocks in either the source or
destination | M. However, a connection will never be closed as
Il ong as there are any outstanding nmessages on it. This allows a
source host to count the nunber of replies it has received for
messages to each destination host address in order to avoid being
bl ocked by submitting a ninth outstanding nessage on any

connecti on.

When a host submits a regular nmessage using an 1822L |eader, a
sim lar process occurs, except that in this case, connections are
di stingui shed by the source port/source nane/destination name
conbi nat i on. When the nessage is received froma host, the I MP
first looks for an open connection for that sane port and source
nane/ destination nane pair. |f such a connection is found, then
it is used, and no further name translation is perforned. I f,
however, no open connection was found, then the destination name
is translated, and a connection opened to the physical host port.
As long as there are any outstandi ng nessages on the connection
it will stay open, and it will have the same restriction that
only eight nessages may be outstanding at any one tine. Thus, a
source host can still count replies to avoid being blocked, but

they nmust be counted on a source port and source name/ destination
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nane pair basis, instead of just by source port and destination

host address as before.

Si nce connections are based on the source name as well as the
destination name, this inplies that there may be nore than one
open connection from physical host port A to physical host port
B, whi ch woul d allow nore than 8 outstanding nessages
simul taneously fromthe first to the second port. However, for
this to occur, either the source or destination names, or both,
nmust differ fromone connection to the next. For exanple, if the
nanes "543" and "677" both translate to physical port 3 on I M
51, then the host on that port could open four connections to
itself by sending nessages from"543" to "543", from"543" to

"677", from"677" to "543", and from"677" to "677".

As has already been stated, the destination nanes in regular
messages are only translated when connections are first opened.
Once a connection is open, that connection, and its destination
physical host port, will continue to be used until it is closed.
If, in the nmeantinme, a "better" destination host port bel onging
to the sane destination nane becane available, it would not be
used until the next time a new connection is opened to that

desti nati on nane.
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Al so, the act of making an 1822L nane be non-effective wll not
automatically cause any connections using that nanme to be cl osed.
However, they will be closed after at nobst three minutes of
inactivity. A host can, if it w shes, make all of its nanes at a
port be noneffective and close all of its connections to and from

the port by flapping the host’s ready Iine to that | MP port.

2.6 1822L Nane Server

There may be times when a host wants to perform its own
translations, or mnmight need the full list of physical addresses
to which a particular nane naps. For exanple, a connection-based
host-to-host protocol nmay require that the sanme physical host
port on a nulti-homed host be used for all nessages using that
host-to-host connection, and the host does not wish to trust the
I MP to always deliver nmessages using a destination nanme to the

same host port.

In these cases, the host can subnit a type 11 (Nane Server
Request) nessage to the I MP, which requests the IMP to translate
the destination 1822L nane and return a list of the addresses to
which it maps. The IMP will respond with a type 11 (Name Server
Reply) message, which contains the selection policy in wuse for

that nane, the nunber of addresses to which the nane maps, the
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addresses thenselves, and for each address, whether it 1is
effective and its routing distance fromthe IMP. See section 3.2

for a conplete description of the nmessage’s contents.

Using this information, the source host could nake an inforned
deci sion on which of the physical host ports corresponding to an
1822L name to use and then send the nessages to that port, rather

than to the nane.

The | MP al so supports a different type of name service. A host
needs to issue a Nane Declaration Message to the IMP in order to
make its nanes effective, but it may not wish to keep its nanes
in some table or file in the host. 1In this case, it can ask the

IMP to tell it which nanes it is authorized to use.

In this case, the host subnmits a type 12 (Port List Request)
nmessage to the IMP, and the IMP replies with a type 12 (Port List
Reply) message. It contains, for the host port over which the
| MP received the request and sent the reply, the nunber of nanes
that map to the port, the list of nanmes, and whether or not each
name is effective. The host can then use this information in
order to issue the Nane Declaration Message. Section 3.2

contains a conplete description of the reply’ s contents.
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3 1822L LEADER FORMATS

The follow ng sections describe the formats of the |eaders that
precede nmessages between an 1822L host and its IMP. They were
designed to be as conpatible with the 1822 | eaders as possible.
The second, fifth, and sixth words are identical in the two
| eaders, and all of the existing functionality of the 1822
| eaders has been retained. In the first word, the 1822 New
Format Flag is now al so used to identify the two types of 1822L
| eaders, and the Handling Type has been noved to the second byte.
The third and fourth words contain the Source and Destination

1822L Nane, respectively.
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3.1 Host-to-IMP 1822L Leader For nat

1 45 8 9 16
Fomm e o - Fomm e o - e +
| | 1822L | |
| Unused | H2I | Handling Type
| | Flag | |
E R E R o e oo +

17 20 21 22 24 25 32
Fomm e o - F S o e +
| | T| Leader |
| Unused |RIFlags | Message Type
| e | |
E R R o e oo +

33 48
e +

oo e e e e e e e e e eme s +
65 76 77 80
Fom e e e e e e e e e mea oo Fomm e o - +

| |

| Message | D | Sub-type

| |

o e e e e e aa oo E R +
81 96

e +

| |

| Unused |

| |

oo e e e e e e e e e eme s +

Host-to-1 MP 1822L Leader For mat
Figure 3.1
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Bits 1-4: Unused, nust be set to zero.

Bits 5-8: 1822L Host-to-1M Flag:

This field is set to decimal 13 (1101 in binary).

Bits 9-16: Handling Type:

This field is bit-coded to indicate the transni ssi on

characteristics of the connection desired by the host. See

1822(3. 3).

Bit 9: Priority Bit:

Messages with this bit on will be treated as priority

nessages.

Bits 10-16: Unused, nust be zero.

Bits 17-20: Unused, nust be zero.

Bit 21: Trace Bit:

If equal to one, this nmessage is designated for tracing as

it proceeds through the network. See 1822(5.5).

Bits 22-24: Leader Fl ags:

Bit 22: Aflag available for use by the destination

host .

See 1822(3.3) for a description of its use by the IMP's

TTY Fake Host.

Bits 23-24: Reserved for future use, nust be zero
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Bits 25-32: Message Type:

Type 0: Regular Message - Al host-to-host communication
occurs via regular nessages, which have several sub-
types, found in bits 77-80. These sub-types are:

0: Standard - The IMP uses its full message and error
control facilities, and host blocking nay occur

3: Uncontrolled Packet - The IMP wll perform no
message- contr ol functions for this type of
nessage, and network flow and congestion contro
may cause |oss of the packet. Also see 1822(3.6)
and section 2.3.

1-2,4-15: Unassi gned.

Type 1: Error Wthout Message ID - See 1822(3.3).

Type 2: Host Going Down - see 1822(3.3).

Type 3: Nane Decl aration Message (NDM - This nessage is
used by the host to declare which of its 1822L nanes is
or is not effective (see section 2.2.1), or to nake all
of its names non-effective. The first 16 bits of the
data portion of the NDM nessage, following the |[eader
and any |eader padding, contains the nunber of 1822L
nanes contained in the nessage. This is followed by
the 1822L name entries, each 32 bits |long, of which the
first 16 bits is a 1822L nane and the second 16 bits

contains either of the integers zero or one. Zero
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i ndi cates that the name should not be effective, and
one indicates that the name should be effective. The
IMP will reply with a NDM Reply nessage (see section
3.2) indicating which of the names are now effective
and which are not. Pictorially, a NDM nessage has the
following format (including the leader, which is
printed in hexadecimal, and wi t hout any | eader

paddi ng) :
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1 16 17 32 33 48
S S S +
| | |
| 0D00 | 0003 | 0000
| | | |
o e e oo o e e oo o e e oo +

49 64 65 80 81 96
S S S +
|
| 0000 | 0000 | 0000
| | | |
o e e oo o e e oo o e e oo +

97 112 113 128 129 144
S S S +
| , | |
| # of entries | 1822L nane #1 | Oor 1
| | | |
o e e oo o e e oo o e e oo +
145 160 161 176
S S +

| |
| 1822L nanme #2 | Oor 1 | etc
| | |
o e e oo o e e oo +

NDM Message For nmat
Figure 3.2

An NDM with zero entries wll cause all current
effective nanmes for the host to becone non-effective.
Type 4: NOP - This allows the IMP to know which style of
| eader the host wishes to use. A 1822L NOP signifies
that the host wi shes to use 1822L | eaders, and an 1822
NOP signifies that the host wi shes to use 1822 | eaders.

Al'l of the other renmarks concerning the NOP nessage in
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Bits

1822(3.3) still hold. The host shoul d al ways issue
NOPs in groups of three to insure proper reception by
the IMP. Also see section 2.4 for a further discussion
on the use of the NOP nessage.

Type 8: Error with Message ID - see 1822(3.3).

Type 11: Name Server Request - This allows the host to use
the IM”s 1ogical addressing tables as a nane server.
The destination nane in the 1822L | eader is translated,
and the IMP replies with a Nanme Server Reply nessage,
which lists the physical host addresses to which the
destinati on nane naps.

Type 12: Port List Request - This allows the physical host
to request the list of nanes that map to the host port
over which this request was received by the |M. The
IMP replies with a Port List Reply message, which lists
the nanes that map to the port.

Types 5-7,9-10, 13- 255: Unassi gned.

33-48: Source Host:

This field contains one of the source host’s 1822L nanes
(or, alternatively, the 1822L address of the host port the
nmessage is being sent over). Thi s field is not
automatically filled in by the IMP, as in the 1822 protocol

because the host may be known by several nanes and may wi sh
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Bits

Bits

to use a particular nane as the source of this nmessage. Al

messages fromthe sane host need not use the sanme nane in
this field. Each source nane, when used, is checked for
aut hori zation, effectiveness, and actually belonging to this
host. Messages using nanes that do not satisfy all of these
requi renents will not be delivered, and will instead result
in an error nessage being sent back into the source host.
If the host places its 1822L address in this field, the
address is checked to insure that it actually represents the

host port where the nessage origi nated.

49-64: Destination Host:

This field contains the 1822L nanme or address of the
destination host. If it contains a nanme, the name will be
checked for effectiveness, with an error nessage returned to

the source host if the nane is not effective.

65-76: Message | D

This is a host-specified identification used in all type O
and type 8 nessages, and is also used in type 2 nessages.
When used in type 0 nessages, bits 65-72 are also known as
the Link Field, and should contain values specified in
Assigned Numbers [3] appropriate for the host -t 0- host

prot ocol being used.
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Bits 77-80: Sub-type:
This field is used as a nodifier by nessage types 0, 2, 4,

and 8.

Bits 81-96: Unused, nust be zero.
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3.2 | MP-to-Host 1822L Leader For nat

1 45 8 9 16
Fomm e o - Fomm e o - e +
| | 1822L | |
| Unused | 12H | Handling Type
| | Flag | |
E R E R o e oo +

17 20 21 22 24 25 32
Fomm e o - F S o e +
| | T| Leader |
| Unused |RIFlags | Message Type
| e | |
E R R o e oo +

33 48
e +

oo e e e e e e e e e eme s +
65 76 77 80
Fom e e e e e e e e e mea oo Fomm e o - +

| |

| Message | D | Sub-type

| |

o e e e e e aa oo E R +
81 96

e +

| MP-to-Host 1822L Leader For mat
Figure 3.3
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Bits

Bits

Bits

Bits

1-4: Unused and set to zero.

5-8: 1822L | MP-to-Host Fl ag:

This field is set to decimal 14 (1110 in binary).

9-16: Handling Type:
This has the val ue assigned by the source host (see section
3.1). This field is only used in nessage types 0, 5-9, and

15.

17-20: Unused and set to zero.

Bit 21: Trace Bit:

Bits

Bits

If equal to one, the source host designated this nessage for

tracing as it proceeds through the network. See 1822(5.5).

22-24: Leader Fl ags:
Bit 22: Available as a destination host flag.

Bits 23-24: Reserved for future use, set to zero

25-32: Message Type:

Type 0: Regular Message - Al host-to-host communication
occurs via regular nessages, which have several sub-
types. The sub-type field (bits 77-80) is the same as
sent in the host-to-1MP | eader (see section 3.1).

Type 1: Error in Leader - See 1822(3.4). |In additionto its

already defined sub-types, this nessage has two new
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Type

Type

Type

Type
Type

Type

sub-types:

4: Illegal Leader Style - The host submtted a |eader
in which bits 5-8 did not contain the value 13,
14, or 15 deci nal.

5: Wong Leader Style - The host submitted an 1822L
| eader when the | MP was expecting an 1822 | eader,
or vice-versa

2: | VP Going Down - See 1822(3.4).

3: NDMReply - This is areply to the NDM host-to-IM

message (see section 3.1). It wll have the sane

nunber of entries as the NDM nessage that is being
replying to, and each listed 1822L nane wll be

acconpani ed by a zero or a one (see figure 3.2). A

zero signifies that the nane is not effective, and a

one means that the name is now effective

4: NOP - The host should discard this nmessage. It is

used during initialization of t he | MP/ host

communi cation. The Destination Host field will contain
the 1822L Address of the host port over which the NOP
is being sent. Al other fields are unused.

5: Ready for Next Message (RFNM - See 1822(3.4).

6: Dead Host Status - See 1822(3.4).

7: Destination Host or IMP Dead (or wunknown) - See

1822(3. 4) .
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Type

Type

Type
Type

8: Error in Data - See 1822(3.4).

9: Inconplete Transmission - See 1822(3.4). In
addition to its already defined sub-types, this nessage
has one new sub-type:

6: Logically Addressed Host Went Down - A logically
addressed nessage was | ost in the network because
the destination host to which it was bei ng
del i vered went down. The nessage should be
resubnitted by the source host, since there nay be
anot her effective host port to which the nessage
could be delivered (see section 2.2.3).

10: Interface Reset - See 1822(3.4).

11: Nane Server Reply - This reply to the Nanme Server

Request host-to-IMP nessage contains, follow ng the

| eader and any leader padding, a word wth t he

selection policy and the nunber of physical addresses
to which the destination nane nmaps, followed by two
words per physical address: the first word contains an
1822L address, and the second word contains a bit
signifying whether or not that particular translation
is effective and the routing distance (expected network
transm ssion delay, in 6.4 ns units) to the address’s
IMP. In figure 3.4, which includes the | eader w thout

any |eader padding, EFF is 1 for effective and O for
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non-effective, and POL is a two-bit nunber indicating
the selection policy for the nane (see section 2.2.2):
0: First reachable.

1: dosest physical address.

2: Load leveling.

3. Unused.

1 16 17 32 33 48
o e e o e e o e e +
| | | |
| OEOO | 000B | 0000
| | | |
S S S +

49 64 65 80 81 96
o e e o e e o e e +
| | |
| dest. nane | 0000 | 0000
| | | |
S S S +

97 112 113 128 129 144
T o e e T +
| Pl | ER
| # of addrs | 1822L addr #1 |F| routing dist
| L] | | Fl |
TR S TR +
145 160 161 176
o e e T +
| ER
| 1822L addr #2 |F| routing dist | etc.
| | Fl |
S TR +

Nanme Server Reply Fornat
Figure 3.4
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Type

Type

12: Port List Reply - This is the reply to the Port

Li st Request host-to-IMP nessage. It contains the

nunber of nanes that map to this physical host port,

foll owed by two words per nane: the first word contains
an 1822L nane that maps to this port, and the second
contains either a zero or a one, signifying whether or
not that particular translation is effective. The
format is identical to the type 3 NDM Reply nessage

(see figure 3.2).

15: 1822L Nane or Address Error - This nmessage is sent

in response to a type 0 nessage froma host that

contai ned an erroneous Source Host or Destination Host
field. Its sub-types are:

0: The Source Host 1822L nane is not authorized or not
ef fective.

1: The Source Host 1822L address does not nmatch the
host port used to send the nessage.

2: The Destination Host 1822L nane is not authorized.

3: The physical host to which this si ngl y- honed
Destinati on Host nane translated is authorized and
up, but not effective. |If the host was actually
down, a type 7 message would be returned, not a
type 15.

5: The nulti-honed Destination Host nane is authorized,
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Bits

Bits

but has no available effective translations.

6: A logically-addressed uncontrolled packet was sent
to a dead or non-effective host port. However, if
it is resubnmitted, there may be another effective
host port to which the IMP may be able to attenpt
to send the packet.

7: Logical addressing is not in use in this network

8- 15: Unassi gned.

Types 4, 13- 14, 16-255: Unassi gned.

33-48: Source Host:

For type 0 nessages, this field contains the 1822L nane or
address of the host that originated the nessage. A
replies to the nessage should be sent to the host specified
her ei n. For nessage types 5-9 and 15, this field contains
the source host field used in a previous type 0 nessage sent

by this host.

49-64: Destination Host:

For type O nmessages, this field contains the 1822L nane or
address that the nessage was sent to. This allows the
destination host to detect how it was specified by the
source host. For nessage types 5-9 and 15, this field
contains the destination host field used in a previous type

0 message sent by this host.
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Bits

Bits

Bits

65-76: Message | D

For nessage types 0, 5, 7-9, and 15, this is the value
assigned by the source host to identify the nessage (see
section 3.1). This field is also used by nessage types 2

and 6.

77-80: Sub-type:
This field is used as a nodifier by nessage types 0-2, 5-7,

9, and 15.

81-96: Message Lengt h:

This field is contained in type 0, 3, 11, and 12 nessages
only, and is the actual length in bits of the nessage
(excl usive of |eader, |eader padding, and hardware paddi ng)

as conputed by the | MP
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APPENDI X A

1822L-1 P ADDRESS MAPPI NGS

Once |l ogical addressing is in active (or wuniversal) wuse in a
network, to the extent that the "official" host tables for that
networ k specify hosts by their |ogical nanes rather than by their
physical network addresses, it would be desirable for hosts on
other networks to also be able to use the sane logical nanes to

specify these hosts when sending traffic to themvia the internet

[4].

Happily, there exists a natural mapping between | ogical names and
internet addresses that fits very nicely wth the already
standard ARPANET-styl e address mapping as specified in RFC 796,
Address Mappings [5]. The current ARPANET-style class A nmapping

is as follows (from RFC 796):
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Fom e oo - + - mm - Fom e oo - +
| HOST | | ZERO | [IMP | 1822 Address
E R + F--mm - - E R +
8 8 8
Fom e e e - Fom e e e - Fom e e e - Fom e e e - +
| net # | HOST | LH | IMP | | P Address
E R E R E R E R +
8 8 8 8

1822 C ass A Mappi ng
Figure A1

For 1822L nanes and addresses, the mapping woul d be:

E R E R +
| upper | lower | 1822L Name or Address
Fomm e o - Fomm e o - +

8 8
E R E R E R E R +
| net # | upper | LH | lower | | P Address
E R E R E R E R +

8 8 8 8

1822L d ass A Mappi ng
Fi gure A 2

For 1822L addresses, this mapping is identical to the 1822
mappi ng. For 1822L nanes, the |P address would appear to be
addr essi ng a hi gh-nunbered (64-255) 1822 host. Al though the LH
(logical host) field is still defined, its use is discouraged;

mul ti ple | ogical nanes should now be used to nmultiplex multiple
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functions onto one physical host port.

Thi s mappi ng extends to class B networks:

[ S [ S +
| upper | lower | 1822L Name or Address
E R E R +

8 8
[ TS [ [ +
| network nunmber | upper | lower | | P Address
S [ [ +

16 8 8

1822L d ass B Mappi ng
Figure A 3

Finally, logical addressing will allow | MP-based class C networks
for the first tine. Previously, it was very hard to try to
divide the 8 bits of host specification into sone nunber of host
bits and some nunber of |IMP bits. However, if ALL of the
i nternet-accessible hosts on the network have |ogical nanes,
there is no reason why networks with up to 256 such | ogi cal nanes

cannot now use class C addresses, as foll ows:
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Fom e oo - Fom e oo - +

| 01000000| | ower | 1822L Name

E R E R +

8 8

o e e e e e e e e e e e e m o Fom e e e - +

| net wor k numnber | lower | | P Address
o e e e e e e e i e oo E R +

24 8

1822L O ass C Mappi ng
Figure A 4

Those hosts on the network desiring internet access wuld be
assigned logical nanes in the range 40000 to 40377 (octal), and
the gateway(s) connected to that network would make t he
translation fromI|P addresses to 1822L nanes as specified above.
Note that the network could have nmany nore than 256 hosts, or 256
defined nanmes; the only restriction is that hosts that desire
i nternet support or access be addressable by a nane in the range
40000 - 40377. Traffic that was strictly local to the network

coul d use ot her nanes or even 1822L addresses.
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