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ARPA- | nt ernet Protocol Policy

Status of this Meno

This meno is a policy statenent on how protocols becone officia
standards for the ARPA-Internet and the DARPA research community.
This is an official policy statenent of the | CCB and t he DARPA
Distribution of this menmo is unlinited.

I nt roducti on

The purpose of this meno is to explain how protocol standards are
adopted for the ARPA-Internet and the DARPA research comunity.
There are three inportant aspects to be discussed: the process, the
authority, and the conplex relationship between the DARPA comunity
and the DDN community. To do this some background nust be given and
sonme of the players descri bed.

DARPA
DDN

Def ense Advanced Research Projects Agency
Def ense Data Network

The DARPA Wrld

The DARPA world is headed up by the DARPA office. DARPA sponsors
research on many subjects with a nunber of contractors. This set of
contractors is called the "DARPA research community". DARPA
typically casts its research efforts into "prograns" that involve
work by several contractors. One programis the "Internet Progrant,
whi ch is researching conputer conmunications issues and constructing
experinmental conmmuni cation systenms. Wien the experinments are
successful, the results are often put into use to support further
work in the Internet Program and ot her DARPA research programs. |n
this way, DARPA devel oped the ARPANET, SATNET, Packet Radi o Networks,
and the Internet.

In 1981 DARPA established the Internet Configuration Control Board
(1CCB) to hel p nanage the DARPA | nternet Program

Postel & Reynol ds [ Page 1]



RFC 902 July 1984
DARPA I nternet Protocol Policy

The | CCB
The concerns of the ICCB fall into two categories:
Short Term | ssues:

Keeping the Internet operating as an on-going resource, i.e.
dealing with problens that arise due to the growh in the size
of the systemand the | evel of use of the system Sonetines
this suggests research on new procedures and al gorithns, or
suggests changes to the existing protocols and procedures.
Sonetinmes the results of long range research becone avail abl e
and their introduction into the current system becones a short
term concern

Long Term | ssues:

The 1 CCB al so considers comuni cation problens related to the
Internet nore abstractly. The |ICCB suggests to DARPA possi bl e
research topics and experinments. The ICCB may act as a
soundi ng board for ideas suggested by others.

DARPA has del egat ed sonme aspects of the managenent of the Internet
Program and operation of the (experinental) ARPA-Internet for the
DARPA research comunity to the |1 CCB

The menbers of | CCB were chosen to represent a spectrumof interests
and vi ewpoints. The | CCB nenbers are fromdifferent organizations,
their individual backgrounds specialize in different operating
systens and their viewpoints on conputer conmunication issues are

di ver se.

The chairman of the ICCB is also the "Internet Architect”, and the
assistant chairman is the "Deputy Internet Architect". The |ICCB
currently has 12 menbers. The Internet Architect is Dave O ark of
M T, and the Deputy Internet Architect is Jon Postel of 1Sl

The DDN Worl d

The DDN i s a comunication system for DoD operational use. It

i ntegrates nmany networks and conmuni cation systens now used and

pl anned within the DoD. One part of the DDN systemis networks that
are also part of the Internet, specifically MLNET and the networks
connected to it.

The DDN i s nanaged by the DDN Program Managenent O fice (DDN PMO).

The DDN-PMO sets policy for the use of DDN facilities and enforces
prot ocol standards established for use in the DDN networKks.
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Wthin the DoD, there are three protocol comrmittees: the Protoco
Standard Steering Goup (PSSG, the Protocol Standard Technical Pane
(PSTP), and the Protocol Configuration Control Board (PCCB). These
conmittees have nenbers that represent nost el enents of the DoD
General ly, they devel op and recomrend gui delines for protoco
standardi zati on and usage to the DDN-PMO, and to all of the DoD. The
PSSG is a policy setting committee for all of DoD on matters of

prot ocol s standards.

The Rel ationship between the DARPA Wrld and the DDN Worl d

There is cooperation between DDN- PMO and DARPA about the Internet. A
few peopl e serve on both the DoD committees (PSSG PSTP, or PCCB) and
the DARPA committee (I CCB). There are good working relationships

bet ween the key people in the DARPA office and the DDN-PMO, and

bet ween the technical people in both worlds at |ower |evels.

For exanple, the 1CCB may decide that a certain protocol is to be
used in the ARPA-Internet, and devel op an inplenentation plan and
schedul e. The DDN-PMO woul d separately consider the issue. It may
decide to require that protocol to be inplenented in DDN on the sane
schedule, or it may decide to wait for some results fromthe DARPA
experinment with that protocol before cormitting to a schedule, or it
may decide that that protocol is not required in the DDN

There are two docunents that specify TCP. RFC-793 is the officia
specification of the DARPA research conmunity. Mlitary Standard
1778 is the official specification of the DDN comunity. The two
docunents specify the sanme protocol

Organi zations that are connected to the Internet through authority
derived from DARPA follow the rules set by the | CCB and DARPA.

Organi zations that are connected to the Internet through authority
derived from DDN-PMO fol l ow the rul es set by the DDN PMO

DARPA O ficial Protocol Designation

O ficial protocols for the ARPA-Internet and DARPA research conmunity
are specified in RFCs and shoul d have that designation indicated in
the first few paragraphs of the defining RFC. That is, the RFC
defining an official protocol should have a policy statenent that
says,

"This RFC specifies a standard for the DARPA community. Hosts on

the ARPA-Internet are expected to adopt and inplenent this
standard. ",

Postel & Reynol ds [ Page 3]



RFC 902 July 1984
DARPA I nternet Protocol Policy

or sonmething quite simlar.

Al'so, there is a neno titled "Oficial Protocols". This docunent is
i ssued occasionally as an RFC that describes all the officia
protocols of the ARPA-Internet. This document provides information
on each protocol; its status (experinmental, required, etc.),

speci fication, additional comrents, other references, dependencies,
and the person to contact. The nost recent issue is RFC 901

RFCs are coordinated by the RFC Editor and distributed by the Network
Information Center (NIC). The RFC docunents are stored as online
files in the NIC s conputer. Announcenents of new RFCs are sent to a
mailing list of interested people. The RFC Editor is Jon Postel

The Nornmal Devel oprment of an DARPA Protocol Standard

There probably never has been a "nornmal" case. In npbst instances
sone exception or another has been made to the foll ow ng procedure.

The Typical Chain of Events

The devel opnent of a protocol starts with sonme discussion with
random peopl e i n nmessages and neetings over an idea of a new
protocol and the formit ought to take.

Someone wites a draft and proposes this draft to a group of
people who are interested in the problem They suggest revisions
and iterate the discussion. Eventually, they nay decide that they
have a reasonabl e definition of the new protocol and then pass
this definition on to the RFC Editor.

The next step is that the RFC Editor sends a draft to other people
who might also be interested in the problem These peopl e can
nunber just a few, or be part of a large mailing list. Depending
upon the results fromthis selected informal group, the draft can
be revised and rewitten several tines.

When this process stabilizes, the protocol draft is sent out as an
RFC, identified as a draft proposal of a protocol that nay becone
an official protocol. The RFCis sent to the ARPA-Internet world
at large

After a certain amount of tinme, if only a few comments are sent
back, some people may try to inplement the draft protocol

Test inplenentation of a protocol is a difficult nmanagenent issue.
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Experi ments nust be done with a small nunber of participants due
to the difficulty in changing many inplenentations at the sane
tinme if changes in the protocol are necessary.

In cases where the 1 CCB deens it necessary, a set of test

i npl enentations will be done. A few participants are picked
(typically 5 or fewer) for such experinents. This may lead to
revision of the protocol before further inplenmentations are
encouraged or before the protocol is nmade official

If no problens arise, a new RFC is issued containing the conplete
definition of the protocol, and that the protocol is an officia
protocol of the ARPA-Internet and DARPA research community.

In general, lower |evel protocols are nore critically judged than
hi gher | evel protocols (for exanple, a protocol like TCP would be
subject to nore careful study than an application |ike the DAYTI ME
pr ot ocol ).

The Bottom Li ne

For the ARPA-Internet and the DARPA research comunity, DARPA is in
charge. DARPA del egates the authority for protocol standards to the
I CCB. The I CCB del egates the actual administration of the protoco
standards to the Deputy Internet Architect.

For the DoD in general, the PSSGis in charge. The PSSG del egat es
the authority for the day to day managenent of protocol standards in
the DDN to the DDN PMO
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