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Statistics Server
STATUS OF TH' S MEMO

This RFC specifies a standard for the ARPA Internet comunity. Hosts
and gateways on the DARPA Internet that choose to inplenent a renote
statistics nmonitoring facility may use this protocol to send
statistics data upon request to a nonitoring center or debuggi ng
host. Distribution of this neno is unlimted.

DI SCUSSI ON

Many host and gateway inplenmentations include a facility which
records traffic statistics, such as packet counters, error counters
and significant event counters for debuggi ng and perfornmance
evluation. Sinple data-access and formatting prograns can be used to
di splay these statistics along with the status of connections, etc.
Several operating systens, including the various Unix systens and
Fuzzbal | systemns, already provide extensive facilities to capture and
di splay these data for |ocal users and/or operators.

In many instances it is highly useful to observe statistics data on
renote hosts and gateways froma nonitoring center or debuggi ng host.
I ndeed, several protocols have been inplenented and used expressly
for this purpose [1-6]. In nmany cases the data can be retrieved using
conventional services such as renmote login or even file transfer.
However, use of these heavywei ght nechanisns is awkward and intrusive
i f conducted on a regular, frequent basis and may invol ve substantia
intrusion in the operating systemif retrofitted to existing systens.

The Statistics Server (STATSRV) protocol is intended as a |ightweight
mechanismsimlar in spirit to NETSTAT [7] and conpl enentary to it.
STATSRV is designed to capture statistics data with mninmal intrusion
on existing systens or networks. It is intended for use with existing
hosts and gateways primarily for casual nonitoring and debuggi ng
purposes. It is not intended as a full-function nonitoring protoco
[1,5,6] providing detail ed, standardized reports suitable for machine
anal ysis, for exanple, but could be useful in exploratory devel opnment
| eadi ng to enduring systens of this type.

The STATSRV nodel is based on the native host conmand | anguage used
for statistics nonitoring and display. The client sends a null -

term nated ASCI|I conmand to the server, which then responds with a
null-term nated ASCI| response suitable for a printer or CRT display.
Al t hough in principle STATSRV could be used over TCP, it is |less
intrusive and nore efficient to use it over UDP. In the case of UDP
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commands and responses nust fit into a single 576-octet |P datagram
In both UDP and TCP the assigned port nunber is 133 (decimal).

As is conventional in other |ightweight services of this type
(NETSTAT, FINGER, etc.), there is no provision for access control or
aut hentication in STATSRV. |If necessary, each command coul d include a
password or other nmechani smto di scourage casual abuse.

EXAMPLE

The Fuzzbal|l systemincludes nmany | ocal conmmands to display interna
data structures, including one that produces the follow ng billboard
for each network device, in this case "dnD" on host "udel 2. udel . edu":

Process type: 000027 options: 040000
Subnet: DW status: 376 hello: 15 tineout: 2000
Forei gn address: [192.5.39.87] max size: 576

| nput packets 3645 Qut put packets 3690
bad for mat 0 | CMP nsQsS 0
bad checksum 0 | nput errors 0
ret ur ned 0 Qutput errors 0
dr opped 2 No buffer 0
HELLO nsgs 2286 Pr eenpt ed 0

The sane billboard is returned as a null-termnated ASCI| string in a
UDP dat agram by sending the null-termnated ASCI1 command "dnD" in a
UDP datagramto the host. Sinmilar billboards can be produced for nost
processes in the system Unix prograns and shell scripts have been
built which send commands |ike these to selected hosts on a periodic
basis in order to construct a sinple, ad-hoc nonitoring facility.
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