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Abstract

S/MIME version 3.1 introduced a mechanism to provide end-to-end cryptographic protection of
email message headers. However, few implementations generate messages using this
mechanism, and several legacy implementations have revealed rendering or security issues
when handling such a message.

This document updates the S/MIME specification (RFC 8551) to offer a different mechanism that
provides the same cryptographic protections but with fewer downsides when handled by legacy
clients. Furthermore, it offers more explicit usability, privacy, and security guidance for clients
when generating or handling email messages with cryptographic protection of message headers.

The Header Protection scheme defined here is also applicable to messages with PGP/MIME
(Pretty Good Privacy with MIME) cryptographic protections.

Status of This Memo

This is an Internet Standards Track document.

This document is a product of the Internet Engineering Task Force (IETF). It represents the
consensus of the IETF community. It has received public review and has been approved for
publication by the Internet Engineering Steering Group (IESG). Further information on Internet
Standards is available in Section 2 of RFC 7841.

Information about the current status of this document, any errata, and how to provide feedback
on it may be obtained at https://www.rfc-editor.org/info/rfc9788.

Gillmor, et al. Standards Track Page 1


https://www.rfc-editor.org/rfc/rfc9788
https://www.rfc-editor.org/rfc/rfc8551
https://www.rfc-editor.org/info/rfc9788

RFC 9788 Cryptographic MIME Header Protection June 2025

Copyright Notice

Copyright (c) 2025 IETF Trust and the persons identified as the document authors. All rights
reserved.

This document is subject to BCP 78 and the IETF Trust's Legal Provisions Relating to IETF
Documents (https://trustee.ietf.org/license-info) in effect on the date of publication of this
document. Please review these documents carefully, as they describe your rights and restrictions
with respect to this document. Code Components extracted from this document must include
Revised BSD License text as described in Section 4.e of the Trust Legal Provisions and are
provided without warranty as described in the Revised BSD License.

Table of Contents

1. Introduction 8
1.1. Update to RFC 8551 8
1.1.1. Problems with RFC 8551 Header Protection 8

1.2. Risks of Header Protection for Legacy MUA Recipients 9
1.3. Motivation 10
1.3.1. Backward Compatibility 10
1.3.2. Deliverability 11

1.4. Other Protocols to Protect Email Header Fields 11
1.5. Applicability to PGP/MIME 12
1.6. Requirements Language 12
1.7. Terms 12
1.8. Document Scope 13
1.8.1. In Scope 14
1.8.2. Out of Scope 14

1.9. Example 14

2. Internet Message Format Extensions 16
2.1. Content-Type Parameters 16
2.1.1. Content-Type Parameter: hp 17
2.1.2. Content-Type Parameter: hp-legacy-display 17

Gillmor, et al. Standards Track Page 2


https://trustee.ietf.org/license-info

RFC 9788 Cryptographic MIME Header Protection

2.2. HP-Outer Header Field
2.2.1. HP-Outer Header Field Definition

3. Header Confidentiality Policy
3.1. HCP Definition
3.1.1. HCP Avoids Changing addr-spec of From Header Field

3.2. Initial Registered HCPs
3.2.1. Baseline Header Confidentiality Policy
3.2.2. Shy Header Confidentiality Policy
3.2.3. No Header Confidentiality Policy

3.3. Default Header Confidentiality Policy
3.4. HCP Evolution
3.4.1. Offering More Ambitious Header Confidentiality

3.4.2. Expert Guidance for Registering Header Confidentiality Policies

4. Receiving Guidance
4.1. Identifying That a Message Has Header Protection
4.2. Extracting Protected and Unprotected ("Outer") Header Fields

4.2.1. HeaderSetsFromMessage

4.3. Updating the Cryptographic Summary
4.3.1. HeaderFieldProtection

4.4. Handling Mismatch of From Header Fields
4.4.1. Definitions
4.4.2. Warning for From Header Field Mismatch
4.4.3. From Header Field Rendering
4.4.4. Handling the Protected From Header Field When Responding
4.4.5. Matching addr-specs
4.5. Rendering a Message with Header Protection
4.5.1. Example Signed-Only Message
4.5.2. Example Signed-and-Encrypted Message
4.5.3. Do Not Render Legacy Display Elements

Gillmor, et al. Standards Track

June 2025

18
19

19
20
21

21
21
22
22

22
23
23
23

24
24
25
25

25
26

27
27
28
28
28
29
29
29
30
31

Page 3



RFC 9788 Cryptographic MIME Header Protection June 2025

4.6. Implicitly Rendered Header Fields 32
4.7. Handling Undecryptable Messages 32
4.8. Guidance for Automated Message Handling 33
4.8.1. Only Interpret Protected Header Fields 33
4.8.2. Ignore Legacy Display Elements 34

4.9. Affordances for Debugging and Troubleshooting 34
4.10. Handling RFC8551HP Messages (Backward Compatibility) 34
4.10.1. Identifying an RFC8551HP Message 35
4.10.2. Rendering or Responding to an RFC8551HP Message 35
4.11. Rendering Other Schemes 36

5. Sending Guidance 36
5.1. Composing a Cryptographically Protected Message Without Header Protection 36
5.1.1. ComposeNoHeaderProtection 37

5.2. Composing a Message with Header Protection 37
5.2.1. Compose 38
5.2.2. Adding a Legacy Display Element to a text/plain Part 39
5.2.3. Adding a Legacy Display Element to a text/html Part 40
5.2.4. Only Add a Legacy Display Element to Main Body Parts 41
5.2.5. Do Not Add a Legacy Display Element to Other Content-Types 42

6. Replying and Forwarding Guidance 42
6.1. Avoid Leaking Encrypted Header Fields in Replies and Forwards 42
6.1.1. ReferenceHCP 43

6.2. Avoid Misdirected Replies 44

7. Unprotected Header Fields Added in Transit 45
7.1. Mailing List Header Fields: List-* and Archived-At 45

8. Email Ecosystem Evolution 46
8.1. Dropping Legacy Display Elements 46
8.2. More Ambitious Default HCP 46
8.3. Deprecation of Messages Without Header Protection 47

Gillmor, et al. Standards Track Page 4



RFC 9788 Cryptographic MIME Header Protection

9. Usability Considerations
9.1. Mixed Protections Within a Message Are Hard to Understand

9.2. Users Should Not Have to Choose a Header Confidentiality Policy

10. Security Considerations
10.1. From Address Spoofing
10.1.1. From Rendering Reasoning
10.2. Avoid Cryptographic Summary Confusion from the hp Parameter
10.3. Caution About Composing with Legacy Display Elements
10.4. Plaintext Attacks
11. Privacy Considerations
11.1. Leaks When Replying

11.2. Encrypted Header Fields Are Not Always Private

11.2.1. Encrypted Header Fields Can Leak Unwanted Information to the Recipient

11.2.2. Encrypted Header Fields Can Be Inferred from External or Internal Metadata

11.2.3. Encrypted Header Fields May Not Be Fully Masked by HCP

June 2025

48
48
49

49
49
50

52
52
33

53
33
54
54
55
35

11.3. A Naive Recipient May Overestimate the Cryptographic Status of a Header Field in an

Encrypted Message
11.4. Privacy and Deliverability Risks with Bcc and Encrypted Messages

12. IANA Considerations
12.1. Registration of the HP-Outer Header Field
12.2. Reference Update for the Content-Type Header Field
12.3. New Mail Header Confidentiality Policies Registry

13. References
13.1. Normative References

13.2. Informative References

Appendix A. Table of Pseudocode Listings
Appendix B. Possible Problems with Legacy MUAs
B.1. Problems Viewing Messages in a List View
B.2. Problems When Rendering a Message
B.3. Problems When Replying to a Message

Gillmor, et al. Standards Track

35
56

56
56
57
57

58
58
39

61
61
62
62
62

Page 5



RFC 9788 Cryptographic MIME Header Protection June 2025

Appendix C. Test Vectors 63
C.1. Baseline Messages 63
C.1.1. No Cryptographic Protections over a Simple Message 64

C.1.2. S/MIME Signed-Only signedData over a Simple Message, No Header Protection 64
C.1.3. S/MIME Signed-Only multipart/signed over a Simple Message, No Header

Protection 66
C.1.4. S/MIME Signed-and-Encrypted over a Simple Message, No Header Protection 68
C.1.5. No Cryptographic Protections over a Complex Message 72

C.1.6. S/MIME Signed-Only signedData over a Complex Message, No Header Protection 73

C.1.7. S/MIME Signed-Only multipart/signed over a Complex Message, No Header
Protection 76

C.1.8. S/MIME Signed-and-Encrypted over a Complex Message, No Header Protection 79

C.2. Signed-Only Messages 84
C.2.1. S/MIME Signed-Only signedData over a Simple Message, Header Protection 84
C.2.2. S/MIME Signed-Only multipart/signed over a Simple Message, Header Protection 86
C.2.3. S/MIME Signed-Only signedData over a Complex Message, Header Protection 88
C.2.4. S/MIME Signed-Only multipart/signed over a Complex Message, Header Protection 92

C.2.5. S/MIME Signed-Only signedData over a Complex Message, Legacy RFC 8551
Header Protection 94

C.2.6. S/MIME Signed-Only multipart/signed over a Complex Message, Legacy RFC 8551
Header Protection 98

C.3. Signed-and-Encrypted Messages 100

C.3.1. S/MIME Signed-and-Encrypted over a Simple Message, Header Protection with
hcp_baseline 100

C.3.2. S/MIME Signed-and-Encrypted over a Simple Message, Header Protection with
hcp_baseline (+ Legacy Display) 105

C.3.3. S/MIME Signed-and-Encrypted over a Simple Message, Header Protection with
hcp_shy 110

C.3.4. S/MIME Signed-and-Encrypted over a Simple Message, Header Protection with
hcp_shy (+ Legacy Display) 115

C.3.5. S/MIME Signed-and-Encrypted Reply over a Simple Message, Header Protection
with hcp_baseline 120

C.3.6. S/MIME Signed-and-Encrypted Reply over a Simple Message, Header Protection
with hcp_baseline (+ Legacy Display) 125

Gillmor, et al. Standards Track Page 6



RFC 9788 Cryptographic MIME Header Protection June 2025

C.3.7. S/MIME Signed-and-Encrypted Reply over a Simple Message, Header Protection
with hep_shy

C.3.8. S/MIME Signed-and-Encrypted Reply over a Simple Message, Header Protection
with hcp_shy (+ Legacy Display)

C.3.9. S/MIME Signed-and-Encrypted over a Complex Message, Header Protection with
hcp_baseline

C.3.10. S/MIME Signed-and-Encrypted over a Complex Message, Header Protection with

hcp_baseline (+ Legacy Display)

C.3.11. S/MIME Signed-and-Encrypted over a Complex Message, Header Protection with

hcp_shy

C.3.12. S/MIME Signed-and-Encrypted over a Complex Message, Header Protection with

hcp_shy (+ Legacy Display)

C.3.13. S/MIME Signed-and-Encrypted Reply over a Complex Message, Header Protection

with hcp_baseline

C.3.14. S/MIME Signed-and-Encrypted Reply over a Complex Message, Header Protection

with hcp_baseline (+ Legacy Display)

C.3.15. S/MIME Signed-and-Encrypted Reply over a Complex Message, Header Protection

with hcp_shy

C.3.16. S/MIME Signed-and-Encrypted Reply over a Complex Message, Header Protection

with hcp_shy (+ Legacy Display)

C.3.17. S/MIME Signed-and-Encrypted over a Complex Message, Legacy RFC 8551 Header

Protection with hcp_baseline

Appendix D. Composition Examples
D.1. New Message Composition
D.1.1. Unprotected Message
D.1.2. Encrypted with hcp_baseline and Legacy Display
D.2. Composing a Reply
D.2.1. Unprotected Message
D.2.2. Encrypted with hep_no_confidentiality and Legacy Display
Appendix E. Rendering Examples
E.1. Example text/plain Cryptographic Payload with Legacy Display Elements
E.2. Example text/html Cryptographic Payload with Legacy Display Elements
Appendix F. Other Header Protection Schemes
F.1. Original RFC 8551 Header Protection

Gillmor, et al. Standards Track

131

136

141

148

155

161

169

176

183

190

198

204
204
205
206
207
209
210

213
213
214
215
215

Page 7



RFC 9788 Cryptographic MIME Header Protection June 2025

F.2. Pretty Easy Privacy (pEp) 215
F.3. "draft-autocrypt" Protected Headers 216
Acknowledgements 216
Authors' Addresses 217

1. Introduction

Privacy and security issues regarding email Header Protection in S/MIME and PGP/MIME have
been identified for some time. Most current implementations of cryptographically protected
email protect only the Body of the message, which leaves significant room for attacks against
otherwise-protected messages. For example, lack of Header Protection allows an attacker to
substitute the message subject and/or author.

This document describes how to cryptographically protect message headers and provides
guidance for the implementer of a Mail User Agent (MUA) that generates, interprets, and replies
to such a message. It uses the term "Legacy MUA" to refer to an MUA that does not implement this
specification. This document takes particular care to ensure that messages interact reasonably
well with Legacy MUAs.

1.1. Update to RFC 8551

An older scheme for Header Protection was specified in S/MIME 3.1 [RFC8551], which involves
wrapping a message/rfc822 MIME object with a Cryptographic Envelope around the message to
protect it. This document refers to that scheme as "RFC 8551 Header Protection”, or
"RFC8551HP". Substantial testing has shown that RFC8551HP does not interact well with some
Legacy MUAs (see Section 1.1.1).

This specification supersedes RFC8551HP, effectively replacing the final two paragraphs of
Section 3.1 of [RFC8551].

In this specification, all Header Fields gain end-to-end cryptographic integrity and authenticity
by being copied directly into the Cryptographic Payload without using an intervening message/
rfc822 MIME object. In an encrypted message, some Header Fields can also be made
confidential by removing or obscuring them from the Outer Header Section.

This specification also offers substantial security, privacy, and usability guidance for sending and
receiving MUAs that was not considered in [RFC8551].

1.1.1. Problems with RFC 8551 Header Protection

Several Legacy MUAs have difficulty rendering a message that uses RFC8551HP. These problems
can appear on signed-only messages, as well as signed-and-encrypted messages.
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In some cases, some MUAs cannot render message/rfc822 message subparts at all, which is in
violation of baseline MIME requirements as defined in requirement 6 of Section 2 of [RFC2049].
A message using RFC8551HP is unreadable by any recipient using such an MUA.

In other cases, the user sees an attachment suggesting a forwarded email message that -- in fact
-- contains the protected email message that should be rendered directly. In most of these cases,
the user can click on the attachment to view the protected message.

However, viewing the protected message as an attachment in isolation may strip it of any
security indications, leaving the user unable to assess the cryptographic properties of the
message. Worse, for encrypted messages, interacting with the protected message in isolation
may leak contents of the cleartext, for example, if the reply is not also encrypted.

Furthermore, RFC8551HP lacks any discussion of the following points, all of which are provided
in this specification:

* Which Header Fields should be given end-to-end cryptographic integrity and authenticity
protections (this specification mandates protection of all Header Fields that the sending
MUA knows about).

* How to securely indicate the sender's intent to offer Header Protection and encryption,
which lets a receiving MUA detect messages whose cryptographic properties may have been
modified in transit (see Section 2.1.1).

* Which Header Fields should be given end-to-end cryptographic confidentiality protections
in an encrypted message and how (see Section 3).

* How to securely indicate the sender's choices about which Header Fields were made
confidential, which lets a receiving MUA reply or forward an encrypted message safely
without accidentally leaking confidential material (see Section 2.2).

These stumbling blocks with Legacy MUAs, missing mechanisms, and missing guidance create a
strong disincentive for existing MUAS to generate messages using RFC8551HP. Because few
messages have been produced, there has been little incentive for those MUAs capable of
upgrading to bother interpreting them better.

In contrast, the mechanisms defined here are safe to adopt and produce messages with very few
problems for Legacy MUAs. And Section 4.10 provides useful guidance for rendering and
replying to RFC8551HP messages.

1.2. Risks of Header Protection for Legacy MUA Recipients

Producing a signed-only message using this specification is risk free. Such a message will render
in the same way on any Legacy MUA as a Legacy Signed Message (that is, a signed message
without Header Protection). An MUA conformant to this specification that encounters such a
message will be able to gain the benefits of end-to-end cryptographic integrity and authenticity
for all Header Fields.
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An encrypted message produced according to this specification that has some User-Facing
Header Fields removed or obscured may not render as desired in a Legacy MUA. In particular,
those Header Fields that were made confidential will not be visible to the user of a Legacy MUA.
For example, if the Subject Header Field outside the Cryptographic Envelope is replaced with
[...],aLegacy MUA will render the [ . .. ] anywhere the Subject is normally seen. This is the
only risk of producing an encrypted message according to this specification.

A workaround "Legacy Display"” mechanism is provided in this specification (see Section 2.1.2).
Legacy MUAs will render "Legacy Display Elements" to the user, albeit not in the same location
that the Header Fields would normally be rendered.

Alternately, if the sender of an encrypted message is particularly concerned about the
experience of a recipient using a Legacy MUA, and they are willing to accept leaking the User-
Facing Header Fields, they can simply adopt the No Header Confidentiality Policy (see Section
3.2.3). A signed-and-encrypted message composed using the No Header Confidentiality Policy
offers no usability risk for a reader using a Legacy MUA and retains end-to-end cryptographic
integrity and authenticity properties for all Header Fields for any reader using a conformant
MUA. Of course, such a message has the same (non-existent) confidentiality properties for all
Header Fields as a Legacy Encrypted Message (that is, an encrypted message made without
Header Protection).

1.3. Motivation

Ordinary Users generally do not understand the distinction between email message Body and
Header Section. When an email message has cryptographic protections that cover the message
Body but not the Header Fields, several attacks become possible.

For example, a Legacy Signed Message has a signature that covers the Body but not the Header
Fields. An attacker can therefore modify the Header Fields (including Subject) without
invalidating the signature. Since most readers consider a message Body in the context of the
message's Subject, the meaning of the message itself could change drastically (under the
attacker's control) while still retaining the same cryptographic indicators of integrity and
authenticity.

In another example, a Legacy Encrypted Message has its Body effectively hidden from an
adversary that snoops on the message. But if the Header Fields are not also encrypted,
significant information about the message (such as the message Subject) will leak to the
inspecting adversary.

However, if the sending and receiving MUAs ensure that cryptographic protections cover the
message Header Section as well as the message Body, these attacks are defeated.

1.3.1. Backward Compatibility

If the sending MUA is unwilling to generate such a fully protected message due to the potential
for rendering, usability, deliverability, or security issues, these defenses cannot be realized.
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The sender cannot know what MUA (or MUASs) the recipient will use to handle the message.
Thus, an outbound message format that is backward compatible with as many legacy
implementations as possible is a more effective vehicle for providing the whole-message
cryptographic protections described above.

This document aims for backward compatibility with Legacy MUAs to the extent possible. In
some cases, like when a user-visible Header Field like the Subject is cryptographically hidden, a
Legacy MUA will not be able to render or reply to the message exactly the same way as a
conformant MUA would. But accommodations are described here that ensure a rough semantic
equivalence for a Legacy MUA even in these cases.

1.3.2. Deliverability

A message with perfect cryptographic protections that cannot be delivered is less useful than a
message with imperfect cryptographic protections that can be delivered. Senders want their
messages to reach the intended recipients.

Given the current state of the Internet mail ecosystem, encrypted messages in particular cannot
shield all of their Header Fields from visibility and still be guaranteed delivery to their intended
recipient.

This document accounts for this concern by providing a mechanism (Section 3) that prioritizes
initial deliverability (at the cost of some header leakage) while facilitating future message
variants that shield more header metadata from casual inspection.

1.4. Other Protocols to Protect Email Header Fields

A separate pair of protocols also provides some cryptographic protection for the email message
header integrity: DomainKeys Identified Mail (DKIM) [RFC6376], as used in combination with
Domain-based Message Authentication, Reporting, and Conformance (DMARC) [RFC7489]. This
pair of protocols provides a domain-based reputation mechanism that can be used to mitigate
some forms of unsolicited email (spam).

However, the DKIM+DMARC suite provides cryptographic protection at a different scope, as it is
usually applied by and evaluated by a mail transport agent (MTA). DKIM+DMARC typically
provide MTA-to-MTA protection, whereas this specification provides MUA-to-MUA protection.
This is because DKIM+DMARC are typically applied to messages by (and interpreted by) MTAs,
whereas the mechanisms in this document are typically applied and interpreted by MUAs.

A receiving MUA that relies on DKIM+DMARC for sender authenticity should note Section 10.1.

Furthermore, the DKIM+DMARC suite only provides cryptographic integrity and authentication,
not encryption. So cryptographic confidentiality is not available from that suite.

The DKIM+DMARC suite can be used on any message, including messages formed as defined in
this document. There should be no conflict between DKIM+DMARC and the specification here.
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Though not strictly email, similar protections have been in use on Usenet for the signing and
verification of message Header Fields for years. See [PGPCONTROL] and [PGPVERIFY-FORMAT]
for more details. Like DKIM, these Usenet control protections offer only integrity and
authentication, not confidentiality.

1.5. Applicability to PGP/MIME

This document specifies end-to-end cryptographic protections for email messages in reference to
S/MIME [RFC8551].

Comparable end-to-end cryptographic protections can also be provided by PGP/MIME [RFC3156].

The mechanisms in this document should be applicable in the PGP/MIME protections as well as S/
MIME protections, but analysis and implementation in this document focuses on S/MIME.

To the extent that any divergence from the mechanism defined here is necessary for PGP/MIME,
that divergence is out of scope for this document.

1.6. Requirements Language

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT", "SHOULD", "SHOULD
NOT", "RECOMMENDED", "NOT RECOMMENDED", "MAY", and "OPTIONAL" in this document are to
be interpreted as described in BCP 14 [RFC2119] [RFC8174] when, and only when, they appear in
all capitals, as shown here.

1.7. Terms

The following terms are defined for the scope of this document:

S/MIME: Secure/Multipurpose Internet Mail Extensions (see [RFC8551])
PGP/MIME: Pretty Good Privacy with MIME (see [RFC3156])

Message: An email message consisting of Header Fields (collectively called "the Header Section
of the message") optionally followed by a message Body; see [RFC5322].

Note: To avoid ambiguity, this document avoids using the terms "Header" or "Headers" in
isolation, but instead always uses "Header Field" to refer to the individual field and "Header
Section" to refer to the entire collection.

Header Field: A Header Field includes a field name, followed by a colon (":"), followed by a field
Body (value), and is terminated by CRLF; see Section 2.2 of [RFC5322] for more details.

Header Section: The Header Section is a sequence of lines of characters with special syntax as
defined in [RFC5322]. The Header Section of a message contains the Header Fields associated
with the message itself. The Header Section of a MIME part (that is, a subpart of a message)
typically contains Header Fields associated with that particular MIME part.
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Outer Header Section: The unprotected Header Section that MTAs and MUAs unaware of
Header Protection treat as the Header Section of the Message.

Body: The Body is the part of a message that follows the Header Section and is separated from
the Header Section by an empty line (that is, a line with nothing preceding the CRLF); see
[RFC5322]. It is the (bottom) section of a message containing the payload of a message.
Typically, the Body consists of a (possibly multipart) MIME [RFC2045] construct.

Header Protection (HP): The cryptographic protection of email Header Sections (or parts of it)
by means of signatures and/or encryption.

Legacy MUA: An MUA that does not understand Header Protection as defined in this document.
A Legacy Non-Crypto MUA is incapable of doing any end-to-end cryptographic operations. A
Legacy Crypto MUA is capable of doing cryptographic operations but does not understand or
generate messages with Header Protection.

Legacy Signed Message: An email message that was signed by a Legacy MUA and therefore has
no cryptographic authenticity or integrity protections on its Header Fields.

Legacy Encrypted Message: An email message that was signed and encrypted by a Legacy MUA
and therefore has no cryptographic authenticity, integrity, or confidentiality protections on
any of its Header Fields.

Header Confidentiality Policy (HCP): A functional specification of which Header Fields should
be removed or obscured when composing an encrypted message with Header Protection. An
HCP is considered more "conservative" when it removes or obscures fewer Header Fields.
When it removes or obscures more Header Fields, it is more "ambitious". See Section 3.

Ordinary User: A user of an MUA who follows a simple and minimal experience, focused on
sending and receiving emails. A user who opts into advanced configuration, expert mode, or
the like is not an "Ordinary User".

Additionally, Cryptographic Layer, Cryptographic Payload, Cryptographic Envelope,
Cryptographic Summary, Structural Header Fields, Non-Structural Header Fields, Main Body
Part, User-Facing Header Fields, and MUA are all used as defined in [RFC9787].

The policies "Specification Required" and "IETF Review" that appear in this document when
used to describe namespace allocation are to be interpreted as described in [RFC8126].

1.8. Document Scope

This document describes sensible, simple behavior for a program that generates an email
message with standard end-to-end cryptographic protections, following the guidance in
[RFC9787]. An implementation conformant to this document will produce messages that have
cryptographic protection that covers the message's Header Fields as well as its Body.
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1.8.1. In Scope

This document also describes sensible, simple behavior for a program that interprets such a
message in a way that can take advantage of these protections covering the Header Fields as
well as the Body.

The message generation guidance aims to minimize negative interactions with any Legacy
receiving MUA while providing actionable cryptographic properties for modern receiving MUAs.

In particular, this document focuses on two standard types of cryptographic protection that
cover the entire message:

* a cleartext message with a single signature and
* an encrypted message that contains a single cryptographic signature.

1.8.2. Out of Scope

The message composition guidance in this document (in Section 5.2) aims to provide minimal
disruption for any Legacy MUA that receives such a message. However, by definition, a Legacy
MUA does not implement any of the guidance here. Therefore, the document does not attempt to
provide guidance for Legacy MUAs directly.

Furthermore, this document does not explicitly contemplate other variants of cryptographic
message protections, including any of these:

* encrypted-only message (without a cryptographic signature; see Section 5.3 of [REC9787])
* triple-wrapped message

* signed message with multiple signatures

* encrypted message with a cryptographic signature outside the encryption

All such messages are out of scope of this document.

1.9. Example

This section gives an overview by providing an example of how MIME messages with Header
Protection look.

Consider the following MIME message:

A —application/pkcs7-mime; smime-type="enveloped-data"
1 (decrypts to)

B L—application/pkcs7-mime; smime-type="signed-data"
4 (unwraps to)

C multipart/alternative; hp="cipher"

D text/plain; hp-legacy-display="1"

E text/html; hp-legacy-display="1"
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Observe that:

* Nodes A and B are collectively called the Cryptographic Envelope. Node C (including its
subnodes D and E) is called the Cryptographic Payload [REC9787].

* Node A contains the unprotected ("outer") Header Fields. Node C contains the protected
("inner") Header Fields.

* The presence of the hp attribute (see Section 2.1.1) on the Content-Type of node C allows the
receiver to know that the sender applied Header Protection. Its value allows the receiver to
distinguish whether the sender intended for the message to be confidential (hp="cipher")
or not (hp="clear"), since encryption may have been added in transit (see Section 10.2).

The "outer" Header Section on node A looks as follows:

Date: Wed, 11 Jan 2023 16:08:43 -0500

From: Bob <bob@example.net>

To: Alice <alice@example.net>

Subject: [...]

Message-ID: <202301117210843Z.1234@1hp.example>

Content-Type: application/pkcs7-mime; smime-type="enveloped-data"
MIME-Version: 1.0

The "inner" Header Section on node C looks as follows:

Date: Wed, 11 Jan 2023 16:08:43 -0500

From: Bob <bob@example.net>

To: Alice <alice@example.net>

Subject: Handling the Jones contract

Keywords: Contract, Urgent

Message-ID: <20230111T7210843Z.1234@1hp.example>
Content-Type: multipart/alternative; hp="cipher"
MIME-Version: 1.0

HP-Outer: Date: Wed, 11 Jan 2023 16:08:43 -0500
HP-Outer: From: Bob <bob@example.net>

HP-Outer: To: Alice <alice@example.net>
HP-Outer: Subject: [...

HP-Outer: Message-ID: <202301117210843Z.1234@1hp.example>

Observe that:

* Between node C and node A, some Header Fields are copied as is (Date, From, To, Message-
ID), some are obscured (Subject), and some are removed (Keywords).

* The HP-Outer Header Fields (see Section 2.2) of node C contain a protected copy of the
Header Fields in node A. The copy allows the receiver to recompute for which Header Fields
the sender provided confidentiality by removing or obscuring them.

* The copying/removing/obscuring and the HP-Outer only apply to Non-Structural Header
Fields, not to Structural Header Fields like Content-Type or MIME-Version (see Section 1.1
of [RFC9787]).
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o If the sender intends no confidentiality and doesn't encrypt the message, it doesn't remove
or obscure Header Fields. All Non-Structural Header Fields are copied as is. No HP-Outer

Header Fields are present.

Node D looks as follows:

Content-Type: text/plain; charset="us-ascii"; hp-legacy-display="1";

Subject: Handling the Jones contract
Keywords: Contract, Urgent

Please review and approve or decline by Thursday, it's criticall!

Thanks,
Bob

Bob Gonzalez
ACME, Inc.

Observe that:

* The sender adds the removed and obscured User-Facing Header Fields (see Section 1.1.2 of
[RFC9787]) to the main Body (note the empty line after the Content-Type). This is called the
Legacy Display Element. It allows a user with a Legacy MUA that doesn't implement this
document to understand the message, since the Header Fields will be shown as part of the
main Body.

e The hp-legacy-display="1" attribute (see Section 2.1.2) indicates that the sender added a

Legacy Display Element. This allows receivers that implement this document to recognize
the Legacy Display Element and distinguish it from user-added content. The receiver then

hides the Legacy Display Element and doesn't display it to the user.

* hp-legacy-display is added to the node to which it applies, not on any outer nodes (e.g.,

not to node C).

For more examples, see Appendices D and E.

2. Internet Message Format Extensions

This section describes relevant, backward-compatible extensions to the Internet Message Format

[RFC5322]. Subsequent sections offer concrete guidance for an MUA to make use of these
mechanisms, including policy decisions and recommended pseudocode.

2.1. Content-Type Parameters

This document introduces two parameters for the Content-Type Header Field, which have
distinct semantics and use cases.
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2.1.1. Content-Type Parameter: hp

This specification defines a parameter for the Content-Type Header Field named hp (for Header
Protection). This parameter is only relevant on the Content-Type Header Field at the root of the
Cryptographic Payload. The presence of this parameter at the root of the Cryptographic Payload
indicates that the sender intends for this message to have end-to-end cryptographic protections
for the Header Fields.

The parameter's defined values describe the sender's cryptographic intent when producing the
message:

hp Value  Authenticity Integrity Confidentiality Description

"clear" yes yes no This message has been signed
by the sender, with Header
Protection.

"cipher"  yes yes yes This message has been signed

by the sender, with Header
Protection, and is encrypted to
the recipients.

Table 1: hp Parameter for Content-Type Header Field

A sending implementation MUST NOT produce a Cryptographic Payload with parameter
hp="cipher" for an unencrypted message (that is, where none of the Cryptographic Layers in
the Cryptographic Envelope of the message provide encryption). Likewise, if a sending
implementation is sending an encrypted message with Header Protection, it MUST emit an
hp="cipher" parameter, regardless of which Header Fields were made confidential.

Note that hp="cipher" indicates that the message itself has been encrypted by the sender to the
recipients but makes no assertions about which Header Fields have been removed or obscured.
This can be derived from the Cryptographic Payload itself (see Section 4.2).

A receiving implementation MUST NOT mistake the presence of an hp="cipher" parameter in
the Cryptographic Payload for the actual presence of a Cryptographic Layer that provides
encryption.

2.1.2. Content-Type Parameter: hp-legacy-display

This specification also defines an hp-legacy-display parameter for the Content-Type Header
Field. The only defined value for this parameter is 1.

This parameter is only relevant on a leaf MIME node of Content-Type text/html or text/plain
within a well-formed message with end-to-end cryptographic protections. Its presence indicates
that the MIME node it is attached to contains a decorative "Legacy Display Element". The Legacy
Display Element itself is used for backward-compatible visibility of any removed or obscured
User-Facing Header Field in a Legacy MUA.
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Such a Legacy Display Element need not be rendered to the user of an MUA that implements this
specification, because the MUA already knows the correct Header Field information and can
render it to the user in the appropriate part of the MUA's user interface rather than in the Body
of the message.

See Section 5.2.2 for how to insert a Legacy Display Element into a text/plain Main Body Part.
See Section 5.2.3 for how to insert a Legacy Display Element into a text/html Main Body Part.
See Section 4.5.3 for how to avoid rendering a Legacy Display Element.

2.2. HP-Outer Header Field

This document also specifies a new Header Field: HP-Outer.

This Header Field is used only in the Header Section of the Cryptographic Payload of an
encrypted message. It is not relevant for signed-only messages. It documents, with the same
cryptographic guarantees shared by the rest of the message, the sender's choices about Header
Field confidentiality. It does so by embedding a copy within the Cryptographic Envelope of every
Non-Structural Header Field that the sender put outside the Cryptographic Envelope. This
Header Field enables the MUA receiving the encrypted message to reliably identify whether the
sending MUA intended to make a Header Field confidential (see Section 11.3).

The HP-Outer Header Fields in a message's Cryptographic Payload are useful for ensuring that
any confidential Header Field will not be automatically leaked in the clear if the user replies to
or forwards the message. They may also be useful for an MUA that indicates the confidentiality
status of any given Header Field to the user.

An implementation that composes encrypted email MUST include a copy of all Non-Structural
Header Fields deliberately exposed to the outside of the Cryptographic Envelope using a series of
HP-Outer Header Fields within the Cryptographic Payload. These HP-Outer MIME Header Fields
should only ever appear directly within the Header Section of the Cryptographic Payload of a
Cryptographic Envelope offering confidentiality. They MUST be ignored for the purposes of
evaluating the message's Header Protection if they appear in other places.

Each instance of HP-Outer contains a Non-Structural Header Field name and the value that this
Header Field was set to within the outer (unprotected) Header Section. The HP-Outer Header
Field can appear multiple times in the Header Section of a Cryptographic Payload.

If a Non-Structural Header Field named Z is present in Header Section of the Cryptographic
Payload but doesn't appear in an HP-Outer Header Field value at all, then the sender is
effectively asserting that every instance of Z was made confidential by removal from the Outer
Header Section. Specifically, it means that no Header Field Z was included on the outside of the
message's Cryptographic Envelope by the sender at the time the message was injected into the
mail system.
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See Section 5.2 for how to insert HP-Outer Header Fields into an encrypted message. See Section
4.3 for how to determine the end-to-end confidentiality of a given Header Field from an
encrypted message with Header Protection using HP-Outer. See Section 6.1 for how an MUA can
safely reply to (or forward) an encrypted message without leaking confidential Header Fields by
default.

2.2.1. HP-Outer Header Field Definition

The syntax of this Header Field is defined using the following ABNF [RFC5234], where field-
name, WSP, VCHAR, and FWS are defined in [RFC5322]:

hp-outer = "HP-Outer:" [FWS] field-name ": "
hp-outer-value CRLF

hp-outer-value =  (*([FWS] VCHAR) *WSP)

Note that hp-outer-value is the same as unstructured from Section 3.2.5 of [RFC5322] but
without the obsolete obs-unstruct option.

3. Header Confidentiality Policy

An MUA composing an encrypted message according to this specification may make any given
Header Field confidential by removing it from the Header Section outside the Cryptographic
Envelope or by obscuring it by rewriting it to a different value in that Outer Header Section. The
composing MUA faces a choice for any new message: Which Header Fields should be made
confidential, and how?

This section defines the "Header Confidentiality Policy” (or HCP) as a well-defined abstraction to
encourage MUA developers to consider, document, and share reasonable policies across the
community. It establishes a registry of known HCPs, defines a small number of simple HCPs in
that registry, and makes a recommendation for a reasonable default.

Note that such a policy is only needed when the end-to-end protections include encryption
(confidentiality). No comparable policy is needed for other end-to-end cryptographic protections
(integrity and authenticity), as they are simply uniformly applied so that all Header Fields
known by the sender have these protections.

This asymmetry is a consequence of complexities in existing message delivery systems, some of
which may reject, drop, or delay messages where all Header Fields are removed from the top-
level MIME object.

Note that no representation of the HCP itself ever appears "on the wire". However, the consumer
of the encrypted message can see the decisions that were made by the sender's HCP via the HP-
Outer Header Fields (see Section 2.2).
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3.1. HCP Definition

In this document, we represent that HCP as a function hcp:

e hcp(name, val_in) -> val_out: This function takes a Non-Structural Header Field
identified by name with the initial value val_in as arguments and returns a replacement
Header Field value val_out. If val_out is the special value null, it means that the Header
Field in question should be removed from the set of Header Fields visible outside the
Cryptographic Envelope.

In the pseudocode descriptions of various choices of HCP in this document, any comparison with
the name input is done case-insensitively. This is appropriate for Header Field names, as
described in [RFC5322].

Note that hcp is only applied to Non-Structural Header Fields. When composing a message,
Structural Header Fields are dealt with separately, as described in Section 5.2.

As an example, an MUA that obscures the Subject Header Field by replacing it with the literal
string "[ .. .]", hides all Cc'ed recipients, and does not offer confidentiality to any other Header
Fields would be represented as (in pseudocode):

hcp_example_hide_cc(name, val_in) — val_out:
if lower(name) is 'subject':
return '[...]"'
else if lower(name) is 'cc':
return null
else:
return val_in

For alignment with common practice as well as the ABNF in Section 2.2.1 for HP-Outer, val_out
MUST be one of the following:

e identical to val_in,

* the special value null (meaning that the Header Field will be removed from the outside of
the message), or

* a sequence of whitespace (that is, space or tab) and printable 7-bit clean ASCII characters (of
course, non-ASCII text can be encoded as ASCII using the encoded-word construct from
[RFC2047])

The HCP can compute val_out using any technique describable in pseudocode, such as copying
a fixed string or invocations of other pseudocode functions. If it alters the value, it MUST NOT
include control or NUL characters in val_out. val_out SHOULD match the expected ABNF for
the Header Field identified by name.
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3.1.1. HCP Avoids Changing addr-spec of From Header Field

The From Header Field should also be treated specially by the HCP to enable defense against
possible email address spoofing (see Section 10.1). In particular, for hcp("From", val_in), the
addr-spec of val_in and the addr-spec of val_out SHOULD match according to Section 4.4.5,
unless the sending MUA has additional knowledge coordinated with the receiving MUA about
more subtle addr-spec equivalence or certificate validity.

3.2. Initial Registered HCPs

This document formally defines three Header Confidentiality Policies with known and
reasonably well-understood characteristics as a way to compare and contrast different possible
behavioral choices for a composing MUA. These definitions are not meant to preclude the
creation of other HCPs.

The purpose of the registry of HCPs is to facilitate HCP evolution and interoperability discussion
among MUA developers and MTA operators.

(The example hypothetical HCP, hcp_example_hide_cc, described in Section 3.1 above is
deliberately not formally registered, as it has not been evaluated in practice.)

3.2.1. Baseline Header Confidentiality Policy

The most conservative recommended HCP only provides confidentiality for Informational
Fields, as defined in Section 3.6.5 of [RFC5322]. These fields are "only human-readable content"
and thus their content should not be relevant to transport agents. Since most Internet messages
today do have a Subject Header Field, and some filtering engines might object to a message
without a Subject, this policy is conservative and merely obscures that Header Field by
replacing it with a fixed string [ . . . ]. By contrast, Comments and Keywords Header Fields are
comparatively rare, so these fields are removed entirely from the Outer Header Section.

hcp_baseline(name, val_in) - val_out:
if lower(name) is 'subject':
return '[...]"
else if lower(name) is in ['comments', 'keywords']:
return null
else:
return val_in

hcp_baseline is the recommended default HCP for a new implementation, as it provides
meaningful confidentiality protections and is unlikely to cause deliverability or usability
problems.
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3.2.2. Shy Header Confidentiality Policy

Alternately, a slightly more ambitious (and therefore more privacy-preserving) HCP might avoid
leaking human-interpretable data that MTAs generally don't care about. The additional
protected data isn't related to message routing or transport but might reveal sensitive
information about the sender or their relationship to the recipients. This "shy" HCP builds on
hcp_baseline but also:

¢ avoids revealing the display-name of each identified email address and
¢ avoids leaking the sender's locally configured time zone in the Date Header Field.

hcp_shy(name, val_in) —val_out:
if lower(name) is 'from':
if val_in is an RFC 5322 mailbox:
return the RFC 5322 addr-spec part of val_in
if lower(name) in ['to', ‘'cc']:
if val_in is an RFC 5322 mailbox-list:
let val_out be an empty mailbox-1list
for each mailbox in val_in:
append the RFC 5322 addr-spec part of mailbox to val_out
return val_out
if lower(name) is 'date’:
if val_in is an RFC 5322 date-time:
return the UTC form of val_in
else if lower(name) is 'subject':
return '[...]"
else if lower(name) is in ['comments', 'keywords']:
return null
return val_in

hcp_shy requires more sophisticated parsing and Header Field manipulation and is not
recommended as a default HCP for new implementations.

3.2.3. No Header Confidentiality Policy

Legacy MUAs can be conceptualized as offering a "No Header Confidentiality" Policy, which
offers no confidentiality protection to any Header Field:

hcp_no_confidentiality(name, val_in) —val_out:
return val_in

A conformant MUA that is not modified by local policy or configuration MUST NOT use
hcp_no_confidentiality by default.

3.3. Default Header Confidentiality Policy

An MUA MUST have a default HCP that offers confidentiality for the Subject Header Field at
least. Local policy and configuration may alter this default, but the MUA SHOULD NOT require
the user to select an HCP.
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hcp_baseline provides confidentiality for the Subject Header Field by replacing it with the
literal string "[ . . . ]". It also provides confidentiality for the other less common Informational
Header Fields (Comments and Keywords) by removing them entirely from the Outer Header
Section. This is a sensible default because most users treat the Informational Fields of a message
(particularly the Subject) the same way that they treat the Body, and they are surprised to find
that the Subject of an encrypted message is visible.

3.4. HCP Evolution

This document does not mandate any particular HCP, though it offers guidance for MUA
implementers in selecting one in Section 3.3. Future documents may recommend or mandate
such a policy for an MUA with specific needs. Such a recommendation might be motivated by
descriptions of metadata-derived attacks, stem from research about message deliverability, or
describe new signaling mechanisms, but these topics are out of scope for this document.

3.4.1. Offering More Ambitious Header Confidentiality

An MUA MAY offer even more ambitious confidentiality for Header Fields of an encrypted
message than defined in Section 3.2.2. For example, it might implement an HCP that removes the
To and Cc Header Fields entirely, relying on the SMTP envelope to ensure proper routing. Or it
might remove References and In-Reply-To so that message threading is not visible to any MTA.
Any more ambitious choice might result in deliverability, rendering, or usability issues for the
relevant messages, so testing and documentation will be valuable to get this right.

The authors of this document hope that implementers with deployment experience will
document their chosen HCP and the rationale behind their choice.

3.4.2. Expert Guidance for Registering Header Confidentiality Policies

There is no formal syntax specified for the HCP, but any attempt to specify an HCP for inclusion
in the registry needs to provide:

* a stable reference document clearly indicating the distinct name for the proposed HCP,
» pseudocode that other implementers can clearly and unambiguously interpret,
* a clear explanation of why this HCP is different from all other registered HCPs, and

* any relevant considerations related to deployment of the HCP (for example, known or
expected deliverability, rendering, or privacy challenges and possible mitigations).

When the proposed HCP produces any non-null output for a given Header Field name, val_out
SHOULD match the expected ABNF for that Header Field. If the proposed HCP does not match the
expected ABNF for that Header Field, the documentation should explicitly identify the relevant
circumstances and provide a justification for the deviation.

An entry should not be marked as "Recommended" unless it has been shown to offer
confidentiality or privacy improvements over the status quo and have minimal or mitigable
negative impact on messages to which it is applied, considering factors such as message
deliverability and security. Only one entry in the table (hcp_baseline) is initially marked as
"Recommended". In the future, more than one entry may be marked as "Recommended".
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4. Receiving Guidance

An MUA that receives a cryptographically protected email will render it for the user.

The receiving MUA will render the message Body, render a selected subset of Header Fields, and
(as described in Section 3 of [RFC9787]) provide a summary of the cryptographic properties of
the message.

Most MUAs only render a subset of Header Fields by default. For example, most MUAs render the
From, To, Cc, Date, and Subject Header Fields to the user, but few render Message-Id or
Received.

An MUA that knows how to handle a message with Header Protection makes the following four
changes to its behavior when rendering a message:

o If the MUA detects that an incoming message has protected Header Fields:

> For a Header Field that is present in the protected Header Section, the MUA SHOULD
render the protected value and ignore any unprotected counterparts that may be present
(with a special exception for the From Header Field (see Section 4.4)).

> For a Header Field that is present only in the Outer Header Section, the MUA SHOULD NOT
render that value. If it does render the value, the MUA SHOULD indicate that the rendered
value is unprotected. For an exception to this, see Section 7 for a discussion of some
specific Header Fields that are known to be added in transit and therefore are not
expected to have end-to-end cryptographic protections.

* The MUA SHOULD include information in the message's Cryptographic Summary to indicate
the types of protection that applied to each rendered Header Field (if any).

o If any Legacy Display Elements are present in the Body of the message, it does not render
them.

* When replying to a message with confidential Header Fields, the replying MUA avoids
leaking any Header Fields that were confidential in the original into the cleartext of the
reply. It does this even if its own HCP would not have treated those Header Fields as
confidential. See Section 6 for more details.

Note that an MUA that handles a message with Header Protection does not need to render any
new Header Fields that it did not render before.

4.1. Identifying That a Message Has Header Protection

An incoming message can be identified as having Header Protection using the following test:

* The Cryptographic Payload has parameter hp set to "clear"” or "cipher". See Section 4.5 for
rendering guidance.

When consuming a message, an MUA MUST ignore the hp parameter to Content-Type when it
encounters it anywhere other than the root of the message's Cryptographic Payload.

Gillmor, et al. Standards Track Page 24


https://www.rfc-editor.org/rfc/rfc9787#section-3

RFC 9788 Cryptographic MIME Header Protection June 2025

4.2. Extracting Protected and Unprotected ("Outer") Header Fields

When a message is encrypted and uses Header Protection, an MUA extracts a list of protected
Header Fields (names and values), as well as a list of Header Fields that were added by the
original message sender in unprotected form to the outside of the message's Cryptographic
Envelope.

The following algorithm takes reference message refmsg as input, which is encrypted with
Header Protection as described in this document (that is, the Cryptographic Envelope includes a
Cryptographic Layer that provides encryption, and the hp parameter for the Content-Type
Header Field of the Cryptographic Payload is cipher). It produces as output a pair of lists of
(h,v) Header Fields.

4.2.1. HeaderSetsFromMessage
Method signature:
HeaderSetsFromMessage(refmsg) -> (refouter, refprotected)
Procedure:
1. Let refheaders be the list of (h, v) protected Header Fields found in the root of the
Cryptographic Payload.
2. Let refouter be an empty list of Header Field names and values.

3. Let refprotected be an empty list of Header Field names and values.
4. For each (h, v) in refheaders:

i. If his HP-Outer:

a. Split v into (h1, v1) on the first colon (:), followed by any amount of whitespace.
b. Append (h1,v1) to refouter.

ii. Else:

a. Append (h,v) to refprotected.
5. Return refouter, refprotected.

Note that this algorithm is independent of the unprotected Header Fields. It derives its output
only from the normal Header Fields and the HP-Outer Header Fields, both contained inside the
Cryptographic Payload.

4.3. Updating the Cryptographic Summary

Regardless of whether a cryptographically protected message has protected Header Fields, the
Cryptographic Summary of the message should be modified to indicate what protections the
Header Fields have. This field-by-field status is complex and isn't necessarily intended to be
presented in full to the user. Rather, it represents the state of the message internally within the
MUA and may be used to influence behavior like replying to the message (see Section 6.1).
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Each Header Field individually has exactly one of the following protection states:

e unprotected (has no Header Protection)

* signed-only (bound into the same validated signature as the enclosing message, but also
visible in transit)

* encrypted-only (only appears within the Cryptographic Payload; the corresponding
external Header Field was either removed or obscured)

* signed-and-encrypted (same as encrypted-only, but additionally is under a validated
signature)

If the message does not have Header Protection (as determined by Section 4.1), then all of the
Header Fields are by definition unprotected.

If the message has Header Protection, an MUA SHOULD use the following algorithm to compute
the protection state of a protected Header Field (h, v) (that is, an element of refprotected from
Section 4.2):

4.3.1. HeaderFieldProtection

Method signature:
HeaderFieldProtection(msg, h, v) -> protection_state
Procedure:

1. Let ct be the Content-Type of the root of the Cryptographic Payload of msg.
2. Compute (refouter, refprotected) from HeaderSetsFromMessage(msg).
3.1If (h, v)isnotin refprotected:

i. Abort, v is not a valid value for Header Field h.

4. Letis_sig_valid be false.
5. If the message is signed:

i. Let is_sig_valid be the result of validating the signature.

6. If the message is encrypted, and if ct has a parameter hp="cipher", and if (h, v) is not in
refouter:

i. Return signed-and-encrypted if is_sig_valid, otherwise return encrypted-only.
7. Return signed-only if is_sig_valid, otherwise return unprotected.
Note that:

* This algorithm is independent of the unprotected Header Fields. It derives the protection
state only from (h, v) and the set of HP-Outer Header Fields, both of which are inside the
Cryptographic Envelope.
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o If the signature fails validation, the MUA lowers the affected state to unprotected or
encrypted-only without any additional warning to the user, as specified by Section 3.1 of
[RFC9787].

* Data from signed-and-encrypted and encrypted-only Header Fields may still not be fully
private (see Section 11.2).

* Encryption may have been added in transit to an originally signed-only message. Thus, only
consider Header Fields to be confidential if the sender indicates it with the hp="cipher"
parameter.

* The protection state of a Header Field may be weaker than that of the message Body. For
example, a message Body can be signed-and-encrypted, but a Header Field that is copied
unmodified to the Outer Header Section is signed-only.

If the message has Header Protection, Header Fields that are not in refprotected (e.g., because
they were added in transit) are unprotected.

Rendering the cryptographic status of each Header Field is likely to be complex and messy --
users may not understand it. It is beyond the scope of this document to suggest any specific
graphical affordances or user experience. Future work should include examples of successful
rendering of this information.

4.4. Handling Mismatch of From Header Fields

End-to-end (MUA-to-MUA) Header Protection is good for authenticity, integrity, and
confidentiality, but it potentially introduces new issues when an MUA depends on its MTA to
authenticate parts of the Header Section. The latter is typically the case in modern email systems.

In particular, when an MUA depends on its MTA to ensure that the email address in the
(unprotected) From Header Field is authentic, but the MUA renders the email address of the
protected From Header Field that differs from the address visible to the MTA, this could create a
risk of sender address spoofing (see Section 10.1). This potential risk applies to signed-only
messages as well as signed-and-encrypted messages.

4.4.1. Definitions

4.41.1. From Header Field Mismatch
"From Header Field Mismatch" is defined as follows:

The addr-spec of the inner From Header Field doesn't match the addr-spec of the outer From
Header Field (see Section 4.4.5).

Note: The unprotected From Header Field used in this comparison is the actual outer Header
Field (as seen by the MTA), not the value indicated by any potential inner HP-Outer.

4.4.1.2. No Valid and Correctly Bound Signature
"No Valid and Correctly Bound Signature" is defined as follows:
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There is no valid signature made by a certificate for which the MUA has a valid binding to the
protected From address. This includes:

 the message has no signature
 the message has a broken signature

 the message has a valid signature, but the receiving MUA does not see any valid binding
between the signing certificate and the addr-spec of the inner From Header Field

Note: There are many possible ways that an MUA could choose to validate a certificate-to-
address binding. For example, the MUA could ensure the certificate is issued by one of a set of
trusted certification authorities, it could rely on the user to do a manual out-of-band
comparison, it could rely on a DNSSEC signal ([REC7929] or [RFC8162]), and so on. It is beyond
the scope of this document to describe all possible ways an MUA might validate the certificate-to-
address binding or to choose among them.

4.4.2. Warning for From Header Field Mismatch
To mitigate the above described risk of sender address spoofing, an MUA SHOULD warn the user

whenever both of the following conditions are met:

* From Header Field Mismatch (as defined in Section 4.4.1.1) and
* No Valid and Correctly Bound Signature (as defined in Section 4.4.1.2)

This warning should be comparable to the MUA's warning about messages that are likely spam
or phishing, and it SHOULD show both of the non-matching From Header Fields.

4.4.3. From Header Field Rendering

Furthermore, a receiving MUA that depends on its MTA to authenticate the unprotected (outer)
From Header Field SHOULD render the outer From Header Field (as an exception to the guidance
in the beginning of Section 4) if both of the following conditions are met:

* From Header Field Mismatch (as defined in Section 4.4.1.1) and
* No Valid and Correctly Bound Signature (as defined in Section 4.4.1.2)

An MUA MAY apply a local preference to render a different display name (e.g., from an address
book).

See Section 10.1.1 for a detailed explanation of this rendering guidance.

4.4.4. Handling the Protected From Header Field When Responding

When responding to a message, an MUA has different ways to populate the recipients of the new
message. Depending on whether it is a Reply, a Reply All, or a Forward, an MUA may populate
the composer view using a combination of the referenced message's From, To, Cc, Reply-To, or
Mail-Followup-To Header Fields or any other signals.

When responding to a message with Header Protection, an MUA MUST only use the protected
Header Fields when populating the recipients of the new message.
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This avoids compromise of message confidentiality when a machine-in-the-middle (MITM)
attacker modifies the unprotected From address of an encrypted message, attempting to learn
the contents through a misdirected reply. Note that with the rendering guidance above, a MITM
attacker can cause the unprotected From Header Field to be displayed. Thus, when responding,
the populated To address may differ from the rendered From address. However, this change in
addresses should not cause more user confusion than the address change caused by a Reply-To
in a Legacy Message does.

4.4.5. Matching addr-specs

When generating (Section 3.1.1) or consuming (Section 4.4) a protected From Header Field, the
MUA considers the equivalence of two different addr-spec values.

First, the MUA MUST check whether the domain part of an addr-spec being compared contains a
U-label [RFC5890]. If it does, it MUST be converted to the A-label form as described in [RFC5891].
We call a domain converted in this way (or the original domain if it didn't contain any U-label)
"the ASCII version of the domain part". Second, the MUA MUST compare the ASCII version of the
domain part of the two addr-specs by standard DNS comparison: Assume ASCII text and
compare alphabetic characters case-insensitively, as described in Section 3.1 of [RFC1035]. If the
domain parts match, then the two local-parts are matched against each other. The simplest
and most common comparison for the local-part is also an ASCII-based, case-insensitive
match. If the MUA has special knowledge about the domain and, when composing, it can
reasonably expect the receiving MUAs to have the same information, it MAY match the local-
part using a more sophisticated and inclusive matching algorithm.

It is beyond the scope of this document to recommend a more sophisticated and inclusive
matching algorithm.

4.5. Rendering a Message with Header Protection

When the Cryptographic Payload's Content-Type has the parameter hp set to "clear" or
"cipher", the values of the protected Header Fields are drawn from the Header Fields of the
Cryptographic Payload, and the Body that is rendered is the Cryptographic Payload itself.

4.5.1. Example Signed-Only Message

Consider a message with this structure, where the MUA is able to validate the cryptographic
signature:

A —application/pkcs7-mime; smime-type="signed-data"
4 (unwraps to)

B multipart/alternative [Cryptographic Payload + Rendered Body]
C text/plain
D text/html

The message Body should be rendered the same way as this message:
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C text/plain

B L[i?ultipart/alternative
D text/html

The MUA should render Header Fields taken from part B.

Its Cryptographic Summary should indicate that the message was signed and all rendered
Header Fields were included in the signature.

Because this message is signed-only, none of its parts will have a Legacy Display Element.
The MUA should ignore Header Fields from part A for the purposes of rendering.

4.5.2. Example Signed-and-Encrypted Message

Consider a message with this structure, where the MUA is able to validate the cryptographic
signature:

E L—application/pkcs7-mime; smime-type="enveloped-data"
1 (decrypts to)

F L—application/pkcs7-mime; smime-type="signed-data"
4 (unwraps to)

G multipart/alternative [Cryptographic Payload + Rendered Body]
H text/plain
I text/html

The message Body should be rendered the same way as this message:

H text/plain

G L]E-:?ultipart/alternative
I text/html

It should render Header Fields taken from part G.
Its Cryptographic Summary should indicate that the message is signed-and-encrypted.

When rendering the Cryptographic Status of a Header Field and when composing a reply, each
Header Field found in G should be considered against all HP-Outer Header Fields found in G. If
an HP-Outer Header Field that matches both the name and value is found, the Header Field's
Cryptographic Status is just signed-only, even though the message itself is signed-and-
encrypted. If no matching HP-Outer Header Field is found, the Header Field's Cryptographic
Status is signed-and-encrypted, like the rest of the message.

If any of the User-Facing Header Fields are removed or obscured, the composer of this message
may have placed Legacy Display Elements in parts H and L.

The MUA should ignore Header Fields from part E for the purposes of rendering.

Gillmor, et al. Standards Track Page 30



RFC 9788 Cryptographic MIME Header Protection June 2025

4.5.3. Do Not Render Legacy Display Elements

As described in Section 2.1.2, a message with cryptographic confidentiality protection MAY
include Legacy Display Elements for backward compatibility with Legacy MUAs. These Legacy
Display Elements are strictly decorative and unambiguously identifiable and will be discarded
by compliant implementations.

The receiving MUA MUST completely avoid rendering the identified Legacy Display Elements to
the user, since it is aware of Header Protection and can render the actual protected Header
Fields.

If a text/html or text/plain part within the Cryptographic Envelope is identified as containing
Legacy Display Elements, those elements MUST be hidden when rendering and MUST be dropped
when generating a draft reply or inline forwarded message. Whenever a Message or MIME
subtree is exported, downloaded, or otherwise further processed, if there is no need to retain a
valid cryptographic signature, the implementer MAY drop the Legacy Display Elements.

4.5.3.1. Identifying a Part with Legacy Display Elements

A receiving MUA acting on a message that contains an encrypting Cryptographic Layer identifies
a MIME subpart within the Cryptographic Payload as containing Legacy Display Elements based
on the Content-Type of the subpart. The subpart's Content-Type:

* contains a parameter hp-legacy-display with value set to 1 and
e is either text/html (see Section 4.5.3.3) or text/plain (see Section 4.5.3.2).

Note that the term "subpart" above is used in the general sense: If the Cryptographic Payload is a
single part, that part itself may contain a Legacy Display Element if it is marked with the hp-
legacy-display="1" parameter.

4.5.3.2. Omitting Legacy Display Elements from text/plain

If a text/plain part within the Cryptographic Payload has the Content-Type parameter hp-
legacy-display="1", it should be processed before rendering in the following fashion:

* Discard the leading lines of the content of the MIME part up to and including the first
entirely blank line.

Note that implementing this strategy is dependent on the charset used by the MIME part.

See Appendix E.1 for an example.

4.5.3.3. Omitting Legacy Display Elements from text/html

If a text/html part within the Cryptographic Payload has the Content-Type parameter hp-
legacy-display="1", it should be processed before rendering in the following fashion:

o If any element of the HTML <body> is a <div> with class attribute header-protection-
legacy-display, that entire element should be omitted.
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This cleanup could be done, for example, as a custom rule in the MUA's HTML sanitizer, if one
exists. Another implementation strategy for an HTML-capable MUA would be to add an entry to
the [CSS] style sheet for such a part:

body div.header-protection-legacy-display { display: none; }

4.6. Implicitly Rendered Header Fields

While the From, To, Cc, Subject, and Date Header Fields are often explicitly rendered to the
user, some Header Fields do affect message display without being explicitly rendered.

For example, the Message-Id, References, and In-Reply-To Header Fields may collectively be
used to place a message in a "thread" or series of messages.

In another example, Section 6.2 notes that the value of the Reply-To Header Field can influence
the draft reply message. So while the user may never see the Reply-To Header Field directly, it is
implicitly "rendered" when the user interacts with the message by replying to it.

An MUA that depends on any implicitly rendered Header Field in a message with Header
Protection MUST use the value from the protected Header Field and SHOULD NOT use any value
found outside the cryptographic protection unless it is known to be a Header Field added in
transit, as specified in Section 7.

4.7. Handling Undecryptable Messages

An MUA might receive an apparently encrypted message that it cannot currently decrypt. For
example, when an MUA does not have regular access to the secret key material needed for
decryption, it cannot know the cryptographically protected Header Fields or even whether the
message has any cryptographically protected Header Fields.

Such an undecrypted message will be rendered by the MUA as a message without any Header
Protection. This means that the message summary may well change how it is rendered when the
user is finally able to supply the secret key.

For example, the rendering of the Subject Header Field in a mailbox summary might change
from [...] to the real message subject when the message is decrypted. Or the message's
placement in a message thread might change if, say, References or In-Reply-To have been
removed or obscured (see Section 4.6).

Additionally, if the MUA does not retain access to the decrypting secret key, and it drops the
decrypted form of a message, the message's rendering may revert to the encrypted form. For
example, if an MUA follows this behavior, the Subject Header Field in a mailbox summary
might change from the real message subject back to [ ... ]. Or the message might be displayed
outside of its current thread if the MUA loses access to a removed References or In-Reply-To
Header Field.

Gillmor, et al. Standards Track Page 32



RFC 9788 Cryptographic MIME Header Protection June 2025

These behaviors are likely to surprise the user. However, an MUA has several possible ways of
reducing or avoiding all of these surprises, including:

* Ensuring that the MUA always has access to decryption-capable secret key material.

* Rendering undecrypted messages in a special quarantine view until the decryption-capable
secret key material is available.

To reduce or avoid the surprises associated with a decrypted message with removed or obscured
Header Fields becoming undecryptable, the MUA could also:

* Securely cache metadata from a decrypted message's protected Header Fields so that its
rendering doesn't change after the first decryption.

* Securely store the session key associated with a decrypted message so that attempts to read
the message when the long-term secret key is unavailable can proceed using only the
session key itself. For example, see the discussion about stashing session keys in Section 9.1
of [RFC9787].

4.8. Guidance for Automated Message Handling

Some automated systems have a control channel that is operated by email. For example, an
incoming email message could subscribe someone to a mailing list, initiate the purchase of a
specific product, approve another message for redistribution, or adjust the state of some shared
object.

To the extent that such a system depends on end-to-end cryptographic guarantees about the
email control message, Header Protection as defined in this document should improve the
system's security. This section provides some specific guidance for systems that use email
messages as a control channel that want to benefit from these security improvements.

4.8.1. Only Interpret Protected Header Fields

Consider the situation where an email-based control channel depends on the message's
cryptographic signature and the action taken depends on some Header Field of the message.

In this case, the automated system MUST rely on information from the Header Field that is
protected by the mechanism defined in this document. It MUST NOT rely on any Header Field
found outside the Cryptographic Payload.

For example, consider an administrative interface for a mailing list manager that only accepts
control messages that are signed by one of its administrators. When an inbound message for the
list arrives, it is queued (waiting for administrative approval) and the system generates and
listens for two distinct email addresses related to the queued message -- one that approves the
message and one that rejects it. If an administrator sends a signed control message to the
approval address, the mailing list verifies that the protected To Header Field of the signed
control message contains the approval address before approving the queued message for
redistribution. If the protected To Header Field does not contain that address, or there is no
protected To Header Field, then the mailing list logs or reports the error and does not act on that
control message.
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4.8.2. Ignore Legacy Display Elements

Consider the situation where an email-based control channel expects to receive an end-to-end
encrypted message -- for example, where the control messages need confidentiality guarantees --
and where the action taken depends on the contents of some MIME part within the message
Body.

In this case, the automated system that decrypts the incoming messages and scans the relevant
MIME part MUST identify when the MIME part contains a Legacy Display Element (see Section
4.5.3.1), and it MUST parse the relevant MIME part with the Legacy Display Element removed.

For example, consider an administrative interface of a confidential issue tracking software. An
authorized user can confidentially adjust the status of a tracked issue by a specially formatted
first line of the message Body (for example, severity #183 serious). When the user's MUA
encrypts a plaintext control message to this issue tracker, depending on the MUA's HCP and its
choice of legacy value, it may add a Legacy Display Element. If it does so, then the first line of
the message Body will contain a decorative copy of the confidential Subject Header Field. The
issue tracking software decrypts the incoming control message, identifies that there is a Legacy
Display Element in the part (see Section 4.5.3.1), strips the lines comprising the Legacy Display
Element (including the first blank line), and only then parses the remaining top line to look for
the expected special formatting.

4.9. Affordances for Debugging and Troubleshooting

Note that advanced users of an MUA may need access to the original message, for example, to
troubleshoot problems with the rendering MUA itself or problems with the SMTP transport path
taken by the message.

An MUA that applies these rendering guidelines SHOULD ensure that the full original source of
the message as it was received remains available to such a user for debugging and
troubleshooting.

If a troubleshooting scenario demands information about the cryptographically protected values
of Header Fields, and the message is encrypted, the debugging interface SHOULD also provide a
"source" view of the Cryptographic Payload itself, alongside the full original source of the
message as received.

4.10. Handling RFC8551HP Messages (Backward Compatibility)

Section 1.1.1 describes some drawbacks to the Header Protection scheme defined in [RFC8551],
referred to here as RFC8551HP. An MUA MUST NOT generate an RFC8551HP message. However,
for backward compatibility, an MUA MAY try to render or respond to such a message as though
the message has standard Header Protection.

The following two sections contain guidance for identifying, rendering, and replying to
RFC8551HP messages. Corresponding test vectors are provided in Appendices C.2.5, C.2.6, and C.
3.17.
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4.10.1. Identifying an RFC8551HP Message

An RFC8551HP message can be identified by its MIME structure, given that all of the following
conditions are met:

* It has a well-formed Cryptographic Envelope consisting of at least one Cryptographic Layer
as the outermost MIME object.

* The Cryptographic Payload is a single message/rfc822 object.
» The message that constitutes the Cryptographic Payload does not itself have a well-formed
Cryptographic Envelope; that is, its outermost MIME object is not a Cryptographic Layer.

* No Content-Type parameter of hp= is set on either the Cryptographic Payload or its
immediate MIME child.

Here is the MIME structure of an example signed-and-encrypted RFC8551HP message:

A L—application/pkcs7-mime; smime-type="enveloped-data"
1 (decrypts to)

B L—application/pkcs7-mime; smime-type="signed-data"
4 (unwraps to)

C message/rfc822 [Cryptographic Payload]
D multipart/alternative [Rendered Body]
E text/plain
F text/html

This meets the definition of an RFC8551HP message because:

* Cryptographic Layers A and B form the Cryptographic Envelope.

» The Cryptographic Payload, rooted in part C, has Content-Type: message/rfc822.
* Part D (the MIME root of the message at C) is itself not a Cryptographic Layer.

* Neither part C nor part D have any hp parameters set on their Content-Type.

4.10.2. Rendering or Responding to an RFC8551HP Message

When an MUA has precisely identified a message as an RFC8551HP message, the MUA MAY
render or respond to that message as though it were a message with Header Protection as
defined in this document by making the following adjustments:

* Rather than rendering the message Body as the Cryptographic Payload itself (part C in the
example above), render the RFC8551HP message's Body as the MIME subtree that is the
Cryptographic Payload's immediate child (part D).

* Make a comparable modification to HeaderSetsFromMessage (Section 4.2.1) and
HeaderFieldProtection (Section 4.3.1): Both algorithms currently look for the protected
Header Fields on the Cryptographic Payload (part C), but they should instead look at the
Cryptographic Payload's immediate child (part D).
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o If the Cryptographic Envelope is signed-only, behave as though there is an hp="clear"
parameter for the Cryptographic Payload; if the Envelope contains encryption, behave as
though there is an hp="cipher" parameter. That is, infer the sender's cryptographic intent
from the structure of the message.

o If the Cryptographic Envelope contains encryption, further modify HeaderSetsFromMessage
to derive refouter from the actual outer message Header Fields (those found in part A in
the example above) rather than looking for HP-Outer Header Fields with the other protected
Header Fields. That is, infer Header Field confidentiality based on the unprotected Header
Fields.

The inferences in the above modifications are not based on any strong end-to-end guarantees.
An intervening MTA may tamper with the message's Outer Header Section or wrap the message
in an encryption layer to undetectably change the recipient's understanding of the
confidentiality of the message's Header Fields or the message Body itself.

4.11. Rendering Other Schemes

Other MUAs may have generated different structures of messages that aim to offer end-to-end
cryptographic protections that include Header Protection. This document is not normative for
those schemes, and it is NOT RECOMMENDED to generate these other schemes, as they can either
have structural flaws or simply render poorly on Legacy MUAs. A conformant MUA MAY attempt
to infer Header Protection when rendering an existing message that appears to use some other
scheme not documented here. Pointers to some known other schemes can be found in Appendix
F.

5. Sending Guidance

This section describes the process an MUA should use to apply cryptographic protection to an
email message with Header Protection.

When composing a message with end-to-end cryptographic protections, an MUA SHOULD apply
Header Protection.

When generating such a message, an MUA MUST add the hp parameter (see Section 2.1.1) only to
the Content-Type Header Field at the root of the message's Cryptographic Payload. The value of
the parameter MUST indicate whether the Cryptographic Envelope contains a layer that provides
encryption.

5.1. Composing a Cryptographically Protected Message Without Header
Protection

For contrast, we first consider the typical message composition process of a Legacy Crypto MUA,
which does not provide any Header Protection.
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This process is described in Section 5.1 of [RFC9787]. We replicate it here for reference. The
inputs to the algorithm are:

* origbody: The unprotected message Body as a well-formed MIME tree (possibly just a single
MIME leaf part). As a well-formed MIME tree, origbody already has Structural Header
Fields (Content-*) present.

* origheaders: The intended Non-Structural Header Fields for the message, represented here
as a list of (h, v) pairs, where h is a Header Field name and v is the associated value. Note
that these are Header Fields that the MUA intends to be visible to the recipient of the
message. In particular, if the MUA uses the Bcc Header Field during composition but plans
to omit it from the message (see Section 3.6.3 of [RFC5322]), it will not be in origheaders.

* crypto: The series of cryptographic protections to apply (for example, "sign with the secret
key corresponding to X.509 certificate X, then encrypt to X.509 certificates X and Y"). This is a
routine that accepts a MIME tree as input (the Cryptographic Payload), wraps the input in
the appropriate Cryptographic Envelope, and returns the resultant MIME tree as output.

The algorithm returns a MIME object that is ready to be injected into the mail system.

5.1.1. ComposeNoHeaderProtection

Method signature:
ComposeNoHeaderProtection(origbody, origheaders, crypto) -> mime_message
Procedure:

1. Apply crypto to MIME part origbody, producing MIME tree output.
2. For each Header Field name and value (h,v) in origheaders:

i. Add Header Field h to output with value v.

3. Return output.

5.2. Composing a Message with Header Protection

To compose a message using Header Protection, the composing MUA uses the following inputs:

* all the inputs described in Section 5.1

* hcp: an HCP, as defined in Section 3

* respond: if the new message is a response to another message (e.g., "Reply”, "Reply All",
"Forward", etc.), the MUA function corresponding to the user's action (see Section 6.1),
otherwise null

» refmsg: if the new message is a response to another message, the message being responded
to, otherwise null

* legacy: a boolean value, indicating whether any recipient of the message is believed to have
a Legacy MUA. If all recipients are known to implement this document, legacy should be set
to false. (How an MUA determines the value of legacy is out of scope for this document; an
initial implementation can simply set it to true.)
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To enable visibility of User-Facing but now removed/obscured Header Fields for decryption-
capable Legacy MUAs, the Header Fields are included as a decorative Legacy Display Element in
specially marked parts of the message (see Section 2.1.2). This document recommends two
mechanisms for such a decorative adjustment: one for a text/html Main Body Part of the email
message and one for a text/plain Main Body Part. This document does not recommend adding
a Legacy Display Element to any other part.

Please see Section 7.1 of [RFC9787] for guidance on identifying the parts of a message that are a
Main Body Part.

5.2.1. Compose

Method signature:

Compose(origbody, origheaders, crypto, hcp, respond, refmsg, legacy) ->
mime_message

Procedure:

1. Let newbody be a copy of origbody.
2.If crypto contains encryption and legacy is true:

i. Create 1dlist, an empty list of (header, value) pairs.
ii. For each Header Field name and value (h, v) in origheaders:

a. If h is User-Facing (see Section 1.1.2 of [RFC9787]):
I.If hcp(h,v) isnot v:
A.Add (h,v) to 1dlist.

iii. If 1d1ist is not empty:

a. Identify each leaf MIME part of newbody that represents a "Main Body Part" of the
message.

b. For each "Main Body Part" bodypart of type text/plain or text/html:

I. Adjust bodypart by inserting a Legacy Display Element Header Field list 1d1ist into
its content and adding a Content-Type parameter hp-legacy-display with value 1
(see Section 5.2.2 for text/plain and Section 5.2.3 for text/html).
3. For each Header Field name and value (h, v) in origheaders:

i. Add Header Field h to MIME part newbody with value v.

4.1f crypto does not contain encryption:

i. Set the hp parameter on the Content-Type of MIME part newbody to clear.
ii. Let newheaders be a copy of origheaders.

5. Else (if crypto contains encryption):

i. Set the hp parameter on the Content-Type of MIME part newbody to cipher.
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ii. If refmsg is not null, respond is not null, and refmsg itself is encrypted with Header
Protection:

a. Let response_hcp be a single-use HCP derived from respond and refmsg (see Section
6.1).
iii. Else (if this is not a response to an encrypted, header-protected message):

a. Set response_hcp to hcp_no_confidentiality.

iv. Create a new empty list of Header Field names and values newheaders.
v. For each Header Field name and value (h, v) in origheaders:

a. Let newval be hcp(h,v).

b. If newval is v:

I. Let newval be response_hcp(h, v).

c. If newval is not null:

I. Add (h, newval) to newheaders.

vi. For each Header Field name and value (h, v) in newheaders:
a. Let string record be the concatenation of h, a literal ": " (ASCII colon (0x3A) followed
by ASCII space (0x20)), and v.
b. Add Header Field "HP-Outer" to MIME part newbody with value record.

6. Apply crypto to MIME part newbody, producing MIME tree output.
7. For each Header Field name and value (h, v) in newheaders:

i. Add Header Field h to output with value v.
8. Return output.

Note that both new parameters (hcp and legacy) are effectively ignored if crypto does not
contain encryption. This is by design, because they are irrelevant for signed-only cryptographic
protections.

5.2.2. Adding a Legacy Display Element to a text/plain Part

For a list of obscured and removed User-Facing Header Fields represented as (header, value)
pairs, concatenate them as a set of lines, with one newline at the end of each pair. Add an
additional trailing newline after the resultant text, and prepend the entire list to the content of
the text/plain part.

The MUA MUST also add a Content-Type parameter of hp-legacy-display with value 1 to the
MIME part to indicate that a Legacy Display Element was added.

For example, if the list of obscured Header Fields was [ ("Cc", "alice@example.net"),
("Subject", "Thursday's meeting")], then a text/plain Main Body Part that originally
looked like this:

Gillmor, et al. Standards Track Page 39



RFC 9788 Cryptographic MIME Header Protection June 2025

Content-Type: text/plain; charset=UTF-8

I think we should skip the meeting.

would become:

Content-Type: text/plain; charset=UTF-8; hp-legacy-display=1

Subject: Thursday's meeting
Cc: alice@example.net

I think we should skip the meeting.

Note that the Legacy Display Element (the lines beginning with Subject: and Cc:) is part of the
content of the MIME part in question.

This example assumes that the Main Body Part in question is not the root of the Cryptographic
Payload. For instance, it could be a leaf of a multipart/alternative Cryptographic Payload.
This is why no additional Header Fields have been injected into the MIME part in this example.

5.2.3. Adding a Legacy Display Element to a text/html Part

Adding a Legacy Display Element to a text/html part is similar to how it is added to a text/
plain part (see Section 5.2.2). Instead of adding the obscured or removed User-Facing Header
Fields to a block of text delimited by a blank line, the composing MUA injects them in an HTML
<div> element annotated with a class attribute of header-protection-legacy-display.

The content and formatting of this decorative <div> have no strict requirements, but they MUST
represent all the obscured and removed User-Facing Header Fields in a readable fashion. A
simple approach is to assemble the text in the same way as Section 5.2.2, wrap it in a verbatim
<pre> element, and put that element in the annotated <div>.

The annotated <div> should be placed as close to the start of the <body> as possible, where it
will be visible when viewed with a standard HTML renderer.

The MUA MUST also add a Content-Type parameter of hp-legacy-display with value 1 to the
MIME part to indicate that a Legacy Display Element was added.

For example, if the list of obscured Header Fields was [ ("Cc", "alice@example.net"),
("Subject", "Thursday's meeting")], then a text/html Main Body Part that originally
looked like this:

Content-Type: text/html; charset=UTF-8
<html><head><title></title></head><body>

<p>I think we should skip the meeting.</p>
</body></html>
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would become:

Content-Type: text/html; charset=UTF-8; hp-legacy-display=1

<html><head><title></title></head><body>

<div class="header-protection-legacy-display">
<pre>Subject: Thursday's meeting

Cc: alice@example.net</pre></div>

<p>I think we should skip the meeting.</p>
</body></html>

This example assumes that the Main Body Part in question is not the root of the Cryptographic
Payload. For instance, it could be a leaf of a multipart/alternative Cryptographic Payload.
This is why no additional Header Fields have been injected into the MIME part in this example.

5.2.3.1. Step-by-Step Example for Inserting a Legacy Display Element into text/html

A composing MUA MAY insert the Legacy Display Element anywhere reasonable within the
message as long as it prioritizes visibility for the reader using a Legacy MUA that is capable of
decryption. This decision may take into account special message-specific HTML formatting
expectations if the MUA is aware of them. However, some MUAs may not have any special
insight into the user's preferred HTML formatting and still want to insert a Legacy Display
Element. This section offers a non-normative, simple, and minimal step-by-step approach for a
composing MUA that has no other information or preferences to fall back on.

The process below assumes that the MUA already has the full HTML object that it intends to
send, including all of the text supplied by the user.

1. Assemble the text exactly as specified for text/plain (see Section 5.2.2).

2. Wrap that text in a verbatim <pre> element.

3. Wrap that <pre> element in a <div> element annotated with the class header-protection-
legacy-display.

4. Find the <body> element of the full HTML object.

5. Insert the <div> element as the first child of the <body> element.

5.2.4. Only Add a Legacy Display Element to Main Body Parts

Some messages may contain a text/plain or text/html subpart that is not a Main Body Part.
For example, an email message might contain an attached text file or a downloaded web page.
Attached documents need to be preserved as intended in the transmission, without modification.

The composing MUA MUST NOT add a Legacy Display Element to any part of the message that is
not a Main Body Part. In particular, if a part is annotated with Content-Disposition:
attachment, or if it does not descend via the first child of any of its multipart/mixed or
multipart/related ancestors, it is not a Main Body Part and MUST NOT be modified.

See Section 7.1 of [RFC9787] for more guidance about common ways to distinguish Main Body
Parts from other MIME parts in a message.
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5.2.5. Do Not Add a Legacy Display Element to Other Content-Types

The purpose of injecting a Legacy Display Element into each Main Body Part is to enable
rendering of otherwise obscured Header Fields in Legacy MUAs that are capable of message
decryption but don't know how to follow the rest of the guidance in this document.

The authors are unaware of any Legacy MUA that would render any MIME part type other than
text/plain and text/html as the Main Body. A generating MUA SHOULD NOT add a Legacy
Display Element to any MIME part with any other Content-Type.

6. Replying and Forwarding Guidance

An MUA might create a new message in response to another message, thus acting both as a
receiving MUA and as a sending MUA. For example, the user of an MUA viewing any given
message might take an action like "Reply", "Reply All", "Forward", or some comparable action to
start the composition of a new message. The new message created this way effectively
references the original message that was viewed at the time.

For encrypted messages, special guidance applies, because information can leak in at least two
ways: leaking previously confidential Header Fields and leaking the entire message by sending
the reply or forward to the wrong party.

6.1. Avoid Leaking Encrypted Header Fields in Replies and Forwards

As noted in Section 5.4 of [RFC9787], an MUA in this position MUST NOT leak previously
encrypted content in the clear in a follow-up message. The same is true for protected Header
Fields.

Values from any Header Field that was identified as either encrypted-only or signed-and-
encrypted based on the steps outlined above MUST NOT be placed in cleartext output when
generating a message.

In particular, if Subject was encrypted, and it is copied into the draft encrypted reply, the
replying MUA MUST obscure the unprotected (cleartext) Subject Header Field.

When crafting the Header Fields for a reply or forwarded message, the composing MUA SHOULD
make use of the HP-Outer Header Fields from within the Cryptographic Envelope of the
reference message to ensure that Header Fields derived from the reference message do not leak
in the reply.

On a high level, this can be achieved as follows: Consider a Header Field in a reply message that
is generated by derivation from a Header Field in the reference message. For example, the To
Header Field is typically derived from the reference message's Reply-To or From Header Fields.
When generating the outer copy of the Header Field, the composing MUA first applies its own
HCP. If the Header Field's value is changed by the HCP, then it is applied to the Outer Header
Section. If the Header Field's value is unchanged, the composing MUA re-generates the Header
Field using the Header Fields that had been on the outside of the original message at sending
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time. These can be inferred from the HP-Outer Header Fields located within the Cryptographic
Payload of the referenced message. If that value is itself different than the protected value, then
it is applied to the Outer Header Section. If the value is the same as the protected value, then it is
simply copied to the Outer Header Section directly. Whether it was changed or not, it is noted in
the protected Header Section using HP-Outer, as described in Section 2.2.1.

See Appendix D.2 for a simple worked example of this process.

Below we describe a supporting algorithm to handle this. It produces a list of Header Fields that
should be obscured or removed in the new message even if the sender's choice of HCP wouldn't
normally remove or obscure the Header Field in question. This is effectively a single-use HCP.
The normal sending guidance in Section 5.2 applies this single-use HCP to implement the high-
level guidance above.

6.1.1. ReferenceHCP

The algorithm takes two inputs:

* A single referenced message refmsg

¢ A built-in MUA respond function associated with the user's action. The respond function
takes a list of Header Fields from a referenced message as input and generates a list of initial
candidate message Header Field names and values that are used to populate the message
composition interface. Something like this function already exists in most MUAs, though it
may differ across responsive actions. For example, the respond function that implements
"Reply All" is likely to be a different from the respond function that implements "Reply".

As an output, it produces an ephemeral single-use HCP, specific to this kind of response to this
specific message.

Method signature:
ReferenceHCP(refmsg, respond) -> ephemeral_hcp
Procedure:

1. If refmsg is not encrypted with Header Protection:
i. Return hcp_no_confidentiality (there is no header confidentiality in the reference
message that needs protection).

2. Extract refouter, refprotected from refmsg as described in Section 4.2.
3. Let genprotected be a list of (h, v) pairs generated by respond(refprotected).
4. Let genouter be alist of (h, v) pairs generated by respond(refouter).
5. For each (h,v) in genprotected:
i. If (h,v) isin genouter:

a. Remove (h, v) from both genprotected and genouter (this Header Field does not need
additional confidentiality).

Gillmor, et al. Standards Track Page 43



RFC 9788 Cryptographic MIME Header Protection June 2025

6. Let confmap be a mapping from a Header Field name and value (h, v) to either a string or
the special value null (this mapping is initially empty).

7. For each (h,v) remaining in genprotected:

i. Set result to the special value null.
ii. For each (h1,v1) in genouter:

a.Ifh1ish:
I. Set result to v1.

iii. Insert (h,v) -> result into confmap.

8. Return a new HCP from confmap that tests whether the (name, val_in) tuple is in confmap;
if so, return confmap|[ (name, val_in) ]; otherwise, return val_in.

Note that the key idea here is to reuse the MUA's existing respond function. The algorithm
simulates how the MUA would pre-populate a reply to two messages whose Header Fields have
the values refouter and refprotected, respectively (independent of any cryptographic
protections). Then, it uses the difference to derive a one-time HCP. This HCP takes into account
both the referenced message's sender's preferences and the derivations that can happen to
Header Field values when responding. Note that while some of these derivations are
straightforward (e.g., In-Reply-To is usually derived from Message-ID), others are non-trivial.
For example, the From address may be derived from To, Cc, or the MUA's local address
preference (especially when the MUA received the referenced message via Bcc). Similarly, To
may be derived from To, From, and/or Cc Header Fields depending on the MUA implementation
and depending on whether the user clicked "Reply", "Reply All", "Forward", or any other action
that generates a response to a message. Reusing the MUA's existing respond function
incorporates these nuances without requiring any extra configuration choices or additional
maintenance burden.

6.2. Avoid Misdirected Replies

When replying to a message, the composing MUA typically decides who to send the reply to
based on:

e the Reply-To, Mail-Followup-To, or From Header Fields
* optionally, the other To or Cc Header Fields (if the user chose to "Reply All")

When a message has Header Protection, the replying MUA MUST populate the destination fields
of the draft message using the protected Header Fields and ignore any unprotected Header
Fields.

This mitigates against an attack where Mallory gets a copy of an encrypted message from Alice
to Bob and then replays the message to Bob with an additional Cc to Mallory's own email
address in the message's outer (unprotected) Header Section.
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If Bob knows Mallory's certificate already, and he replies to such a message without following
the guidance in this section, it's likely that his MUA will encrypt the cleartext of the message
directly to Mallory.

7. Unprotected Header Fields Added in Transit

Some Header Fields are legitimately added in transit and could not have been known to the
sender at message composition time.

The most common of these Header Fields are Received and DKIM-Signature, neither of which
are typically rendered, either explicitly or implicitly.

If a receiving MUA has specific knowledge about a given Header Field, including that:

* the Header Field would not have been known to the original sender and
* the Header Field might be rendered explicitly or implicitly,

then the MUA MAY decide to operate on the value of that Header Field from the Outer Header
Section, even though the message has Header Protection.

The MUA MAY prefer to verify that the Header Fields in question have additional transit-derived
cryptographic protections before rendering or acting on them. For example, the MUA could
verify whether these Header Fields are covered by an appropriate and valid ARC-
Authentication-Results (see [RFC8617]) or DKIM-Signature (see [RFC6376]) Header Field.

Specific examples of Header Fields that are meaningful to the user and are commonly added by
MTAs appear below.

7.1. Mailing List Header Fields: List-* and Archived-At

If the message arrives through a mailing list, the list manager itself may inject Header Fields
(most have a List- prefix) in the message:

eList-Archive

e List-Subscribe

e List-Unsubscribe
elList-Id

e List-Help

e List-Post

* Archived-At

For some MUAs, these Header Fields are implicitly rendered by providing buttons for actions
like "Subscribe", "View Archived Version", "Reply List", "List Info", etc.
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An MUA that receives a message with Header Protection that contains these Header Fields in the
Outer Header Section and that has reason to believe the message is coming through a mailing list
MAY decide to render them to the user (explicitly or implicitly) even though they are not
protected.

8. Emalil Ecosystem Evolution

The email ecosystem is the set of client-side and server-side software and policies that are used
in the creation, transmission, storage, rendering, and indexing of email over the Internet.

This document is intended to offer tooling needed to improve the state of the email ecosystem in
a way that can be deployed without significant disruption. Some elements of this specification
are present for transitional purposes but would not exist if the system were designed from
scratch.

This section describes these transitional mechanisms, as well as some suggestions for how they
might eventually be phased out.

8.1. Dropping Legacy Display Elements

Any decorative Legacy Display Element added to an encrypted message that uses Header
Protection is present strictly for enabling Header Field visibility (most importantly, the Subject
Header Field) when the message is viewed with a decryption-capable Legacy MUA.

Eventually, the hope is that most decryption-capable MUAs will conform to this specification and
there will be no need for injection of Legacy Display Elements in the message Body. A survey of
widely used decryption-capable MUAs might be able to establish when most of them do support
this specification.

At that point, a composing MUA could set the legacy parameter defined in Section 5.2 to false
by default or could even hard-code it to false, yielding a much simpler message construction set.

Until that point, an end user might want to signal that their receiving MUAs are conformant to
this document so that a peer composing a message to them can set legacy to false. A signal
indicating capability of handling messages with Header Protection might be placed in the user's
cryptographic certificate or in outbound messages.

This document does not attempt to define the syntax or semantics of such a signal.

8.2. More Ambitious Default HCP

This document defines a few different forms of HCP. An MUA implementing an HCP for the first
time SHOULD deploy hcp_baseline as recommended in Section 3.3. This HCP offers the most
commonly expected protection (obscuring the Subject Header Field) without risking
deliverability or rendering issues.
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The HCPs proposed in this document are relatively conservative and still leak a significant
amount of metadata for encrypted messages. This is largely done to ensure deliverability (see
Section 1.3.2) and usability, as messages without some critical Header Fields are more likely to
not reach their intended recipient.

In the future, some mail transport systems may accept and deliver messages with even less
publicly visible metadata. Many MTA operators today would ask for additional guarantees about
such a message to limit the risks associated with abusive or spam mail.

This specification offers the HCP formalism itself as a way for MUA developers and MTA
operators to describe their expectations around message deliverability. MUA developers can
propose a more ambitious default HCP and ask MTA operators (or simply test) whether their
MTAs would be likely to deliver or reject encrypted mail with that HCP applied. Proponents of a
more ambitious HCP should explicitly document the HCP and name it clearly and
unambiguously to facilitate this kind of interoperability discussion.

Reaching widespread consensus around a more ambitious global default HCP is a challenging
problem of coordinating many different actors. A piecemeal approach might be more feasible,
where some signaling mechanism allows a message recipient, MTA operator, or third-party
clearinghouse to announce what kinds of HCPs are likely to be deliverable for a given recipient.
In such a situation, the default HCP for an MUA might involve consulting the signaled acceptable
HCPs for all recipients and combining them (along with a default for when no signal is present)
in some way.

If such a signal were to reach widespread use, it could also be used to guide reasonable
statistical default HCP choices for recipients with no signal.

This document does not attempt to define the syntax or semantics of such a signal.

8.3. Deprecation of Messages Without Header Protection

At some point, when the majority of MUA clients that can generate cryptographically protected
messages can do so with Header Protection, it should be possible to deprecate any
cryptographically protected message that does not have Header Protection.

For example, as noted in Section 9.1, it's possible for an MUA to render a signed-only message
that has no Header Protection the same as an unprotected message. And a signed-and-
encrypted message without Header Protection could likewise be marked as not fully protected.

These stricter rules could be adopted immediately for all messages. Or an MUA developer could
roll them out immediately for any new message but still treat an old message (based on the Date
Header Field and cryptographic signature timestamp) more leniently.

A decision like this by any popular receiving MUA could drive adoption of this standard for
sending MUAs.
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9. Usability Considerations

This section describes concerns for MUAs that are interested in easy adoption of Header
Protection by normal users.

While they are not protocol-level artifacts, these concerns motivate the protocol features
described in this document.

See also the usability commentary in Section 2 of [RFC9787].

9.1. Mixed Protections Within a Message Are Hard to Understand

When rendering a message to the user, the ideal circumstance is to present a single
cryptographic status for any given message. However, when message Header Fields are present,
some message Header Fields do not have the same cryptographic protections as the main
message.

Representing such a mixed set of protection statuses is very difficult to do in a way that an
Ordinary User can understand. There are at least three scenarios that are likely to be common
and poorly understood:

* A signed message with no Header Protection.
* A signed-and-encrypted message with no Header Protection.

* A signed-and-encrypted message with Header Protection as defined in this document, where
some User-Facing Header Fields have confidentiality but some do not.

An MUA should have a reasonable strategy for clearly communicating each of these scenarios to
the user. For example, an MUA operating in an environment where it expects most
cryptographically protected messages to have Header Protection could use the following
rendering strategy:

* When rendering a message with a signed-only cryptographic status but no Header
Protection, an MUA may decline to indicate a positive security status overall and only
indicate the cryptographic status to a user in a message properties or diagnostic view. That
is, the message may appear identical to an unsigned message except if a user verifies the
properties through a menu option.

* When rendering a message with a signed-and-encrypted or encrypted-only
cryptographic status but no Header Protection, overlay a warning flag on the typical
cryptographic status indicator. That is, if a typical signed-and-encrypted message displays
a lock icon, display a lock icon with a warning sign (e.g., an exclamation point in a triangle)
overlaid. For example, see the graphics in [chrome-indicators].

* When rendering a message with a signed-and-encrypted or encrypted-only
cryptographic status with Header Protection but where the Subject Header Field has not
been removed or obscured, place a warning sign on the Subject line.
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Other simple rendering strategies could also be reasonable.

9.2. Users Should Not Have to Choose a Header Confidentiality Policy

This document defines the abstraction of an HCP object for the sake of communication between
implementers and deployments.

Most email users are unlikely to understand the trade-offs between different policies. In
particular, the potential negative side effects (e.g., poor deliverability) may not be easily
attributable by a normal user to a particular HCP.

Therefore, MUA implementers should be conservative in their choice of default HCP and should
not require the Ordinary User to make an incomprehensible choice that could cause unfixable,
undiagnosable problems. The safest option is for the MUA developer to select a known, stable
HCP (this document recommends hcp_baseline in Section 3.3) on the user's behalf. An MUA
should not expose the Ordinary User to a configuration option where they are expected to
manually select (let alone define) an HCP.

10. Security Considerations

Header Protection improves the security of cryptographically protected email messages.
Following the guidance in this document improves security for users by more directly aligning
the underlying messages with user expectations about confidentiality, authenticity, and integrity.

Nevertheless, helping the user distinguish between cryptographic protections of various
messages remains a security challenge for MUAs. This is exacerbated by the fact that many
existing messages with cryptographic protections do not employ Header Protection. MUAS
encountering these messages (e.g., in an archive) will need to handle older forms (without
Header Protection) for quite some time, possibly forever.

The security considerations from Section 6 of [RFC8551] continue to apply for any MUA that
offers S/MIME cryptographic protections, as well as Section 3 of [RFC5083] (Authenticated-
Enveloped-Data in Cryptographic Message Syntax (CMS)) and Section 14 of [RFC5652] (CMS more
broadly). Likewise, the security considerations from Section 8 of [RFC3156] continue to apply for
any MUA that offers PGP/MIME cryptographic protections, as well as Section 13 of [RFC9580]
(OpenPGP itself). In addition, these underlying security considerations are now also applicable
to the contents of the message Header Section, not just the message Body.

10.1. From Address Spoofing

If the From Header Field were treated like any other protected Header Field by the receiving
MUA, this scheme would enable sender address spoofing.

To prevent sender spoofing, many receiving MUAs implicitly rely on their receiving MTA to
inspect the Outer Header Section and verify that the From Header Field is authentic. If a
receiving MUA displays a From address that doesn't match the From address that the receiving
and/or sending MTAs filtered on, the MUA may be vulnerable to spoofing.
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Consider a malicious MUA that sets the following Header Fields on an encrypted message with
Header Protection:

e Outer: From: <alice@example.com>
e Inner: HP-Outer: From: <alice@example.com>
e Inner: From: <bob@example.org>

During sending, the MTA of example.com validates that the sending MUA is authorized to send
from alice@example.com. Since the message is encrypted, the sending and receiving MTAs
cannot see the protected Header Fields. A naive receiving MUA might follow the algorithms in
this document without special consideration for the From Header Field. Such an MUA might
display the email as coming from bob@example.org to the user, resulting in a spoofed address.

This problem applies both between domains and within a domain.

This problem always applies to signed-and-encrypted messages. This problem also applies to
signed-only messages because MTAs typically do not look at the protected Header Fields when
confirming From address authenticity.

Sender address spoofing is relevant for two distinct security properties:

* Sender authenticity: relevant for rendering the message (which address to show the user?)

» Message confidentiality: relevant when replying to a message (a reply to the wrong address
can leak the message contents)

10.1.1. From Rendering Reasoning

Section 4.4.3 provides guidance for rendering the From Header Field. It recommends a receiving
MUA that depends on its MTA to authenticate the unprotected (outer) From Header Field to
render the outer From Header Field if both of the following conditions are met:

* From Header Field Mismatch (as defined in Section 4.4.1.1) and
* No Valid and Correctly Bound Signature (as defined in Section 4.4.1.2)

Note: The second condition effectively means that the inner (expected to be protected) From
Header Field appears to have insufficient protection.

This may seem surprising since it causes the MUA to render a mix of both protected and
unprotected values. This section provides an argument as to why this guidance makes sense.

We proceed by case distinction:

* Case 1: Malicious sending MUA.
o Attack situation: The sending MUA puts a different inner From Header Field to spoof the
sender address.

o In this case, it is "better" to fall back and render the outer From Header Field because this
is what the receiving MTA can validate. Otherwise, this document would introduce a new
way for senders to spoof the From address of the message.
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o This does not preclude a future document from updating this document to specify a
protocol for legitimate sender address hiding.

* Case 2: Malicious sending/transiting/receiving MTA (or anyone meddling between MTAs).

o Attack situation: An on-path attacker changes the outer From Header Field (possibly with
other meddling to break the signature; see below). Their goal is to get the receiving MUA
to show a different From address than the sending MUA intended (breaking MUA-to-MUA
sender authenticity).

o Case 2.a: The sending MUA submitted an unsigned or encrypted-only message to the email
system. In this case, there can be no sender authenticity anyway.

o Case 2.b: The sending MUA submitted a signed-only message to the email system.

= Case 2.b.i: The attacker removes or breaks the signature. In this case, the attacker can
also modify the inner From Header Field to their liking.

= Case 2.b.ii: The signature is valid, but the receiving MUA does not see any valid binding
between the signing certificate and the addr-spec of the inner From Header Field. In
this case, there can be no sender authenticity anyways (the certificate could have been
generated by the on-path attacker). This case is indistinguishable from a malicious
sending MUA; hence, it is "better" to fall back to the outer From Header Field that the
MTA can validate. Note that once the binding is validated (e.g., after an out-of-band
comparison), the rendering may change from showing the outer From address (and a
warning) to showing the inner, now validated From address. In some cases, the binding
may be instantly validated even for previously unseen certificates (e.g., if the certificate
is issued by a trusted certification authority).

o Case 2.c: The sending MUA submitted a signed-and-encrypted message to the email system.

= Case 2.c.i: The attacker removes or breaks the signature. Note that the signature is
inside the ciphertext (see Section 5.2 of [RFC9787]). Thus, assuming the encryption is
non-malleable, any on-path attacker cannot break the signature while ensuring that the
message still decrypts successfully.

= Case 2.c.ii: The signature is valid, but the receiving MUA does not see any valid binding
between the signing certificate and the addr-spec of the inner From Header Field. See
case 2.b.ii.

As the case distinction shows, the outer From Header Field is either the preferred fallback (in
particular, to avoid introducing a new spoofing channel) or just as good (because just as
modifiable) as the inner From Header Field.

Rendering the outer From Header Field does carry the risk of a "temporary downgrade attack" in
cases 2.h.ii and 2.c.ii, where a malicious MTA keeps the signature intact but modifies the outer
From Header Field. The MUA can resolve this temporary downgrade by validating the certificate-
to-addr-spec binding. If the MUA never does this validation, the entire message could be fake.

If there were a signaling channel where the MTA can tell the MUA whether it authenticated the
From Header Field, an MUA could use this in its rendering decision. In the absence of such a
signal, and when end-to-end authenticity is unavailable, this document prefers to fall back to the
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outer From Header Field. This default is based on the assumption that most MTAs apply some
filtering based on the outer From Header Field (whether the MTA can authenticate it or not).
Rendering the unprotected outer From Header Field (instead of the protected inner one) in case
of a mismatch retains this ability for MTAs.

If the MUA decides not to rely on the MTA to authenticate the outer From Header Field, it may
prefer the inner From Header Field.

10.2. Avoid Cryptographic Summary Confusion from the hp Parameter

When parsing a message, the recipient MUA infers the message's Cryptographic Status from the
Cryptographic Layers, as described in Section 4.6 of [RFC9787].

The Cryptographic Layers that make up the Cryptographic Envelope describe an ordered list of
cryptographic properties as present in the message after it has been delivered. By contrast, the hp
parameter to the Content-Type Header Field contains a simpler indication: whether the sender
originally tried to encrypt the message or not. In particular, for a message with Header
Protection, the Cryptographic Payload should have a hp parameter of cipher if the message is
encrypted (in addition to signed) and clear if no encryption is present (that is, the message is
signed-only).

As noted in Section 2.1.1, the receiving implementation should not inflate its estimation of the
confidentiality of the message or its Header Fields based on the sender's intent if it can see that
the message was not actually encrypted. A signed-only message that happens to have an hp
parameter of cipher is still signed-only.

Conversely, since the encrypting Cryptographic Layer is typically outside the signature layer (see
Section 5.2 of [RFC9787]), an originally signed-only message could have been wrapped in an
encryption layer by an intervening party before receipt to appear encrypted.

If a message appears to be wrapped in an encryption layer, and the hp parameter is present but
is not set to cipher, then it is likely that the encryption layer was not added by the original
sender. For such a message, the lack of any HP-Outer Header Field in the Header Section of the
Cryptographic Payload MUST NOT be used to infer that all Header Fields were removed from the
message by the original sender. In such a case, the receiving MUA SHOULD treat every Header
Field as though it was not confidential.

10.3. Caution About Composing with Legacy Display Elements

When composing a message, it's possible for a Legacy Display Element to contain risky data that
could trigger errors in a rendering client.

For example, if the value for a Header Field to be included in a Legacy Display Element within a
given Body part contains folding whitespace, it should be "unfolded" before generating the
Legacy Display Element: All contiguous folding whitespace should be replaced with a single
space character. Likewise, if the Header Field value was originally encoded per [RFC2047], it
should be decoded first to a standard string and re-encoded using the charset appropriate to the
target part.
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When including a Legacy Display Element in a text/plain part (see Section 5.2.2), if the
decoded Subject Header Field contains a pair of newlines (e.g., if it is broken across multiple
lines by encoded newlines), any newline MUST be stripped from the Legacy Display Element. If
the pair of newlines is not stripped, a receiving MUA that follows the guidance in Section 4.5.3.2
might leave the later part of the Legacy Display Element in the rendered message.

When including a Legacy Display Element in a text/html part (see Section 5.2.3), any material in
the Header Field values should be explicitly HTML escaped to avoid being rendered as part of
the HTML. At a minimum, the characters <, >, and & should be escaped to &1t ;, &gt ;, and &amp;,
respectively (for example, see [HTML-ESCAPES]). If unescaped characters from removed or
obscured Header Field values end up in the Legacy Display Element, a receiving MUA that
follows the guidance in Section 4.5.3.3 might fail to identify the boundaries of the Legacy Display
Element, cutting out more than it should or leaving remnants visible. And a Legacy MUA parsing
such a message might misrender the entire HTML stream, depending on the content of the
removed or obscured Header Field values.

The Legacy Display Element is a decorative addition solely to enable visibility of obscured or
removed Header Fields in decryption-capable Legacy MUAs. When it is produced, it should be
generated minimally and strictly, as described above, to avoid damaging the rest of the message.

10.4. Plaintext Attacks

An encrypted email message using S/MIME or PGP/MIME tends to have some amount of
predictable plaintext. For example, the standard MIME Header Fields of the Cryptographic
Payload of a message are often a predictable sequence of bytes, even without Header Protection,
when they only include the Structural Header Fields MIME-Version and Content-Type. Thisis a
potential risk for known-plaintext attacks.

Including protected Header Fields as defined in this document increases the amount of known
plaintext. Since some of those Header Fields in a reply will be derived from the message being
replied to, this also creates a potential risk for chosen-plaintext attacks, in addition to known-
plaintext attacks.

Modern message encryption mechanisms are expected to be secure against both known-
plaintext attacks and chosen-plaintext attacks. An MUA composing an encrypted message should
ensure that it is using such a mechanism, regardless of whether it does Header Protection.

11. Privacy Considerations

11.1. Leaks When Replying

The encrypted Header Fields of a message may accidentally leak when replying to the message.
See the guidance in Section 6.
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11.2. Encrypted Header Fields Are Not Always Private

For encrypted messages, depending on the sender's HCP, some Header Fields may appear both
within the Cryptographic Envelope and on the outside of the message (e.g., Date might exist
identically in both places). Section 4.3 identifies such a Header Field as signed-only. These
Header Fields are clearly not private at all, despite a copy being inside the Cryptographic
Envelope.

A Header Field whose name and value are not matched verbatim by any HP-Outer Header Field
from the same part will have an encrypted-only or signed-and-encrypted status. But even
Header Fields with these stronger levels of cryptographic confidentiality protection might not be
as private as the user would like.

See the examples below.

This concern is true for any encrypted data, including the Body of the message, not just the
Header Fields: If the sender isn't careful, the message contents or session keys can leak in many
ways that are beyond the scope of this document. The message recipient has no way in principle
to tell whether the apparent confidentiality of any given piece of encrypted content has been
broken via channels that they cannot perceive. Additionally, an active intermediary aware of the
recipient's public key can always encrypt a cleartext message in transit to give the recipient a
false sense of security.

11.2.1. Encrypted Header Fields Can Leak Unwanted Information to the Recipient

For encrypted messages, even with an ambitious HCP that successfully obscures most Header
Fields from all transport agents, Header Fields will be ultimately visible to all intended
recipients. This can be especially problematic for Header Fields that are not User-Facing; the
sender may not expect such Header Fields to be injected by their MUA. Consider the three
following examples:

* The MUA may inject a User-Agent Header Field that describes itself to every recipient, even
though the sender may not want the recipient to know the exact version of their OS,
hardware platform, or MUA.

* The MUA may have an idiosyncratic way of generating a Message-ID Header Field, which
could embed the choice of MUA, time zone, hostname, or other subtle information to a
knowledgeable recipient.

* The MUA may erroneously include a Bcc Header Field in the origheaders of a copy of a
message sent to the named recipient, defeating the purpose of using Bcc instead of Cc (see
Section 11.4 for more details about risks related to Bcc).

Clearly, no end-to-end cryptographic protection of any Header Field as defined in this document
will hide such a sensitive field from the intended recipient. Instead, the composing MUA MUST
populate the origheaders list for any outbound message with only information the recipient
should have access to. This is true for messages without any cryptographic protection as well, of
course, and it is even worse there: Such a leak is exposed to the transport agents as well as the
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recipient. An encrypted message with Header Protection and a more ambitious HCP avoids these
leaks that expose information to the transport agents, but it cannot defend against such a leak to
the recipient.

11.2.2. Encrypted Header Fields Can Be Inferred from External or Internal Metadata

For example, if the To and Cc Header Fields are removed from the Outer Header Section, the
values in those fields might still be inferred with high probability by an adversary who looks at
the message either in transit or at rest. For example, if the message is found in a mailbox, or
being delivered to a mailbox, and the mailbox is known to be associated with the email address
bob@example.org, it's likely that Bob was in either To or Cc. Furthermore, encrypted message
ciphertext may hint at the recipients: For S/MIME messages, the RecipientInfo, and for PGP/
MIME messages, the key ID in the Public Key Encrypted Session Key (PKESK) packets will all hint
at a specific set of recipients. Additionally, an MTA that handles the message may add a Received
Header Field (or some other custom Header Field) that leaks some information about the nature
of the delivery.

11.2.3. Encrypted Header Fields May Not Be Fully Masked by HCP

In another example, if the HCP modifies the Date Header Field to mask out high-resolution
timestamps (e.g., rounding to the most recent hour), some information about the date of delivery
will still be attached to the email. At the very least, the low-resolution, global version of the date
will be present on the message. Additionally, Header Fields like Received that are added during
message delivery might include higher-resolution timestamps. And if the message lands in a
mailbox that is ordered by time of receipt, even its placement in the mailbox and the unobscured
Date Header Fields of the surrounding messages could leak this information.

Some Header Fields like From may be impossible to fully obscure, as many modern message
delivery systems depend on at least domain information in the From Header Field for
determining whether a message is coming from a domain with "good reputation” (that is, from a
domain that is not known for leaking spam). So even if an ambitious HCP opts to remove the
human-readable part from any From Header Field and to standardize/genericize the local part of
the From address, the domain will still leak.

11.3. A Naive Recipient May Overestimate the Cryptographic Status of a
Header Field in an Encrypted Message

When an encrypted (or signed-and-encrypted) message is in transit, an active intermediary can
strip or tamper with any Header Field that appears outside the Cryptographic Envelope. A
receiving MUA that naively infers cryptographic status from differences between the external
Header Fields and those found in the Cryptographic Envelope could be tricked into
overestimating the protections afforded to some Header Fields.

For example, if the original sender's HCP passes through the Cc Header Field unchanged, a
cleanly delivered message would indicate that the Cc Header Field has a cryptographic status of
signed. But if an intermediary attacker simply removes the Header Field from the Outer Header
Section before forwarding the message, then the naive recipient might believe that the field has
a cryptographic status of signed-and-encrypted.
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This document offers protection against such an attack by way of the HP-Outer Header Fields
that can be found on the Cryptographic Payload. If a Header Field appears to have been
obscured by inspection of the outer message but an HP-Outer Header Field matches it exactly,
then the receiving MUA can indicate to the user that the Header Field in question may not have
been confidential.

In such a case, a cautious MUA may render the Header Field in question as signed (because the
sender did not hide it) but still treat it as signed-and-encrypted during reply to avoid
accidental leakage of the cleartext value in the reply message, as described in Section 6.1.

11.4. Privacy and Deliverability Risks with Bcc and Encrypted Messages

As noted in Section 9.3 of [RFC9787], handling Bcc when generating an encrypted email message
can be particularly tricky. With Header Protection, there is an additional wrinkle. When an
encrypted email message with Header Protection has a Bcc'ed recipient, and the composing
MUA explicitly includes the Bec'ed recipient's address in their copy of the message (see the
"second method" in Section 3.6.3 of [RFC5322]), that Bcc Header Field will always be visible to the
Bcc'ed recipient.

In this scenario, though, the composing MUA has one additional choice: whether or not to hide
the Bcc Header Field from intervening message transport agents by returning null when the
HCP is invoked for Bcc. If the composing MUA's rationale for including an explicit Bec in the
copy of the message sent to the Bcc recipient is to ensure deliverability via a message transport
agent that inspects message Header Fields, then stripping the Bcc field during encryption may
cause the intervening transport agent to drop the message entirely. This is why Bcc is not
explicitly stripped in hcp_baseline.

On the other hand, if deliverability to a Bcc'ed recipient is not a concern, the most privacy-
preserving option is to simply omit the Bcc Header Field from the protected Header Section in
the first place. An MUA that is capable of receiving and processing such a message can infer that
since their user's address was not mentioned in any To or Cc Header Field, they were likely a Bcc
recipient.

Please also see Section 9.3 of [RFC9787] for more discussion about Bcc and encrypted messages.

12. IANA Considerations

This document registers an email Header Field, describes parameters for the Content-Type
Header Field, and establishes a registry for Header Confidentiality Policies to facilitate HCP
evolution.

12.1. Registration of the HP-Outer Header Field

IANA has registered the following Header Field in the "Permanent Message Header Field Names"
registry within the "Message Headers" registry group <https://www.iana.org/assignments/
message-headers> in accordance with [RFC3864].
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Header Field Name Protocol Status Reference

HP-Outer mail standard Section 2.2.1 of RFC 9788
Table 2: Addition to the Permanent Message Header Field Names Registry

Note that the Template and Trace columns are empty and therefore not included in the table.

The Author/Change Controller (Section 4.5 of [RFC3864]) for this entry is the IETF.

12.2. Reference Update for the Content-Type Header Field

This document defines the Content-Type parameters known as hp (in Section 2.1.1) and hp-
legacy-display (in Section 2.1.2). Consequently, IANA has added this document as a reference
for Content-Type in the "Permanent Message Header Field Names" registry as shown below.

Header Field Name Protocol Reference

Content-Type MIME [RFC4021] and RFC 9788
Table 3: Permanent Message Header Field Names Registry

Note that the Template and Trace columns are empty and therefore not included in the table.

12.3. New Mail Header Confidentiality Policies Registry

IANA has created a new registry titled "Mail Header Confidentiality Policies" within the "MAIL
Parameters" registry group <https://www.iana.org/assignments/mail-parameters/> with the
following content:

Header Confidentiality Description Recommended Reference
Policy Name
hcp_no_confidentiality No header confidentiality N Section 3.2.3
of RFC 9788
hcp_baseline Confidentiality for Y Section 3.2.1
Informational Header of RFC 9788

Fields: Subject Header
Field is obscured, Keywords
and Comments are removed

hcp_shy Obscure Subject, remove N Section 3.2.2
Keywords and Comments, of RFC 9788
remove the time zone from
Date, and obscure
display-names

Table 4: Mail Header Confidentiality Policies Registry
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Note that hcp_example_hide_cc is offered as an example in Section 3 but is not formally
registered by this document.

The following textual note has been added to this registry:

Adding an entry to this registry with an N in the "Recommended"” column follows the
registration policy of Specification Required. Adding an entry to this registry with a Y in
the "Recommended"” column or changing the "Recommended" column in an existing
entry (from N to Y or vice versa) requires IETF Review.

Note that during IETF Review, the designated expert must be consulted. Guidance for the
designated expert can be found in Section 3.4.2.

Additionally, this textual note has been added to the registry:

The Header Confidentiality Policy Name never appears on the wire. This registry
merely tracks stable references to implementable descriptions of distinct policies. Any
addition to this registry should be governed by guidance in Section 3.4.2 of RFC 9788.
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Appendix A. Table of Pseudocode Listings

This document contains guidance with pseudocode descriptions. Each algorithm is listed here
for easy reference.

Method Name Description Reference
HeaderSetsFromMessage Derive "outer" and "protected" sets of Header Section
Fields from a given message 4.2.1
HeaderFieldProtection Calculate cryptographic protections for a Section
Header Field in a given message 431
ReferenceHCP Produce an ephemeral HCP to use when Section
responding to a given message 6.1.1

ComposeNoHeaderProtection Legacy Message composition with end-to-end Section

Compose

cryptographic protections (but no Header 5.1.1
Protection)

Compose a message with end-to-end Section
cryptographic protections including Header 5.2.1
Protection

Table 5: Table of Pseudocode Listings

Appendix B. Possible Problems with Legacy MUAs

When an email message with end-to-end cryptographic protection is received by an MUA, the
user might experience many different possible problematic interactions. A message with Header
Protection may introduce new forms of user experience failure.
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In this section, the authors enumerate different kinds of failures we have observed when
reviewing, rendering, and replying to messages with different forms of Header Protection in
different Legacy MUAs. Different Legacy MUAs demonstrate different subsets of these problem:s.

A conformant MUA would not exhibit any of these problems. An implementer updating their
Legacy MUA to be compliant with this specification should consider these concerns and try to
avoid them.

Recall that "protected” refers to the "inner" values, e.g., the real Subject, and "unprotected”
refers to the "outer" values, e.g., the replacement Subject.

B.1. Problems Viewing Messages in a List View
* Unprotected Subject, Date, From, and To Header Fields are visible (instead of being
replaced by protected values)
* Threading is not visible

B.2. Problems When Rendering a Message

» Unprotected Subject is visible

* Protected Subject (on its own) is visible in the Body

* Protected Subject, Date, From, and To Header Fields are visible in the Body

* User interaction needed to view the whole message

* User interaction needed to view the message Body

* User interaction needed to view the protected Subject

* Impossible to view the protected Subject

* Nuisance alarms during user interaction

* Impossible to view the message Body

» Appears as a forwarded message

 Appears as an attachment

* Security indicators not visible

* Security indicators do not identify the protection status of Header Fields

* User has multiple different methods to reply (e.g., reply to outer, reply to inner)
* User sees English "Subject:" in Body despite message itself being in non-English
* Security indicators do not identify the protection status of Header Fields

* Header Fields in the Body render with local Header Field names (e.g., showing "Betreff"
instead of "Subject") and dates (TZ, locale)

B.3. Problems When Replying to a Message

Note that the use case here is:

 User views a message, to the point where they can read it
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 User then replies to the message, and they are shown a message composition window, which
has some UI elements

o If the MUA has multiple different methods to reply to a message, each way may need to be
evaluated separately

This section also uses the shorthand UI:x to mean "the UI element that the user can edit that they
think of as x".

* Unprotected Subject is in Ul:subject (instead of the protected Subject)
* Protected Subject is quoted in Ul:body (from Legacy Display Element)
* Protected Subject leaks when the reply is serialized into MIME

* Protected Subject is not anywhere in UI

* Message Body is not visible/quoted in Ul:body

* User cannot reply while viewing protected message

* Reply is not encrypted by default (but is for legacy signed-and-encrypted messages without
Header Protection)

» Unprotected From or Reply-To Header Field is in UL:To (instead of the protected From or
Reply-To Header Field)

* User's locale (lang, TZ) leaks in quoted Body
* Header Fields not protected (and in particular, Subject is not obscured) by default

Appendix C. Test Vectors

This section contains sample messages using the specification defined above. Each sample
contains a MIME object, a textual and diagrammatic view of its structure, and examples of how
an MUA might render it.

The cryptographic protections used in this document use the S/MIME standard, and keying
material and certificates come from [RFC9216].

These messages should be accessible to any IMAP client at imap: //bob@header -
protection.cmrg.net/ (any password should authenticate to this read-only IMAP mailbox).

Copies of these test vectors can also be downloaded separately at <https://header-
protection.cmrg.net>.

If any of the messages downloaded differ from those offered here, this document is the
canonical source.

C.1. Baseline Messages

These messages offer no Header Protection at all and can be used as a baseline. They are
provided in this document as a counterexample. An MUA implementer can use these Messages
to verify that the reported Cryptographic Summary of the Message indicates no Header
Protection.
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C.1.1. No Cryptographic Protections over a Simple Message

This message uses no cryptographic protection at all. Its Body is a text/plain message.

It has the following structure:
L— text/plain 152 bytes
Its contents are:

MIME-Version: 1.0

Content-Type: text/plain; charset="utf-8"
Content-Transfer-Encoding: 7bit

Subject: no-crypto

Message-ID: <no-crypto@example>

From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 10:00:02 -0500
User-Agent: Sample MUA Version 1.0

This is the
no-crypto
message.

This message uses no cryptographic protection at all. 1Its Body
is a text/plain message.

Alice
alice@smime.example

C.1.2. S/MIME Signed-Only signedData over a Simple Message, No Header Protection

This is a signed-only S/MIME message via PKCS#7 signedData. The payload is a text/plain
message. It uses no Header Protection.

It has the following structure:

L— application/pkcs7-mime [smime.p7m] 3856 bytes
4 (unwraps to)
L— text/plain 206 bytes

Its contents are:

Content-Transfer-Encoding: base64

Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="signed-data"

Subject: smime-one-part

Message-ID: <smime-one-part@example>
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From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 10:01:02 -0500
User-Agent: Sample MUA Version 1.0

MIILGQYJKoZIhvcNAQcCoIILCjCCCwYCAQEXDTALBglghkgBZQMEAgEwggFCBgkq
hkiG9w@BBwGgggEzBIIBLO1JTUUtVmMVyc21vbjogMS4wDQpDb250ZW56LVRS5cGU6
IHR1eHQvcGxhaW47IGNoYXJzZXQ9INVOZi04IgOKQ29udGVudC1UcmFuc2Z1cilF
bmNvZGluZzogN2JpdABKDQpUaGlzIGlzIHR0ZQOKc21pbWUtbh251LXBhcnQNCm11
¢3NhZ2UuDQoNC1RoaXMgaXMgYSBzaWduzZWQtb25seSBTLO1JTUUgbWVZzc2FnZSB2 rSfWUnnelN41KImVaTC3D
9zFCrS3i4Pa9ZgHyA5Qf8JW3ZmnVz5q7M8onZm7mZ jqQeb6FUH412GMt4jse2Dgs
165ernT905NLFf1HUjURca3ynqEBBV4DmhnZp8eDhv3t6dXyCjNHT82S6DgCReZu
TtMc1zy++MxQlqdn9WZLhOAOpeNZKGmVwjeVy+8FkyzC33jX/Qcm+ZLCqlLghBwDH
dZ5qDTII2PVX1X3K7/cONxhvBbaUl/k1swdszUtjhflyFZ80RuQ3qFC6vL/PGeWy
6SCf58duq/AOEksCAW1b+MD8QHIY j7CFSmq1AgMBAAGjga8wgawwDAYDVROTAQH/
BAIWADAXBgNVHSAEEDAOMAWGCmMCGSAF1AWIBMAEWHgYDVRORBBCWFYETYWxpY2VA
c21pbWUuZXhhbXBsZTATBgNVHSUEDDAKBggrBgEFBQcDBDAOBgNVHQ8BAfS8EBAMC
BSAwWHQYDVROOBBYEFKJTQAVEPIApFXwBI/Dnjq/N83cPMB8GATUdIwQYMBaAFJEw
jnwHFwyn8QkoZTYaZxxodvRZMABGCSqGSIb3DQEBDQUAA4IBAQCBSXignLEynBak
DKU68roBRsyXWAPkfXgQLgy7GrW7SrZeBc5IEcjoN9f/gsOx/Ht9Ii6zyBZVjdao
x644DsilLOQEP4YMS7y4q94RFFdmdzEbDLYx9sfUhvdTXxDNOOoHz53PYDBh4zE4Na
r2inCeOD+VM6RGDY66K91+D+b18Wj9CyGUc1ppMNURexTg+z3web/eDOdu+F2MVtl
uLihne@Bp1GUTkromJBolg6dSYal8Hw8/ANHpyEx156BJABb744gqoeuD9YSHIKK
49+qYC9faFmQ+mK801h1MIRANI7srjnOLKpuob6wd6jaRzWdNeXz1Ec2tUpAr4vR
hZjVD6FYMIIDzzCCAregAwIBAgITNOEFee11fOKpolw69Phqzpqp1zANBgkqghkiG
9wOBAQBFADBVMQOwWCwYDVQQKEWRJRVRGMREWDwWYDVQQLEwhMQU1QUYBXRzEXMC8G
ATUEAXMoU2F tcGx1IEXBTVBTIFJTQSBDZXJ0BaWZpY2FBaWIuIEF1dGhvcmlOeTAg
FwOXOTExMjAwNjUBMThaGA8yMDUyMDkyNzA2NTQxOFowOzENMAsGATUEChMESUVU
RFERMA8GATUECXMITEFNUFMgVOcxFzAVBgNVBAMTDKkFsaWNIIExvdmVsYWNIMIIB
IjANBgkghkiG9wOBAQEFAAOCAQB8AMIIBCgKCAQEAtPSJ6Fg4F j5SNmn9PkrYo0jTk
fCv4TfA/pdO/KLpZbJOAEr0sI7Aja07B1GuMUFJeSTulamNfCwDcDkY63PQW1+DI
Ls7GxVwXurhYdZlaV5hcUqVAckPvedDBc/3rz4D/esFfs+E7QMFtmd+K04s+A8TC
NO12DRVBDpbP4JFD9hsc8prDtpGmFk7rdeq8gqnhxBW2RZAelLqzJOMayCQtws1q7
ktkNBR2wZX5ICjecF1YJFhX4jrnHwp/iELGqqaNXd3/YOpG7QFecN7836IPPdfTM
SiPR+peCrhJZwLSewbWXLJe3VMvbvQjoBMpEY1laJBUIKk01zQ1Pq90nj1lsJLOWID
AQAB04GVMIGsMAwWGATUdEWEB/wQCMAAwWFwYDVROgBBAwWD jAMBgpghkgBZQMCATAB
MB4GATUdJEQQXMBWBE2F saWN1QHNtaW11LmV4YW1wbGUWEWYDVRO1BAwwCgYIKwYB
BQUHAwQwDgYDVROPAQH/BAQDAgbAMBOGATUdDgQWBBS79syyLROGEhyXrilqkBDT
IGZmczAfBgNVHSMEGDAWgBSRMI58BxcMp/EJKGU2GmccaHbOWTANBgkghkiG9weB
AQOFAAOCAQEAc4miNgf0qaBpI3f+CpJDhxtuZ2P9HjQEQ+v6BdP7GKJ19nals3Bj
J0d64roAKHAp+c284VvyVXWJ99FMX8q2ZUQMxH+xh6oAfzcozmnd6XaVWHg4eHT j
S027PmhKE10AJKKhDbdbECcZXL2+x1V+duGymWtaDO1DZZukKYr7agyHahiXRn/C9
cy31wbgNsy9x0f jPQg6+DgatiQpMz9EIae6aCHHBhOiPU7IPkazgPYgkLD59fk4P
GHNYxs1Fhd06zZk9E8zwlc1ALgZa/iSbczisqckN3gGehD2s16 jMhwFXLJtBiN+u
CDgNG/DOqyTbY4fgKieUHx/tHuzUszZxJjGCAgAwggH8AgEBMGwWwWVTENMASGATUE
ChMESUVURJERMABGATUECXMITEFNUFMgVOcxMTAVBgNVBAMTKFNhbXBsZSBMQU1Q
UyBSUBEgQ2VydGlmaWNhdGlvbiBBdXRob3JpdHkCEzdBBXntdX9CqaJcOvT4asb6a
qdcwCwYJYIZTIAWUDBAIBoGkwGAYJKoZIhvcNAQkDMQsGCSqGSIb3DQEHATAcBgkq
hkiG9wOBCQUXDxcNMjEwWMjIwMTUWMTAYWjAvBgkghkiGOwBBCQQxIgQg+APzZJ14
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pcksifU3FOYwAUgexbFmtbnUdg8eCFIk1g8wDQYJKoZIhvcNAQEBBQAEggQEARIZH
1ulQA7h4AzGUznSRv1TB3w2u40XQBgxTTaUFXvezPsEacndc16K4ESz8IpjsLEQC
1hFU6ha0Kz30Znab6A8sCqozqAoCpJI35L3DOXwlqucqRDMQoNDZf1AZw1/2rvhl
BA4+YVc1vNjwbFF7T8bz6ttkXBdseesPV8zy01tsPVBSEr9A8QtVGTPw/BLEV/sV
d6QtbPMCqdVDjRAa50nUPyZvXkt+Qkt5Wecgxfwbotg/u7ecLhgnK@rC2SZkGDjtZ
a6BuLu88DxA9T90G+L3hhL5VPdEdkdRCounTh9McyGWWmnKOPYind/sKBATP50ouF
jj3rLaMfl1xGBOxn3A==

C.1.2.1. S/MIME Signed-Only signedData over a Simple Message, No Header Protection,
Unwrapped

The S/MIME signed-data layer unwraps to:

MIME-Version: 1.0
Content-Type: text/plain; charset="utf-8"
Content-Transfer-Encoding: 7bit

This is the
smime-one-part
message.

This is a signed-only S/MIME message via PKCS#7 signedData. The
payload is a text/plain message. It uses no Header Protection.

Alice
alice@smime.example

C.1.3. S/MIME Signed-Only multipart/signed over a Simple Message, No Header Protection

This is a signed-only S/MIME message via PKCS#7 detached signature (multipart/signed). The
payload is a text/plain message. It uses no Header Protection.

It has the following structure:

L-multipart/signed 4187 bytes
text/plain 224 bytes
application/pkcs7-signature [smime.p7s] 3429 bytes

Its contents are:

MIME-Version: 1.0

Content-Type: multipart/signed;
protocol="application/pkcs7-signature"; boundary="e19";
micalg="sha-256"

Subject: smime-multipart

Message-ID: <smime-multipart@example>

From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 10:02:02 -05600

User-Agent: Sample MUA Version 1.0
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--e19

MIME-Version: 1.0

Content-Type: text/plain; charset="utf-8"
Content-Transfer-Encoding: 7bit

This is the
smime-multipart
message.

This is a signed-only S/MIME message via PKCS#7 detached
signature (multipart/signed). The payload is a text/plain
message. It uses no Header Protection.

Alice
alice@smime.example

--e19
Content-Transfer-Encoding: base64
Content-Type: application/pkcs7-signature; name="smime.p7s"

MIIJ4AYJKoZIhvcNAQcCoITJBTCCCcOCAQEXDTALBglghkgBZQMEAgEWCWYJKoZI
hveNAQcBoITIHpjCCA88wggK30AMCAQICEW8tJbOROZdKzkJUh6HUPTQGirQwbDQYJ
KoZIhvcNAQENBQAWVTENMAsSGATUEChMESUVURjERMA8GATUECXMITEFNUFMgVOcx
MTAVBgNVBAMTKFNhbXBsZSBMQU1QUYBSUBEgQ2VydG1lmaWNhdGlvbiBBdXRob3Jp
dHkwIBcNMTkxMTIwMDY1NDE4WhgPMjATMjA5MjcwNjUBMThaMDsxDTALBgNVBAoOT
BELFVEYXETAPBgNVBAsSTCExBTVBTIFdHMRcwFQYDVQQDEwW5BbG1jZSBMb3Z1bGF j
ZTCCASIwDQYJKoZIhvcNAQEBBQADggEPADCCAQoCggEBAJqVKfgLwal jj+gBUCTk
acKTg8cc20tJ9ZSed6U3jUoiZVpMLCcP3MUKtLeLg9rTmAfID1B/wlbdmadXPmrsz
yidmbuZmOpB5voVQfilLYYy3i0x7Y0qzXr1l6udP87k0sV+UdSNRFxrfKeoQEFXg0Oa
Gdmnx40G/e3p1fIKMOdPzZLoOAJF5m500xzXPL74zFCWp2f1ZkuE4A6141koaZXC
N5SXL7WWTLMLeNf9Byb5ksKqUuqEHAMdT1nmoNMgjYOVfVfcrvow43GG8F tpSX+TWz
B2zNS20F+XIVnzRG5DeoULq8v88Z5bLpIJ/nx26r8A4SSwIBaVv4wPxAf1iPsIVK
arUCAWEAAaOBrzCBrDAMBgNVHRMBAT8EAjAAMBcGATUdIAQQMA4wDAYKYIZTIAWUD
AgEWATAeBgNVHREEFzAVgRNhbG1jZUBzbW1tZS51eGFtcGx1MBMGAT1UdJQQMMAOG
CCsGAQUFBWMEMA4GA1UdDWEB/wQEAWIFIDAdBgNVHQ4EFgQUo1NB1UQ8gCkVfAE j XGillmor, et al. Standards Track Page 67
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G25nY/0eNARD6 /0F@/sYonX2doizcGMk53riugAocCn5zbzhW/JVdYn30Uxfyrzl
RAZEf7GHqgB/NyjOad3pdpVYeDh4ciNKjbs+aEoTWgAkogENt1sRx1lcvb7HVX524
bKZa1oPTUN1m6QpivtgDIdqGJdGf8L1zLfXBuo2zL3HR+MICDr40pq2JCkzPOQhp
7poIccGE6I9Tsg+Rr0A9iCQsPn1+Tg8YedjGzUWFO7rNmTOTzPCVZUAUBlr+JJtz
OKypyQ3eoZ6EPazXgMyHAVcsmOGI364I0A0b8PSrJNt jh+AqJ5QfH+0e7NSzNnEm
MYICADCCAfwCAQEwbDBVMQOwWCwYDVQQKEWRJRVRGMREwWDWYDVQQLEwhMQU1QUYBX
RzZEXMC8GATUEAXMoU2F tcGx1IEXBTVBTIFJTQSBDZXJOBaWZpY2FB@aWOuIEF1dGhv
cm10eQITNOEFee11fOKpolw69Phqzpqp1zALBglghkgBZQMEAgGgaTAYBgkghkiG
9weOBCQMxCwYJKoZIhvcNAQcBMBWGCSqGSIb3DQEJBTEPFWOYMTAYMjAXNTAyMDJa
MC8GCSqGSIb3DQEJBDEiBCA0kSzA7T1kmvoyy@h+1r02jw3pvGhvgRnv/zTDCIIXD
UzANBgkghk 1GOWOBAQEFAASCAQBWL6C/VCYFv6ZiQR6JYBbLWiQJyAmNFrRhAbfi
w5bPndhDbJNSv3DXoUfCKd87pvD5Qr1PsHA4WXDZ /I1Y95h3dD7k60IIFXhPBTYYW7
Np+vrVtS@sDk1r03+ebMBY6JOrEtNT5ZXCkQULTmvwmmuKcg4S+5piNghTnnEBen
IvICii8NgjP3VVPZmNpFmxwmztGWd@4omYHbY4JY9C7yvuQ6SNEQMA7bxnSIS5yH
sowWnDYqs2cMDLxZ7zy0cEyOpSy8oDfVde4Ty0ifqMT3VzSmlttdG1uDNE9Bek3t
XJN9E+hEB2swOMv11LjNdRXviRsaMw33DxGbtoUSo2mOkpYb

--e19--

C.1.4. S/MIME Signed-and-Encrypted over a Simple Message, No Header Protection

This is a signed-and-encrypted S/MIME message using PKCS#7 envelopedData around
signedData. The payload is a text/plain message. It uses no Header Protection.

It has the following structure:

L— application/pkcs7-mime [smime.p7m] 6720 bytes
1 (decrypts to)
application/pkcs7-mime [smime.p7m] 3960 bytes
4 (unwraps to)
L— text/plain 241 bytes

Its contents are:

Content-Transfer-Encoding: base64

Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="enveloped-data"

Subject: smime-signed-enc

Message-ID: <smime-signed-enc@example>

From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 10:03:02 -0500

User-Agent: Sample MUA Version 1.0

MIITXAYJKoZIhvcNAQcDoIITTTCCEOKCAQAXggMQMIIBhAIBADBSMFUXDTALBgNV
BAOTBE1FVEYXETAPBgNVBASTCEXBTVBTIFAHMTEWLWYDVQQDEYhTYW1wbGUgTEFN
UFMgUINBIEN1cnRpZmljYXRpb24gQXVOaG9yaXR5AhMPLSWOETMXSs5CVIeh7 00
Bogq®MABGCSqGSIb3DQEBAQUABIIBAFxh10X2qKJrCxk4NBNVX/kprtR6yjMWM/1n
tepVdABA/uf69sMzbyZhd8wF11eapvO5Xp6+1Du0ZfqYgkbCJwD+ZtSL4MB7EBPM
ytxB42LTEC9f8Z/80L96/+nnDotKHXFSVZPXfmi+FKLLD1ddH7bswV3GH/nozzY1
4wjesm/nvakHEv2CNJ2mh5XHqOggNPDx5/20mxaU+x0bilLPcGNzFob390k+1rTbN
/9fIGDLKr1ENzQXWBvixcyAS/RB1HW6WGby51EVV7FObcdxsXkTI+vvHTcTGbPhi
54ShTTEocIj7mrXzHodVEy@pysuYC12hOkqre9HSspAqw7s+/3wwggGEAgEAMGww
VTENMAsGATUEChMESUVURFERMA8GATUECXMITEFNUFMgVOcxMTAvBgNVBAMTKFNh

Gillmor, et al. Standards Track Page 68



RFC 9788 Cryptographic MIME Header Protection June 2025

bXBsZSBMQU1QUyBSUBEgQ2VydGlmaWNhdGlvbiBBdXRob3JpdHkCEZB8ROAPhiY6
HGLS64Mv1sDXhpQwDQYJKoZIhvcNAQEBBQAEggEAbrhe4bg9I4GbmhF5qn05kJXw
JTfpgB3iK+K+bIxH/gsZbLAOXx2UR20HESrW2dqojynuxZ+QE571NXQN7X7THoOaB
mhUPuBRPycw/orR2GROKCYx4taATw902fK3KssO+IANNP10M7yUsgABZHT6BfvtC
qH7ZPBJaj73A9AyrxTNPtJJHWueE3X5CPTODViasPRZrqiGB/W0/siuApdk@MPik
tp29bVqzQuD1tpDFb+aQyfggEnqGQni1ReZYhfBvub+AUr+001NOh57mob+eJwcOF
Sng9m1jS3kgoXbh1DrvV9S/seSdYZ7ieCiS3FYEi8h7RsZTGCVMn/STxiq13X@DCC
ECAGCSqGSIb3DQEHATAdABglghkgBZQMEAQIEEP3eQZI7xmdgaoarujEjNYuAghAA
mXWuV /HZ+MiCJTgt1RWzuHw8hnhLDxcY444I1eBOM44f ryhiuSkUKDdnvy6GDRiUF
ThwVs2iGHdCgvh/tJNaXmF9fa/Vi/aHq/oL3wJi+cSOgkeeq2kpGSMm82mNB1mgt
uhcwozIru+2n+LOxspYIUxB+dG59N1fBT1alRQJA7IMCUWFIAY /wVkGPk j5Vym+Vt
dRqGqgcnJPM4NQ572bhxgLwDOCuoU+2rN5pdW1AT310dSdPtHoux3ysK+aMLcw3ch
mL+en9j/euq040Xr3ReBJ/suSzHobI5IObDtQwaEoX00z6aQIZrFE4TtZLCDzG70
ZbMf3rkJ1CIelKpbVhjRAjj4X+MvktiOfxVV4K3GYAagHI5jp+4+MWz2yaQcAnRE
7SpHFxuFdmSYYYAqOyTgxkS9opoAwxPytKefqnnY62wAbug26ZCpSMB3172cKopA
gkBgljwFE1+YeauN6206vZKuOhNuyQFbPe0O+00qKeHW2bPM+PiKWdzAkQKz9N4CO
kFqzOgEHG5HNH8jx9PPuU57g8TmJccDFulrz4kzVcfWogH7gsNyW+AB6BSu9Do /S
I7VxMwenuQLv1+W/tm+zLgBLpksKOh8THVNVQ+4zEXx/jQBgM/Tv9BcetVdzGTIq
vCNN7KDLwLceNF7hgbNM4SfZZhg5hfV/xxeNpZx0tn86hHntN54FKymO/kXaFebr
W5yoXwvGHUkCJJyI87NN7WIM12g5IHC829NIICAGIuZ /kxPb/A51WB8yr8748XXv
QcXKg70xTzkVgiACGDyS3ye+fZCncBZgfQOjcipQU7jVYu7+UiUZDAvuQwae/RUd
CSOhdjwtBzM1IazVfbIaHPM5QKvB+MzbAKUMWza+XRpjLrDVdaSFRO6VAr4SUMsi
AvKdd/T1RFvSTEhtNj1QOUKEa1DvnuRLvYsdjWLDF2TsBCjP43jdGKGG+PtfB4vcSU
NFJSJ5epalUIDxbFkgSolRF+1M8796Nd1gkhY6RbW3kXkABT1CmKIY rN6poYxCSwU
Q+RzGurGDMQTGvfDgZrObvdE®haaNEdti/ci2EbcasYa3um7HCpt/bKDw5sivnh6
9P9ETWMVdAfEinppCZ08yRrkS116b9Jgk6ohJWftQMA20mpKGw6tRbb1HOtJ33JR
8ghApEJpSvtoKGc46NTelR6hBgxoaJCebRpxJ9wrNp4EETjO/PbZDiDzNETWDZ4E
Bn74vJ2I3wCltkk16SmnEJadZovBlygKYB6bmFvX9S00hOBv8TZ40//mY4nH57f0
5CmUM42ePRSOHMkI9SrBjpouTIkw/tbDieZNb4tAB9B/c3/s3qpZ2Bo@Bz7RVRI79
D2P8hnp+/7y74rqyUdRdgWemFXjNojo1A+hsbXWqTfuMcSikbENC59pmhMDxdS4L
GxJCIVoZmhbnjeEhIMgKwaONtyLLG8uR1zdTF8g/I0I6UwCeFX1/d03tvLoEB/KA
D/n27IyDILD1dYal1Em7I83QmQghJ1IdMrUlr1n/mRB+sql2IDV1I95+r96IrFdmj
AWVMX+vbqgébn/QNcaxfS5nL7ICgVIkQHO9AtzJ4zXxLDj62nkIdoCRUpF+I1HXL9G
OmgJJFjOuhgX067/2GBcT2JMET1siW7 /F6JHZ1GAyeVSoPs2FAJKYMQvVkR6jbn3y
Huw3s9RS31co6D+nvxJHLvVr/REVwWiLk1xPgimC+2pmkUjRYyL/aXRV9pDuNJL tMu
XJxqwrYgwPwImBXXaYLgo8G+SSUfeBKvwuKa2kd@prB3cWwfIW1ZBgZvVGec7Uudz
QzxyMaDt8R7eVG6/CXUeGOMSWKbjzoZwkbB/QCgZetVO3YM7FghEfvmgotv1pSac
nprxkkMurw1NGearPv+faBo089YSswF380144A8hdpYIGec3LL4jj4wSPdS+1MVp84
NKWnZJ/asIS74bEH7TK3JK6tgOPEvh+GDMODoXALsnH1570Di8GeN@kwcB7CeUT7
6zYaQTB7QcgOUyWMEO1Sc0i9zibwsOZKL3uNTwmF8p1Jv2TEvepZQil2 /xbENTmf
H+47tdIPU1J0ePdjUGo6QTAaqSH50f0e/T/QENueeJOJboPghaVeOqTFOVVAMMhA
upadP8R0OG6TalcPC7X0gVIoyi6ovd /WWVTJPPLDf4+FJm7HmkzT515f0AuA+mYJUO
F+BPTUCKyeY9VypoXDVOVnTTpiB9jfy01PJjBnZ/85Bvfkt0eCW5rV7xeq7tgSJT
+LOkTfwDBql0Zt1hlvKe3SFHnsW9hdojlJz/sXw5FcFCxbxqfageVJ6@uamENOhB
j4Q2ZRvs1LXxpVMEQifG1CxpfAr2ZQsEormIudzJeZ jkDguwN1BInFKHFzvtSEJp
rP4hAgknbSvOqUdAFp9rl1IT2dYXI4xh3kV3ECvhvwFt39PfVpGL97R92cTK9JCgq
p9I0JZv32FdhEsaHqQIRk1w5xy96fTwbrho+LQSZIMUhTQ+hcqtcRX9cDPA+VZO0/
OvLgkFT1R8rAWOTCxu3pHEL jDg9nKKIzvX7tmyKapFgC38uotkvvKzpUzoA2xPoVH
ybrMe9g9ujruzT/0z02cDa9NWh2eYsiTWJvekeNftvakr6U9r7VYzUkmPCtfDDKC
oWSZHgwnU50Ps16UoTFaw1GuVn1lC3cOREOUVFNbtV6R9JdN3yBXJBT4uZapFHPJf
naojAoE5iu3VXRMxVZB+4vZWhFJoe4QNvc5t0kwUZVmET1nQWNkHURyVnpfolLqaG1
1+5IpR6yIZDH1WM750c8hchGIPxrEQ02WWUqT+QSEdsT74cGTJV0ZD16d4x /G594
97v1JaCSCgB/J9yrm4olsqgoYfWAbTcIBe@cUHNONMAstKqH26 jAfOHZ113VID7M
zt3POMck+f31LNUCqyNLcSASWc7jmB170/0F4vNP1EkgwWaz7yBluTLS8sJCIViV
YYyZvj4dud8h71KaxeairWjcen+qeIS+Tn8VHqoJD6+QJinH5bXMKtxX80rvf69p
roWjUctkKikcjJFRbc6sQyMP6Y44+6/LyFmWILTaV1WPoWLX5MYKOwWP1s5GRneGWS
mZRztWt/CL/8DWjpPEG2siCSaS+1Bc1u/C5HkDTUVDjPmZTnvuFTHukaTKfteGz1
z0Bxuz9gQMyAgUBOMy1l+cGldHeR3HvVIC9zUZBqRj/d/20M8aQ+8NtVodadiMt29p
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THvkrioxuW6MVKXs0gZgdL72swDHtG31KW1rrbufgjSroUvSc8/MDgBPJVP2d6QX
P1IJvvBcr766DZ26j9/X0Is5¢cJjCN7YOfIrS4RGu5aQROW+dOulK6v8q8reYZyoK
198CRs3prXRKRPiUBoM160QdsVITILhfOnhWelil /HzetE1tcO0SiKgGKVYcArkzZU
bzxsxUHF7q7qEzF2fVzWYBnM3qn8Shj3HH1PWYXxW6uh5kI60+mV3Hs56KJjD9zsZ
ZIzTE/5agYXKpliVrGScTUUGeDqrPPyEtOGRTmiQDLISHfW+nviZZcjC4XDxp@4b
V6BH3EsSbXN4wJAXypDCY2k fL8wzqMh7gh/8Pk2AuodDtCJQJGsQPkgGwX211SR2
4C1J1WJgDEaNhvmMf7B9nUu8unXYwwFe7FQN22CYZJ0Q1lojB4T1Ukg7wRITeWwc6h
XArdNOTn+XQuXfkxVEbiQRhiFt/47qAzoAjPRVr9r4P89Hz3wkTIXxirpAjTnKASv
0osv/7+28rRuYRYGu2yPwNeUPmOBYHy3IeTVKcJ/UcmO3cXAe+Q+9ckmZ /MmxaxA1
zvj2pH+INf3eBsQK77PxwsaGUFHgKWS1Wvk /FPsZkGEMX6QcD56sbGRbtsRRryXy@SzveV2Fbt5HpJqsJvKH573A1CXROpumw
rottrdRvke2vTw2nlw5iW11PhcIpUQAEZfpxQ21hJfRvJiWDBvimAjVIHipTdOxA
oNZ383NE4SLWvNmjryk/uSvqoMXvof@OHatm67So0KMVDMBASAMMg+9TBNBxaN1WW
FIuWMzmMWZYCMYm2Lmz2nU0dqVz95Y6rEsaMqQoft/UitEYyJdgawyMXYKmwtYzN
7yES4hRc3ee3JTyogrEtirg87pJ+RB7wOuUI9FVjkKhjgVppGQVZAKcpeTRyrqjNU
oSycr2PbV3RPwzDRXX12PigHgX3suLehccOWAMFvpQvgixXU/Ik5ScDculLC4o0/bs
juz03jy5ENDO0jQldvC1bgfPfYUSZAvd/gBSYDcBxzCODmM7dudNhuwSNDT7R39gh9t
eBZSOEI+1TKIXThFhHjKnWgxAJPILJZbk7 /L9QaKfQnDxQkPgwaFgskPTBflzgXd
4inGVpCfa03dHbhcb2EdF3jiIzHH84SOW5L1ZmXGgYUFNZHNKFf55VYZoTXxNCIuA
Duc6jWMI+BXIxXM1hJOYYY90Y1jhT1vpvOVS6rj8zrr9y4xkH8dIfDdVZh+0IqI5
jGMcCDF rCk@3zHtLeYTWzQge5p2UPRRQWox jKs jDHehxWdtHzfUsAAhx3f9USH3b
+nt2vLL2FuSjJMtqS9ACRFNncGCQAPsdXjozm85raGnn8p4j9EbN2MFzQ1/mRA3XM
3mNpZ2/qT2GUOB2d49WLHJvesgKGbrIQBbBeM6//hH84BonFrSR6SfOUUjTGiu2L
PXWkcsTORuAaaTzM330V0zQTAhBS27vhMr /kxMZSdTx/14phEad4zkYzzPb+T92G
CpiDpwEfU2akyZNalZ9jT028zq1gZENDRu6tYRsjRvPsDI3JUN4702HZf80KFhdO/
729Q8eg079JS51JASxu78DbC8L028DzDN7etUTCLKxBmz/IQFIHDDkxmzNgoF399J
BiD2T2KmI8jOgLaSmuAnyw==

C.1.4.1. S/MIME Signed-and-Encrypted over a Simple Message, No Header Protection,
Decrypted

The S/MIME enveloped-data layer unwraps to this signed-data part:

Content-Transfer-Encoding: base64
Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="signed-data"

MIILPAYJKoZIhvcNAQcCoIILLTCCCykCAQEXDTALBglghkgBZQMEAgEwggF1Bgkq
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CxMITEFNUFMgVOcxMTAvBgNVBAMTKFNhbXBsZSBMQU1QUYyBSUBEgQ2VydGlmaWNh
dGlvbiBBdXRob3JpdHkwIBcNMTkxMTIwMDY1NDE4WhgPMjATMjASMjcwNjUBMTha
MDsxDTALBgNVBAOTBE1FVEYXETAPBgNVBASTCEXBTVBTIFdHMRcwFQYDVQQDEwW5B
bG1jZSBMb3Z1bGFjZTCCASIwDQYJKoZIhvcNAQEBBQADggEPADCCAQoCggEBAJQV
KfglLwal jj+gBUCfkacKTg8cc20tJ9ZSed6U3jUoiZVpMLcP3MUKtLeLg9r1mATfID
1B/wlbdmadXPmrszyidmbuZmOpB5voVQfilYYy3i0x7Y0qzXrl6udP87kesV+UdS
NRFxrfKeoQEFXg0aGdmnx40G/e3p1fIKMOdPzZLoOAJF5m500xzXPL74zFCWp2f1
ZKkUuE4A6141koaZXCN5SXL7WWTLMLeNf9Byb5k sKqUugEHAMdT1nmoNMgjYOVfVfcrv
9w43GG8F tpSX+TWzB2zNS20F+XIVnzRG5DeoULq8v88Z5bLpIJ/nx26r8A4SSwIB
aVv4wPxAf1iPsIVKarUCAWEAAaOBrzCBrDAMBgNVHRMBAT8EAjAAMBcGATUdIAQQ
MA4wDAYKYIZIAWUDAGEWATAeBgNVHREEFzAVgRNhbG1jZUBzbW1tZS51eGFtcGx1
MBMGA1UdJQQMMA0oGCCsGAQUFBWMEMA4GA1UdDWEB /wQEAWIFIDAdBgNVHQ4EFgQU@aG9yaXR5SMCAXDTESMTEYMDA2NTQx
OFoYDzIWNTIwOTI3MDY1NDE4W]jA7MQOwCwYDVQQKEWRJRVRGMREWDWYDVQQLEwWhM
QU1QUYBXRzEXMBUGATUEAXMOQWxpY2UgTG92ZWxhY2UwggEiMABGCSqGSIb3DQEB
AQUAA4IBDWAwggEKAOIBAQCO9InoWDgWPk2afB+StijSNOR8K/hN8D+10780ulls
k4ASvSwjsCNo7sHUa4xQuU15J06VqY18LANWORj rc9BaX4MguzsbFXBe6uFhT1mVpX
mFxSpUBYQ+950MFz /evPgP96wV+z4TtAwWW2Z34rTiz4DxMIO7XYNFUEOls/gkUP2
Gxzyms02kaYWTut3SryCqeHEFbZFkB4urMk4xrIJC3CzWruS2QOFHbB1fkgKNSwX
VgkWFfiOucfCn+IQsaqpo1d3f9jSkbtAV5w3vzfog8919MxKI9H614KUELNAtJ7B
tZcs17dUy9u9C0gEykRiVokFQgqQ7XNDU+r3SeOWwks7AgMBAAGjga8wgawwDAYD
VROTAQH/BAIWADAXBgNVHSAEEDAOMAWGCmMCGSAF1AWIBMAEWHgYDVRORBBCWFYET
YWxpY2VAc21pbWUuZXhhbXBsZTATBgNVHSUEDDAKBggrBgEFBQcDBDAOBgNVHQ8B
Af8EBAMCBSAWHQYDVROOBBYEFLv2zLItHQYSHJeuKWqQENMgZmZzMB8GA1UdIwQY
MBaAFJEwjnwHFwyn8QkoZTYaZxxodvRZMABGCSqGSIb3DQEBDQUAA4IBAQBziaI2
p86poGkjd/4KkkOHG25nY /0eNARD6 /oFB/sYonX2doizcGMk53riugAocCn5zbzh
W/JVdYn30UxfyrZlRAzEf7GHqgB/NyjOad3pdpVYeDh4ciNKjbs+aEoTWgAkogEN
t1sRx1lcvb7HVX524bKZa1oPTUNIm6QpivtgDIdqGJdGf8L1zLfXBuo2zL3HR+M9IC
Dr40pq2JCkzPBQhp7poIccGE6I9Tsg+RrOA9iCQsPn1+Tg8YedjGzUWFO7 rNmTOT
zPCVZzUAuUBlr+JJtzOKypyQ3eoZ6EPazXqMyHAVcsmOGI364I0A0b8PSrJNtjh+Aq
J5QfH+8e7NSzNnEmMYICADCCATfwCAQEwWbDBVMQBwWCwWYDVQQKEWRJRVRGMREWDWYD
VQQLEwhMQU1QUYBXRzEXMC8GATUEAxMoU2F tcGx1IEXBTVBTIFJTQSBDZXJOaWZp¢Z1YQSFab3fduU44viKaXf4VOpWK490DeR/tV5i1LfM3ZYeH2V1r+pmnjyt8CcW

C.1.4.2. S/MIME Signed-and-Encrypted over a Simple Message, No Header Protection,
Decrypted and Unwrapped

The inner signed-data layer unwraps to:
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MIME-Version: 1.0
Content-Type: text/plain; charset="utf-8"
Content-Transfer-Encoding: 7bit

This is the
smime-signed-enc
message.

This is a signed-and-encrypted S/MIME message using PKCS#7
envelopedData around signedData. The payload is a text/plain
message. It uses no Header Protection.

Alice
alice@smime.example

C.1.5. No Cryptographic Protections over a Complex Message

June 2025

This message uses no cryptographic protection at all. Its Body is a multipart/alternative message

with an inline image/png attachment.

It has the following structure:

L-multipart/mixed 1402 bytes
multipart/alternative 794 bytes
text/plain 206 bytes
text/html 304 bytes
image/png inline 232 bytes

Its contents are:

MIME-Version: 1.0

Content-Type: multipart/mixed; boundary="0cf"
Subject: no-crypto-complex

Message-ID: <no-crypto-complex@example>

From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2621 12:00:02 -0500
User-Agent: Sample MUA Version 1.0

--0cf

MIME-Version: 1.0

Content-Type: multipart/alternative; boundary="6e6"
--6e6

Content-Type: text/plain; charset="us-ascii”
MIME-Version: 1.0

Content-Transfer-Encoding: 7bit

This is the

no-crypto-complex
message.

Gillmor, et al. Standards Track

Page 72



RFC 9788 Cryptographic MIME Header Protection June 2025

This message uses no cryptographic protection at all. 1Its Body
is a multipart/alternative message with an inline image/png
attachment.

Alice

alice@smime.example

--6eb6

Content-Type: text/html; charset="us-ascii"
MIME-Version: 1.0
Content-Transfer-Encoding: 7bit

<html><head><title></title></head><body>

<p>This is the

<b>no-crypto-complex</b>

message.</p>

<p>This message uses no cryptographic protection at all. Its Body
is a multipart/alternative message with an inline image/png
attachment.</p>

<p><tt>-- <br/>Alice<br/>alice@smime.example</tt></p></body></html>
--6e6--

--0cf

Content-Type: image/png
Content-Transfer-Encoding: base64
Content-Disposition: inline

1VBORWOKGgoAAAANSUhEUgAAABQAAAAUCAYAAACNiIRONAAAACEIEQVR42uVTOXbA
MAgS739n03TpRw20dgpbfARQE jOywiwYnCtkDKnbcLk66sqlT+zt9cidkE+6KwkZ
sgrzfcqVMpL2j00447gYDpeArk+0OnJHkIhAfTPRicihAf5YJrw7vjvlZWRWM/uli
vdPf1QZ2kDD9xppd8wAAAABJRUSE rkJggg==

--0cf--

C.1.6. S/MIME Signed-Only signedData over a Complex Message, No Header Protection

This is a signed-only S/MIME message via PKCS#7 signedData. The payload is a multipart/
alternative message with an inline image/png attachment. It uses no Header Protection.

It has the following structure:

L— application/pkcs7-mime [smime.p7m] 5253 bytes
J (unwraps to)
L-multipart/mixed 1288 bytes
multipart/alternative 882 bytes
text/plain 260 bytes
text/html 355 bytes
image/png inline 236 bytes

Its contents are:

Content-Transfer-Encoding: base64
Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="signed-data"
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Subject: smime-one-part-complex

Message-ID: <smime-one-part-complex@example>
From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2621 12:01:02 -0500
User-Agent: Sample MUA Version 1.0

MIIPIwYJKoZIhvcNAQcCoIIPFDCCDXACAQEXDTALBglghkgBZQMEAgEwggVMBgkq
hkiG9weBBwGgggUIBIIFOU1JTUUtVmVyc21vbjogMS4wDQpDb250ZW50LVR5cGU6
IG11bHRpcGFydC9taXh1lZDsgYm91bmRhcnk9ImRiMCINCgOKLSTKY jANCk1JTUUt@gDQpBbG1jZQOKYWxpY2VAc21pbWUuzZXhh
bXBsZQOKLSBTMWQNCkNvbnR1bnQtVH1wZTogdGV4dC90dG1s0yBjaGFyc2VePSJ1
cyThc2NpaSINCk1JTUUtVmVyc21lvbjogMS4wDQpDb250ZWSOLVRYYWS5ZzZmVyLUVu
Y29kaW5n01A3Ym10DQoNCjxodG1sPjxoZWFkPjx0aXRsZT48L3RpdGx1PjwvaGVh
ZD48Ym9keT4NC jxwP1RoaXMgaXMgdGh1lDQo8Yj5zbW1tZS1vbmUtcGFydC1jb21w
bGV4PC9iPgBKbWVzc2FnZS48L3A+DQo8cD5UaGlzIG1zIGEge2 1nbmVkLWI9ubHkg
Uy9NSUTFIG11c3NhZ2UgdmlhIFBLQTMjNyBzaWduZWREYXRhLiAgVGh1DQpwYX1s
b2FkIG1zIGEgbXVsdGlwYXJOL2FsdGVybmFOaXZ1IG11c3NhZ2Ugd210aCBhbiBp
bmxpbmUNCm1tYWd1L3BuZyBhdHRhY2htZW50LiBJdCB1c2VzIG5vIEh1YWR1ciBQ
cm90ZWNBaW9uL jwvcD4NC jxwPjx0dD4tLSA8YnIvPkFsaWN1PGJyLz5hbG1jZUBz
bW1tZS51eGFtcGx1PC90dD48L3A+PC9ib2R5PjwvaHRtbDANCi@tNTFkLSONCgOK
LS1kYjANCKkNvbnR1bnQtVH1wZTogaW1hZ2UvcG5nDQpDb250ZW50LVRYYW5zZmVy
LUVuY29kaW5n0iBiYXNINjQNCkNvbnR1bnQtRG1lzcG9zaXRpb246IG1lubGluZQOK
DQppVkJPUncwS8dnbBFBQUFOU1VoRVVNQUFBQ1FBQUFBVUNBWUFBQUNOaVIwWTkFB
QUF jRWxFUVZSNDJ1V1RPeGJBDQpNQWdTNzM5bk8zVHBSdzIwZHFwYmZBU1FFak95
d213WW5DdGtES251YOxrNjZzcWxUK3pOOWNpZGtFKzZLd2taDQpzZ3J6ZmNxVk1w
TDJgbzABNDdnWURwZUFyaytPbkpIa®loQWZUUFJpY21oQWY1WUpydzd2anYwW1ldS
VeevdWxpDQp2ZFBmMVFaMmtERD14cHBkOHdABQUFBQkpSVTVFcmtKZ2dnPTONCgOK
LSTkYjAtLQOKoITHpjCCA88wggK30AMCAQICEW8tJbOROZdAKzkJUh6HUPTQG1rQw
DQYJKoZIhvcNAQENBQAWVTENMASGATUEChMESUVURJERMA8BGATUECXMITEFNUFMg
VOcxMTAVBgNVBAMTKFNhbXBsZSBMQU1QUyBSUBEgQ2VydG1lmaWNhdG1lvbiBBdXRo
b3JpdHkwIBcNMTkxMTIwMDY1NDE4WhgPMjATMjA5MjcwNjUBMThaMDsxDTALBgNV
BAOTBE1FVEYXETAPBgNVBASTCExXBTVBTIFdHMRcwFQYDVQQDEwW5BbG1jZSBMb3Z1
bGFjZTCCASIwDQYJKoZIhvcNAQEBBQADggEPADCCAQoCggEBAJqVKfqLwal jj+gB
UCfkacKTg8cc20tJ9ZSed6U3jUoiZVpMLcP3MUKtLeLg9rTmAfID1B/wlbdmadXP
mrszyidmbuZmOpB5voVQfilYYy3i0Ox7Y0qzXr1l6udPB7k0@sV+UdSNRFxrfKeoQEF
Xg0aGdmnx40G/e3p1fIKMOdPzZLoOAJF5m500xzXPL74zFCWp2f1ZkuE4A6141ko
aZXCN5XL7wWTLMLeNT9Byb5ksKqUugEHAMdT1nmoNMgjYOVfVfcrvowd3GG8F tpSX
+TWzB2zNS20F+XIVnzRG5DeoULq8v88Z5bLpIJ/nx26 r8A4SSwIBaVv4wPxAf1iP
sIVKarUCAWEAAaOBrzCBrDAMBgNVHRMBAf8EAjAAMBcGATUdIAQQMA4wDAYKYIZT
AWUDAgEWATAeBgNVHREEFzAVgRNhbG1jZUBzbW1tZS51eGFtcGx1MBMGA1UdJQQM
MAoGCCsGAQUFBWMEMA4GA1UdDWEB/wQEAWIFIDAdBgNVHQ4EFgQUo1NB1UQ8gCkV
fAEj80e0r83zdw8wHwYDVRO jBBgwFoAUkTCOfAcXDKTfxCSh1NhpnHGh29FkwDQYJ
KoZIhvcNAQENBQADgQEBAIFJeKCcsTKcFqQMpTryujRGzJdYA+R9eBAuDLsatbtK
t14FzkgRy0g31/+Cw7H8e30iLrPIF1IWN1qjHrjgOyIs5AQ/hgxLvLir3hEUV2Z3M
RsMtjH2x9SG91PEMB46gfPnc9gMGHjMTg1qvaKcLQP5UzpEYPLror2X4P5uXxaP@
LIZRzWmkw1RF7FOD7PfB5v94M5274XYxW2W4uKGd7QGnNUZROSVSYkGiWDp1JhgXw
fDz8ABenITGXnoEkAFvvjiCqh64P1hIeMorj36pgL190WZD6YrzSWHUZz1F@8juyu
0fQsqm6hvrDTgNpHNZO15f0URza1SkCvi9GFmNUPoVgwggPPMIICt6ADAgGECANMS3
QQV57XV/QgmiXDr@+GrOomgnXMABGCSqGSIb3DQEBDQUAMFUXDTALBGNVBAOTBELF
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VEYXETAPBgNVBASTCEXBTVBTIFdHMTEWLWYDVQQDEYhTYW1wbGUgTEFNUFMgUINB
IEN1cnRpZmljYXRpb24gQXV0aG9yaXRS5MCAXDTESMTEYMDA2NTQXOFoYDZIWNTIw
OTI3MDYTNDE4W;jA7MQOwWCwWYDVQQKEWRJRVRGMREWDWYDVQQLEwWhMQU1QUYBXRzEX
MBUGATUEAXMOQWxpY2UgTG92ZWxhY2UwggEiMABGCSqGSIb3DQEBAQUAA4AIBDWAW
ggEKA0IBAQCO9InoWDgWPk2af@+StijSNORBK/hN8D+10780ullsk4ASvSwjsCNo
7sHUa4xQU15J06VqY18LANWORjrc9BaX4MguzsbFXBe6uFhT1mVpXmFxSpUByQ+95
OMFz/evPgP96wV+z4TtAWW2Z34rTiz4DxMIO7XYNFUEOLs/gkUP2Gxzyms02kaYW
Tut3SryCqeHEFbZFkB4urMk4xrIJC3CzWruS2QOFHbB1fkgKN5wXVgkWFfiOucfC
n+IQsaqpo1d3f9jSkbtAV5w3vzfog8919MxKI9H614KUEINAtJ7BtZcs17dUy9u9
COgEykRiVokFQgqQ7XNDU+r3SeOWwks7AgMBAAGjga8wgawwDAYDVROTAQH/BAIw
ADAXBgNVHSAEEDAOMAWGCmCGSAF 1AWIBMAEWHgYDVRORBBCcWFYETYWxpY2VAc21p
bWUuZXhhbXBsZTATBgNVHSUEDDAKBggrBgEFBQcDBDAOBgNVHQ8BAT8EBAMCBSAW
HQYDVROOBBYEFLv2zLItHQYSHJeuKWgqQENMgZmZzMB8GATUdIwQYMBaAFJEwW]jnwH
Fwyn8QkoZTYaZxxodvRZMABGCSqGSIb3DQEBDQUAA4IBAQBziaI2p86poGkjd/4K
kkOHG25nY /0eNARD6 /oFB/sYonX2doizcGMk53riugAocCn5zbzhW/JVdYn30Uxf
yrZ1RAzEf7GHqgB/NyjOad3pdpVYeDh4ciNKjbs+aEoTWgAkogENt1sRx1lcvb7HV
X524bKZa1oPTUN1Im6QpivtgDIdqGJdGf8L1zLfXBuo2zL3HR+MICDr40pq2JCkzP
0Qhp7poIccGE6I9Tsg+RrO0A9iCQsPn1+Tg8YedjGzUWFO7 rNmTOTzPCVzUAuUBlr+
JJtz0KypyQ3eoZ6EPazXqMyHAVcsmBGI364I0A0b8PSrJNtjh+AqJ5QfH+0e7NSz
NnEmMYICADCCAfwCAQEwbDBVMQOwWCwYDVQQKEWRJRVRGMREWDWYDVQQLEwWhMQU1Q
UyBXRzEXMC8GATUEAxMoU2F tcGx1IExXBTVBTIFJTQSBDZXJOaWZpY2F@aWOuIEF1
dGhvcmleeQITNOEFee11fOKpolw69Phqzpgp1zALBglghkgBZQMEAgGgaTAYBgkq
hkiG9weOBCQMxCwYJKoZIhvcNAQcBMBWGCSqGSIb3DQEJBTEPFWOYMTAYMjAXNZAX
MDJaMC8GCSqGSIb3DQEJBDEiBCBKEM75wgxSOKXxqQLSNadhQ5kD1BABIYwO30cC j
kP4nsDANBgkghk iGOwWOBAQEFAASCAQA9zet9PbdeBOdTOTVjIwWCXvUjng1/UN22d
GV2Q1l//QcTN3Z7wMvLilhcYHrL8S191Im2XYCVIr2yqvVyiB+gN+69y18HIzZ70k
rgqQ8TDPt4IW2UXxyXrBOItFirLKk1lntf4SafPq73ipeZLMc3x3jr841r7psIknp
EEmNM+okG6FHduKq8nSvbAK1ahOE9qvDGcBJBYXtn+/1ijqA6Fxu+mJDshCzBVvq4
uVXp0zS3py0+GgeJJInLD+z5+MPqO08TrSTBhZYQauVQF ji9Kjb2A8KZpL jEXvw/JV
NggxW8weaEVO3KYp+fbsIdTSDwrz5w9rmSH1b+ReoY5kMa50eudw

C.1.6.1. S/MIME Signed-Only signedData over a Complex Message, No Header Protection,
Unwrapped

The S/MIME signed-data layer unwraps to:

MIME-Version: 1.0
Content-Type: multipart/mixed; boundary="dbo"

--dbe
MIME-Version: 1.0
Content-Type: multipart/alternative; boundary="51d"

--51d

Content-Type: text/plain; charset="us-ascii"
MIME-Version: 1.0

Content-Transfer-Encoding: 7bit

This is the
smime-one-part-complex
message.

This is a signed-only S/MIME message via PKCS#7 signedData. The

payload is a multipart/alternative message with an inline
image/png attachment. It uses no Header Protection.
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Alice

alice@smime.example

--51d

Content-Type: text/html; charset="us-ascii"
MIME-Version: 1.0
Content-Transfer-Encoding: 7bit

<html><head><title></title></head><body>

<p>This is the

<b>smime-one-part-complex</b>

message.</p>

<p>This is a signed-only S/MIME message via PKCS#7 signedData. The
payload is a multipart/alternative message with an inline

image/png attachment. It uses no Header Protection.</p>

<p><tt>-- <br/>Alice<br/>alice@smime.example</tt></p></body></html>
--51d--

--dbo

Content-Type: image/png
Content-Transfer-Encoding: base64
Content-Disposition: inline

1VBORWOKGgoAAAANSUhEUgAAABQAAAAUCAYAAACNIRONAAAACEIEQVR42uVTOXbA
MAgS739n03TpRw20dqpbfARQE jOywiwYnCtkDKnbcLk66sqlT+zt9cidkE+6KwkZ
sgrzfcqVMpL2j00447gYDpeArk+0OnJHKIhAfTPRicihAf5YJrw7vjvlZWRWM/uli
vdPf1QZ2kDD9xppd8wAAAABJRUSErkJggg==

--dbe--

C.1.7. S/MIME Signed-Only multipart/signed over a Complex Message, No Header
Protection

This is a signed-only S/MIME message via PKCS#7 detached signature (multipart/signed). The
payload is a multipart/alternative message with an inline image/png attachment. It uses no
Header Protection.

It has the following structure:

L-multipart/signed 5230 bytes
multipart/mixed 1344 bytes
multipart/alternative 938 bytes
text/plain 278 bytes
text/html 376 bytes
image/png inline 232 bytes
application/pkcs7-signature [smime.p7s] 3429 bytes

Its contents are:

MIME-Version: 1.0

Content-Type: multipart/signed;
protocol="application/pkcs7-signature"; boundary="872";
micalg="sha-256"
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Subject: smime-multipart-complex

Message-ID: <smime-multipart-complex@example>
From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2621 12:02:02 -0500
User-Agent: Sample MUA Version 1.0

--872
MIME-Version: 1.0
Content-Type: multipart/mixed; boundary="757"

==/S
MIME-Version: 1.0
Content-Type: multipart/alternative; boundary="3ff"

==’

Content-Type: text/plain; charset="us-ascii"
MIME-Version: 1.0

Content-Transfer-Encoding: 7bit

This is the
smime-multipart-complex
message.

This is a signed-only S/MIME message via PKCS#7 detached
signature (multipart/signed). The payload is a
multipart/alternative message with an inline image/png
attachment. It uses no Header Protection.

Alice

alice@smime.example

--3ff

Content-Type: text/html; charset="us-ascii”
MIME-Version: 1.0
Content-Transfer-Encoding: 7bit

<html><head><title></title></head><body>

<p>This is the

<b>smime-multipart-complex</b>

message.</p>

<p>This is a signed-only S/MIME message via PKCS#7 detached
signature (multipart/signed). The payload is a
multipart/alternative message with an inline image/png

attachment. It uses no Header Protection.</p>

<p><tt>-- <br/>Alice<br/>alice@smime.example</tt></p></body></html>
=g {f==

--757

Content-Type: image/png
Content-Transfer-Encoding: base64
Content-Disposition: inline

1VBORWOKGgoAAAANSUhEUgAAABQAAAAUCAYAAACNIRONAAAACEIEQVR42uVTOXbA
MAgS739n03TpRw20dqpbfARQE jOywiwYnCtkDKnbcLk66sqlT+zt9cidkE+6KwkZ
sgrzfcqVMpL2j00447gYDpeArk+0OnJHKIhAfTPRicihAf5YJrw7vjvlZWRWM/uli
vdPf1QZ2kDD9xppd8wAAAABJRUSErkJggg==
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=757==

--872
Content-Transfer-Encoding: base64
Content-Type: application/pkcs7-signature; name="smime.p7s"

MIIJ4AYJKoZIhvcNAQcCoITJBTCCCcOCAQEXDTALBglghkgBZQMEAgEWCWYJKoZI
hveNAQcBoITIHpjCCA88wggK30AMCAQICEW8tJbOROZdKzkJUh6HUPTQGirQwbDQYJ
KoZIhvcNAQENBQAWVTENMAsSGATUEChMESUVURjERMA8GATUECXMITEFNUFMgVecx
MTAVBgNVBAMTKFNhbXBsZSBMQU1QUYBSUBEgQ2VydG1lmaWNhdGlvbiBBdXRob3Jp
dHkwIBcNMTkxMTIwMDY1NDE4WhgPMjATMjA5MjcwNjUBMThaMDsxDTALBgNVBAoOT
BELFVEYXETAPBgNVBAsSTCExBTVBTIFdHMRcwFQYDVQQDEwW5BbG1jZSBMb3Z1bGF j
ZTCCASIwDQYJKoZIhvcNAQEBBQADggEPADCCAQoCggEBAJqVKfgLwal jj+gBUCTk
acKTg8cc20tJ9ZSed6U3jUoiZVpMLCcP3MUKtLeLg9rTmAfID1B/wlbdmadXPmrsz
yidmbuZmOpB5voVQfilLYYy3i0x7Y0qzXr1l6udP@7k0sV+UdSNRFxrfKeoQEFXg0Oa
Gdmnx40G/e3p1fIKMOdPzZLoOAJF5m500xzXPL74zFCWp2f1ZkuE4A6141koaZXC
N5SXL7WWTLMLeNf9Byb5ksKqUuqEHAMdT1nmoNMgjYOVfVfcrvow43GG8F tpSX+TWz
B2zNS20F+XIVnzRG5DeoULq8v88Z5bLpIJ/nx26r8A4SSwIBaVv4wPxAf1iPsIVK
arUCAWEAAaOBrzCBrDAMBgNVHRMBAT8EAjAAMBcGATUdIAQQMA4wDAYKYIZTIAWUD
AgEWATAeBgNVHREEFzAVgRNhbG1jZUBzbW1tZS51eGFtcGx1MBMGAT1UdJQQMMAOG
CCsGAQUFBWMEMA4GA1UdDWEB/wQEAWIFIDAdBgNVHQ4EFgQUo1NB1UQ8gCkVfAE j X /0F@/sYonX2doizcGMk53riugAocCn5zbzhW/JVdYn30Uxfyrzl
RAzEf7GHqgB/NyjOad3pdpVYeDh4ciNKjbs+aEoTWgAkogENt1sRx1lcvb7HVX524
bKZa1oPTUN1Im6QpivtqDIdqGJdGT8L1zLfXBuo2zL3HR+MICDr40pq2JCkzPBQhp
7poIccGE6I9Tsg+Rr0A9iCQsPn1+Tg8YedjGzUWFO7rNmTOTzPCVzUAUBLr+JJtz
OKypyQ3eoZ6EPazXqMyHAVcsmOGI364I0A0b8PSrJNt jh+AqJ5QfH+0e7NSZNnEm
MYICADCCAfwCAQEwbDBVMQOwWCwWYDVQQKEWRJRVRGMREWDWYDVQQLEwhMQU1QUYBX
RzZEXMC8GATUEAXxMoU2F tcGx1IExBTVBTIFJTQSBDZXJ0aWZpY2F0aWOuIEF1dGhv
cml10eQITNOEFee11f0OKpolw69Phqzpgp1zALBglghkgBZQMEAgGgaTAYBgkghkiG
9weBCQMxCwYJKoZIhvcNAQcBMBWGCSqGSIb3DQEJBTEPFWOYMTAYMjAXxNzAyMDJa
MC8GCSqGSIb3DQEJBDEiBCCS5KpxWrgp91lc/at@VVROAHN83fXt5r6VC1EPizN3pz
YDANBgkghkiGO9wOBAQEFAASCAQCVWFu4+5JFFOLMcfSgjQsyxsRKPp1mT35MrYT1
rZKzBqdb7BgsgtavL6xHs/GKGjbgHwrrPADgsnyeXwotOBZoFzxLxw9fQI7z7wH5
QbGLEj6hRHVrSdYzhlptTnTqc4hXdYwh3jjNJ1If1DO1EP9KySalLt3M/aGecNUKDO
z2ngLLtpOQULgGmM/IxkIG+Rj9YH1ktQVEiPxtT+TQ8q00eiHZVukT88BpGOBBpCs
9aLUH2JUEF6v6WKp9S+sWj4sx09bzYmNPOMi8WWyGYx5NV1dgzeZxhISConuiji7
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e3Wyda9wa7pqiFzOnsY+/mqILYTxBYMcsjN8uzZ8yCaPdcfpU

—— g

C.1.8. S/MIME Signed-and-Encrypted over a Complex Message, No Header Protection

This is a signed-and-encrypted S/MIME message using PKCS#7 envelopedData around
signedData. The payload is a multipart/alternative message with an inline image/png
attachment. It uses no Header Protection.

It has the following structure:

L— application/pkcs7-mime [smime.p7m] 8710 bytes
1 (decrypts to)
application/pkcs7-mime [smime.p7m] 5434 bytes
4 (unwraps to)
L-multipart/mixed 1356 bytes
multipart/alternative 950 bytes
text/plain 295 bytes
text/html 390 bytes
image/png inline 236 bytes

Its contents are:

Content-Transfer-Encoding: base64

Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="enveloped-data"

Subject: smime-signed-enc-complex

Message-ID: <smime-signed-enc-complex@example>

From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 12:03:02 -0500

User-Agent: Sample MUA Version 1.0

MIIZHAYJKoZIhvcNAQcDoIIZDTCCGQkCAQAxggMQMIIBhAIBADBsMFUXDTALBgNV
BAOTBE1FVEYXETAPBgNVBASTCEXBTVBTIFAHMTEWLWYDVQQDEYhTYW1wbGUgTEFN
UFMgUINBIEN1cnRpZmljYXRpb24gQXV0OaG9yaXR5AhMPLSWOETMXSs5CVIeh7 00
Bog®MABGCSqGSIb3DQEBAQUABIIBAGaxvLWOXDiDH1LUZffbDPPnrxQvEqUfaDKF
q/0tzSWKuX4GYXwI2srRxm@4umoeqcyUdiaBx0@Vu4R2mSCSUF spk+WOKACMLgpTO
hAhel j1B2C2Pu@t@Nbkb074Junxy4DM7epIDpMRqfDs78QSJtuLehkvZRSPbu+of
fdEjeihEluJrK171PWO4zgCUajmHpTOQFkstBnP8sI631tIKutQ1tn7f7NbXFSkI
gnfZnp090sQpUIThfDbKsPE4LsvOp3R60Bhy3xK27qS53KMH4bzQrIN86FiGRgYL
255003 jCSDUNimD1q0OYq3ADJwiN8JE4vx170h0vhgkV+cFfiA6MwggGEAQEAMGwWwW
VTENMAsGATUEChMESUVURFERMABGATUECXMITEFNUFMgVOcxMTAvBgNVBAMTKFNh
bXBsZSBMQU1QUyBSUBEgQ2VydG1lmaWNhdGlvbiBBdXRob3JpdHkCEZzB8ROAPhiY6
HGLS64Mv1sDXhpQwDQYJKoZIhvcNAQEBBQAEggEAjofQnulxr58wncKoCmExvdj5
eIbwYUuUrpfriURfX3dhMTAQ5jnQghbIi+zmTuraElTk6Vi65/rpDBz7a4YBAaeQ
jz3GH4ua8j5wrYe44ipXaZznHd2QkS5zYCER/1BD/1gCrgewhy7Ef4QI03drzT3zF
rc2YozxaViKZ/KUaBn27B1IPZoXWtah1lSa8TnoZkCl4to5mI5K6vLUxAR7WgFC84
5vpnELyyiXcETOcjDnnvfx2wfUpBPo4gx1S+VTzcCn9i/b35LilLoVWS1WabY62Zt
RRINH2gTIgNKjw3X6XvSM63e6qilg7vxWfT1wvetS+mlgsVzxc58u1g@zCxKuUjCC
Fe4GCSqGSIb3DQEHATAdBglghkgBZQMEAQIEEL400VXNKumsqJAgvAxYpoaAghXA
WAVh23j69ZQKJIU7KRi1TU4RUE4uuPBn+QLa50YXocxAA8bN2x1BcW14DgROhZ6mA
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aNveyzK+aNkYpnlKLwo+YWw911hMLdjVBUJxZan9N7RvVRTwxvBgxUFP56m/t4Nxw
1KkRICb2yt@+/RzMHA4NgANnugmiOPsTFcva2vXL5eRnBvrxQCTQOkuPdRLNM1JX2
u1cT59pFStaxkPxE9MEM9ES8+nuvJNX/aOmUrpvYQsED7vCVdlemd/N1Q8fbTiMj
Alg20nrbCxMBgGKb1RqpE1ImLP8t7ip1JX3Uqw7rBOzVoRpf4q4nMN+WIdSsJevnn
cyy09kTEhk1wTmk 1dme2XSmuPukBjW1RghHV5hpWDmLssURpb4rMf791/8mbuzZbQ
JuHI7gXVdutDH/VxeMx3fPYtYRrkrXia6XHtHFoIfRuYuXeoX3uG36FDrCXUHthq
5Tuj1lJkI218gYUsNU19JpFj5mauVnlWHc1ZdgY7Lu2DCVooybBD4Zfe21aQK1+ZD
KiVidyxFWM1bZzENMmwUXnrf12x18uEzNW63Ms573Cp6DgL j5acfSIPA7GUKT25Q
+C21fP4048hMdwgL7xZU1cxEjiUE8bhvBVQ7RNvWziANmI+vzAXyPmg+LNjeaig9
yzTEDRrcDISL61wVBf1cakbrDS/zitKy4WZta15pWLpXS5NmBo/j78H424poEnkl
BLAN9VFENNYqgszWxUmTxMoGE9bMFAOQny4F rMCyuFLVcu2ktQg6L2q8CSw98Eod®
bnTcNEoh+iHUj4YFRhz/sB8sqeodMJLS1bU1A120gmF+cJyLT7+SdARG/vJxjkgP
VVB1p5EUt27JGaACrXfWE/hGGrilgdiT4UgVof5pru7w9TVM67jc59+7F1z4bSCt
K+xUskePye1SN4DeaSDOm9hYUZMfKu91lcXAWRAGJd4zWAICBbWcfNvuajuFZbOES
161mS61f7/6zhLSREtOXNP/hsJa2QpnDE5hQWql31kyC7k4T3bGzvYRKO5D063kF
Mgo2aofZ4QdbsB17P0iibSE jBKyxhXCDnjSybQ25g0ycgBVoshVZj11loxIDfMZzh
1RuAB4q1dm9W30o/MXKLbhWhyFAEJswnzB5VxrxYUQLL9mmcp8I8fN1YH9gd/DQQC
BQPkzzFs755rJpdPJ1KKoj8aKefDzNSBszgHdwNUjbrGHRQAgqYg8QHXHZzG5SNA+
xXTuvJv7gMcrl1SFYTKKgWKM7tdBmD2dhxQL8FGI+Z1ZEF9GZ4UIVEMRVJQZ1kQOk
qsR84dxCejnALehDDAjsY11E2+0JA8DO+ddjdP1F3h5DNGs /GwJOCKkStfOmWt2LG
uwueWxdEeI3jphF75ttwJ4v81Dv4VvEHBsuzcQS701PZmLogXu/h60SvKK4tXxEr20
60uc8un8a4//WcMotRQMfMmYmNomY /HaayEhbEPWofENsEgsa+700HFgqcM70Mts
TyW2MOXM7KEgUH8YRsHLx5a1V2TCqVeJmUcq/MeQZs30rxBywGNVRP1jc8XSVIk0O
fRI+h+d7c2YROk8QLrUmdZdKxg9229I140r5jwGOzwljFCYEsyWC8AEWS5TKi@Y6mE
cdkY8viRK1ZkVTfR70d3xgfzjmOWoo1BW/Nj4Q3j9B7eR+Td0Zqq26/t7Xiqz1Mq
jor@8wBhE4GtrxBHvIjgvArniBe/z9s4p5Z2T5sMWgm7YEzkAWeocT5¢cvJGZVdmC5
CtNUITmmTINgy57sIx16rSXcdrS18gMvTcO/7D3mSChpj10QxhP95jtEKYMAyqsr
vJtZMCaumihR3BKbnsPkdpZeXb7VBGWO8M1jv9dy2MucmTCyP8inDhMwPuj1sn2f
VRqgyqWCTLHIN47gXtNtKbOvzJONkHfJqpJRYENtQ7mVHTIZUjh6HjPVU47Tik0J
PU97IYvGhwGnKf6ROUXoUtBX4rba77kgBAABNqtGFBOO7IZ1NzL7hb98TjMOMOpPN
piWsihdkP50Kgv9PToR1hmv/g1ZQ3D1i20FBmdQrdMOfvgWzZWtHf6gFXXasjgkKh
Rcr1o4TfRQT/WbHj4Mjcx9/govqtB2ssw30JTI2s6NxVt+0GKk798WAmAC1YqSDY
2nXBS00a7vr3MRz1mwMtFvLe5WIV40jjvcjRmgFLVA9d33DACvbIh5tk8jcHO7H+
mhcXWhKg+Ugmk1x jKiNgFOUmifé6vr9lwv++RGJEuujVWRgucfMuuQJmhOTBeuEHA jKA4dk fXLpa+aMqd8Wc7p1F7Uedbu+x
K4kLfJdRf+YjIc6F+0tJC1IK98AKx jFX6HS6AdTBT3SkKci4gPmNOslv+GgyUP4yf
MwXiTn3/Tv1rHARaEQrKCTUL6GnedTEFZIPY9UUcG82PerOeyitmém4SmSo+VxSf
grQQP1rCjz0xxaz5PTO+6rd1lki53T4rBUYzw3E11i5r7XAOPwWIO+dLLLZRWL514Dj
vr4XvuyhKu7PZahKtoYMBKVw423JxNpJkgP2D1hEb78pUeNMaUUwGyxjSLX6mpf5
c4a5Q0+R9fw4Acs/QtDoX5ZMgMoSpdN8x7AdBtxolicWe/iQECurAnRYcrwKXo7+
WVURyY5/cq6Z3STIHqdCcGBBJLX90sGIyBK8@mgmhNDjbRe4fdeVXOSWQOcdNQSXT
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KFg5G75UuCkukly7e31XNbhhRQy58jbuhM4bptnxqM7cz++uC1Xf1l+zm8TX+1gRM
BODVg/e50pJT60BQv/VBaVChRu9pMa7B72i44iYZh4jAK2s86F7d7amLQZT+PtCY
g+Q+8Vxf+XUDs1wciqcBZAZ9Jo4Qk /1¢cb1DBmxj7Vh541iv/nHUEroh1UV6CVWOM
Jcb43KIuhkKooVG5e1/u/9SHRt4nE5WK9QQrulL30Vehzfopc5UAV570cQBMHAgqT
ezg+ntFTFlez7Loed/zUqInzWhE3I7ID+pJX6YK5ti4E5uq0zBYA8bj/a3PTWE2G
2PteVZgcMK3764MB/dRgSPZ8HdpsYcG685aCzs3zEIYVi/Q5Zp4q3UBzRy3TYOmh
djvDkTRcCwkmKxzrQDEJVOcxz5GdMcuLt8WAB5pjK3LG3gIEbTd8h968U+D3+ufV
6KjRsh5cweupN51pilneBEg5TgjZzSMuYakrbezTRfySO9SFIj2JvLfWvuX8grEi
101qRGC8/07/14L45Sb8diZaPsNI1/3kuqjGMASYtnEFYcrurCG1C1UweIShOrtS
deHjmBBOq+YyAYybF2ez6AVPr /SDfwxcK+cQBT1wmpdftyuLhY3uEQE53aPvxb9EW
RVGOKJv4fxqOgAt99XeXQvgfWWM/Kix/hI+zP5g0rzKWei/T7wdJBQDBIOwgbauP
fepur9relL75ixWn7AR7iMaEZD6sCfEojPhozeFUZ6KZdGo1baG3bRW5IRq4g9rt8
YpujOEo4dFtflECQHAs0oJ6xiCHs4XLgB9ilLJd4eMzHuZDaVdPRp4JQT9fi8/st3C
RfDkyIdFb1aAxX/D8xBYKE1zwC4TR3ejTEVwWpQUNz8GOW+npz/uTUk jKxy0+P4gX
NSJap6dmxb341U0tE/OnuMFcy2IrvE5g+NzzqwCFGOEOpk+Ii6HVgmZDhMhzzYzF
eNArxRQP2YA+dnn10X4030B2gW47vZ+PF61r6DcUN1TCDaVDU5SFVMEU5A0asuwpo
/JSkBafzZ0xup8QQHdhIQhuL99Y+CkNDGqh6d24L93bSRFiYu1k/sRO+QdWrNtyZ8
MYOoeEsVP/MDdITanKEOUn1snSaGcB8yaSmHqttLI85KNGOJCNsNvJ/qB7DQXXAd
gUWHM12x/dbbBwwh5cc281352crC1DTdm21Vor//Jd8sz309dGIRyyf/NiEvuK9A
Y4JJImEHKZ6 / XFgBxmgKAXnik642D6zCX7phGRgcVTJX54NhiJ17DT7sw/VIN91sY
GZoAWF jvu9wtolHAdhzh20CFtRm8bs/SYyf2hUma9DL8E j11QvtcBKHZxuKNXcqga
+srUOmSq+HrGMBL5SmVdwvRptytopEKPYVMZDS27TIacnioEljjCHzQdgFu6zmwRu
5d3gmwY@zuubQPz5FXiuyQ@ombKR4GOMWsL sRwMiwMz5sDaNbSIaKRgLDFxBQmLS
gH1hHPTAZSD8r6BZTwHPsi+jfBH41pgsdjHRYwk6ApX41Cdra/q5SaubBZkJnxpE
0TgOIxypGPWYPefHVwv2aiy3oHs21k19YpokEe3asKAcpmXFGSkf1Fzhac@ZalbR
cP8fapP8yJY8Ys/fZDHGKB4AXL28JKfMUeb7+YWtAN+yoj3YsfdfsM5EL70ZHcb/H
JQhdvTLa5Iyi1IUdk/GUF+YYKUOMG50KC1gAX2fm2X9Um3OHTCENRUL1bT71youR
ei6dhxqHMbcBoscqFLVbVuSESGVyYjVYpM16EjzCrkTgjH+01CI3ZsuBy1JL+L2CN
OH5KQ2y7aMgbig+122QrjICWNNWrA2qgB2x/NI/BiH5vGs5HDVKTDchafWQibVJU
k4+CSSnxKs9AJ5VLStkLfEaxvtbBDt5KaLtmCE8yKKc6TGB4ji9CSSdWefjCddeK
i/DaWexKcwwsknVaYbL6evqAk5wEZ jacf7kudcYTKBUMdEmM7vKV1uXwI671dDdL
BWFsXi2pTpFnppA9BRBVNS7nDGOMKhXzTiqjEZXxBuWT97yW2Dtoal06V1GLYC+wM
X5T1swenP+r79DxCmpzYkOGI9SGAG2gNOSWr10wy54M+ZnNynntc39wz355IzhDG
08DB0oZVF69/RUgHVZzJm65MMJjNEcv278QHT1yw4B1upA04CMchGYfFDsQPB297wd
6Ip8ScpKNxB4amwDcK6y9EOtrE3I3cWOTRr1Tt1tIW3bY3iTdjv5ENStfZXAhZ1pX
twb/BDabvj1DpfPV1IRXB17iC7RfI1q9WdpV6Zam4aXjY1vpWREZTWXuTpi1lxGxv
CMYbRfrgTT60ZRwNeiY12p0610DzwQTbVS5LOJEINSr6Cx/1GQ1Y8wxbJTAOFAZW
s1LnM1kOFE2Qbfyz+6Yg33xD90m5LRNxBDd/zifczhV9+K1J2u1GvaUANICVHrhw
8M/uk jGWwxsq1adPx1BK60H/vAIhynbYio01lrVxi6xYHfnyjfhab4aFozE98X2hH
UFUFdY2qn8CT5say+QEyiA319gtZ6U1rqGpLDOKVNeIuaJX1ZBst8sY/Dzvdyf1lK
N+nGUROgrmuZZMIdkZTL1IHGTKk1DTRFtZdT4qPz@M30xDw+DjPE6N3C8vXxgWWH7A
v83ecUwyzNfWzfk1WYeQ6Lr5xcu5R7k19fGM90F0gQk9ZmQdRKLbZkwxpUhF1kdd
xP8WNT7UQR90Ieve7v6eapjauXzJdnXhtcl78YdteFxI6dBXCQ79JemUmPNXFuQJE
10ZDtmjZAGQIHNzXT18kAOUHR1x2mkBpRWNYGUTQZzdGGJAUNnrwBotPfx6310akKb
QbjtsoSyfghUvzp8ULhbxo9FvZm+nwp20unIiqtKtuyWh19qlKBCXjrsd@IHZ5d0
PELQsof5zWVoPgwqd2QkDUST1UnW2zWv11FWmTJmVQuLOJoJ4V5SX803ZtDGBCLk
Kc1FtP1XzwL+pASF8MBh1mYoJsdAXuUxaEkrDZXqoqY7zx5/XiD/HW27gZk7hrfo
Z/fR1U8Ac4InIoa3FHRIwWLro@NJsF6émgRxCr7vMe2bhjmDOKYqgqDW2pVtzaYuC3f
UjebHv6rIW0jZ+Q1La2LwxORzmYafGZB8azGr+7B8eijXppVgn/s80+11MOiNV99
rkvilUvkZg3QCNNoCtuAb4/sfTN/pgXpcdW7CtebkHPbxtzoGkR2P+Lu61JdxrGO
as7bhBRs7fMXCnl13ps44thAbZSje1ZNcul4bQiYEgiF2wdPCcescz9xA8+Xz7t99
galt27+4JaC2w5maC49s6cd/hRi7AGCyy8dMhUfNz+xs8mOBrdKACkQm8i3u817v
nPFC8FcceXCgwVK91gZMGLdcYcyW3Tma2JXJXjTTrWez9324r1et0ODBR75UC2p5s
fHVB/KkHgCQNEiEYshhHmYpHjiTbTYfT6S9HkA2yugwbdFHpxFjLRaS2AVZ /mZPc
YhulE8OWnxuBYkntmZMx3T1lyR17KGIziGFAzvA4vwD34n+9S7yNeso0264eUDd59X
CnBpGXHB13LsLt2EXxmbOgEZhZnWTdhkzzEXyvZ jXeZDDeU4h7i1lvJqWJ2CBpWtH
w/CDpK51ffKOVMX62Dce+3QefqFVifhmXQfYRxgJGSh/qGYeLLLdiOWrdeZrFrvD
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C.1.8.1. S/MIME Signed-and-Encrypted over a Complex Message, No Header Protection,
Decrypted

The S/MIME enveloped-data layer unwraps to this signed-data part:

Content-Transfer-Encoding: base64
Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="signed-data"

MIIPaQYJKoZIhvcNAQcCoIIPWjCCD1YCAQEXDTALBglghkgBZQMEAgEWggWSBgkq
hkiG9weBBwGgggWDBIIFf@1JTUUtVmVyc21lvbjogMS4wDQpDb2506ZW56LVR5cGU6 sdGVybmFOaXZ1IG11c3NhZ2Ugd2108aCBhbiBpbmxpbmUg
aW1hZ2UvcG5nDQphdHRhY2htZW50LiBJdCB1c2VZzIG5vIEh1YWR1ciBQcm90ZWNO
aW9uLgBKDQotLSANCkFsaWN1DQphbG1jZUBzbW1tZS51eGFtcGx1DQotLWYyNwoK
Q29udGVudC1UeXB10iBOZXhBL2hBbWw7IGNoYXJzZXQ9InVzLWFzY21pIgOKTUIN
RSTWZXJzaW9uOiAxL jANCkNvbnR1bnQtVHJhbnNmZXItRW5jb2Rpbmc6IDdiaXQN
CgOKPGhobWw+PGh1YWQ+PHRpdGXx1PjwvdG10bGU+PC90ZWFKkPjxib2R5PgOKPHA+
VGhpcyBpcyBOaGUNCjxiPnNtaW11LXNpZ251ZC11bmMtY29tcGxleDwvYj4NCm11
¢3NhZ2UuPC9wPgOKPHA+VGhpcyBpcyBhIHNpZ251ZC1hbmQtZW5jcnlwdGVkIFMv
TUINRSBtZXNzYWd1IHVZzaW5nIFBLQ1MjNwOKZW52ZWxvcGVKRGFBYSBhcm91bmQg
¢21nbmVKRGFOYS4gIFRoZSBwYX1sb2FkIG1zIGENCm11bHRpcGFydC9hbHR1cm5h
dG12ZSBtZXNzYWd1IHdpdGggYW4gaW5saW51IG1tYWd1L3BuZwOKYXROYWNobWVu
dC4gSXQgdXN1lcyBubyBIZWFkZXIgUHJvdGVjdGlvbi48L3A+DQo8cD48dHQ+LSAg
PGJyLz5BbG1jZTxici8+YWxpY2VAc21pbWUuzZXhhbXBsZTwvdHQ+PCOwP jwvYm9ok
eT48L2hebWw+DQotLWYyNy@tDQoNCi0tMzYzDQpDb250ZW50LVR5cGU6IGLtYWd1
L3BuZwBKQ29udGVudC1UcmFuc2Z1ciTFbmNvZGluZzogYmFzZTYODQpDb256ZW50
LURpc3Bvc210aW9u0iBpbmxpbmUNCgOKaVZCT1J3MEtHZ29BQUFBT1NVaEVVZOFB
QUJRQUFBQVVDQV1BQUFDTm1SMES5BQUFBYBVsRVFWUjQydVZUT3hiQQBKTUFNnUzcz
OW5PM1RwUNncyMGRxcGJmQVJRRWpPeXdpd11uQ3RrREtuYmNMazY2c3FsVCt6dD1j
aWRrRSs2S3drWgoKc2dyemZjcVZNcEwyam8wNDQ3Z11EcGVBcmsrT25KSGtJaEFm
VFBSaWNpaEFmNV1Kcnc3dmp2MFpXU1dNL3VsaQeKdmRQZ jFRWjJrREQS5eHBwZDh3
QUFBQUJKULUTRXJrSmdnZz89DQoNCiftMzYzLSBNCqCCB6YwggPPMIICt6ADAQEC
AhMPLSWOETmXSs5CVIeh7j00BogOMABGCSqGSIb3DQEBDQUAMFUXDTALBGNVBAOT
BELFVEYXETAPBgNVBASTCEXBTVBTIFAHMTEWLwWYDVQQDEYhTYW1wbGUgTEFNUFMg
UINBIENlcnRpZmljYXRpb24gQXVBaG9yaXR5MCAXDTESMTEYMDA2NTQXOFoYDzIw
NTIwWOTI3MDY1NDE4WjA7MQOwCwYDVQQKEWRJRVRGMREWDWYDVQQLEwWhMQU1QUYBX
RzEXMBUGATUEAXMOQWxpY2UgTG92ZWxhY2UwggEiMABGCSqGSIb3DQEBAQUAA4IB
DwAwggEKA0IBAQCalSn6i8Gi44/0AVAN5GNCk4PHHNj rSfWUnnelN41KImVaTC3D
9zFCrS3i4Pa9ZgHyA5Qf8JW3ZmnVz5q7M8onZm7mZ jqQeb6FUH412GMt4jse2Dgs
165ernT905NLFf1HUjURca3ynqEBBV4DmhnZp8eDhv3t6dXyCjNHT82S6DgCReZu
TtMc1zy++MxQlqdn9WZLhOAOpeNZKGmVwjeVy+8FkyzC33jX/Qcm+ZLCqlLghBwDH
dZ5gDTII2PVX1X3K7/cONxhvBbaUl/k1swdszUtjhflyFZ80RuQ3qFCévL/PGeWy
6SCf58duq/AOEksCAW1b+MD8QHIY j7CFSmq1AgMBAAG]jga8wgawwDAYDVROTAQH/
BAIWADAXBgNVHSAEEDAOMAWGCmMCGSAF LAWIBMAEWHgYDVRORBBCWFYETYWxpY2VA
c21pbWUuZXhhbXBsZTATBgNVHSUEDDAKBggrBgEFBQcDBDAOBgNVHQ8BAfS8EBAMC
BSAWHQYDVROOBBYEFKJTQAVEPIApFXwBI/Dnjq/N83cPMB8GATUdIwQYMBaAFJEw
jnwHFwyn8QkoZTYaZxxodvRZMABGCSqGSIb3DQEBDQUAA4IBAQCBSXignLEynBak
DKU68roBRsyXWAPkfXgQLgy7GrW7SrZeBc5IEcjoN9f/gsOx/Ht9Ii6zyBZVjdao
x644DsilLOQEP4YMS7y4q94RFFdmdzEbDLYx9sfUhvdTxDNOOoHz53PYDBh4zE4Na
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r2inCeOD+VM6RGDY66K91+D+b18Wj9CyGUc1ppMNURexTg+z3web/eDOdu+F2MVtl
uLihne@Bp1GUTkromJBolg6dSYal8Hw8/ANHpyEx156BJABb744gqoeuD9YSHIKK
49+qYC9faFmQ+mK801h1MIRANI7srjnOLKpuob6wd6jaRzWdNeXz1Ec2tUpAr4vR
hZjVD6FYMIIDzzCCAregAwIBAgITNOEFee11fOKpolw69Phqzpqp1zANBgkqghkiG
9wOBAQBFADBVMQOwWCwYDVQQKEWRJRVRGMREWDwWYDVQQLEwhMQU1QUYBXRzEXMC8G
ATUEAXMoU2F tcGx1IEXBTVBTIFJTQSBDZXJ0BaWZpY2F0aWIuIEF1dGhvcmloeTAg
FwOXOTExMjAwNjUBMThaGA8yMDUyMDkyNzA2NTQxOFowOzENMAsGATUEChMESUVU
RFERMA8GATUECXMITEFNUFMgVOcxFzAVBgNVBAMTDKkFsaWNIIExvdmVsYWNIMIIB
IjANBgkghkiG9wOBAQEFAAOCAQB8AMIIBCgKCAQEAtPSJ6Fg4F j5SNmn9PkrYoBjTk
fCv4TfA/pdO/KLpZbJOAEr0sI7Aja07B1GuMUFJeSTulamNfCwDcDkY63PQW1+DI
Ls7GxVwXurhYdZlaV5hcUqVAckPvedDBc/3rz4D/esFfs+E7QMFtmd+K04s+A8TC
NO12DRVBDpbP4JFD9hsc8prDtpGmFk7rdeq8gqnhxBW2RZAelLqzJOMayCQtws1q7
ktkNBR2wZX5ICjecF1YJFhX4jrnHwp/iELGqqaNXd3/YOpG7QFecN7836IPPdfTM
SiPR+peCrhJZwLSewbWXLJe3VMvbvQjoBMpEY1laJBUIKk01zQ1Pq90nj1lsJLOWID
AQAB04GVMIGsMAWGATUdEWEB/wQCMAAwWFwYDVROgBBAwWD jAMBgpghkgBZQMCATAB
MB4GATUdJEQQXMBWBE2F saWN1QHNtaW11LmV4YW1wbGUWEWYDVRO1BAwwCgYIKwYB
BQUHAwQwDgYDVROPAQH/BAQDAgbAMBOGATUdDgQWBBS79syyLROGEhyXrilqkBDT
IGZmczAfBgNVHSMEGDAWgBSRMI58BxcMp/EJKGU2GmccaHbOWTANBgkghkiG9weB
AQOFAAOCAQEAc4miNgf0qaBpI3f+CpJDhxtuZ2P9HjQEQ+v6BdP7GKJ19nals3Bj
J0d64roAKHAp+c284VvyVXWJ99FMX8q2ZUQMxH+xh6oAfzcozmnd6XaVWHg4eHT j
S027PmhKE10AJKKhDbdbECcZXL2+x1V+duGymWtaDO1DZZukKYr7agyHahiXRn/C9
cy31wbgNsy9x0f jPQg6+DgatiQpMz9EIae6aCHHBhOiPU7IPkazgPYgkLD59fk4P
GHNYxs1Fhd06zZk9E8zwlc1ALgZa/iSbczisqckN3gGehD2s16 jMhwFXLJtBiN+u
CDgNG/DOqyTbY4fgKieUHx/tHuzUszZxJjGCAgAwggH8AgEBMGwWwWVTENMASGATUE
ChMESUVURJERMABGATUECXMITEFNUFMgVOcxMTAVBgNVBAMTKFNhbXBsZSBMQU1Q
UyBSUBEgQ2VydGlmaWNhdGlvbiBBdXRob3JpdHkCEzdBBXntdX9CqaJcOvT4asb6a
qdcwCwYJYIZTIAWUDBAIBoGkwGAYJKoZIhvcNAQkDMQsGCSqGSIb3DQEHATAcBgkq
hkiG9wOBCQUxXDxcNMJEwWMjIwMTcwMzAyWjAvBgkghkiGO9wOBCQQxIgQgup+VC4mf
BVNHPJS@Bb90KX/dVMKiR3J0z5AXfqv/YGOAWDQYJKoZIhvcNAQEBBQAEggEAJ2XX
x0jAdRNBTCRahPos@57TnArr1wju76pnJSWXK1f1GWjEsSpHVro2t9LRKALQwTNX
YLM1PbrPoMyivqfhFik1h1dR9J2aXisS4FfZB3jj1c8XkD1yZb8qTBBRQ4v17MFS
TbEKW4ecopbd67f73QhUvk3NGJ8Aq8JPY8ByXxKGgGHIbucecSGYAHC1745wosTs81
aaY3k5UwyHNxRjFkkQAsnMe7HAiVnwsDLYCDOXACbg/DOWOCFK9vzDYkD5HjngK2
wrhkTs1R40ZW+gWXPhFYC1f3fMvrGZvr9rCwgjnwMvrpQjugZi5QGoi/sEdHO5TS
edT2/t+Bu3oJtCflrQ==

C.1.8.2. S/MIME Signed-and-Encrypted over a Complex Message, No Header Protection,
Decrypted and Unwrapped

The inner signed-data layer unwraps to:

MIME-Version: 1.0
Content-Type: multipart/mixed; boundary="363"

--363
MIME-Version: 1.0
Content-Type: multipart/alternative; boundary="f27"

--f27

Content-Type: text/plain; charset="us-ascii"
MIME-Version: 1.0

Content-Transfer-Encoding: 7bit

This is the

smime-signed-enc-complex
message.
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This is a signed-and-encrypted S/MIME message using PKCS#7
envelopedData around signedData. The payload is a
multipart/alternative message with an inline image/png
attachment. It uses no Header Protection.

Alice

alice@smime.example

--f27

Content-Type: text/html; charset="us-ascii"
MIME-Version: 1.0
Content-Transfer-Encoding: 7bit

<html><head><title></title></head><body>

<p>This is the

<b>smime-signed-enc-complex</b>

message.</p>

<p>This is a signed-and-encrypted S/MIME message using PKCS#7
envelopedData around signedData. The payload is a
multipart/alternative message with an inline image/png

attachment. It uses no Header Protection.</p>

<p><tt>-- <br/>Alice<br/>alice@smime.example</tt></p></body></html>
—-£27--

--363

Content-Type: image/png
Content-Transfer-Encoding: base64
Content-Disposition: inline

1VBORWOKGgoAAAANSUhEUgAAABQAAAAUCAYAAACNiIRONAAAACEIEQVR42uVTOXbA
MAgS739n03TpRw20dgpbfARQE jOywiwYnCtkDKnbcLk66sqlT+zt9cidkE+6KwkZ
sgrzfcqVMpL2j00447gYDpeArk+0OnJHkIhAfTPRicihAf5YJrw7vjvlZWRWM/uli
vdPf1QZ2kDD9xppd8wAAAABJRUSE rkJggg==

--363--

C.2. Signed-Only Messages

These messages are signed-only, using different schemes of Header Protection and different S/
MIME structures. They use no HCP because the HCP is only relevant when a message is
encrypted.

C.2.1. S/MIME Signed-Only signedData over a Simple Message, Header Protection

This is a signed-only S/MIME message via PKCS#7 signedData. The payload is a text/plain
message. It uses the Header Protection scheme from RFC 9788.

It has the following structure:

L— application/pkcs7-mime [smime.p7m] 4189 bytes
4 (unwraps to)
L— text/plain 232 bytes

Gillmor, et al. Standards Track Page 84



RFC 9788 Cryptographic MIME Header Protection June 2025

Its contents are:

Content-Transfer-Encoding: base64

Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="signed-data"

Subject: smime-one-part-hp

Message-ID: <smime-one-part-hp@example>

From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 20621 10:06:02 -0500

User-Agent: Sample MUA Version 1.0

MIIMDwYJKoZIhvcNAQcCoIIMADCCC/wCAQEXDTALBglghkgBZQMEAgEwggI4Bgkq
hkiG9weBBwGgggIpBIICJU1JTUUtVmMVyc21vbjogMS4wDQpDb250ZW56LVRYYW5Zz
ZmVyLUVuY29kaW5n0iA3Ym1eDQpTdWJqZWNBOiBzbW1tZS1vbmUtcGFydC1ocABK
TWVzc2FnZS1JRDogPHNtaW11LWOuZS1wYXJOLWhwQGV4YW1wbGU+DQpGem9t0iBB
bG1jZSA8YWxpY2VAc21pbWUuZXhhbXBsZT4NC1RvOiBCb2IgPGJvYkBzbW1tZS51
eGFtcGx1PgOKRGFOZTogU2FBLCAYMCBGZWIgMjAyMSAXMDowN jowMiAtMDUWMABK
VXN1ci1BZ2VudDogU2FtcGx1IE1VQSBWZXJzaW9uIDEuMABKQ29udGVudC1UeXB1l
0iB0ZXhOL3BsYW1luOyBjaGFyc2VOPSJ1dGYt0CI7IGhwPSJjbGVhciINCgOKVGhp
cyBpcyBBaGUNCnNtaW11LWOuZS1wYXJOLWhwDQptZXNzYWd1LgoKDQpUaGlzIGlz
IGEgc21nbmVKLWOubHkgUy9NSUTFIGT11c3NhZ2UgdmlhIFBLQTMjNyBzaWduZWRE
YXRhLiAgVGh1DQpwYX1sb2FkIG1zIGEgdGV4dCO9wbGFpbiBtZXNzYWd1LiBJdCB1
¢c2VzIHROZSBIZWFkZXIgUHJvdGYjdGlvbgOKc2NoZW11IGZyb20gUkZDIDk30Dgu
DQoNCi@tIABKQWxpY2UNCmFsaWN1IQHNtaW11LmV4YWTwbGUNCqCCB6YwggPPMIIC
t6ADAgECAhRMPLSWOETMXSs5CVIeh7j00BogqOMABGCSqGSIb3DQEBDQUAMFUXDTAL
BgNVBAOTBE1FVEYXETAPBgNVBASTCEXBTVBTIFAHMTEWLWYDVQQDEYhTYW1wbGUg
TEFNUFMgUINBIENlcnRpZmljYXRpb24gQXV0aG9yaXR5SMCAXDTESMTEYMDA2NTQxX
OFoYDzIWNTIWOTI3MDY1NDE4WjA7MQOwCwYDVQQKEWRJRVRGMREWDWYDVQQLEwWhM
QU1QUYBXRzEXMBUGATUEAXMOQWxpY2UgTG92ZWxhY2UwggEiMABGCSqGSIb3DQEB
AQUAA4IBDWAWggEKA0OIBAQCalSn6i8Gi44/0AVAN5GNCk4PHHNj rSTfWUnnelN41K
ImVaTC3D9zFCrS3i4Pa9ZgHyA5Qf8JW3ZmnVz5q7M8onZm7mZ jqQeb6FUH412GMt
4jse2Dqs165ernT905NLFf1HUjURca3yngEBBV4DmhnZp8eDhv3t6dXyCjNHT82S
6DgCReZuTtMc1zy++MxQlqdn9WZLhOAOpeNZKGmVwjeVy+8FkyzC3jX/Qcm+ZLCq
1LghBwDHdZ5qDTII2PVX1X3K7/cONxhvBbaUl/k1swdszUtjhflyFZ80RuQ3qFC6
vL/PGeWy6SCf58duq/AOEksCAW1b+MD8QHIY j7CFSmq1AgMBAAG]jga8wgawwDAYD
VROTAQH/BAIWADAXBgNVHSAEEDAOMAWGCmMCGSAF1AWIBMAEWHgYDVRORBBCWFYET
YWxpY2VAc21pbWUuZXhhbXBsZTATBgNVHSUEDDAKBggrBgEFBQcDBDAOBgNVHQ8B
Af8EBAMCBSAWHQYDVROOBBYEFKJTQAVEPIApFXwBI/Dnjq/N83cPMB8GATUAIWQY
MBaAFJEwjnwHFwyn8QkoZTYaZxxodvRZMABGCSqGSIb3DQEBDQUAA4IBAQCBSXig
nLEynBakDKU68ro@RsyXWAPkfXgQLgy7GrW7SrZeBc5IEcjoN9f/gsOx/Ht9Ii6z
yBZVjdaox644Dsil OQEP4YMS7y4q94RFFdmdzEbDLYx9sfUhvdTxDNOOoHZz53PYD
Bh4zE4Nar2inCOD+VM6RGDYy66K91+D+b18Wj9CyGUc1ppMNURexTg+z3web/eD0Od
u+F2MVtluLihne@Bp1GUTkremJBolg6dSYal8Hw8 /ANHpyEx156BJABb744gqoeu
D9YSHjKK49+qYC9faFmQ+mK8B1hT1MORANI7srjnBLKpuob6wB6 jaRzWdNeXz1Ec2
tUpAr4vRhZjVD6FYMIIDzzCCAregAwIBAgITNOEFee11f0Kpolw69Phqzpqp1zAN
BgkghkiG9wo@BAQOFADBVMQOwWCwWYDVQQKEWRJRVRGMREWDWYDVQQLEwWhMQU1QUYBX
RzZEXMC8GATUEAXMoU2FtcGx1IEXBTVBTIFJTQSBDZXJBaWZpY2F@aWIuIEF1dGhv
cm10eTAgFWOXOTExMjAwNjUBMThaGA8yMDUyMDkyNzA2NTQxOFowOzENMAsGA1UE
ChMESUVURJERMA8BGATUECXMITEFNUFMgVOcxFzAVBgNVBAMTDkFsaWN1IExvdmVs
YWNIMIIBIjANBgkghkiGO9wOBAQEFAAOCAQ8AMIIBCgKCAQEAtPSJ6Fg4Fj5Nmn9P
krYo@jTkfCv4TfA/pdO/KLpZbJOAEr@sI7Aja07B1GuMUFJeSTulamNfCwDcDkY6
3PQW1+DILs7GxVwXurhYdZlaV5hcUgVAckPvedDBc/3rz4D/esFfs+E7QMFtmd+K
04s+A8TCNO12DRVBDpbP4JFD9hsc8prDtpGmFk7rdeq8gqnhxBW2RZAeLqzJOMay
CQtws1q7ktkNBR2wZX5ICjecF1YJFhX4jrnHwp/iELGgqaNXd3/YOpG7QFecN783
6IPPdfTMSiPR+peCrhJZwLSewbWXLJe3VMvbvQjoBMpEY1aJBUIKk01zQ1Pq90nj
1sJLOWIDAQAB04GVMIGsMAWGATUdEWEB/wQCMAAWFwWYDVROgBBAwWD jAMBgpghkgB
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ZQMCATABMB4GATUdJEQQXMBWBE2F saWN1QHNtaW11LmV4YW1wbGUWEWYDVRO1BAww
CgYIKwYBBQUHAwWQwDgYDVROPAQH/BAQDAghAMBOGATUdDgQWBBS79syyLROGEhyX
rilgkBDTIGZmczAfBgNVHSMEGDAWgBSRMI58BxcMp/EJKGU2GmccaHbBWTANBgkq
hkiG9wOBAQOBFAAOCAQEAc4miNgfOqaBpI3f+CpJDhxtuZ2P9HjQEQ+v6BdP7GKJ1
9nals3BjJ0d64roAKHAp+c284VvyVXWJ99FMX8q2ZUQMxH+xh6oAfzcozmnd6XaV
WHg4eHIjS027PmhKET1oAJKKhDbdbEcZXL2+x1V+duGymWtaDO1DZZukKYr7agyHa
hiXRn/C9cy31wbgNsy9x0fjPQg6+DgatiQpMz9EIae6aCHHBhOiPU7IPkazgPYgk
LD59fk4PGHNYxs1Fhd06zZk9E8zwlc1ALgZa/iSbczisqckN3qGehD2s16 jMhwFX
LJtBiN+uCDgNG/DOqyTbY4fgKieUHx/tHuzUszZxJjGCAgAwggH8AgEBMGWWVTEN
MAsGATUEChMESUVURjERMA8GATUECXMITEFNUFMgVOcxMTAVBgNVBAMTKFNhbXBs
ZSBMQU1QUYBSUBEgQ2VydG1lmaWNhdGlvbiBBdXRob3JpdHkCEzdBBXntdX9CqgaJc
OvT4as6aqdcwCwYJYIZIAWUDBAIBoGkwGAYJKoZIhvcNAQkDMQsGCSqGSIb3DQEH
ATAcBgkghkiG9w@BCQUXxDxcNMjEwWMjIwMTUwWN]jAyWjAvBgkqghkiG9weBCQQxIgQg
K310LqVxzkFzTCjC4/0WD1ui0JZ/y8y2mKLDM5P /bjewDQYJKoZIhvcNAQEBBQAE
ggEAiWwxPK/j2eujuwSbftm7fHd+LZyXyhUhfrZghxdPZyunkZmQ+N4ARXGvOzqr
yOgKhBdbdOpF08sIfqRGvU2eQdvfFWTKzTNtTUMGMUtTTA2Iua4+QcPdjX6At6k/
pp/0dEIuSLQHW89UKUfNEqYc8Sjnh0aTMz7g1WEM9jIXuWecmhtRqqsg+yYItvSbd
eXktWzBWuVCzvrs04Q3o0R4BBAohdf+qCeTOWP5grdU4oIladD4eql1o+0EZTm1iN2N
3dNYgd65gF0IXek3a1MMFh6AQF9aJz6451Gq01 fwwwX2TtRnjXBYOucY2Rn6h3PB
GEyYKGT7mRMuLMxmHktDjUBiIA==

C.2.1.1. S/MIME Signed-Only signedData over a Simple Message, Header Protection,
Unwrapped

The S/MIME signed-data layer unwraps to:

MIME-Version: 1.0

Content-Transfer-Encoding: 7bit

Subject: smime-one-part-hp

Message-ID: <smime-one-part-hp@example>

From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 10:06:02 -0500

User-Agent: Sample MUA Version 1.0

Content-Type: text/plain; charset="utf-8"; hp="clear"

This is the
smime-one-part-hp
message.

This is a signed-only S/MIME message via PKCS#7 signedData. The
payload is a text/plain message. It uses the Header Protection
scheme from RFC 9788.

Alice
alice@smime.example

C.2.2. S/MIME Signed-Only multipart/signed over a Simple Message, Header Protection

This is a signed-only S/MIME message via PKCS#7 detached signature (multipart/signed). The
payload is a text/plain message. It uses the Header Protection scheme from RFC 9788.

It has the following structure:
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L-multipart/signed 4434 bytes
text/plain 249 bytes
application/pkcs7-signature [smime.p7s] 3429 bytes

Its contents are:

MIME-Version: 1.0

Content-Type: multipart/signed;
protocol="application/pkcs7-signature"; boundary="54f";
micalg="sha-256"

Subject: smime-multipart-hp

Message-ID: <smime-multipart-hp@example>

From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 10:07:02 -05600

User-Agent: Sample MUA Version 1.0

--54f

MIME-Version: 1.0

Content-Transfer-Encoding: 7bit

Subject: smime-multipart-hp

Message-ID: <smime-multipart-hp@example>

From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 10:07:02 -0500

User-Agent: Sample MUA Version 1.0

Content-Type: text/plain; charset="utf-8"; hp="clear"

This is the
smime-multipart-hp
message.

This is a signed-only S/MIME message via PKCS#7 detached
signature (multipart/signed). The payload is a text/plain
message. It uses the Header Protection scheme from RFC 9788.

Alice
alice@smime.example

--54f
Content-Transfer-Encoding: base64
Content-Type: application/pkcs7-signature; name="smime.p7s"

MITJ4AYJKoZIhvcNAQcCoITJOTCCCcOCAQEXDTALBglghkgBZQMEAgGEWCWYJKoZI
hvcNAQcBoITIHpjCCA88wggK30AMCAQICEW8tJbOROZdKzkJUh6HUPTQGirQwDQYJ
KoZIhvcNAQENBQAWVTENMASGATUEChMESUVURjERMABGATUECXMITEFNUFMgVOcx
MTAVBgNVBAMTKFNhbXBsZSBMQU1QUyBSUBEgQ2VydGlmaWNhdGlvbiBBdXRob3Jp
dHKwIBCNMTkXxMTIwMDY TNDE4AWhgPMjATMjASMjcwNjUBMThaMDsxDTALBgNVBAOT
BELFVEYXETAPBgNVBASTCEXBTVBTIFdHMRcwFQYDVQQDEW5BbG1jZSBMb3Z1bGF j
ZTCCASIwDQYJKoZIhvcNAQEBBQADggEPADCCAQoCggEBAJqVKfgLwal jj+gBUCTk
acKTg8cc20tJ9ZSed6U3jUoiZVpMLcP3MUKtLeLg9r1mAfID1B/wlbdmadXPmrsz
yidmbuZmOpB5voVQfilLYYy3i0x7Y0qzXr16udPB7k0sV+UdSNRFxrfKeoQEFXg0a
Gdmnx40G/e3p1fIKMOdPzZLoOAJF5m500xzXPL74zFCWp2f1ZkuE4A6141koaZXC
N5SXL7WwWTLMLeNT9Byb5ksKqUugEHAMd1nmoNMgjYOVTVfcrvowd3GG8FtpSX+TWz
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B2zNS20F+XIVnzRG5DeoULq8v88Z5bLpIJ/nx26r8A4SSwIBaVvAwPxAf1iPsIVK
arUCAwWEAAaOBrzCBrDAMBgNVHRMBAT8EAjAAMBcGATUdIAQQMA4wDAYKYIZIAWUD
AgEwWATAeBgNVHREEFzAVgRNhbG1jZUBzbW1tZS51eGFtcGx1MBMGATUdJQQMMAOG
CCsGAQUFBWMEMA4GA1UdDWEB/wWQEAWIFIDAdBgNVHQ4EFgQUo1NB1UQ8gCkVTAE j
80e0r83zdw8wHwWYDVRO jBBgwFoAUkTCOfAcXDKfxCSh1NhpnHGh29FkwDQYJKoZI 1NDE4WjA7MQOwCwYDVQQKEWRJRVRGMREWDwWYDVQQLEwhMQU1QUYBXRzEXMBUG
ATUEAXMOQWxpY2UgTG92ZWxhY2UwggEiMABGCSqGSIb3DQEBAQUAA4IBDWAWGQEK
AoIBAQCO9InoWDgWPk2af@+StijSNOR8K/hN8D+10780ullsk4ASvSwjsCNo7sHU /0F8/sYonX2doizcGMk53riugAocCn5zbzhW/JVdYn30UxfyrZl
RAzEf7GHqgB/NyjOad3pdpVYeDh4ciNKjbs+aEoTWgAkogENt1sRx1lcvb7HVX524
bKZa1oPTUN1Im6QpivtqDIdqGJdGf8L1zLfXBuo2zL3HR+MICDr40pq2JCkzPOQhp
7poIccGE6I9Tsg+Rr0A9iCQsPn1+Tg8YedjGzUWFO7rNmTOTzPCVZzUAUBlr+JJtz
OKypyQ3eoZ6EPazXgMyHAVcsmOGI364I0A0b8PSrJNt jh+AqJ5QfH+0e7NSzZNnEm
MYICADCCAfwCAQEwbDBVMQOwCwYDVQQKEWRJRVRGMREwWDwYDVQQLEwWhMQU1QUyBX
RzExMC8GATUEAXMoU2FtcGx1IEXBTVBTIFJTQSBDZXJBaWZpY2F@aW9uIEF1dGhv /tvsR7Gm9Ia

——GAf -

C.2.3. S/MIME Signed-Only signedData over a Complex Message, Header Protection

This is a signed-only S/MIME message via PKCS#7 signedData. The payload is a multipart/
alternative message with an inline image/png attachment. It uses the Header Protection scheme
from RFC 9788.

It has the following structure:
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L— application/pkcs7-mime [smime.p7m] 5643 bytes
2 (unwraps to)
L-multipart/mixed 1568 bytes
multipart/alternative 932 bytes
text/plain 286 bytes
text/html 381 bytes
image/png inline 236 bytes

Its contents are:

Content-Transfer-Encoding: base64

Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="signed-data"

Subject: smime-one-part-complex-hp

Message-ID: <smime-one-part-complex-hp@example>

From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2621 12:06:02 -0500

User-Agent: Sample MUA Version 1.0

MIIQQwYJKoZIhvcNAQcCoITIQNDCCEDACAQEXDTALBglghkgBZQMEAgEwggZsBgkq
hkiG9w@BBwGgggZdBIIGWU1JTUUtVmVyc21lvbjogMS4wDQpTdWJqZWNBOiBzbW1t@aXZ1IG11c3NhZ2Ugd210
aCBhbiBpbmxpbmUNCm1tYWd1L3BuZyBhdHRhY2htZW50LiBJdCB1c2VzIHR0ZSBI
ZWFkZXIgUHJvdGVjdGlvbiBzY2h1bWUgZnJvbQOKUkZDIDk30DguDQONCi0tIABK
QWxpY2UNCmFsaWN1QHNtaW11LmV4YW1wbGUNCi0tMGYBDQpDb250ZW50LVR5cGU6
IHR1eHQvaHRtbDsgY2hhcnN1dDOidXMtYXNjaWkiDQpNSUTFLVZ1cnNpb246IDEu
MABKQ29udGVudC1UcmFuc2Z1lcilFbmNvZGluZzogN2JpdABKDQo8aHRtbD48aGVh
7ZD48dG10bGU+PC90aXRsZT48L2h1YWQ+PGJvZHk+DQo8cD5UaGlzIG1zIHR0ZQBK
PGI+c21pbWUtb251LXBhcnQtY29tcGxleClocDwvY j4NCm11c3NhZ2UuPCO9wPgoK
PHA+VGhpcyBpcyBhIHNpZ251ZC1vbmx5IFMvVTUINRSBtZXNzYWd1IHZpYSBQSONT
Izcgc21nbmVkRGFOYS4gIFRoZQOKcGF5bG9hZCBpcyBhIG11bHRpcGFydC9hbHR1
cm5hdG12ZSBtZXNzYWd1IHdpdGggYW4gaW5saW51DQppbWFnZS9wbmcgYXROYWNoO
bWVudC4gSXQgdXN1lcyBOaGUgSGVhZGVyIFByb3R1Y3Rpb24gc2NoZW11IGZyb26N
C1JGQyA5Nzg4L jwvcDANCjxwPjx0dD4tLSA8YnIvPkFsaWN1PGJyLz5hbG1ljZUBz
bW1tZS51eGFtcGx1PC90dD48L3A+PC9ib2R5PjwvaHRtbD4ANCi0tMGYOLSONCgOK
LS1hYjgNCkNvbnR1bnQtVH1wZTogaW1hZ2UvcG5nDQpDb250ZW50LVRYYW5ZzZmVy
LUVuY29kaW5n0iBiYXNINjQNCkNvbnR1bnQtRG1lzcG9zaXRpb246IG1lubGluZQBK
DQppVkJPUncwSB8dnbBFBQUFOU1VoRVVNQUFBQ1FBQUFBVUNBWUFBQUNOaVIwWTkFB
QUF jRWxFUVZSNDJ1V1RPeGJBDQpNQWdTNzM5bk8zVHBSdzIwZHFwYmZBU1FFak95
d213WW5DdGtES251YOxrNjZzcWxUK3pOOWNpZGtFKzZLd2taDQpzZ3J6ZmNxVk1w
TDJgbzABNDdnWURwZUFyaytPbkpIa®loQWZUUFJpY21oQWY1WUpydzd2anYwW1ldS
VeevdWxpDQp2ZFBmMVFaMmtERD14cHBkOHdBQUFBQkpSVTVFcmtKZ2dnPTONCgOK
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LS1hYjgtLQOKoITHpjCCA88wggK30AMCAQICEW8tJbOROZdAKzkJUh6HUPTQG1rQw
DQYJKoZIhvcNAQENBQAWVTENMASGATUEChMESUVURJERMA8BGATUECXMITEFNUFMg
VOcxMTAVBgNVBAMTKFNhbXBsZSBMQU1QUyBSUBEgQ2VydG1maWNhdG1lvbiBBdXRo
b3JpdHkwIBcNMTkxMTIwMDY 1NDE4WhgPMjATMjA5MjcwNjUBMThaMDsxDTALBgNV
BAOTBE1FVEYXETAPBgNVBASTCExXBTVBTIFdHMRcwFQYDVQQDEwW5BbG1jZSBMb3Z1
bGFjZTCCASIwDQYJKoZIhvcNAQEBBQADggEPADCCAQoCggEBAJqVKfqLwal jj+gB
UCfkacKTg8cc20tJ9ZSed6U3jUoiZVpMLcP3MUKtLeLg9rTmAfID1B/wlbdmadXP
mrszyidmbuZmOpB5voVQfilYYy3i0x7Y0qzXr1l6udPB7k0@sV+UdSNRFxrfKeoQEF
Xg0aGdmnx40G/e3p1fIKMOdPzZLoOAJF5m500xzXPL74zFCWp2f1ZkuE4A6141ko
aZXCN5XL7wWTLMLeNT9Byb5ksKqUugEHAMdT1nmoNMgjYOV{Vfcrvowd3GG8F tpSX
+TWzB2zNS20F+XIVnzRG5DeoULq8v88Z5bLpIJ/nx26 r8A4SSwIBaVv4AwPxAf1iP
sIVKarUCAWEAAaOBrzCBrDAMBgNVHRMBAf8EAjAAMBcGATUdIAQQMA4wDAYKYIZT
AWUDAgEWATAeBgNVHREEFzAVgRNhbG13jZUBzbW1tZS51eGFtcGx1MBMGA1UdJQQM
MAoGCCsGAQUFBWMEMA4GA1UdDWEB/wQEAWIFIDAdBgNVHQ4EFgQUo1NB1UQ8gCkV
fAEj80e0r83zdw8wHwYDVRO jBBgwFoAUkTCOfAcXDKTfxCSh1NhpnHGh29FkwDQYJ
KoZIhvcNAQENBQADgQEBAIFJeKCcsTKcFqQMpTryujRGzJdYA+R9eBAuDLsatbtK
t14FzkgRy0g31/+Cw7H8e30iLrPIF1IWN1qjHrjgOyIs5AQ/hgxLvLir3hEUV2Z3M
RsMtjH2x9SG91PEMB46gfPnc9gMGHjMTg1qvaKcLQP5UzpEYPLror2X4P5uXxaP@
LIZRzWmkw1RF7FOD7PfB5v94M5274XYxW2W4uKGd7QGnNUZROSVSYkGiWDp1JhgXw
fDz8ABenITGXnoEkAFvvjiCqh64P1hIeMorj36pgL190WZD6YrzSWHUZz1F@Bjuyu
0fQsqm6hvrDTgNpHNZO15f0URza1SkCvi9GFmNUPoVgwggPPMIICt6ADAgGECANMS3
QQV57XV/QqmiXDr@+GrOomgnXMABGCSqGSIb3DQEBDQUAMFUXDTALBgNVBAOTBELF
VEYXETAPBgNVBASTCEXBTVBTIFdHMTEwWLwWYDVQQDEYhTYW1wbGUgTEFNUFMgUINB
IEN1cnRpZmljYXRpb24gQXV0aG9yaXRSMCAXDTESMTEYMDA2NTQXOFoYDzIWNTIw
OTI3MDY1NDE4WjA7MQBWCwWYDVQQKEWRJRVRGMREWDWYDVQQLEwWhMQU1QUYBXRZEX
MBUGATUEAXMOQWxpY2UgTG92ZWxhY2UwggEiMABGCSqGSIb3DQEBAQUAA4AIBDWAW
ggEKA0IBAQCO9INoWDgWPk2af0+StijSNOR8K/hN8D+18780ullsk4ASvSwjsCNo
7sHUa4xQU15J06VqY18LANWORj rc9BaX4MguzsbFXBe6uFhT1mVpXmFxSpUByQ+95
OMFz/evPgP96wV+z4TtAWW2Z34rTiz4DxMIO7XYNFUEOLs/gkUP2GxzymsO2kaYW
Tut3SryCqeHEFbZFkB4urMk4xrIJC3CzWruS2QOFHbB1fkgKN5SwXVgkWFfiOucfC
n+IQsaqpo1d3f9jSkbtAV5w3vzfog8919MxKI9H614KUEINAtJ7BtZcs17dUy9u9
COgEykRiVokFQgqQ7XNDU+r3SeOWwks7AgMBAAGjga8wgawwDAYDVROTAQH/BAIw
ADAXBgNVHSAEEDAOMAWGCmCGSAF 1AWIBMAEWHgYDVRORBBCWFYETYWxpY2VAc21p
bWUuzZXhhbXBsZTATBgNVHSUEDDAKBggrBgEFBQcDBDAOBgNVHQ8BAf8EBAMCBsAwW
HQYDVROOBBYEFLv2zLItHQYSHJeuKWgQENMgZmZzMB8GA1UdIwQYMBaAFJEwjnwH
Fwyn8QkoZTYaZxxodvRZMABGCSqGSIb3DQEBDQUAA4IBAQBziaI2p86poGkjd/4K
kkOHG25nY /@8eNARD6 /0F@/sYonX2doizcGMk53riugAocCn5zbzhW/JVdYn30Uxf
yrZ1RAzEf7GHqgB/NyjOad3pdpVYeDh4ciNKjbs+aEoTWgAkogENt1sRx1lcvb7HV
X524bKZa1oPTUN1Im6QpivtqDIdqGJdGf8L1zLfXBuo2zL3HR+MICDr40pq2JCkzP
0Qhp7poIccGE6I9Tsg+RrOA9iCQsPn1+Tg8YedjGzUWFO7 rNmTOTzPCVzUAuUB1r+
JJtz0KypyQ3eoZ6EPazXqMyHAVcsmBGI364I0A0b8PSrJNt jh+AqJ5QfH+0e7NSz
NnEmMYICADCCAfwCAQEwbDBVMQOwWCwYDVQQKEWRJRVRGMREWDWYDVQQLEwWhMQU1Q
UyBXRzEXMC8GATUEAXMoU2F tcGx1IExBTVBTIFJTQSBDZXJOaWZpY2F@aWOuIEF1
dGhvcm1@eQITNOEFee11fOKpolw69Phqzpgp1zALBglghkgBZQMEAgGgaTAYBgkq
hkiG9we@BCQMxCwYJKoZIhvcNAQcBMBWGCSqGSIb3DQEJBTEPFWOYMTAYMjAXNZA2
MDJaMC8GCSqGSIb3DQEJBDEiBCAXURNXzOMn71PPDM10QHd1876V7RbyfNsR/srF
sVvmLDANBgkqhkiGO9wOBAQEFAASCAQAjKgdecJe4TqYBPZ1hQzaeCGP+Y8kB5byd
wtkUDh91bAPCG1iA7YzRjyWG/Yqg4soSb/bRSpPRr3Jyzubwg50BsnH9k1L2hVDinF
Yeot2E1Aga50ZTjfS8URVY4IEKKI9hNNUpdngqoehQqm54D4LFnJiujiVrS2COHS
Z3Nr9SjeZ7ymKzThhsHaZTRJaloCxauGkf8EpeNJeoeNzae2PvcgomrO1aLW3M1o
Q3VqlsOfVsLEImS8hLBMoB8XXVs9KRWuBiuXR+fsX10D1VHwqWJVBR/5wOGLgfn9
bPh7G4quw8SDQNHb /qTjsWYfAfET1K2edTz5z1uBGPM9ELCiFUPsc

C.2.3.1. S/MIME Signed-Only signedData over a Complex Message, Header Protection,
Unwrapped

The S/MIME signed-data layer unwraps to:
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MIME-Version: 1.0

Subject: smime-one-part-complex-hp

Message-ID: <smime-one-part-complex-hp@example>

From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 20621 12:06:02 -0500

User-Agent: Sample MUA Version 1.0

Content-Type: multipart/mixed; boundary="ab8"; hp="clear"

--ab8
MIME-Version: 1.0
Content-Type: multipart/alternative; boundary="0f4"

--0f4

Content-Type: text/plain; charset="us-ascii"
MIME-Version: 1.0

Content-Transfer-Encoding: 7bit

This is the
smime-one-part-complex-hp
message.

This is a signed-only S/MIME message via PKCS#7 signedData. The
payload is a multipart/alternative message with an inline
image/png attachment. It uses the Header Protection scheme from
RFC 9788.

Alice

alice@smime.example

--0f4

Content-Type: text/html; charset="us-ascii”
MIME-Version: 1.0
Content-Transfer-Encoding: 7bit

<html><head><title></title></head><body>

<p>This is the

<b>smime-one-part-complex-hp</b>

message.</p>

<p>This is a signed-only S/MIME message via PKCS#7 signedData. The
payload is a multipart/alternative message with an inline

image/png attachment. It uses the Header Protection scheme from

RFC 9788.</p>

<p><tt>-- <br/>Alice<br/>alice@smime.example</tt></p></body></html>
--0f4--

--ab8

Content-Type: image/png
Content-Transfer-Encoding: base64
Content-Disposition: inline

1VBORWOKGgoAAAANSUhEUgAAABQAAAAUCAYAAACNIRONAAAACEIEQVR42uVTOXxbA
MAgS739n03TpRw20dgpbfARQE jOywiwYnCtkDKnbcLk66sqlT+zt9cidkE+6KwkZ
sgrzfcqVMpL2j00447gYDpeArk+0OnJHKIhAfTPRicihAf5YJrw7vjvlZWRWM/uli
vdPf1QZ2kDD9xppd8wAAAABJRUSErkJggg==

--abs--
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C.2.4. S/MIME Signed-Only multipart/signed over a Complex Message, Header Protection

This is a signed-only S/MIME message via PKCS#7 detached signature (multipart/signed). The
payload is a multipart/alternative message with an inline image/png attachment. It uses the
Header Protection scheme from RFC 9788.

It has the following structure:

L-multipart/signed 5518 bytes
multipart/mixed 1626 bytes
multipart/alternative 988 bytes
text/plain 303 bytes
text/html 401 bytes
image/png inline 232 bytes
application/pkcs7-signature [smime.p7s] 3429 bytes

Its contents are:

MIME-Version: 1.0

Content-Type: multipart/signed;
protocol="application/pkcs7-signature"; boundary="a64";
micalg="sha-256"

Subject: smime-multipart-complex-hp

Message-ID: <smime-multipart-complex-hp@example>

From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 20621 12:07:02 -0500

User-Agent: Sample MUA Version 1.0

--a64

MIME-Version: 1.0

Subject: smime-multipart-complex-hp

Message-ID: <smime-multipart-complex-hp@example>

From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2621 12:07:02 -0500

User-Agent: Sample MUA Version 1.0

Content-Type: multipart/mixed; boundary="550"; hp="clear"

--550
MIME-Version: 1.0
Content-Type: multipart/alternative; boundary="fcd"

--fcd

Content-Type: text/plain; charset="us-ascii"
MIME-Version: 1.0

Content-Transfer-Encoding: 7bit

This is the
smime-multipart-complex-hp
message.

This is a signed-only S/MIME message via PKCS#7 detached
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signature (multipart/signed). The payload is a
multipart/alternative message with an inline image/png
attachment. It uses the Header Protection scheme from RFC 9788.

Alice

alice@smime.example

--fcd

Content-Type: text/html; charset="us-ascii"
MIME-Version: 1.0
Content-Transfer-Encoding: 7bit

<html><head><title></title></head><body>

<p>This is the

<b>smime-multipart-complex-hp</b>

message.</p>

<p>This is a signed-only S/MIME message via PKCS#7 detached
signature (multipart/signed). The payload is a
multipart/alternative message with an inline image/png

attachment. It uses the Header Protection scheme from RFC 9788.</p>
<p><tt>-- <br/>Alice<br/>alice@smime.example</tt></p></body></html>
=={8e)==

--550

Content-Type: image/png
Content-Transfer-Encoding: base64
Content-Disposition: inline

1VBORWOKGgoAAAANSUhEUgAAABQAAAAUCAYAAACNiIRONAAAACEIEQVR42uVTOXbA
MAgS739n03TpRw20dgpbfARQE jOywiwYnCtkDKnbcLk66sqlT+zt9cidkE+6KwkZ
sgrzfcqVMpL2jo0447gYDpeArk+0OnJHkIhAfTPRicihAf5YJrw7vjveZWRWM/uli
vdPf1QZ2kDD9xppd8wAAAABJRUSErkJggg==

--550--

--ab4
Content-Transfer-Encoding: base64
Content-Type: application/pkcs7-signature; name="smime.p7s"

MIIJ4AYJKoZIhvcNAQcCoITJBTCCCcOCAQEXDTALBglghkgBZQMEAgEWCWYJKoZI
hveNAQcBoITIHpjCCA88wggK30AMCAQICEW8tJbOROZdKzkJUh6HUPTQGirQwbDQYJ
KoZIhvcNAQENBQAWVTENMAsSGATUEChMESUVURjERMA8GATUECXMITEFNUFMgVOcx
MTAVBgNVBAMTKFNhbXBsZSBMQU1QUyBSUBEgQ2VydGlmaWNhdGlvbiBBdXRob3Jp
dHkwIBcNMTkxMTIwMDY1NDE4WhgPMjATMjA5MjcwNjUBMThaMDsxDTALBgNVBAoOT
BELFVEYXETAPBgNVBASTCExBTVBTIFdHMRcwFQYDVQQDEwW5BbG1jZSBMb3Z1bGF j
ZTCCASIwDQYJKoZIhvcNAQEBBQADggEPADCCAQoCggEBAJqVKfgLwal jj+gBUCTk
acKTg8cc20tJ9ZSed6U3jUoiZVpMLCcP3MUKtLeLg9rTmAfID1B/wlbdmadXPmrsz
yidmbuZmOpB5voVQfilLYYy3i0x7Y0qzXr1l6udP@7k0sV+UdSNRFxrfKeoQEFXg0a
Gdmnx40G/e3p1fIKMOdPzZLoOAJF5m500xzXPL74zFCWp2f1ZkuE4A6141koaZXC
N5SXL7WWTLMLeNf9Byb5ksKqUuqEHAMdT1nmoNMgjYIOVfVfcrvow43GG8F tpSX+TWz
B2zNS20F+XIVnzRG5DeoULq8v88Z5bLpIJ/nx26r8A4SSwIBaVv4wPxAf1iPsIVK
arUCAWEAAaOBrzCBrDAMBgNVHRMBAT8EAjAAMBcGATUdIAQQMA4wDAYKYIZTIAWUD
AgEWATAeBgNVHREEFzAVgRNhbG1jZUBzbW1tZS51eGFtcGx1MBMGA1UdJQQMMAOG
CCsGAQUFBWMEMA4GA1UdDWEB/wQEAWIFIDAdBgNVHQ4EFgQUo1NB1UQ8gCkVfAE j
80e0r83zdw8wHwYDVROjBBgwFoAUKTCOfAcXDKfxCSh1NhpnHGh29FkwDQYJKoZI
hvcNAQENBQADggEBAIFJeKCcsTKcFqQMpTryujRGzJdYA+R9eBAuDLsatbtKt14F
zkgRy0g31/+Cw7H8e30iLrPIF1IWN1qjHrjgOyIs5AQ/hgxLvLir3hEUV2Z3MRsMt
jH2x9SG91PEMO46gfPnc9gMGHjMTg1qvaKcLQP5UzpEYPLror2X4P5uXxaPOLIZR
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zWmkw1RF7FOD7PfB5v94M5274XYxW2W4uKGd7QGnNUZROSVSYkGiWDp1JhgXwfDz8
ABenITGXnoEkAFvvjiCqh64P1hIeMorj36pgL190WZD6YrzSWHUz1FB0juyuO0fQs
gmé6hvrDTqNpHNZO15f0URza1SkCvi9GFmMNUPoVgwggPPMIICt6ADAgECAhRM3QQV5
7XV/QgmiXDre+GrOomgnXMABGCSqGSIb3DQEBDQUAMFUXDTALBgNVBAOTBELFVEY X
ETAPBgNVBASTCExXBTVBTIFdHMTEWLWYDVQQDEYhTYW1wbGUGTEFNUFMgUINBIEN1
cnRpZm1jYXRpb24gQXVBaG9yaXR5MCAXDTESMTEYMDA2NTQXOFoYDzIWNTIWOTI3
MDY 1NDE4WjA7MQOwCwYDVQQKEWRJRVRGMREWDwWYDVQQLEwhMQU1QUYBXRzEXMBUG /0F@/sYonX2doizcGMk53riugAocCn5zbzhW/JVdYn30Uxfyrzl
RAZEf7GHqgB/NyjOad3pdpVYeDh4ciNKjbs+aEoTWgAkogENt1sRx1lcvb7HVX524
bKZa1oPTUN1m6QpivtgDIdqGJdGf8L1zLfXBuo2zL3HR+MICDr40pq2JCkzPBQhp
7poIccGE6I9Tsg+Rr0A9iCQsPn1+Tg8YedjGzUWFO7rNmTOTzPCVzUAUBlr+JJtz
OKypyQ3eoZ6EPazXgMyHAVcsmBGI364I0A0b8PSrJNt jh+AqJ5QfH+0e7NSzNnEm
MYICADCCAfwCAQEwbDBVMQOwCwYDVQQKEWRJRVRGMREwWDWYDVQQLEwhMQU1QUYBX
RzExXMC8GATUEAXMoU2FtcGx1IEXBTVBTIFJTQSBDZXJBaWZpY2F@aWIuIEF1dGhv
cm10eQITNOEFee11fOKpolw69Phqzpqp1zALBglghkgBZQMEAgGgaTAYBgkghkiG
9weOBCQMxCwYJKoZIhvcNAQcBMBWGCSqGSIb3DQEJBTEPFWOYMTAYMjAXxNzA3MDJa
MC8GCSqGSIb3DQEJBDEiBCAHedgXF/1PPCnjTbv4CNkH16SUBFJSW9ykndUZcVnS
czANBgkqhkiG9wOBAQEFAASCAQCYeP1J3K4FtJC/4snTs081+pBqEkpFh4swjQTG
WUhZHrdzb4kvHTCaoH5ShpVxZ4FOp1InabzulsB1P9m5xDvZveUMaCiC/qgSS+st
Kdk1sWANoTgT1AAGs90g6Wp5Nq/evf8XIYdQVOZXavzASl/yylz2uHTpWI1ETXT1Z
fkgSqb8X/zRaVGoai2@aVbmsIJFrVPI1lkpgh+r8tbJOm4791cCU/81IdreynoUKq
Bsa2Y/uhoez/pldX/5A7Rv+JX2vdt71C2BZAk4166wvDhh1Hf9pVCWXdKXSh99c6
Do1TzpnakOm4bKSzPMXTrz1p5GcfDz094kbNImkcdr8yAdcB

--a64--

C.2.5. S/MIME Signed-Only signedData over a Complex Message, Legacy RFC 8551 Header
Protection

This is a signed-only S/MIME message via PKCS#7 signedData. The payload is a multipart/
alternative message with an inline image/png attachment. It uses the legacy RFC 8551 Header
Protection (RFC8551HP) scheme.

It has the following structure:

L— application/pkcs7-mime [smime.p7m] 5696 bytes
4 (unwraps to)
L message/rfc822 1660 bytes
L-multipart/mixed 1612 bytes
multipart/alternative 974 bytes
text/plain 296 bytes
text/html 394 bytes
image/png inline 232 bytes
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Its contents are:

Content-Transfer-Encoding: base64

Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="signed-data"

Subject: smime-one-part-complex-rfc8551hp

Message-ID: <smime-one-part-complex-rfc855Thp@example>
From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2621 12:26:02 -0500

User-Agent: Sample MUA Version 1.0

MIIQaQYJKoZIhvcNAQcCoIIQW]jCCEFYCAQEXDTALBglghkgBZQMEAgEwggaSBgkq
hkiG9we@BBwGgggaDBIIGfO1JTUUtVmVyc21vbjogMS4wDQpDb250ZW56LVR5cGU6
IG11c3NhZ2UvemZjODIyDQoNCk1JTUUtVmVyc21vbjogMS4wCkNvbnR1bnQtVHIw
ZTogbXVsdGlwYXJOL21peGVkOyBib3VuZGFyeTOiZmNjIgpTdWJgqZWNOOiBzbW1lt
ZST1vbmUtcGFydC1jb21wbGV4LXJImYZzgTNTFocApNZXNzYWd1LUIEOiA8c21pbWUt
b251LXBhcnQtY29tcGx1leC1yZmMANTUxaHBAZXhhbXBsZT4KRnJvbTogQWxpY2Ug
PGFsaWN1QHNtaW11lLmV4YW1wbGU+C1Rv0iBCb2IgPGJvYkBzbW1tZS51eGFtcGx1
PgpEYXR10iBTYXQsIDIWIEZ1YiAyMDIXIDEy0jI20jAyICOWNTAwWC1VZzZXItQWd1
bnQ6IFNhbXBsZSBNVUEgVmMVyc21vbiAxLjAKCiOtZmNjCk1JTUUtVmVyc2lvbjog
MS4wCkNvbnR1bnQtVH1wZTogbXVsdGlwYXJOL2F sdGVybmFB8aXZ10yBib3VuZGFy
eTOiMGY4IgoKLSOwZ jgKQ29udGVudC1UeXB10iBOZXhOL3BsYW1luOyBjaGFyc2Ve
PSJ1cy1hc2NpaSIKTUINRSTWZXJzaW9uOiAxL jAKQ29udGVudC1UcmFuc2Z1cilF
bmNvZGluZzogN2JpdAoKVGhpcyBpcyBBaGUKc21pbWUtb251LXBhecnQtY29tcGx1
eC1yZmMANTUxaHAKbWVzc2FnZS4KC1RoaXMgaXMgYSBzaWduZWQth25seSBTLO1J
TUUgbWVzc2FnZSB2aWEgQUEtDUyM3IHNpZ251ZERhdGEUICBUaGUKcGF5bG9hZCBp
cyBhIG11bHRpcGFydC9hbHR1cm5hdG12ZSBtZXNzYWd1IHdpdGggYW4gaW5saW51
CmltYWd1L3BuzZyBhdHRhY2htZW50LiBJdCB1c2VzIHR0ZSBsZWdhY3kgUkZDIDg1
NTEgSGVhZGVyC1Byb3R1Y3Rpb24gKFJGQzgTNTFIUCkgc2NoZW11LgoKLSOgCkFs
aWN1CmFsaWN1QHNtaW11LmV4YWTwbGUKLSOwZ jgKQ29udGVudC1UeXB10iBOZXh@
L2hObWw7IGNoYXJzZXQ9InVzLWFzY21pIgpNSUTFLVZ1cnNpb246IDEUMApDb250
ZW50LVRYYW5zZmVyLUVuY29kaW5n0iA3Ym1leCgo8aHRthD48aGVhZD48dG1ObGU+
PC90aXRsZT48L2h1YWQ+PGJvZHk+CjxwP1RoaXMgaXMgdGh1lCjxiPnNtaW11LW9u
ZSTwYXJOLWNvbXBsZXgtcmZjODUTMWhwPC9iPgptZXNzYWd1L jwvcD4KPHA+VGhp
cyBpcyBhIHNpZ251ZC1vbmx5IFMVTULINRSBtZXNzYWd1IHZpYSBQSONTIzcgc21n
bmVkRGFOYS4gIFRoZQpwYX1sb2FkIG1zIGEghXVsdGlwYXJOL2FsdGVybmFBaXZ1
IG11c3NhZ2Ugd210aCBhbiBpbmxpbmUKaW1hZ2UvcG5nIGFOAGFjaG11bnQuIELS
THVZzZXMgdGh1IGx1Z2F jeSBSRkMgODUTMSBIZWFkZXIKUHJvdGVjdGlvbiAoUkZD@REOXhwcGQ4dOFBQUFCS1JVNUVya®pnZ2c9PQoKLSTmY2MtLQqg
ggemMIIDzzCCAregAwIBAgITDy@1vRE510r0Q1SHoe49NAaKtDANBgkghkiGOwOB
AQBFADBVMQOwCwYDVQQKEWRJRVRGMREWDWYDVQQLEwWhMQU1QUYBXRzEXMC8GA1UE
AxMoU2FtcGx1IExBTVBTIFJTQSBDZXJOBaWZpY2FB@aWOuIEF1dGhvcmlBeTAgFwOx
OTExMjAwNjUBMThaGA8yMDUyMDKkyNzA2NTQxOFowOzENMASGATUEChMESUVURER
MABGATUECXMITEFNUFMgV@cxFzAVBgNVBAMTDkFsaWNITIExvdmVsYWNIMITIBI jAN
BgkqhkiG9woBAQEFAAOCAQ8AMIIBCgKCAQEAmpUp+ovBouOP6AFQJ+RpwpODXxxzY
60n11J53pTeNSiJ1Wkwtw/cxQqOt4uD2vWYB8gOUH/CVt2Zp1c+auzPKJ2Zu5mY6
kHm+hVB+IthjLeI7Htg6rNeuXq50/TuTSxX5R1ITEXGt8p6hAQVeA50Z2afHg4b9
7enV8gozRO/Nkug4AkXmbk7THNc8vvjMUJanZ/VmS4TgDgXjWShplcI31lcvvBZMs
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wt41/0HJvmSwgpS60QcAx3Weag@yCNj1VIV9yu/3DjcYbwW21Jf5NbMHbMTLY4X5
chWfNEbkN6hQury/zxnlsukgn+fHbqvwDhJLAgFpW/jA/EB/WI+whUpqtQIDAQAB
04GvMIGSMAWGATUdEWEB/wQCMAAwFwYDVROgBBAwWD jAMBgpghkgBZQMCATABMBA4G
ATUdEQQXMBWBE2FsaWN1QHNtaW11LmV4YW1wbGUWEWYDVRO1BAwwCgYIKwYBBQUH
AwQwDgYDVROPAQH/BAQDAgUgMBBGA1UdDgQWBBSiUBHVRDYAKRV8ASPW546vzfN3
DzAfBgNVHSMEGDAWgBSRMI58BxcMp /EJKGU2GmccaHbOWTANBgkghk iGOwOBAQOF 1NDE4WhgPMjATMjA5MjcwNjUBMTha
MDsxDTALBgNVBAOTBE1FVEYXETAPBgNVBAsSTCEXBTVBTIFdHMRcwFQYDVQQDEwW5B
bG1jZSBMb3Z1bGFjZTCCASIwDQYJKoZIhvcNAQEBBQADggEPADCCAQoCggEBALT®O
iehYOBY+TZp/T5K2KNIO5HWr+E3wP6XTvyi6WWy TgBKOLCOWI2 juwdRrjFBSXkk7
pWpjXwsA3A5G0tzOFpfgyC70xsVcF7q4WHWZW1eYXFK1QHJD73nQwXP968+A/3rB
X7Ph00DBbZnfitOLPgPEW]jTtdgoVQQ6Wz+CRQ/YbHPKaw7aRphZ063dKvIKp4cQV
tkWQHi6syTjGsgkLcLNau5LZDQUdsGV+SAo3nBdWCRYV+I65x8Kf4hCxqqmjVv3d/
2NKRu@BXnDe /N+1Dz3X0zEojOfqXgq4SWcCOnsG11lyyXt1TL270I6ATKRGJWiQVC
CpDtcONT6vdJ45bCSzsCAWEAAaOBrzCBrDAMBgNVHRMBAT8EAjAAMBCcGATUdIAQQ
MA4wDAYKYIZIAWUDAQEWATAeBgNVHREEFzAVgRNhbG1jZUBzbW1tZS51eGFtcGx1
MBMGA1UdJQQMMA0oGCCsGAQUFBWMEMA4GA1UdDWEB /wQEAWIGWDAdBgNVHQ4EFgQU
u/bMsi@dBhIcl64papAQByBmZnMwHWYDVROjBBgwFoAUkTCOfAcXDKfXxCSh1Nhpn
HGh29FkwDQYJKoZIhvcNAQENBQADggEBAHOJojanzgmgaSN3/gqSQ4cbbmdj/R40
BEPr+gXT+xiidfZ2iLNwYyTneuK6AChwKfnNvOFb81V1iffRTF/KtmVEDMR/sYeq
AH83KM5p3e121Vh40HhyIOgNuz50ShNaACSi0Q23WxHGVy9vsdVfnbhsplriWgoNQ
2WbpCmK+20Mh20Y16Z /wvXMt9cG6 jbMvcdH4z0IOvg6mrYkKTM/RCGnumghxwYTo
j10yD5Gs4D2IJCw+fX50Dxh52MbNRYXTus2ZPRPM8JXNQC4GWv4km3M4rKnJDd6h
noQ9rNeozIcBVyybQYjfrgg4DRvwIKsk220H4ConlB8f7R7s1LM2cSYxggIAMIIB
/AIBATBsMFUXDTALBgNVBAOTBELFVEYXETAPBgNVBASTCEXBTVBTIFAHMTEWLWYD
VQQDEYhTYW1wbGUgTEFNUFMgUINBIENlcnRpZmljYXRpb24gQXVBaG9yaXR5AhM3
QQV57XV/QgmiXDr@+GromgnXMAsGCWCGSAF1AwQCAaBpMBgGCSqGSIb3DQEJAZEL
BgkghkiG9weBBWEWHAY JKoZIhvcNAQkFMQ8XDTIXMDIyMDE3MjYwMlowLwYJKoZI
hvcNAQKEMSIEIJaCe/AYALXLZ8GDGBxF2yvHB9b3uwnKNIVWMOh3y2s3MABGCSqG
SIb3DQEBAQUABIIBADrTKOKkKM1vxG/gmdbFxdKDBjyUXGDaOWqjCmq810fRF88aY
37JerJdhyUUsUPVCd73rlsjskMrxsA53c60j0cSqj5PM7ZDhXCnGdEg4CiKjO0ANnTl
C84LXG485qDGcJiQBhMF /p/V2UguVdfVzPrCLPP2SCDP5BWfCLMII3k4sRVayUt4
FwlYLvsXcRUbT1LZBoJrYvfN6sSNOATfcbNwAMTu@rx1A8ZAoNBTbhAbpn/UiTd6Av
YFcisTSEIuZ+oGRyvU3n/wBHp9bUonKVHUNYGYKgycuXowwVx3D3j6+h+XEBOFJE
KTaTKY4sz4qH+3UWjytqrEisWQWOJkuzV0Oa@dg4=

C.2.5.1. S/MIME Signed-Only signedData over a Complex Message, Legacy RFC 8551 Header
Protection, Unwrapped

The S/MIME signed-data layer unwraps to:

MIME-Version: 1.0
Content-Type: message/rfc822

MIME-Version: 1.0

Content-Type: multipart/mixed; boundary="fcc"

Subject: smime-one-part-complex-rfc8551hp

Message-ID: <smime-one-part-complex-rfc8551Thp@example>
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From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 12:26:02 -0500
User-Agent: Sample MUA Version 1.0

--fcc
MIME-Version: 1.0
Content-Type: multipart/alternative; boundary="0f8"

--0f8

Content-Type: text/plain; charset="us-ascii"
MIME-Version: 1.0

Content-Transfer-Encoding: 7bit

This is the
smime-one-part-complex-rfc8551hp
message.

This is a signed-only S/MIME message via PKCS#7 signedData. The
payload is a multipart/alternative message with an inline
image/png attachment. It uses the legacy RFC 8551 Header
Protection (RFC8551HP) scheme.

Alice

alice@smime.example

--0f8

Content-Type: text/html; charset="us-ascii”
MIME-Version: 1.0
Content-Transfer-Encoding: 7bit

<html><head><title></title></head><body>

<p>This is the

<b>smime-one-part-complex-rfc8551hp</b>

message.</p>

<p>This is a signed-only S/MIME message via PKCS#7 signedData. The
payload is a multipart/alternative message with an inline

image/png attachment. It uses the legacy RFC 8551 Header

Protection (RFC8551HP) scheme.</p>

<p><tt>-- <br/>Alice<br/>alice@smime.example</tt></p></body></html>
--0f8--

--fcc

Content-Type: image/png

Content-Transfer-Encoding: base64

Content-Disposition: inline
1VBORWOKGgoAAAANSUhEUgAAABQAAAAUCAYAAACNIRONAAAACEIEQVR42uVTOXbA
MAgS739n03TpRw20dgpbfARQE jOywiwYnCtkDKnbcLk66sqlT+zt9cidkE+6KwkZ
sgrzfcqVMpL2j00447gYDpeArk+0OnJHKIhAfTPRicihAf5YJrw7vjvlZWRWM/uli
vdPf1QZ2kDD9xppd8wAAAABJRUSErkJggg==

==e8==
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C.2.6. S/MIME Signed-Only multipart/signed over a Complex Message, Legacy RFC 8551
Header Protection

This is a signed-only S/MIME message via PKCS#7 detached signature (multipart/signed). The
payload is a multipart/alternative message with an inline image/png attachment. It uses the
legacy RFC 8551 Header Protection (RFC8551HP) scheme.

It has the following structure:

L-multipart/signed 5624 bytes
message/rfc822 1718 bytes
multipart/mixed 1670 bytes
multipart/alternative 1030 bytes
text/plain 324 bytes
text/html 422 bytes
image/png inline 232 bytes
application/pkcs7-signature [smime.p7s] 3429 bytes

Its contents are:

MIME-Version: 1.0

Content-Type: multipart/signed;
protocol="application/pkcs7-signature"”; boundary="740";
micalg="sha-256"

Subject: smime-multipart-complex-rfc8551hp

Message-ID: <smime-multipart-complex-rfc855Thp@example>
From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 12:27:02 -05600

User-Agent: Sample MUA Version 1.0

--740
MIME-Version: 1.0
Content-Type: message/rfc822

MIME-Version: 1.0

Content-Type: multipart/mixed; boundary="cf8"

Subject: smime-multipart-complex-rfc8551hp

Message-ID: <smime-multipart-complex-rfc855Thp@example>
From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2621 12:27:02 -0500

User-Agent: Sample MUA Version 1.0

--cf8
MIME-Version: 1.0
Content-Type: multipart/alternative; boundary="e8a"

--e8a

Content-Type: text/plain; charset="us-ascii”
MIME-Version: 1.0

Content-Transfer-Encoding: 7bit
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This is the
smime-multipart-complex-rfc8551hp
message.

This is a signed-only S/MIME message via PKCS#7 detached
signature (multipart/signed). The payload is a
multipart/alternative message with an inline image/png
attachment. It uses the legacy RFC 8551 Header Protection
(RFC8551HP) scheme.

Alice

alice@smime.example

--e8a

Content-Type: text/html; charset="us-ascii"
MIME-Version: 1.0
Content-Transfer-Encoding: 7bit

<html><head><title></title></head><body>

<p>This is the

<b>smime-multipart-complex-rfc8551hp</b>

message.</p>

<p>This is a signed-only S/MIME message via PKCS#7 detached
signature (multipart/signed). The payload is a
multipart/alternative message with an inline image/png
attachment. It uses the legacy RFC 8551 Header Protection
(RFC8551HP) scheme.</p>

<p><tt>-- <br/>Alice<br/>alice@smime.example</tt></p></body></html>
--e8a--

--cf8

Content-Type: image/png
Content-Transfer-Encoding: base64
Content-Disposition: inline

1VBORWOKGgoAAAANSUhEUgAAABQAAAAUCAYAAACNIRONAAAACEIEQVR42uVTOXbA
MAgS739n03TpRw20dgpbfARQE jOywiwYnCtkDKnbcLk66sqlT+zt9cidkE+6KwkZ
sgrzfcqVMpL2j00447gYDpeArk+0OnJHKIhAfTPRicihAf5YJrw7vjvlZWRWM/uli
vdPf1QZ2kDD9xppd8wAAAABJRUSErkJggg==

--cf8--

--748
Content-Transfer-Encoding: base64
Content-Type: application/pkcs7-signature; name="smime.p7s"

MITIJ4AYJKoZIhvcNAQcCoITJBTCCCcOCAQEXDTALBglghkgBZQMEAgEWCWYJKoZI
hvcNAQcBoITHpjCCA88wggK30AMCAQICEW8tJbOROZdKzkJUh6HUPTQGirQwDQYJ
KoZIhvcNAQENBQAWVTENMAsSGATUEChMESUVURJERMA8GATUECXMITEFNUFMgVOcx
MTAvBgNVBAMTKFNhbXBsZSBMQU1QUyBSUBEgQ2VydGlmaWNhdG1lvbiBBdXRob3Jp
dHKwIBCNMTkxMTIwMDY1NDE4WhgPMjATMjA5MjcwNjUBMThaMDsxDTALBgNVBAoOT
BE1FVEYXETAPBgNVBASTCExXBTVBTIFdHMRcwFQYDVQQDEwW5BbG1jZSBMb3Z1bGF j
ZTCCASIwDQYJKoZIhvcNAQEBBQADggEPADCCAQoCggEBAJqVKfgLwal jj+gBUCTk
acKTg8cc20tJ9ZSed6U3jUoiZVpMLCcP3MUKtLeLg9rTmATID1B/wlbdmadXPmrsz
yidmbuZmOpB5voVQfilLYYy3i0x7Y0qzXrl16udPB7k@sV+UdSNRFxrfKeoQEFXg0a
Gdmnx40G/e3p1fIKMOdPzZLoOAJF5M500xzXPL74zFCWp2f1ZkuE4A6141koaZXC
N5SXL7WwWTLMLeNf9Byb5ksKqUugEHAMd1nmoNMgjYOVTVfcrvowd3GG8FtpSX+TWz
B2zNS20F+XIVnzRG5DeoULq8v88Z5bLpIJ/nx26r8A4SSwIBaVv4wPxAf1iPsIVK
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arUCAWEAAaOBrzCBrDAMBgNVHRMBAT8EAjAAMBcGATUdIAQQMA4wDAYKYIZTIAWUD
AgEWATAeBgNVHREEFzAVgRNhbG1jZUBzbW1tZS51eGFtcGx1MBMGAT1UdJQQMMAOG
CCsGAQUFBWMEMA4GA1UdDWEB/wQEAWIFIDAdBgNVHQ4EFgQUo1NB1UQ8gCkVfAE j X /0F0/sYonX2doizcGMk53riugAocCn5zbzhW/JVdYn30Uxfyrzl
RAzEf7GHqgB/NyjOad3pdpVYeDh4ciNKjbs+aEoTWgAkogENt1sRx1lcvb7HVX524
bKZa1oPTUN1m6QpivtqDIdqGJdGf8L1zLfXBuo2zL3HR+MICDr40pq2JCkzPBQhp
7poIccGE6I9Tsg+Rr0A9iCQsPn1+Tg8YedjGzUWFO7 rNmTOTzPCVzUAUBLr+JJtz
OKypyQ3eoZ6EPazXqMyHAVcsmOGI364I0A0b8PSrJNt jh+AqJ5QfH+0e7NSZNnEm
MYICADCCAfwCAQEwbDBVMQOwWCwWYDVQQKEWRJRVRGMREWDWYDVQQLEwhMQU1QUYBX
RzZEXMC8GATUEAXxMoU2F tcGx1IExXBTVBTIFJTQSBDZXJ0aWZpY2F0aWOuIEF1dGhv
cml10eQITNOEFee11fOKpolw69Phqzpgp1zALBglghkgBZQMEAgGgaTAYBgkghkiG
9weOBCQMxCwYJKoZIhvcNAQcBMBWGCSqGSIb3DQEJBTEPFWOYMTAYMjAXxNzI3MDJa
MC8GCSqGSIb3DQEJBDEiBCA9qnCv8hrA102HDXO0fVNCH7ucDtJ3vYdKvevdCnWz
SDANBgkqhkiG9wOBAQEFAASCAQBp4hNammJHK5hpd7ha6lzKahf9hoZZS6 TPNUCD
plGKSjV4XN7pLxDu3wXAuzon2zVOFxeATMG6gZgdSBy/5nGivTc/NBOmXJt1INOUV
6b+IiQ1Z2gJcWG6R2PiObE+NfadPhxvekgmCNTN1OjHQkXn+ABst0ol0Z+0QnY7TPe
6JoT6HHamKbVOL1/gkEEQtSvOkaDazZ11A+if+Qkb6xus1QA3FGzScPpcryTvups0
WNIINwWiRTT1Kvk7uMxJkWTvTZnWh2UOh71JAkXbRfMwXwmnVnVooCFHWWpUBVPNN
URqYcZhz+4DJc9iim5CqXRZzIF6t6fioS81CBalaWRy4AaEJ

--740--

C.3. Signed-and-Encrypted Messages

These messages are signed and encrypted. They use PKCS#7 signedData inside envelopedData,
with different Header Protection schemes and different Header Confidentiality Policies.

C.3.1. S/MIME Signed-and-Encrypted over a Simple Message, Header Protection with
hcp_baseline

This is a signed-and-encrypted S/MIME message using PKCS#7 envelopedData around
signedData. The payload is a text/plain message. It uses the Header Protection scheme from RFC
9788 with the hcp_baseline Header Confidentiality Policy.
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It has the following structure:

L— application/pkcs7-mime [smime.p7m] 7825 bytes
1 (decrypts to)
application/pkcs7-mime [smime.p7m] 4786 bytes
4 (unwraps to)
L— text/plain 330 bytes

Its contents are:

Content-Transfer-Encoding: base64

Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="enveloped-data”

Subject: [...]

Message-ID: <smime-signed-enc-hp-baseline@example>
From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 10:09:02 -0500

User-Agent: Sample MUA Version 1.0

MIIWjAYJKoZIhvcNAQcDoIIWfTCCFnkCAQAXggMQMIIBhAIBADBSMFUXDTALBgNV
BAOTBE1FVEYXETAPBgNVBASTCEXBTVBTIFAHMTEWLWYDVQQDEYhTYW1wbGUQTEFN
UFMgUINBIEN1cnRpZmljYXRpb24gQXVOaG9yaXRSAhMPLSWOETMXSs5CVIeh7j00
Bog®MABGCSqGSIb3DQEBAQUABIIBAERACKKMFfCQBEXqsSFRAOfaaBUcrVI6fcuB
nsfnksstYg/+DabeHHBueVpIuTr5Zqtj8kQMK8hWRoA+yVhA85aZaRadcywsEn30
0Tc5vDemIDBVOIpK2vhT+aYWJr67cfz1lxJgVdRi6Pf+8g3c00iB5FfMA17pPCUHYe
//VSeW3cdaMGgaqFamgL+p0i222Hp19p+3Q6zYRUJ5Y1cvD4a0OKzaxwORcWvFg/ /
KYuy1q6Fn@utZAhoEfnBtEp71fSI5LugUdj3tx3NDfrG1MLJHbBsSELgqawuWrcvmy@alQiAghMw
GgBNjWrIh5GY9E1Dx5GWJxbUaCM7716Q/NAYPVQaM73L5yCBHNEekbAFMFmZF8k2
bYgLyBCp2PcL6BhSAQiFAVDUN8KYTKHYqaz@cwK2C9EgUi1dBtQ7VB+xPvTXZwSx
OsP0ivbkeO02FYeIDENTS56jnD2b+JkW4/dwsgBVju3dtPsVR6bIRHICTrkethCphg
OkUPnjefdDmQhOkCkp8XuN6M9ZTwamzR1gn4ZLXw5LArZ9h7P1yNKZvdoR6D+510
qo6IhBR1fmi+uF60m8b1LN8TBJ9y8dt+UPQE3XD2d/r8YHvrItCJD1hse56J3WqG
AAU3d1lks76PcxUzECQPmVgdzfWYmQ+ygCnxqIWanRbDsOY9DGOFoozWLbRGOYTST
aww1lH8si81FJPUyqiKRSdhufVMHIQT/rySSmfB206r6Z5p60x2sqY5csYemPrFqg2
YWp5wCv/nLTkcAbvuCohR22XS1z9n0ihuTQbH3d2vDsUQzbX/7RrPNPOKYLPNZXu
00XEk1YCOIWMMJ4CUGtjgOMalOEpeePuURmXzQHg3704w4ESSiCnmVEVQCLEwWgQu
8A1r9P97aQaVV4vvKEtLv2/RpRr5BXY28Kcer /2HQFUJ9NBpkJf+ItZBic02cab5
00JelZdoPL6aDwy4eDLVS+SMajO05bQLYMKaTYfcP+nUdYZ5gLU9qBcqRtIjQ5qdB
WH8XhEEiBPZYYHhvBidaK9EovTOJ4touEg0GBiaWoRa8crQgryKR/cnInZ1pWpfd
kmeJO+NJSTfstOLaHhk2x1fiqOKk1ryMAF9ORN2iZvtb0Odr6zv2iR54801XuNBQ52
ZmLQnWdqj2CSXvXi2kPHz+/1dn/iQl40XAnDMbvmBQcJxvflFg1zQzRsTwvoyiRn
RBUdbsbGBziZGqg/vMaVnZF8yUl6ADxzqIf5rM/iV76g7sscLhX5Ewcj618QK0gq
nN3nGxBd2xuEuX0pv9tSOmRi81gE1RUboHV3 /HhRN1TLs699fLFOAJMcke43a0jHF
NOECszVjwdXfn9JwlS6ZwWGqtDuCB4qPGjVttiPMn3iWIbWC6y5mtgaJBBACGMaT
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DXcojNrR3mUEWFmWFZKb/3cn2mzmB26JU9gbfyZrFxvXFPFOEYzqReHSkQLvwnqu
IgWm1ILBuIsLICSUrJw64e+k+qBgqg71KhTywECC/@D1bjKntE7R7eeUn5IGs4Xd
dLdref/UkDhIqIAkn67CnIZi+miCsz1k+18uzIAIM6Vux3a7rXYVcJdSQg59tWFN
mmqdx9BT/bZok1I1j02qG6JI2EITIjuvD8ufWILY12QCNuZ+Qn8S5b4gbRDKZGTIfG
vD2G96t0C8QpnNUMVNn4dI5SB4p1lXYo77SrvMAY85G0tzha6HCJdIA+5SMxxIF /Qpba
TBin02Z+4dxTJvbIJpQzZfMUQPADCJIxphpaALMiBxgVMM7FxPn4hpwUUAiu87juQP
GRh/PRKTB+ZjdzysiCYBPUlvd5B0/aM8uhuB8Cq0al9oA7b0Xznd5PyJOBrkac94x
gXCwhwu723jYrt0YFmLORbpXMZSh/fTGq68NY7j7NOMd1FS8P7Si1Tdfc7Q8fh4MW
w/0DenQPXTRKJBNTYk7LntGM2NKrUS+e1k jaAwCk /F5fRieF6AkbVkP/vFDQYTui
0oQMIL1GW85TIih0/WDWJYZzRQCoigVVErwppjuwSDztFtQrtfCFbOVx4sAfbYoEt7
NTVg9V/elgTgAwrzowT9jMmZIDnkAzQ1Y46sD26BhjgxUTYwWSIhKyo7EPBxszPX
DTo9fY5ybayhkYQ59gQch@mrwZ8q9C95FFxxpABS9Yee5++j5+RCSosvYIHW5Piv
Rge1Wm1U3SGOBYQENLQqYB+G39vadT5yy91usVMiFnJ6CVGGNufLXNjpCXaNQLfRX
shYBUoUMwtOR9kpBDDg1tOwgHWoh08iG4X8Iy+cLvna2thFv8u94/Rig5pUn1sbC6
wxyu6y@vBdMLx0fmefP8xyPnBCiG/5WeziARqdAaH8sGp3Q7qc/YApnlIQevCU2b
01Iz6t7dLve9HyY1vIv4pClPWi6AZg/un4Rtas2HuLAndrNV7s55s0FH4BvdGP58
3fR/MIITOVjyiT3bUit+5qE7MvpUqdxfsdC3SUaPxFJ17khGiimVegC+x+8YTicE
JebKrihVAosyVVWZpjCIa4hjdMpVgUutyEgVNovOXFoWcNxMb8f5IAgXvNKMsvpN
FMoAfeT1MSj3tM5jdW1iVOP5tUBWt1F j3hxixZPaz+w2SykOrHoyoDjCWpXifZ3K
CVgGghueWgLglwuja@FSkvZbq1AiVy6ebtbkx/q50/jh910Ta@SM2MupcHrHg376
SB6Ujw7B1BXWqcN1IMMJQS6NnpXCWsleg8iHQRATuDGabxuBJmVf6I2mg8Ev+Ki7C1
KAHfAAhHp1E13DXf+E8eHVEPIemv3YeY31dBVI93+T5V823yYwqwk5PfWZ+fPo+7
1Boq8IuHDu@fpwh21b6iNKEODvVOkXOPwkixLB7KpMpl9niCkdVwtj8CJJzLD6CSR
ctVnGtFua77wOMEuUTwv1XWuWz2IT9a3aKGycilrgz/CsTmJKWSIoc/f+u6EnPf23
hYMpMxLI46I9VQVcxaX5YD20ywMxTmN2fkGQdoyxa5pAhN75+iBeYH9JB+B+bYHo
HJX9UiEs5Jabvu37SVjeb6RqchkLrrXLyock /uTBepCqsqJaZzoFaVC8M1T+jTw8ro
+miogKVi@JeH/Wn3yhCEHQ5AY5n5dB20MdPe9BZQ9zzr /WdNx1/xs/FpRj+ggpql
TnEerBbzG9uJQOneKgRLYActvZ3zhe9X7S1/jS9+pFLLt02tnRNe/edOunZHrJVt
pb19s+WtaDVez/eRUbjkgdjlBFtfYtFtcldKJBjLO9KiIkLecj49cfZHr2pcXeZS
pnMu3dvvimjapHAbqIvnEnf/jGxGFIiWKP3jeKjgjv7580R3YpNQ62upOe2MP+HAwW
3nhYYNrLxD1eFT/TTiFwOfVpvrVuL3vFfJBXVFWyaokM4/sLN4E2EfJ9kdgBVS2Y
RmgXH3/EBYjJzicoVcvb799rXkbfu5LymXGteMZ+XeTDeYkLrx490E4FYmnQF 1QX
Grx2cqtzLPed4aVFekZndq@zDenNibLpv2PGL1cJy3mL/FEM85phjxe16wXM/aPcD
2ScKzC7eSfUj01K27nswJBFogQQv4Q81apSQaVt3884uQfpz8j07NxR7ZfknpnwF
AR208udTix02yEQcO1YEI+vT048DiI7bHVOXbA41M7hSCaFyqAMuyb9JXyZGVvdc
v9+mxvNg60bXhOkLwPxBVfQ+TraGKGvxMBI29/Lzfgssb6k8JoxiBy/qQnBcLZfs
bCqggRM2WDyOmApeyAHBwmybYS111nosIGHntnpaPgsRMIcMENNzEpVdWLZOcmwh
fEX++diQFQ9AwzW3zygnYAk /tZSXVe2wUL90jMRr7kLwUz9n30ZLF3u/4UEra7bD
XRMtTO/UmuN/d16EqBN18gKY96buiRcgAAigMzj+D5VRgXzgj0IeQq+gu/eXkzro
tONTZfuoVND1+q6H//f2kDRHbjOSXz90SWHOtxaJ6SJbDX6OMQFb6mMEWIM8kno/e
UpEXjHzTU2xyum8qoN8XdaRBevrBhyPXFPb8QEVD1BXR6ehFockfbnaRqHVaStva
Df6/nos9E7ViCGW8R3YoJ+2qfWTk7RXjmg1yk rdbQxMycOXyRTbLB5ur@ynIif15
0Qyz3SiQGSL0aSD1Z501Yty3zTEn8jM1pBOr9KXFkgbbxNY1X6nn3vZ5ZumAl11M/
iwtaPgThk j2RNnMBATEWG9SQva8FaH8zUv3fGepJ37VMP1Q43eWhZavwzZil/fs5vG
UYCyqgxjhNXtwSnhEGHI2F4LaffYeim20OWt9HiXZON15vRpSeTWvTGOUGVZWROzx7
0gIeKe/ksjcI1Juzy9fKQlJjsmURWQfuKM2vfRFGAoOM3jxKBNDDFzinkL2 /kVpoz
rn8LpukkEOZNB++ALIGVOB8L4zND1uePDTY1lojthvjJUNB+oU60B/1iYvcnHOKXin
PKmeDe7g5Ywjx0UjOnuZEwa4L7ALCG2WpmnpMOT1RkHVpqn+29PPQ/Cx+JpGmX0+
uFiHQN+L3uk74rQwJ+LUQBGDrRE94GobEN/sWgk416bQrf7S13Af0QaXDCNId2Nn
ebzYvxhxEkpqVnvjvd1Vr3ZT7ECzOFEA2hjK8L120Jz/zF8DXUhS1XxXAER3Nf5n
VzM+0fCpigIUezk5QN3r@sHDTmWEMOe6JgXnDu8BIbBN6NNXFXE+rbRV71vdOAPE
q5F0T9a0095/cVYBcLvhW3QQcp6byP1Xhulaq1zZc/N1482qDNddYDPtUDaa+g7 /X
m1+3tKTmyLIBhxv80RgdyVQiXmHmv jWVk8qqSmwrNM7 rZNkWo4FZFOYALreVHxHZ
T1bgmQ2Q/0ydwRhfpWT1HK1AH4UzUTWKjFDHBj1pZGqtDuc+ghEboZxHdAI/xrvy
ypU30nP5a9Dvdx4B2GuKHbPpN/yY+jbvjDbb1DXONROcVqC7JU+mMXYFRkKgbyga
L2KDhIBVChXtzGUGSR7wnfvCPBWOpmi959NSoSRAVnVI6hrCqNopVPVRh9bAtdor
+MoGi2gxmKCLhxYBA9/6VjZnBF498RxRKSAh9EKHZp3Wtiy5T5779j8gHRLwIpel
YnORgbfWegcWh jKwL8BoXT95S7 rvHWuJbwFXMmZFD7fVJqD11auaeS8QNFPXEOIW
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91Z+2yidEOMdk fTWWS3WTFy3N4DBYP6JJRIZHVIbYk18ASxVNR7sGjKTsaioRble
3WakKwI7eszBNvgEsrNtJPOPYD31leXcOXXbsZZmUgbu+QOzIYfrmJwoOwA/4p0jtM
VpFOdAWOvwOMygws1jdOH8MFBBwWVMsu95DiM5Qx7JTXNaPAkxKSVrvmPCPi1yH6s
82Tkf9D7MC91Ty0V5g5wqR/aNXfHFk31+8tRi/jhDAGcyY+sTAUONPaNCImOjfe1
oRPRpw6NnoLVW+8X6JuZ+hFoIvOv50Y4mhvXmtmOrxG1/bI+5WFHRfqD3rQNX/RWO
WMepP1KnRq1yNCzwKNrdPf7sus1MHSDCYCuGFUUawRBZnPtdOwM7G4kPiVh6 rmow
EQji3yT1bDp61yVbw6 TNOSAhcAzkDwrBNiGyDCDa5naYnnYRNE2 j5KkAcFtZv32Q
KFVEA1d8dP3+qeuGiNJVpiTNaQMtMT+Zm4IwgHHn7aHKW6su/jjc48gxLU+IHSR6
iW9IwZxRvCWKHLKmUutBN/WkNMgpt/Wmc3waY7LZiFhK+LCXHK1dLbyrkCdSD8DB
iYxV6+MFG9huPj1JtuonFt6DX/PE2S7pgLeTFWDwKxaeNSd6WGVU6KiEpeEgDPmJ
GpLAv1ow/G3VmvOGhM/oxKd76uY61CosCHIEV6KqSX/c2YATIVexubv8kaPXd2B9
mbafIPVDfEr8Z0D8SswA9jxaf3ZCmrYHhwyVIFSuQn8BNBpYqaal++Y0eOWPJItA
79qTDNUJNgc@vKa/nVWPuSVogfaVn5gw/byuN1PHmdLEdHUMyOcal4UyJ28nQrvYR
23WPQKmRT90ASSEMM2UZzB4+yf4/1zt3p2auEks2s3GM1fdyUm7PHu6tz/Kvpvy3
xE6GO4qV/cEK9600jwfonvNgf+LV/06GV262QvbVj6eKnNVoE/7qws+QJNuwjgmE
xy0t/dRjTFLomTXFAKWpnXNTPNzUTyM4GG31We+aOk0zvjhC4dAL71f4JKYqgPE6WW
wKxjK46KQuew81k0@8Wwk 1VHW+D4DIN2ynIbDM+q8rkr1JNNvIHXwS5BASCSWpsxnu
oYR/fpwbkSbCPGO7b2tWVGmTw3S/Vwy960Lwunw4oYyaaBgenFFBgDzicgiyExtP
KOOPIr3LjEXyol31cLwSBjCNUMt7FwPiB5/TFQwVmtGq5t3uYL3ei5IgTaozbk7p
04bVa2QJQxK4bHHbsgZ8/Vd2JXJJdQ+I1rfCOF6PKFqrfhDeujsF8QzZhvn8M2qJ
yTNPENK9Q4zb77dYvDUXBss4+erFMOwPesScHEbQPh9yyu2zqskpYQMrOgMPCjb6é
y7yKppG1p0IrMzpJQkt7WP6n68nhZAlkEoCu7XchopEq1TmlzFVJOF481ijIXWHMJ
PjsMWj2eh6goyFaAl2tovcyH114j8vY3J09ACYyLytyns+PzdrqjuZxJQt8wzZMd84
axsTk1GO2AEuAehpsf7ypMKCB032kirOMQSYZc4QridRDUSJ5TTxMsxz8vXtc748
8fDkhFFq5Bqf6Weo8YiFvspF /Vvow6xjGpcNK6DMgxwwvUb92bxHwhdlyVa901lho
B1fxiQkaA+0iy4bdYXuDoLHd5p+T8SipMorXJrHe/blq@0wNaHrbGSCje2SXQBqgB
+CMVUyVTtEsA+hpI6hI1AZutTZ7qrvIMGatd5C0078+80kboTHysqAIH8WAdDwky
aXylZngk5kEiwW3eNjohBQ==

C.3.1.1. S/MIME Signed-and-Encrypted over a Simple Message, Header Protection with
hcp_baseline, Decrypted

The S/MIME enveloped-data layer unwraps to this signed-data part:

Content-Transfer-Encoding: base64
Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="signed-data"
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cyB0aGUgSGVhZGVyIFByb3R1Y3Rpb24gc2NoZW11IGZyb20gUkZDIDk30Dggd2160
aABKdGh1IGBoY3BfYmFzZWxpbmVgIEh1YWR1ciBDb25maWR1bnRpYWxpdHkgUG9s
aWN5LgOKDQotLSANCkFsaWN1DQphbG1jZUBzbW1tZS51eGFtcGx1DQqgggemMIID
zzCCAregAwIBAgITDY@1vRE510r0Q1lSHoe49NAaKtDANBgkghkiGO9wBBAQBFADBYV
MQOwCwYDVQQKEWRJRVRGMREwWDwYDVQQLEwhMQU1QUYyBXRzEXMC8GATUEAXMoU2F t
cGX1IEXBTVBTIFJTQSBDZXJOaWZpY2FOaWOuIEF1dGhvem1l0eTAgFWOXOTEXM]jAw
NjUBMThaGA8yMDUyMDkyNzA2NTQxOFow0zENMAsGATUEChMESUVUR jERMA8GA1UE
CxMITEFNUFMgVOcxFzAVBgNVBAMTDkFsaWNIIExvdmVsYWNIMIIBI jANBgkghkiG
9wOBAQEFAAOCAQ8AMIIBCgKCAQEAmMpUp+ovBouOP6AFQJ+RpwpODXxxzY60n11J53
pTeNSiJ1Wkwtw/cxQqOt4uD2vWYB8gOUH/CVt2Zp1c+auzPKJ2Zu5mY6kHm+hVB+
IthjLeI7Htg6rNeuXq50/TuTSxX5RT1ITEXGt8p6hAQVeA50Z2afHg4b97enV8goz
RO/Nkug4AkXmbk7THNc8vvjMUJanZ/VmS4TgDgXjWShplcI31lcvvBZMswt41/0HJ
vmSwqpS60QcAx3WeagByCNj1VIV9yu/3DjcYbwW21Jf5NbMHbMTLY4X5chWfNEbk
N6hQury/zxnlsukgn+fHbqvwDhJLAgFpW/jA/EB/WI+whUpqtQIDAQABo4GVMIGS
MAwWGATUdEWEB/wQCMAAwFwYDVROgBBAwD j AMBgpghkgBZQMCATABMB4GA1UdEQQX
MBWBE2F saWN1QHNtaW11lLmV4YW1wbGUWEWYDVRO1BAwwCgYIKwYBBQUHAwWQwDgYD
VROPAQH/BAQDAgUgMBOGA1UdDgQWBBSiUOHVRDYAKRV8ASPW546vzfN3DzAfBgNV
HSMEGDAWgBSRMI58BxcMp/EJKGU2GmccaHbOWTANBgkghkiGOwWOBAQOBFAAOCAQEA
gUl4o0JyxMpwWpAy1OvK6NEbM11gD5H14EC4Muxq1u@q2XgX0SBHI6DTX/4LDsfx7
fSIus8gWVY3WgMeuOA7IizkBD+GDEu8uKveERRXZncxGwy2MfbH1Ib3U8QzTjqB8
+dz2AwYeMx0DWg9opwtA/1TOkRg8uuivZfg/m5fFo/Qsh1lHNaaTDVEXsU4Ps98Hm
/3gznbvhdjFbZbi4o0Z3tAadR1E5K9JiQaJYOnUmGpfB8PPWDR6chMZeegSQAW++0
IKgHrg/WEh4yiuPfgmAvX2hZkPpivNJYdTPUXTS07K459CyqgbqG+sNOo2kc1nTX1
85RHNrVKQK+LOYWY1Q+hWDCCA88wggK30AMCAQICEzdBBXntdX9CqgaJcOvT4asba
qdcwDQYJKoZIhvcNAQENBQAWVTENMAsGATUEChMESUVURjERMA8GATUECXMITEFN
UFMgVOcxMTAvBgNVBAMTKFNhbXBsZSBMQU1QUyBSUBEgQ2VydGlmaWNhdGlvbiBB
dXRob3JpdHkwIBcNMTkxMTIwMDY 1NDE4WhgPMjATMjA5MjcwNjUBMThaMDsxDTAL
BgNVBAOTBE1FVEYXETAPBgNVBASTCEXBTVBTIFdHMRcwFQYDVQQDEW5BbG1jZSBM
b3Z1bGFjZTCCASIwDQYJKoZIhvcNAQEBBQADggEPADCCAQOCggEBALTOiehYOBY+
TZp/T5K2KNIO5SHWr+E3wP6XTvyi6WWyTgBKILCOWI2 juwdRr jFBSXkk7pWpjXwsA
3A5G0tzOFpfgyC70xsVcF7q4WHWZW1eYXFK1QHJD73nQwXP968+A/3rBX7Ph00DB
bZnfitOLPgPEwWjTtdgoVQQ6Wz+CRQ/YbHPKaw7aRphZ063dKvIKp4cQVtkWQHi6s
yTjGsgkLcLNau5LZDQUdsGV+SAo3nBdWCRYV+I65x8Kf4hCxqqmjV3d/2NKRuBBX
nDe/N+1Dz3X0zEojBfqXgq4SWcCOnsG11lyyXt1TL270I6ATKRGJWiQVCCpDtcONT
6vdJ45bCSzsCAWEAAaOBrzCBrDAMBgNVHRMBAT8EA jAAMBCcGATUdIAQQMA4wDAYK
YIZIAWUDAgQEwWATAeBgNVHREEFzAVgRNhbG1jZUBzbW1tZS51eGFtcGx1MBMGA1Ud
JQQMMA0GCCsGAQUFBWMEMA4GA1UdDWEB /wQEAwWIGWDAdBgNVHQ4EFgQUuU/bMsied
BhIcl64papAQ@yBmZnMwHwYDVROjBBgwFoAUKTCOfAcXDKTxCSh1NhpnHGh29Fkw
DQYJKoZIhvcNAQENBQADggEBAHOJojanzgmgaSN3 /gqSQ4cbbmdj /R40BEPr+gXT
+x1idfZ2iLNwYyTneuK6AChwKfnNvOFb81V1iffRTF/KtmVEDMR/sYeqAH83KM5p
3e121Vh40HhyIBgNuz50ShNaACSioQ23WxHGVy9vsdVfnbhsplriWgINQ2WbpCmK+
20Mh20Y10Z /wvXMt9cG6 jbMvcdH4z0I0vg6omrYkKTM/RCGnumghxwYToj10yD5Gs
4D2TJCw+TX50Dxh52MbNRYXTus2ZPRPM8JXNQC4GWv4km3M4 rKnJDd6hnoQ9rNeo
zIcBVyybQYjfrgg4DRvw9Ksk220H4Con1B8f7R7s1LM2cSYxggIAMIIB/AIBATBs
MFUxDTALBgNVBAOTBE1FVEYXETAPBgNVBASTCEXBTVBTIFdHMTEwWLwWYDVQQDEYhT
YW1wbGUgTEFNUFMgUINBIEN1cnRpZmljYXRpb24gQXVOaG9yaXR5AhM3QQV57XV/
QgmiXDre+GrOmgnXMAsGCWCGSAF1AwQCAaBpMBgGCSqGSIb3DQEJAZELBgkghkiG
9wOBBWEWHAY JKoZIhvcNAQkFMQ8XDTIxXxMDIyMDE 1MDkwMlowlLwYJKoZTIhvcNAQKE
MSIEIPc7Pk9KNPXyMYThSP1PWV2Qm8CR4vwcxnqIo0jkdUtMMABGCSqGSIb3DQEB
AQUABIIBAA4QYIyZPmQpKWNUhU2nJc7Fr10h66z992rzH20TpxSHehRBo5dJYSgm
9p/EOWBBXLOUJ8s97cVbdY11EQEjx9zvpTkdLtvosuonNGHmMQLCPVKSFfpBvg4DV
L7YcZkAQgXujN2Z1F+MD1UTYo6reDa2K21zPqa6CJX75zersFb1xS3raFRaNAspW
URatTpJpgf2E7F39078kRGsbUxurtzm5QTNHIVAQjv4LudNSGVOH++VTmkMR5gLJ
3Xm2E7tz/TLD1GDi+167tYni3f+sMgyW39dA4/ImkVV3LCjT6TXuKRwvDnLdik1u
ehOHs/LLI6jCJ82HDBCTgGTbJ8Lfqdk=
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C.3.1.2. S/MIME Signed-and-Encrypted over a Simple Message, Header Protection with
hcp_baseline, Decrypted and Unwrapped

The inner signed-data layer unwraps to:

MIME-Version: 1.0

Content-Transfer-Encoding: 7bit

Subject: smime-signed-enc-hp-baseline

Message-ID: <smime-signed-enc-hp-baseline@example>
From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 10:09:02 -05600

User-Agent: Sample MUA Version 1.0

HP-Outer: Subject: [...]

HP-Outer: Message-ID: <smime-signed-enc-hp-baseline@example>
HP-Outer: From: Alice <alice@smime.example>

HP-Outer: To: Bob <bob@smime.example>

HP-Outer: Date: Sat, 20 Feb 2021 10:09:02 -0500
HP-Outer: User-Agent: Sample MUA Version 1.0
Content-Type: text/plain; charset="utf-8"; hp="cipher"

This is the
smime-signed-enc-hp-baseline
message.

This is a signed-and-encrypted S/MIME message using PKCS#7
envelopedData around signedData. The payload is a text/plain
message. It uses the Header Protection scheme from RFC 9788 with
the “hcp_baseline’ Header Confidentiality Policy.

Alice
alice@smime.example

C.3.2. S/MIME Signed-and-Encrypted over a Simple Message, Header Protection with
hcp_baseline (+ Legacy Display)

This is a signed-and-encrypted S/MIME message using PKCS#7 envelopedData around
signedData. The payload is a text/plain message. It uses the Header Protection scheme from RFC
9788 with the hcp_baseline Header Confidentiality Policy with a "Legacy Display" element.

It has the following structure:

L— application/pkcs7-mime [smime.p7m] 8085 bytes
1 (decrypts to)
application/pkcs7-mime [smime.p7m] 4972 bytes
4 (unwraps to)
L— text/plain 418 bytes

Its contents are:

Gillmor, et al. Standards Track Page 105



RFC 9788 Cryptographic MIME Header Protection June 2025

Content-Transfer-Encoding: base64

Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="enveloped-data"

Subject: [...]

Message-ID: <smime-signed-enc-hp-baseline-legacy@example>

From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 10:10:02 -0500

User-Agent: Sample MUA Version 1.0

MIIXTAYJKoZIhvcNAQcDoIIXPTCCFzkCAQAxggMQMIIBhAIBADBsSMFUXDTALBgNV
BAOTBE1FVEYXETAPBgNVBASTCEXBTVBTIFAHMTEWLWYDVQQDEYhTYW1wbGUgTEFN
UFMgUINBIEN1cnRpZmljYXRpb24gQXV0aG9yaXR5AhMPLSWOETmXSs5CVIeh7j00
BogOMABGCSqGSIb3DQEBAQUABIIBAHafgwK5Dq1Mk+/BfVcTHIE/bWksOCdgOuo1
ppl3Qdi238REiGsONgPHaL jiK9xhjvTS4pSV3NHEbKTVZpQurzaUqIXL/sA12kkn
TQgbJiemZq2HXKI1feGM86z13FYWPe4g42nffZNiSkErmPI/IZX4CuJ2+6Wy8Io0
tZ3C1vLg6z4V9mialF6IyVDYw2VZUIb/r3I4SKINANa1t6wKHeHTX6TEJXOV3P6W
kWUwpPHGZzYXPNVKX+NSLxGgX68vTYOhg86Q+FeKLNHkutnQD1fNU/ZBn/iidZt3u
aUbDpByaxv793j8QpvCHUXbygTIYENNc11+RcJ3WmkCKVkwXG2fswggGEAgEAMGww
VTENMAsSGATUEChMESUVUR jERMA8GATUECXMITEFNUFMgVOcxMTAVBgNVBAMTKFNhQ
bXBsZSBMQU1QUYBSUBEgQ2VydGlmaWNhdG1lvbiBBdXRob3JpdHkCEzZB8ROAPhiY6
HGLS64Mv1sDXhpQwDQYJKoZIhvcNAQEBBQAEggEARW1p7eiEdi69X6DKW+FXzEocC
E8KIzTvIpU++VvNLVZzq+29VTzdjvBVcg/8F8L4BNCIpWSgz517Z009L jMCw/mH020
XLOB74me2zAv3HeGZ8517gIiA/1sdgIb3f2Qw/+8gQVAIkoYO1BmpocBf6EGYEciU
SWfwp1qJE6/YWhiFbjcTIZYj6UqGy72AkiqGKgCZ /tFWhMJ2KKzbm8t5rG8oC8bD
dgjT2PYo5by8brJohF/zTS5CucfLqqWpA7QtHLHcAeU3NXqVc5tHyGZy89KDpEii
XVCxdE9Rs2AurTjT2/98WF5tTEFOR6LeEdG3svOzmMdOxWEdwP47BA/ePsS533jCC
FB4GCSqGSIb3DQEHATAABglghkgBZQMEAQIEEILWJEheEd6 fWeBTTJIF9JZ0AghPw
6igc/NoE/Okf7HXkehS4/7Vs85BKRQ5mdXGN1WfY4nFcchHVWVUCrPXYCOmUC6hW
12YuNkD+1i/LBUNBYunvny5iggNHEUBzMQbJMpRxcgClqS8zMokqBB+kzkGJMKONC
ODVfneVaPAldMvZhw3BsbJfGaeDVTthp8IuR4PgdCUEBL4QWCvkgD1NquACVYAD3
MD7PSziVb2tAvVBBpX0ZBkRGc3bQm+IhZWRAd65313297+eYKfmInlt+j/K57UBC
i3tnWaNei+ftFBPVpbnMgXm3TbBBKzuWtV8QsOKZFddCtgoZmjpeNPAYMUGtN79c
3eq6fTzQPaMKCY8Z3aEFEv7YfvcdCWrmsbtGndyoQAr@nc8BU7geuHD+MoVIVu@7
Féx/hxZyJdEh1vfLP8hPKq9X11gwa8+qqT1M920BxT4hY96 rMOMu2dBNVvF3g9T16v
g1LE2PJs62m402XEYdO5F1WzYzXjP4EZzF3u171duDsdyrbwZBq0JvMXVffqEmfd7
YfilLMvfUihHpNBFsKtgPeSqjVZ7WN2M9082CzFa85Z1CcCTrqtXTbVkzSUYBfixU5
mCkZimMFvH9iwNSxxqdovNq600 jFiVNUH4SCKBXDHhwBrHROUqZ7Jap3xQplYpOP
2q90owbJ9irL /20X9QGRG/g2W9P0Q2L7+S912QWWpn3hJZwZimG2LebRrIHEVsHhV
NQdEst71Z28iDw2fDTd9cpSxUjV24LauODLXLHfO2NWnttdykv4RZhrhAYOOIEGH1
YUEhPD7m8rYvhr5Xi6pDEFVGp jKAEOVKICQkdmYxjF3nJhL9EBzozTWWKRsiNgyU
DJUkaikV/smnYcwU/0Y4Ug+AZdLhx9fCK5Crv2MjXaB/8btxoutyKUn3004ABVtQ
KFt3r/CkYJvyfZQTm1lhDLDxry1L/yX78+pFmnsLRSKdNp+W1hz3GeeI/bDZzR5L3
ETECwXcPjh9uqrgM3HUVKC9HHc+fUXKrQXqGMXR1tvA117yWOONOdBZbW+AaS52x
cSSr/z+jQJy6WSIXiPN/Lme8SyK8cSMUGRW44x083Z17FRCMJWbmET6N /AXX4XFM
MBAJ/C1n9kMOcnC1AwW52X0571xKOSTMNQb5LRr /a6RnpVTTTJpplBQGjc8tjQfAl
bL510dPFKq200p90C3xjVadGvi3Qp8BBRILKfWTUZSEsrcNhYm@5+0iDfKMaD4nX
PJPd47XBR+MuYHRVuU/7LYFv9KmhxDsemLmq+8W23AYuPXGoodQDB5upJSoVj2gjw
j/Aabn7J8NIoNr@omfsavqZBiAiNSKRBnaQZ45h7hkYB400e13dMgJNATAES/5d2
gXV6RkhCxtFQPOYkzbSdr1CVUSW35TtiCzGzEsVUQdJ6ZByB2a2mXIwWDt98HT3x
Z1pHjfIX1IFKG+h9f2S61xkNZjIATawIwY1+yN246yvdfX4TugEtISyyeu8mGlnkk
md6BJL1fGCapQ8B2u/KFswjNQc9orJAs4PZAYWAMJqZ14jOPbcwjD4yVwxwdgu5W
uQZguUfHVQnig4jT35svTsNmMei//OWYrESkOLT+8I64TuBpPINt8kwFbfrJA3MAS
mmLKVZ2t /U5FfOu8hemprMntiAhNGBLuKwwbg2q8cQfZ1XNGyZv006s/9dVX2aTG
EXNCEsfprvsXrgHNT2gFGEbv1DJFEHCWlozu2GucDVo/AH5FAcwSMcyWtFvTkXHV
W2gGKYQd6Ap9f1lpy4B2PGQHd1inMADUxmaFRsD3fYbG2Jkh0OaSzAfJOw]jXMMu1dF
AYyUmSj/hCCmosqROQG7UJWQ4QK2S7dMFSnNt9zaPvKJMwPmMAc80TzaxrJxJ716H
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DJ5HHAtZm52fGYRrUyXEWYSzI jqPkQFO9pwFhn1MNDLZ99D43VFUkoBeHHQBAswh
d+Xp+jGDWEMR62xQhIdRCUR8i7Wy13+tCdzpfQSvMcfTPU2G3/xdvhDVJ3sDjcIf
79LQG6 /uQmevrL6XdUNW7zI4a09e/knL+trM/847NLjNORRTABLKTX1TxgJ9ELcw
yx2gvuhvKSt414/1NcnbBZaW3yfA6132X5t5jY9djWBM6EYLNSHSjy3aIJ8fiazZt
T9kKm5uSsz+7bb8TSc8uQ51HzAvctgM2k56zGVQnzWkXR/ghalJnp4ekLG1GZeWv
Wa51KgMyvIM511VRL5UvuoAA2T99ABBiCOqWjuXpAjXHRDUMKfR1vSJMcxim228V
d6MfqcxJjEFsH1SLDAB2 jSafk2jAApBZe6Dwx42bw1/w3MOGJv+rPAI7tVyRBqD4
LgD4sgT7R1N4z1CPuxWdRTCmsSN8rqK11pzawJyOwElyimrqjP1GLFGuoG/s+VIH
gsRZGGelL1X90eyfgFeFb8EAiIQ8VCrCr5yzQNL81+E7CJYCbqFHTHK3+aGqYhg2G1
kYEgcMGS2JVQTioPlohPB9ZVLPmcaCAzsPeZ1qAgkc4FAMHNh60ad8/ELCt1p8Mf
+ttz3HVVZVkIHbqgjag/LVgAGbi2WMvsb1WmtRCEAXxzQwuuxvdQ3SrqiJ9QTPODUR
hpyIzIP7G61EDNI2HPeqBG4LI9LspOf/MUzTtYhnjkxRrsqUDVJ4UhWWVel /rzEOT®iY104TQjQVA+wZIFZpF
ha48nC9hmpOIEAH3e10Dip2kuAXx1J8tUCJI6xVWHBTXhYjZZoZfkW5ANh7YRNDmV
cKjdpWyLak62aERncU351xpg/0OHM7 fT1ChFB1OPBPIownbpWSzuzPFKslu4Maf9h
PLO3jTcKP1w5Yp7JL4ChSqCLcF9KK7aval1UHj4oNgnphejl8ncFAWHvIrB3CykN9
xD3IPjQmpHT1woMkNspkFHk1fq6jiFcuVBPPJ1AFawpKMwrf46MHOFQr85BESJ1X0
ez/pM19tItZy0Osm6XULITumIXOE11kiVr5WQaC4eC8FEd8KDJfD+s0q7RGaRoIQZ
D8vGB5QrdLbB2aNnKxwyTbK+P7p+F3Qy@BVidoGk1J16sEep2Sko700VdJCFd4bm
dUwB1vwXc0086z821Qk fmdLWpuIEIigB19bEtxyEXyVnt8QG10hrzJqjYeQ8cFhMs
exyWo@aak /pOSPd7f81azE/UmX5U7b8s1LwA54N7tqqjoMCLXyQqqaGNdgfU6S5Hd
DcIGHA7KT1t1lr64H1zhQOA/iqCrv3/m0dJtx5voztQSqlzqlVs86ZhviW6BiggxyL
0qI52yFPMmk1oR+QkPrwCl17EiSQSLRjvO6KgdYDRjBqr2mgIOuZy@UrzOLDSSJv7
hdV+TYLwYxb4h/q6sxtQHu5vyzBshNBoF84PK7 /xMMw3hASQLEpVZJCveOk/@OpFuB
adCXSux60p8nSYcMfyN8b1vIAPFP4b/s6UE+R9beTss6tWzZrk4rx77qjBOdApIA
PdbtndybZvktflfSq7ftwgiKERN8qT/FRQZVU9Z58MnVCTb3ep3MxTE0iVE47/sg
V5WZs1ly6Pm87XFCZxGCfZvyePGPU6iEPcbi07zfhQk+tH/D7ccd4xD3kSVF5S+gX
VIDC5/eiKXDaWVOf+KyhJVuoNztErEvDfuPIqBr8gL85kpcqidfvPrP4xziKKOHJ
X7hoc5psA27J00FbvPPPWNCWBcQmjZswIqt/s4JwiKGApZEtv1zal8qHieil S51F
CJGyeQvjdSm99fRGF+d0rypeMGoTPkBL5KjTF6ezt/H3b+BN2A7600tphv8YHsa/
GhYwxmb jLnwCNL8bKrLzR211n8XPZcHcZTOKwvuT3/jImgTW47T8tBjP+uzsp6PX
a+I5HTxkw8hhLIN7sqfkzp+zupK1HjHG8AayROTKW8YyFNViDZfxWI7shsjOHJApf
6Nkaauz@bUXYuxGdobMWaY /508ggA5CKS+SEXRXy rmLLO17NAEWBCqIODK26zZPQk
TABDscOSDevdMXiAKcfUcIJCwZpjuQ42x9yJOByd500d2+489nfz+GJC2y09ZgZe
SWP1uUUs8maUPglQA8IVik6Jh7hijmoKu6ZMxMOVg64bkiAMpNXFcZnYQSr1W4nY
6LsHstDs2z6+80z/1ff68Ig1i8i1EzTXLRF5rKofQNMtBruuxD507tpeXDHj2EmA
mxkU5ubRf6AbBQbAJ /FMB32VXpZnJHt8dIQZJ2HN3dq1H5I8PDwW1D/kFULE6XYYY
PMC3an5+q5VrrLzqaz5w5uZAupJ+1dHmT2TxuySkUJuwfOHL20d2JVOHmtpJmuZ1
SEUU4EOIwDzS/N1gAVWEIN4r5MPWotZ52pzvd2MiTMwrtNDE9wZd+WDOX9evTr6Y
pYOS7XW+NYEz/jABEWJb+Vw9gOLOBDOkhwBjYdnUnD5io7LkQsRfvkCun1vHIWV7f
Mn7MdSgnmTu7+advjf@sv+SdHYOMPdCML /QbNQU7d1DP6gv8/WeDoGFvInNRidBg
Ftwm8CHrzXPIEP2/3GPxWh8SS1FyafBKwtpUWZV3pb01+9Uh1DBGX/ysIKFD1/Xd
iSt6B6ZZARes07sxeSED/7ytHfEbOkAw16Z4d1XIyZ9y8QNRATIBIC2T9PHt2qVb
DDNR7JU+UH+XsPUvqolvOvDCkk6Kf rRKiugefgkZHPCOYQsVwhO+Nych47I7DxJe
AHJUdjhB3KjBHalhbT2EZexcDPCMbiQ0dQsVKyGSMFTbupZ43jGN2gMul/2nfB5Ed
/1EK3At02aFzS12eIEeExS/kyL8yJB9g3MAae5hcH67tvQlYIpZvRtKHbaF5n0r6
CxznmHv2TIuui39a/FE+tpzeutxSg8gSmu7RuyYtILhNRJgKhYfBQFqJKJZzLSbhgP
MZBPEEymba113dmAjow3trFz33Uy8nw1/bQvWLMMX9qoJM2FK/CFwTvNeW4+ixWB
IHovEIV2Z+0eSS0JcBXAfWaDTha®593PiJ0aMWPwHfaBsmahNmBgQ/XYnKGSOtsd
/1jYOmOYoNyjwS36gRn19BMJ8BXKrax1QiRjLM2zcuAXhl/wieahb8N120PgooNc
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Yn1rgcc3V3UaOjWeqjypkNJO0aY9zQ1TNPf//Dv1Vi3Ut5nilMmroucYho9Cs81z3
IpKi/dvP7nEtfxuyQwWTNHhJnDELPBUAQ3BBEptVYZufT6dtCIGeLZoLALShvEgQrW
TI7HtACgdBI5+52yCJLhFg/Gkg08BtztAW3XJyfx0j7RH641jCKpNzW+aBSMdPCx
bPvLjzQzVqTuCpr1VF+uY28NLfFXDcKFoVIVH746nt7f1S4UUUP2h/6ISIe/NWST
TiAL5Pd3zpdCzT2wOhrztHYzFgVMOm8LSATm7Lfvay9j8G92qnzD2kge@J1uApgw
SMJCy6wQ1EubvxtywxML4JZzkDZMwtfTmujaGLNZm1JO9wOW8ZR1et60y39326n34
Fv+Jx1ZalLCOWy6Ap/01YDeQ4ebCqhRJBLi2e54AeNfFntNmFtxvkL6/ZLVEi3fHC
iijh24iHVLQNKjACp+Ez8/rjWagATMEBXhAJsHt7pTKTL5KtfNOujP6Jd2REIS5] D
UTmbwOzdEap3xT8pVBLWrJr9D4Medvu+htygxdNYtS7M7LP3AaWN+XNbtVszES80
uTgFNKCytavWx31VTfuMCwT98e3qxhESWLENXxSsHYWUSoYCFOIureNIbmLeYxrCE
gKJ/VvYEISEGYWBXAYRs96K1x3zfmMCgBv7Fi+U+26z1h2nhJo4AF9G+DiifeRVTK
SYESFZSFYDrrfIQR4MTHig/yGxZIBSd73Q779Q5x1T3/u5pYwP2Sb0OI/45¢csIWVS
zK1cdjVDwEOGNnj1HP3E4z6Dvp58Er8zHkWPhHS5bvEZyP5ga14huQ8UgrrVm66 /N9
0b/Rh3iwS4fk4dSQkgBxZ+W8QifsXkWVOjIhjbDjtmj1r/1azJdJSvMkXf250cTjT
3x101oR1CHuXa2yPYOHe8uzx6ik rBHmaIWtNORVUIXA5Bqfk6xsDwfswFtSgNUxp
pUVgQawrq5bwFOD6C9Ee756QXp9DGmWAPWi76u5qcnKYeG7JHUd+JLRjcxVvxheg
mayCxEsRoCZiePnRjSUWTUiFd7SQ3C2/3hRpC7aeH4rEZJBOWIcFBgRzHsZhgjkK
IWEtSkgpX4C7HAhREHMk8NztZRoMXMLCEK/yAj6btTt7aRgPtjkISQ3ZDU66C4MUr
uj2B1Z1HBLVFZsk79z/yzHQarFYooGJUEsOmJ6VDjGj10h3kHR72BDLspScxUQe4
00AsZzzqd5R1105ABgZD5A==

C.3.2.1. S/MIME Signed-and-Encrypted over a Simple Message, Header Protection with
hcp_baseline (+ Legacy Display), Decrypted

The S/MIME enveloped-data layer unwraps to this signed-data part:

Content-Transfer-Encoding: base64
Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="signed-data"

MIIOGwYJKoZIhvcNAQcCoIIODDCCDggCAQEXDTALBglghkgBZQMEAgEWggREBgkq
hkiG9w@BBwGgggQ1BIIEMU1JTUUtVmMVyc21vbjogMS4wDQpDb250ZW56LVRYYW5Z
ZmVyLUVuY29kaW5n01iA3Ym10DQpTdWJqZWNOOiBzbW1tZS1zaWduZWQtZW5jLWhw
LWJhc2VsaW51LWx1Z2F jeQOKTWVzc2FnZS1JRDogPHNtaW11LXNpZ251ZC11bmMt jeQOKDQpU
aG1zIG1zIHRoZQBKc21pbWUtc21nbmVkLWVuYy1ocCT1iYXN1bGluZS1sZWdhY3kN
Cm11c3NhZ2UuDQoNC1RoaXMgaXMgYSBzaWduZWQtYW5kLWVuY3J5¢cHR1ZCBTLO1J
TUUgbWVzc2FnZSB1¢c21uZyBQSONTIzcNCmVudmVsb3B1ZERhdGEgYXJvdW5kIHNp
Z251ZERhdGEUICBUaGUgcGF5bG9hZCBpcyBhIHR1eHQvcGxhaW4ANCm11c3NhZ2Uu
TE10IHVzZXMgdGh1IEh1YWR1ciBQcm90ZWNOaW9uIHNjaGVtZSBmcm9tIFJGQyAS
Nzg4IHdpdGgNCnRoZSBgaGNwX2Jhc2VsaW51YCBIZWFkZXIgQ29uZmlkZW50aWFs
aXR5IFBvbGljeSB3aXRoIGEgIkx1Z2F jeQOKRG1zcGxheSIgZWx1bWVudC4ANCgoK
LSOgDQpBbG1jZQBKYWxpY2VAc21pbWUuZXhhbXBsZQOKoIIHpjCCA88wggK30AMC
AQICEw8tJbOROZdKzkJUh6HUPTQGirQwDQYJKoZIhvcNAQENBQAWVTENMASGATUE
ChMESUVURJERMA8GATUECXMITEFNUFMgVOcxMTAVBgNVBAMTKFNhbXBsZSBMQU1Q
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UyBSUBEgQ2VydG1lmaWNhdGlvbiBBdXRob3JpdHkwIBcNMTkxMTIwMDY 1NDE4WhgP
MjATMjASMjcwNjUOMThaMDsxDTALBgNVBAOTBELFVEYXETAPBgNVBASTCEXBTVBT
IFdHMRcwFQYDVQQDEwW5BbG1jZSBMb3Z1bGF jZTCCASIwDQYJKoZIhvcNAQEBBQAD
ggEPADCCAQoCggEBAJqVKfqlLwal jj+gBUCfkacKTg8cc20tJ9ZSed6U3jUoiZVpM
LcP3MUKtLeLg9r1mAfID1B/wlbdmadXPmrszyidmbuZmOpB5voVQfilYYy3i0x7Y
0gzXrl6udPB7k0sV+UdSNRFxrfKeoQEFXg0aGdmnx40G/e3p1fIKMOdPzZLoOAJF
5m500xzXPL74zFCWp2f1ZkuE4A6141koaZXCN5XL7wWTLMLeNf9Byb5ksKqUuqgEH
AMdTnmoNMgjYIVFVfcrvowd3GG8F tpSX+TWzB2zNS20F+XIVnzRG5DeoULq8v88Z
5bLpIJ/nx26r8A4SSwIBaVv4wPxAf1iPsIVKarUCAWEAAaOBrzCBrDAMBgNVHRMB
Af8EAjAAMBcGATUdIAQQMA4wDAYKYIZIAWUDAgGEWATAeBgNVHREEFZAVgRNhbG1 j
ZUBzbW1tZS51eGFtcGx1MBMGAT1UdJQQMMA0GCCsGAQUFBWMEMA4GA1UdDWEB /wWQE
AWIFIDAdBgNVHQ4EFgQUo1NB1UQ8gCkVfAEj80e0r83zdw8wHwYDVROjBBgwFoAU
kTCOfAcXDKfxCSh1NhpnHGh29FkwDQYJKoZIhvcNAQENBQADgQEBAIFJeKCcsTKe
FgQMpTryujRGzJdYA+R9eBAuDLsatbtKt14FzkgRy0g31/+Cw7H8e30iLrPIF1WN
19jHrjg0yIs5AQ/hgxLvLir3hEUV2Z3MRsMt jH2x9SG91PEMB46gfPncIgMGHIMT
g1qvaKcLQP5UzpEYPLror2X4P5uXxaPOLIZRzWmkw1RF7FOD7PfB5v94M5274XYx
W2W4uKGd7QGnUZROSVSYkGiWDp1JhgXwfDz8ABenITGXnoEkAFvvjiCgh64P1hIe
Morj36pgL190oWZD6YrzSWHUz1FB0juyu0fQsqméhvrDTgNpHNZO15f0URza1SkCyv
19GFmNUPoVgwggPPMIICt6ADAgGECAhM3QQV57XV/QqmiXDro+GrOmgnXMABGCSqG
SIb3DQEBDQUAMFUXDTALBgNVBAOTBE1FVEYXETAPBgNVBASTCEXBTVBTIFdHMTEW
LwYDVQQDEyhTYWT1wbGUgTEFNUFMgUINBIEN1cnRpZmljYXRpb24gQXVBaG9yaXR5
MCAXDTESMTEYMDA2NTQXxOFoYDzIWNTIwWOTI3MDY 1NDE4WjA7MQOwCwYDVQQKEWRJ rNmTOTzPCVZzUAUBlr+JJtz0KypyQ3eoZ6EPazXqMyHAVcsmOGI jNkZSskHXbnCxNgLz/CFHXA41QqOWd7wrk9vdHammCjdc2U
4RtIRPzk8ehj5ko6LULT

C.3.2.2. S/MIME Signed-and-Encrypted over a Simple Message, Header Protection with
hcp_baseline (+ Legacy Display), Decrypted and Unwrapped

The inner signed-data layer unwraps to:
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MIME-Version: 1.0
Content-Transfer-Encoding: 7bit
Subject: smime-signed-enc-hp-baseline-legacy
Message-ID: <smime-signed-enc-hp-baseline-legacy@example>
From: Alice <alice@smime.example>
To: Bob <bob@smime.example>
Date: Sat, 20 Feb 2021 10:10:02 -05600
User-Agent: Sample MUA Version 1.0
HP-Outer: Subject: [...]
HP-Outer:
Message-ID: <smime-signed-enc-hp-baseline-legacy@example>
HP-Outer: From: Alice <alice@smime.example>
HP-Outer: To: Bob <bob@smime.example>
HP-Outer: Date: Sat, 20 Feb 2021 10:10:02 -0500
HP-Outer: User-Agent: Sample MUA Version 1.0
Content-Type: text/plain; charset="utf-8";
hp-legacy-display="1"; hp="cipher"

Subject: smime-signed-enc-hp-baseline-legacy

This is the
smime-signed-enc-hp-baseline-legacy
message.

This is a signed-and-encrypted S/MIME message using PKCS#7
envelopedData around signedData. The payload is a text/plain
message. It uses the Header Protection scheme from RFC 9788 with
the “hcp_baseline’ Header Confidentiality Policy with a "Legacy
Display" element.

Alice
alice@smime.example

C.3.3. S/MIME Signed-and-Encrypted over a Simple Message, Header Protection with
hcp_shy

This is a signed-and-encrypted S/MIME message using PKCS#7 envelopedData around
signedData. The payload is a text/plain message. It uses the Header Protection scheme from RFC
9788 with the hcp_shy Header Confidentiality Policy.

It has the following structure:
L— application/pkcs7-mime [smime.p7m] 7760 bytes
1 (decrypts to)
L— application/pkcs7-mime [smime.p7m] 4732 bytes

4 (unwraps to)
L— text/plain 320 bytes

Its contents are:
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Content-Transfer-Encoding: base64

Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="enveloped-data"

Subject: [...]

Message-ID: <smime-signed-enc-hp-shy@example>

From: alice@smime.example

To: bob@smime.example

Date: Sat, 20 Feb 2621 15:12:02 +0000

User-Agent: Sample MUA Version 1.0

MIIWXAYJKoZIhvcNAQcDoIIWTTCCFkkCAQAXggMQMIIBhAIBADBSMFUXDTALBgNV
BAOTBE1FVEYXETAPBgNVBASTCEXBTVBTIFAHMTEWLWYDVQQDEYhTYW1wbGUgQTEFN
UFMgUINBIEN1cnRpZmljYXRpb24gQXV0aG9yaXR5AhMPLSWOETmXSs5CVIeh7j00
Boq®MABGCSqGSIb3DQEBAQUABIIBAC7eDC6qL1W6dNi6T1jfOJWAPSPO9RZVjPRjs
gJJeEWxC4ddrf6UUR/HNSIEZzOR+QF rbuzM45aZzZdGpq8WEyRdhfho9R6hHdaDhbL
FWpH5K5KNWVaUbmZkzvhbXAS6 /ac9p9prd+0D71PZySQv7sL43jFS72bx1jTF704
Zfd+IoGg5mjroPVQBpP3K60G/10QydggNimBy5ISWRYtsHizfrFawjO7V6I8f7sa
e0f6jFBIt1SVbjNzuGSZ8R9hg3nVHjNsQ2x9YTHDzaJoM1vGwDFPOouo2MHEirAK
It62HCddqOtB6TGTUoxztrqPoNNTiZIN1Zb4eXpOJtpnXKMC5nQwggGEAgEAMGWW
VTENMAsSGATUEChMESUVURJERMA8GATUECXMITEFNUFMgVOcXxMTAVBgNVBAMTKFNh
bXBsZSBMQU1QUyBSUBEgQ2VydGlmaWNhdGlvbiBBdXRob3JpdHkCEzB8ROAPhiY6
HGLS64Mv1sDXhpQwDQYJKoZIhvcNAQEBBQAEggEAWMK/5bj6qVYBipvgvm/QX0qT
7iH7R7z8RCOj1U/k/G2Vgcl+9Lk83z46LasBvnk7xgUJCwbFhw+hgd/rBZOuDJPt
Zhrx8G2rIoUaR8dH2Y jitHPi12yNGWgxddaGAFDO7GU5Sbi2Q/R1jDoVXuYRGIZW
EGoatToIrQLmfKMoF@d2EbSOI6ic+jHNUDONSzstRdsoqIDKMOPWcb7ap+uNsi2h
eJemWXQ5xwQuUMCDNxicYwCzV9TjfaiXZV2EaJjtgSBOYbTxSu3A1lpYRIX+A01+58
T1Kebdv8EUgxb3ehR7B/y15GoM7PtF1MbKF5m@8JQCLUVULY41BLMEs6JT1jijCC@QHY rCAMvtXW4zuwngbnh9tM5f
YsePBAz9tik1y9PWdRUfp1pZBPwYIN+RnDRsj3JGIjPy5Eu+vPyELGZSSm4iMDOf
7LUwWUSQAchF2ffKJZNiTmT /HKXB8MIRnowdBfhLIyNy+hv8JX7B78ixpsvsjTsFD
DsqCOIVe1Zf+/M/h7+RmV4tozT52KvU8jr1j0Io1PCBvp7QSjOLIMOuU/M+2gXdOB
4kB9zNL1Byy9zlalHiIEuu1LVZ4zmwx19RtzCBBsgeAquCDBta3Qg1/pMhL9jQRw
WEQTBgoH5Ibs819g/R6LKy7hHv14Ea/a+b+LVT8Lz9/dCjY6orXgu/8ePcoiAKmY
MFPXLoSHNHILF8104UB/Lejo3M4VUFtZzZFs/bVQK8pmzx9bbOMFoK1M5LsgE+RJ
W/o0eLsJfF3iVWnvHMVgDTZ6S701hfL6ZJtnziwkq3Ub3MjhlhgiuaST1dzihWXv+m
k/U8mMu7t7033YW999w9R8G2 jpxU5Sp2GzEuAzzqfEL7eKnbRQJDI3d0OrwUmY6RY
HzUGJbfm56J8+Uc4GpGmgRgnx96aodf/McUB/NCLD5DVJ3aPvktHrhyB3M2V4jq4
RT/xXUvg+FLgKOnR3XwQicLcc1YREa3jbrf5zHJmcITdQTuZmgPXL2UAPzbdzm/e
sRK607b3TQIhwgyEWOAVrf91aDuBiOcw9/IalLDUOwy9moQJHb8g5HHT+XVhYwqgfJ
pVOLNGSSxSu7abtgmmbDB2QCIMTXxh991cE+z7SJXY jkNevf/SRzIyUIwtxD/SedM
2LYYArUntyOQmBVzUREV9WkZXCR5cRYS9az+nBjUEmMLLOCBcPP1/ar8m/qzoWm9s
Jnn1NQOVP7F8EVoUXyPDchk820ZVJ/WcLpGPoPWQ1CTKbGwKOftL8DQPFNnZssBeQ
cNxihr1y2iDFGib8vt9vr10hROXPOzMruXz2CukMILTV1je+UPV1uh41YVKJ0sS4
tFyWCvQXxfUZtCELQlaPuBBFVvpzLqOmzRTd6os/zCGCo81J5VXeuQdEo91PMebu
FygtuUJBh4WchNieVjoAafg3+51+IY5Ft5qpHUFBQOWQwskA2Ly4KGVKU9XFruse
rAPLk3CkPYxKABAJ1wdoc5CI3jE3IWWQf2DTFyQQzDE4/omkFCB3j7uIQVRYXD3I
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IncWsYa+0Ih7r6kLdEWWXBHSAZcMCAWBNK8+7JYtb3tQj0ala0id60TO2R0ozwuG
90AKLcYfI6z/z8ETTf4UNQ2UxgoXGEMR2puKx+3+R1BZiIdk8VHbOZQDcW6gNEHAN
5Aq841xFokdjgBAGt3WmUPXI4at4gxLMDYdgK+KT1+JuBBjgaR2ctC6Lpd3VCOjw
i0+WNCfLvvbhw2MtFmsOvGjBDUxnNkyhmNochTMsVv2IkxqJofjaGJ3cjFmU3Qi4
ARyuB6tFgtw5pMgw72Hci63gv8pRrmlyEIL6i0XhHvaqc/xz1PPrb5z/09X31iv3N
etY4PhNF3FKaTmeFGPwGd9czdUUvBphb/zph+xzzA8rE1ItCHwWNyv7J1X3veIlUj
dyeKEDqSp1CIx9+HqYhZkCE9XiRfp5UgGJ2uFKgiP3gKHHN1eeLotKASZbaz02 fw
MIk5xIomOwHVHNNNPvTzOCI7iswvP7am7moWkMwAzmxEUhVYWTSCVE7Pdnp+XbNA
WCMST4AzEI1XMSuXBC876naz6LBZDdMQAaSRRjDab3YilCrVEMj4BMDmniPJ/r71
IBiNCt0JjSCrOIpTL9ASJqsBf/HbvQo5LVieTwVZUGZrCViT6LbLMT8/tBV3Y8Vw
9Y9LbombG3TXMWEgty1KxYDvJ2z0Bx1pspXnsGzB2QKxduinTDb6N3PBWR8Yb1ul
1cWEyzx16n9g9DgNOpi8cmVrd5f5bBMOD8CNPK4mWKkvpoQBIX1INIDOQpjDZGgP1
eYQB1InTOjOqJGT10m4X/qv+1yzT1ltsYnjWzER/teKsjGXUvMHzNwx61iFdUBKQ/JjV
A4190x0SIwSBN2/1ZgAosqw/N3oDuPEgfFYKsoCMF jn/WCX8LBdd3CsznKhvfsRN
ggNHEVGzQoVT70gWhnNb5F /8tGuQZ3aX2PirqT/S8+e4sPdgt00e4AZrmCCO2wmw
kWytPNtf1N4GCmZmPJcAIqirm7ohaTdUSLTDKb2gBL/80UFQqyL71loJnYnIEguLa
/tNLfWUamgZOEts4ebaa559S6UbIN1hwKDpuvuoh+XgloNRfxtLsszAmQJUfC2GM
dWnOeKWMaIntPz5YucKa7nUYQHxzU930t9d15WhognEi4Fqgo159JJq9AmODHDXr
+SsBc7mpuE/sJBCIrn9XIvU3QxXniAXx8agQHwaKc4YYXu1EB+pium@1HgXtqcCG
1iE9NDZRYTb315an7cPnC+674y3A3X6EIVFJAQ7yabMIXG7IZc+gdk4CwkG+XoG9R
5zS0jFGt+x6FaWL0sBAbcZtX7htR6R4TNB5thsJBu5U00jvj3Ub7cSF412Gqf2ul
HA19GZ5cC490r6jABUxQBhexoaI+ywQOXVRYcQ2CGrZkjy1yC/EmHOwW+sAmrn95f
wWDdz61zTOOVNsazPzKTSuLV6R+alEjilLqh6AgsYSqzCRTum8dRRT1S6KxA6gKAA
6c+XVZje9A2szgblxHFcs/FC3hs7veBPSbgCeASnSHTk2L jmExQX5n6gsavHqUba
gi01+X0792Ji/dPMNiTUOdN1PJ/LIHPioNcG70BmF+AjVE64fe8G7Rxpum8JebfT
sv1Pgq/aUsLb2adv/GlYe7vbuLQOyeUJFgcNHCEWXffh+wejHXilxxxZr5wjIkee
2+yK7sHFJoYOVT+dFFdg2MU11hjz5VhE9vQRcwF142XKJqI842xdCvjiAexGDWC8
BIghNJDL85nJT6RddqoAy1b1R2AqmebZ78E1LVsfUJ2MBUCWH260Ky10oWp7RUdwz
rkwxbHjoadueEom2DhdBsCl+AiaOW2S6iq7bBffqZTFdM30XsXsdy6nNaWSviOoX
DgXLKOKq4uh6SRD17tKFPoa7rIboB5n7r82vWKYAcd6FcHTQGU2 T /1XXnQuoycDM
HssIDRpSxzMB56ecSBQrApjWS/NXUpAunJr@zWAFNWQiEd143VTFJEg7tgk2/01n
PG6fzKOiuddqyCLXhxO0sfy/64JAXbAIexyp9B++ZUq6pMZFewPpkqRH17L8EJ2NJ
62jYABNHA4STuiyY5rfTeY+Sz6gwlD+fshZSWF1a6D6wqKBT831I7gpvhbGgzctRpB
Uycd/IRVINGOzF8RjpPtNOYUKVAC6/5cTMNTTNKOJ7qvYdEQRSRLCDVDpd7Z1ptw
FjtH5QEXgDA8wW/B1UzdVKhvefN5ZQ33bs43/4A42US1EMFsP1ntMQa5gibVLVaMj
fZofDE/NoQUUjC8zpgoHXrPnLvnmZQoijSrve8/HEfBBo7N1TQXNmAdfVbVv7L /w
MJziZBEE9ux2rTilRpINcNbG1TTMkaTZMkv9EbiHHQwbujiDjyQ8/3/rgmsigjKc
UpcUX8vL/R6BcRjau9v52ISAMIRUOV2yeiyUT5Py jUdbSABZ4ApgHP jkIusTtGzE
KNut5dmX+YsLQofapHwh84xvrOxBGfFNTpnEHNnj+sIYjEiHVxWXbeFPnk/Arshq7
UjOu57IQwtaB18t002017HRxY0+PnjH1qLrvWSYVa4FX7BErCdzQsGDXoBeHdcmM
sLiribxgXET27TkSculjVYQKMZ6TTXhf+MJUYW1WatAgoW6YegwnfCw5zZglLdSxs
f79eYUy7eePwko6a8jgFucRHrWCjmpCiCarLTbpIeMGMqlIBM15D1gKKDVmmwmS+
gM4n2XZ4dyrqzJMJHaSGX23gXq1S82rx2B9082uWKOT rHAgUhDd5qfp63rGZJ /KX
RwfPdjHy4ITGCPsi9sVo/Gt40+PhaH/F+156N6+Y1mZ4NemtfxWRotBR1a3BObLA
CTw2+T+Nus171wJu3g@nW2aSfHrf8laYCnkKUMgQ4Ju7Yf3c12B8aBEXYamiAvD1
EijcTPQe9VexCXX8zSzK+A20dSxtAr9QhRAAao9ewVOoDbs07G9dBGqjnAph30Ly
0DYBa9y1z1DwJWeSAZvsQYJ4dCGJ1oBXHHB8VWjkdKe6751F7eDcvaN882M1jqgpb
edoV2QrdgKjITiw+jSMKalldsvM1f/WaIZ7CB+aqOmupKUdK75NJOGiUBRB7L3zT
Ja9ryWze5VVTVypRWPsDAmTwLS64GTOZpSPNWa8FHeKYif31VPoA6CpDvcL5AtEX
WpwsE4+rSGgMFFvk2MtJswUFVoJYKMXEVHDqYUz9c3Xati/wDDpmUuSeZ+V5yuj j
BmWTLKH5jX8gCyhHDWZpRWStMxxIo8KHtcR/q9yf6Fgp30cN188Tx4hVgDFbDeJo
iEqy27D1SK6zBtSRLaFeZ+t5E9degiG24xufCyXwg50/Zoh9+J3opef4Hr9qfBk8
GVsg169pNQsvqeAyI4pwlqvNLz1/B72TyRk/0/PibKICikUI/UrOkSKsyNBCj8Ns
N6PNO+KxNIsoCuHdPc7MKnMU4W5d51RES3SmQI2wKBiq++V02zz7G5Toi+69YuXE
eTWn3a6+7MxG2NDsxu/YaR2ghgm+a7PN++WtpyLSw2rsdHR1TrOQ6FZBBuuLrR7z
L17pEtN4k2p43DURAWr3jQL9/iRdqYaBXMxdL3HKMiD4XTvaNw7vXs/rR77skc7h
1FbOVFIk8FahdGHaXY2/uJUuIl/RA9dKD7IizDtuVel9n8gsxfPE68PM7y2ZT9fBe
FXeoN1SnRCXwKPaBc /C+cErJbSx6/FOaWpraenLxA6bdKnA@dznNotzxZj1J5eky
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SVakM1hLBDCiIZhWQsbdNQPCLWv41XQ3uSdNWgOVvWCkX6jxfro+kq2fF3Ecy4x00
SU4QTi601YKIpZmwS7vhyovQmR6h@4KUFeagDDMQ31qxT0j+D95XHPRmTLf1EpJS
VdOwWXajTs8hOe7dtzfaIqgetdqSqoRIfx+WO7BEux9bD+KIznUWnHsuyaNwfnXE
Ve8+ECR3I9T1BzfpAdXeK8xnWJOIOBrCxN55xhuZGOExt//vaaWXPZb+KPOmvN+G
aXrglu3wQaEW5v4waiTURgFhCilXa3K+AyfYxSaBYCmKVUafF4tPOUkYUVjLGgLP
TWPIS+PHNZtVtbEjT7vKEbVDZz1s8cTmWEAaxVbfxAt5qfI3ShTTKvW3y6CyaBW1XM
1wmOFZSx0Q0ss7JKkY1TweuUygsnH4COtj7tDHNXLDVKyDQoZEi3cgU9t19xXu3L
A6TO0C211Zp82p1CJy8sg42WDjw8af1Xf+KnyzbuZ2GKmCf /5Z8AGn8FBsB4SGOP
damoK80/butLsVv2z6HNEdANzkJNkQTQsDfWcOEuULKkQTQbHGwtekMr9aRLLEEFkmS
eW+/0JwYC2hcuM2BjNYBoxVR868E3UXgr1evQ5IPsMAr6BlvSi5tFJfOKkUUE44Ty
nX/7qhBcsx4ieWZtGO87PRwjdTIFEynhISWn+S5iu27xBVHs1Sk+8LVHXT5zEQR2
H+J5/ZEWKNN6vVOTfcJXCvGEgdaZSCPImnLvwpGQL17cROU58KPVpHF /uaFFSmWd
cwHhSD56dLJFog@KcOphn6Vf6FFJ71gDVJH]j /2igEqEzxJjrnCtaGM32tX6yvytq
CQwIInshpVWWsajcninsn3yCzDuQdiRTW5FnHqEqAi8k9LFDoF@6QIVCHXWrg72d
0JQBOTOWY6C1l1c77GnYyjg==

C.3.3.1. S/MIME Signed-and-Encrypted over a Simple Message, Header Protection with
hcp_shy, Decrypted

The S/MIME enveloped-data layer unwraps to this signed-data part:

Content-Transfer-Encoding: base64
Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="signed-data"

MIINbAYJKoZIhvcNAQcCoIINXTCCDVKCAQEXDTALBglghkgBZQMEAgEwggOVBgkq
hkiG9w@BBwGgggOGBIIDgk1JTUUtVmMVyc21vbjogMS4wDQpDb250ZW56LVRYYW5zZ@
ZWQgUY9NSUTFIG11c3NhZ2UgdXNpbmcgUEtDUyM3DQplbnZ1bGO9wZWREYXRhIGFy
b3VuzZCBzaWduZWREYXRhLiAgVGh1IHBheWxvYWQgaXMgYSBOZXhOL3BsYW1luDQpt
ZXNzYWd1LiBJdCB1c2VzIHR0ZSBIZWFkZXIgUHJvdGVjdGlvbiBzY2h1lbWUgZnJv
bSBSRkMg0Tc40CB3aXRoDQpBaGUgYGhjcF9zaH1gIEh1YWR1ciBDb25maWR1bnRp
YWxpdHkgUG9saWN5LgOKDQotLSANCKkFsaWN1DQphbG1ljZUBzbW1tZS51eGFtcGx1
DQqgggemMIIDzzCCAregAwIBAgITDYO1vRE510r0Q1SHoe49NAaKtDANBgkghkiG
9wOBAQOFADBVMQOWCWYDVQQKEWRJRVRGMREWDWYDVQQLEwhMQU1QUYBXRzEXMC8G
ATUEAXMoU2F tcGx1IEXBTVBTIFJTQSBDZXJ0BaWZpY2FBaWIuIEF1dGhvcmloeTAg
FwOXOTExMjAwNjUBMThaGA8yMDUyMDkyNzA2NTQxOFowOzENMAsGATUEChMESUVU
RJERMA8GATUECXMITEFNUFMgVOcxFzAVBgNVBAMTDkFsaWNLIIExvdmVsYWNIMIIB
TjANBgkghkiGO9wOBAQEFAAOCAQ8AMIIBCgKCAQEAmMpUp+0ovBouOP6AFQJ+RpwpOD
xxzY60n11J53pTeNSiJ1IWkwtw/cxQqOt4uD2vWYB8gOUH/CVt2Zp1c+auzPKJ2Zu
5mY6kHm+hVB+IthjLeI7Htg6rNeuXq50/TuTSxX5R1I1EXGt8p6hAQVeA50Z2afH
g4b97enV8gozRO/Nkug4AkXmbk7THNc8vvjMUJanZ /VmS4TgDgXjWShplcI31lcvv
BZMswt41/0HJvmSwqpS60QcAx3Weag@yCNj1VIV9yu/3DjcYbwW21Jf5NbMHbMTL
Y4X5chWfNEbkN6hQury/zxnlsukgn+fHbqvwDhJLAgFpW/jA/EB/WI+whUpqtQID
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AQAB04GVMIGSMAWGATUdEWEB/wQCMAAwWFwWYDVROgBBAwWD jAMBgpghkgBZQMCATAB
MB4GATUdEQQXMBWBE2F saWN1QHNtaW11LmV4YW1wbGUWEWYDVRO1BAwwCgYIKwYB
BQUHAWQWDgYDVROPAQH/BAQDAgUgMBOGATUdDgQWBBS1iUOHVRDYAKRV8ASPW546V
zfN3DzAfBgNVHSMEGDAWgBSRMI58BxcMp /EJKGU2GmccaHbOWTANBgkghk iGOwOB
AQOFAAOCAQEAgU140JyxMpwWpAy10vK6NEbM11gD5H14EC4Muxq1u@q2XgX0SBHI
6DfX/4LDsTx7fSIus8gWVY3WqMeuOA7IizkBD+GDEu8uKveERRXZncxGwy2MfbH1
Ib3U8QzTjqgB8+dz2AwYeMxODWg9opwtA/1TOkRg8uuivZfg/m5fFo/Qsh1HNaaTD
VEXsU4Ps98Hm/3gznbvhdjFbZbi4oZ3tAadR1E5K9JiQaJYOnUmGpfB8PPWDR6Ch
MZeegSQAW++0IKgHrg/WEh4yiuPfgmAvX2hZkPpivNJYdTPUXTS07K459CyqgbqG+
sNOo2kcTnTX185RHNrVKQK+LOYWY1Q+hWDCCA88wggK30AMCAQICEzdBBXntdX9C
gaJcOvT4as6aqdcwDQYJKoZIhvcNAQENBQAWVTENMASGATUEChMESUVURjERMASG
ATUECXMITEFNUFMgVOcxMTAVBgNVBAMTKFNhbXBsZSBMQU1QUYBSUBEQgQ2VydGlm
aWNhdG1lvbiBBdXRob3JpdHkwIBCNMTkxMTIwMDY 1NDE4AWhgPMjATMjASMjcwNjU@
MThaMDsxDTALBgNVBAoOTBE1FVEYXETAPBgNVBASTCEXBTVBTIFdHMRcwFQYDVQQD
Ew5BbG1jZSBMb3Z1bGF jZTCCASIWDQYJKoZIhvcNAQEBBQADggEPADCCAQoCYgEB
ALTOiehYOBY+TZp/T5K2KNIOSHWr+E3wP6XTvyi6WWyTgBKOLCOWIZ2 juwdRrjFBS
Xkk7pWpjXwsA3A5G0tzOFpfgyC70xsVcF7q4WHWZW1eYXFK1QHJD73nQwXP968+A
/3rBX7Ph00DBbZnfitOLPgPEW]jTtdgoVQQ6Wz+CRQ/YbHPKaw7aRphZ063dKvIKp
4cQVtkWQHi6syTjGsgkLcLNau5LZDQUdAsGV+SAo3nBdWCRYV+I65x8Kf4hCxqqmj
V3d/2NKRuBBXnDe /N+iDz3X0zEojBfqXgq4SWcCONnsG11lyyXt1TL270I6ATKRGIW
iQVCCpDtcONT6vdJ45bCSzsCAWEAAaOBrzCBrDAMBgNVHRMBAT8EAjAAMBCGA1Ud
TAQQMA4wDAYKYIZIAWUDAQEWATAeBgNVHREEFzAVgRNhbG1jZUBzbW1tZS51eGFt
cGx1MBMGA1UdJQQMMA0oGCCsGAQUFBWMEMA4GATUdDWEB /wQEAwWIGWDAdBgNVHQ4E
FgQUu/bMsi@dBhIcl64papAQOyBmZnMwHWYDVROjBBgwFoAUkTCOfAcCXDKfxCShl
NhpnHGh29FkwDQYJKoZIhvcNAQENBQADggEBAHOJojanzgmgaSN3/gqSQ4cbbmdj
/RABBEPr+gXT+xiidfZ2iLNwYyTneuK6AChwKfnNvOFb81V1iffRTF/KtmVEDMR/
sYeqAH83KM5p3e121Vh40HhyIBqNuz50ShNaACSioQ23WxHGVy9vsdVfnbhsplrW
g9INQ2WbpCmK+20Mh20Y10Z /wvXMt9¢cG6 jbMvcdH4z0IO0vgomrYKKTM/RCGnumghx 5ExB4qm+fPyfI
+ZRng4B+PI819YpcuzybR10CylZLzJdB2EfHcXFDt91nA+iouUNCpNOddLENJ6gZ
2338fhZ1x0kMqSX088sEjh9KBr//UM1xsWUJ5rM1DBGs4ysMfmuoz@rAnh5U95NZ
fTDI2hVSCHWx/92NDZXQlak7Te6MFWpluHV8QLwn/Xo=

C.3.3.2. S/MIME Signed-and-Encrypted over a Simple Message, Header Protection with
hcp_shy, Decrypted and Unwrapped

The inner signed-data layer unwraps to:
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MIME-Version: 1.0

Content-Transfer-Encoding: 7bit

Subject: smime-signed-enc-hp-shy

Message-ID: <smime-signed-enc-hp-shy@example>

From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 10:12:02 -0500

User-Agent: Sample MUA Version 1.0

HP-Outer: Subject: [...]

HP-Outer: Message-ID: <smime-signed-enc-hp-shy@example>
HP-Outer: From: alice@smime.example

HP-Outer: To: bob@smime.example

HP-Outer: Date: Sat, 20 Feb 2021 15:12:02 +0000
HP-Outer: User-Agent: Sample MUA Version 1.0
Content-Type: text/plain; charset="utf-8"; hp="cipher"

This is the
smime-signed-enc-hp-shy
message.

This is a signed-and-encrypted S/MIME message using PKCS#7
envelopedData around signedData. The payload is a text/plain
message. It uses the Header Protection scheme from RFC 9788 with
the “hcp_shy’ Header Confidentiality Policy.

Alice
alice@smime.example

C.3.4. S/MIME Signed-and-Encrypted over a Simple Message, Header Protection with

hep_shy (+ Legacy Display)
This is a signed-and-encrypted S/MIME message using PKCS#7 envelopedData around

June 2025

signedData. The payload is a text/plain message. It uses the Header Protection scheme from RFC

9788 with the hcp_shy Header Confidentiality Policy with a "Legacy Display" element.

It has the following structure:

L— application/pkcs7-mime [smime.p7m] 8190 bytes
1 (decrypts to)
application/pkcs7-mime [smime.p7m] 5050 bytes
4 (unwraps to)
L— text/plain 506 bytes

Its contents are:

Content-Transfer-Encoding: base64

Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="enveloped-data"

Subject: [...]

Message-ID: <smime-signed-enc-hp-shy-legacy@example>
From: alice@smime.example
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To: bob@smime.example
Date: Sat, 20 Feb 2621 15:13:02 +0000
User-Agent: Sample MUA Version 1.0

MIIXnAYJKoZIhvcNAQcDoIIXjTCCF4kCAQAXxggMQMIIBhAIBADBsMFUXDTALBgNV
BAOTBE1FVEYXETAPBgNVBASTCEXBTVBTIFAHMTEWLWYDVQQDEYhTYW1wbGUgTEFN
UFMgUINBIEN1cnRpZmljYXRpb24gQXVOaG9yaXR5AhMPLSWOETMXSs5CVIeh7 00
Bog®MABGCSqGSIb3DQEBAQUABIIBACAU9OH5PSUN9tLWwz3pZCIjfuhDPVEIWIWM
FLLaSLuRC5cnMglxagX4RJaKeAhI+WZQzinX0SRGWosV1ixjg1RhgoLsdnQhXh1S
G3HHd1lke+bhxqlyfAxOxo0zsKYybrkx+dHIhZk0tG9XrEfUC/4QCEAYy6pQz1M15i8
NOOxXi7UaEHo7qwyW7NJ5wWe9QrDi8G3nazLEAWEro6kimhdSKiVvGi+7KCjLQpz
HM/BY /ydpgLZ3BiMOOALCK8BiZ1Mhy//jp628638UmjKDiKABEXU3EhH024yBT3y
TVBCVx99bq1FwP1jnBBKg5VjeFpfA4JnUge5J66YIOR7DVeGglowggGEAgEAMGWW
VTENMAsGATUEChMESUVURFERMA8GATUECXMITEFNUFMgVOcxMTAvBgNVBAMTKFNh
bXBsZSBMQU1QUYBSUBEgQ2VydGlmaWNhdG1lvbiBBdXRob3JpdHkCEzZB8ROAPhiY6
HGLS64Mv1sDXhpQwDQYJKoZIhvcNAQEBBQAEgGgEAZ+0OcEKYP/cfIy34M7u7ZUcdR
HK/hm2UHK1cSixxIDvVZADtdSzJ5qE6gzeRtCzVgIXEWPZzuru6ADSFPUNdzV+R9E
G8pDkwzsZzxQ4QY37hkx6/bWDBcBBjF4/hVe4ubxGEvJ9QxixB2B34mOnCwxD6LY
EN2g88Pc9kSSRbduGq4LRfy rVQEG+WpKXzjHQSpzqiDXuMBDDW/+dMHaGKsR240Z
Ne®Z0U/iOnUBJOVuuJbnPkgYUJXQvafZSJGIfhpocMMPDIL142XkMLIOJvDsGqVk
gkp2uEUJ3tzd4Nsg5UAWIrMNWQRdWbdgLcuMfoabNck110rJritHc65jAyjv5TCC
FG4GCSqGSIb3DQEHATAdBg1ghkgBZQMEAQIEEIp1SKNdHDNwOIa57jzQav6AghRA
SnDBDeMznPkqrErin@IkCd2tCYoujOvON9Bo6QkuEMXOSSEL /+9c6JQRVAVXCXip
a/FpEnNBMRBGdfeujUTFp/AM89QLOTVc6jdjFRD5XbDsd4VS1k /HTDar@zv8YEZOu
FCHIt1AoN@4WgyDK2A016XPAZZN+IZMmh7pWRWS7k4IgWfuo6tcdBVoBTEtZH1Dp@crpCbdGqqTHj14UDfmMIUEt255N
Mp24Qd+rUe0t j+vGComumU23UueJz9/VDhQF fOPMnhLngxNhC55R00CZzXB1la3f0Z fDWROKD8c612WrbYo/zz+ApnNRUzEs208+cgv1T14d9
N6 /untoFROmPe+0ZuZ3iCKmGdw+LNwR3jBeLdBYxYW1QrRBWja40080fswqddQ9Iu
99+ksCTch4n4BSDNQVOVLQ7dX9uWSgnno6fD3gpmIJxrNuAMfBavXqsP1Gtj1l8uB
wBXn//0iMIOgHYVLME j+ABQ3/D/6sB7Mki15spxF3KDI+60iFQJk ruTuOF+f/SaG
UGAYQE jANUOLCVu6aQZPf91u5SVIMJJ3VjXzS20bkkk21b6aNckXG8jZPzHwCoPJ
XDTwP8sMOVKbwMiv4wA/pxKjGEtJq4ss1D2L5CazBUakhIJtXSaTc93gkH307up4
qyChBX3sm2aJPvw8s5fktLauyBruwV18/naaCNJg5QXhcfbGxoBaoDaDAZ1auOxa
F802tArlDy3/c8KAcguiZhJTnPdtC//v8AyMYXbocblLoCb1M8a2QTmif7LUcXZM
CMiLgynIMMtQA7gfKN9uvAR+Yibh358h6vupmu1dWOLsCbIKYtuNWEIL5CM2sw8P
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ThGKrAxJrbQX3WWJIn1d+nv+1dqk3UO1lwoKUTcxq4q7DYGOW;jOev6LDGQyzAojrT
10b+fAR50Q5ssBnmN8xgw2zk /1VZH69TIaql8vG+zhNJRbSox5hRrovJWyA9Xt1UG
90VWLhg@aqd3FbTvINth3S17zp2BLvAOfCctyoHHGCEZzU/Bx5Sj55RvT1v15KyuUd
KPU21Vox7C+ueMwzG3zwYHFud9YhmI2114KfjHfaYICjqNY9QX15kJaboxJKGi68
meRATNQOmM811f1+p2PVcmqB7Z1gkQwX7Fpjx2r30JKOX0+s0@dudrEvwlgggHbCaH
YZzGHJMOCfI1zIo/BEKG/JkMrZ1AT4107KIykGGVoE3420VvohXWgH6DYI+4Q0zm
CM/MYhcZwdeb2ucEeS1GheMzcksS+x/8hTuAhguFEf+y2+qcAuYCIUYuVPFn+T30
ee2vdXagbJYUzaRGSxfL7cCATB508d24HfiwGiyH/mQzuhk9CnK3IAkbdAcrkrod
zhbPrJzG5eqohCnarEwsE5cpfTrCveft+xqE/5nhMOzmgvXr6ZZ/i+Cc2e//FUw6
9jdtZsKMHqTZUx500DaoBTAKXS81PW5pChQGNTCPOk1MONFspLEg7jsDnZmSEXHU
gOfDCPdSvDGg9UkmiYrGujF1l0ywYn1Q+ai6Z045ILD23Ha//+yHZAms20A8NWcA/
UU+2kYwS5gYilvGDV7T11vnfLiL6puNP3UKONTHTG/UWOQIBhYbtVfmGWnprz2SX
uWQfrvgkCisjHqTrJ8UzaQaX0@iPEewQZzqVoMIolxsnu73MgncRwDTbQv5SUW]j8zU
UL6I33gCd5v+SLSUTfAXzZq3YpiMNku+93VL8PnSh7d/fSD32N7/pB0OewxANOR1Je
pV5XHCFTKoAvIgOfNJVgOvPmXTLU7RDr0O/0ceGbIxDD6kE1le8rFe3PQQYBZGjIHm
1+1Mf4XPHUU2IdQBILOXJTAfGU7KYXNBfdvfOrx7vFjTwG4neNsgaGIX0TtRIWcq
9L0DeZUsP/Nnc+M2GcxMjJGLk+c9pFtoXYvgKA77UlIC84FdcNUiAYX14CYStMti
Smi5MMf71uGRy8JDjmHgUTfN3e93nCABa+76VYaXkCbp1svkGJsuBCi7xSB1E@OxVu
QiThHs6a4yL8STkLyDYkBAsiBxWo4kKJOgd1JL/1fscCUZW/90jb0JB1FONhWn+o
SCVG+eBJbdN8nbIVgVhd/I33bJMVOk+RyfYYB4BUBBCGOV6r40CJtMFKq3SZIdnG
0GfXjGMxoty3mKYrOAGuil+JMxyzabqRQTxc/k/HyPHUNCr6UNG1L+UXyfWAZSSh
dI+mVcsZ7yGWUz/sxLT19NFmv4hq1e8sBtdTF /Ws8SmEV1SmBRhokNkk@+rbM6gP@bKh+521QTBHPDO
NZVM6Xvr+hWZPEZ7auSUqgeBR3DBXiwvRL5sxNysL6wRu/TXVV1ZIew+EiJJ9uZa
fof+vvd6CeF72Syt7ceE5vs0i7M7z7dHMxiBsskpgQbx/AtTxGQyMU3Ki4DtmmnJ
gYBnIR7n6Ywu33dIeivQwZVywdnwHo6/SujaAX@bEBcPA1QqczLouNtFB+0KbdQt
jG8wMLs8eV/cdGiniwDXtSTp4VZw81QNIdiGtgWAt/k11zFfn7A/YFOQfC8e1k9s
oLhZTic6SY33HLDJX5/Iq2b3Iw61ijzH8kkgTRCdtoJx+EqRIiV6ybTO40cRgVCKp
FSZyuTeJXKDGWFDpbhz /PD4Np+dzp0tVUWwWOM8pFy3erWmKPqu5Q41bwinZPwtUD
PpP8CBKRWXanaqy558CIyJKzhkgGXR2z60r0XSQtVDbcbQtxixdjV91GP2qP25t8
PCsHvbNGSVBImIUWPFNn4iQ9T7wnDMtxPDzBbBk6KXWi1IxxC97pfFwt7kVjGT7St
6amDshEfCqLLcwCN6Aa31KfP58FewuEoHOoG5xFaT1+10W/U6n9F6T2+CUM/3YOXN
kq10I9e2dCDvz9ND813U9YS8HGHQGQq]jSQteWt49xRXqvMi7gurrNz6i2feOmCvI
GMIsnp2rCDyIfmadJam@ElyYnSHbL+PyjhMt8883j+N3m5IKUfATwo3KbI2zWa2w
mP6 rImkJ2WemM2Z5gIQWJ1DOKt3MIfUxwcoX8W8XEXiRVJgOTpOOxn+fgXqItZDJ
gkdgt7h7bVnhQbV6fvOCSSwU1ta+bjVGFgHPE1C6+Z6UrHQwn3iM9ZE7A+ytZz2D
CikVVFZANawbp9M5mM7PVPEY69n3WQ3VapBOrZbCYFgNBOIyUu2yg@6sH2wrKYE4
pfMbmLOUYFTbfs8ChQiOVemtZHux/wOL52MGFyBJkupHwhZ1bBSjZocuXx7pxe5L
S5EFMWtj6IQvQtE6XB7NmSxcKty9EW/eIkdT1aUXXRnzRKOZb7eWnRnge21iVwL3el
R26HfqfCDnt0OCSSkYdOmeOu/mD40ZoqT/PRcR519b63jQUtZyfmbFBG7ZdIuavn5a
orjJCN2iB2T7v2zN@aYTnMX+3fue/Ekgdvw7EfuBp73JaySDVByciSQkzDyJnWEb
fwSdEF /Zx17KhnMud@ZI0ZkdaAWyF36jVUgj2znIA2cjVqd9P+CfHIYI6vXPefgE
rWUbg1ijrufE26Yd40Hj7hMVXdeIwDuhZe8AdSmovaqK@6NBeBRiyCzznmmaO9ae
VVdLoHyY51/95Pc4c0ZoeFWJ83agzcOrtSHWgAkVsycW9xg+g/oHBu3VoA8rlcs8
Djv73184caZzKdwiQ9sHvsvBBMIT50zz9uts+STh4e/h3E1AAkddL7eFowqlVOGIN
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X3zSdDv1sT4D820AeMDxeCAxG18Bn0@3Vd8dt/zA8FxV1uUuLmcBHVVgy6pPqdiit
buR6SaaB@8RusmygTIjzbc10ZUD/bLB7Y1ICWS6mWwriviXBg2ThitwQJL3vXfEWHF
mHiGR5uc8dVhU9CmzqwQiiFFA9WOE8wgOudV419m6RbmW3grmVC8xsk0OYK7EzX7s
MhvedvIIY6in5dYp6hEcQYOsdxekS11tHUVIaijO0+z9zx0RP4XA2tkyUBndXuWkg
kivonLqcBXia07nICbpwLKDK/N1JE+nKZLUZg510Xig3obIe5C60ALYyC5056zw9q
50piXEKZBhjcEBdzTfBeYRE608zfqbacTyDS9wBzHo/84wY7fhNQsR3Y8t8bZZJcA
STWQVzhjszD1i+WRnJJO9fcOhtipj7I7Sec9nMvrWh+sCeF1/QY+rEgbhQWajyUi
NTnIwHeuYIqtP8xi@vxqmBFe/t/WPrd+r53Y010bp61JWPk8bnxA+5v76gjHAIHt
utp3kvykjCbJizwBWFU6du/jgCXzaYFWK88smgM1xAJ9dXUkkMekx /kJwUr /5Dfd
eWMKT42eG/JxFMeauuRsOWMIXxAuj+AJU3IHe j9oYBZWUEMqid5ZvLB5ZY07IaDo0
0/pfhGeYQTmE8mCwlvqggUYfgVnfxBpAi5yik LMkTKP1YmKqfdDC3PvpDrqlp9Pc
rSMAnsydj03K3JGoFDvVv4RxCuIhn65Lqz1s9YepmHNTF1AZXEPhC5MJIWIXAT3VV
imEMYLUHbb4HsqWX/KR/FuZ00zpHGZhPIdtiS6TdiRm4D9ywPfV7J36zDVFEP6mM
KE7FrgI4Wo5aizOFA4GZFXN6h9I1sFiV9izXUoMjFJwR6Kp/QF1ikDOPf/aPiUqu

C.3.4.1. S/MIME Signed-and-Encrypted over a Simple Message, Header Protection with
hcp_shy (+ Legacy Display), Decrypted

The S/MIME enveloped-data layer unwraps to this signed-data part:

Content-Transfer-Encoding: base64
Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="signed-data"

MITIOVAYJKoZIhvcNAQcCoITIORTCCDKECAQEXDTALBglghkgBZQMEAgEwggR9Bgkq
hkiG9weBBwGgggRUBIIEak1JTUUtVmVyc21vbjogMS4wDQpDb250ZW50LVRYyYWSZz
ZmVyLUVuY29kaW5n01iA3Ym10DQpTdWJqZWNOOiBzbW1tZS1zaWduZWQtZW5jLWhw
LXNoeS1sZWdhY3kNCk11c3NhZ2UtSUQ6IDxzbW1tZS1zaWduZWQtZW5;jLWhwLXNo
e€S1sZWdhY31AZXhhbXBsZT4NCkZyb206IEFsaWN1IDxhbG1ljZUBzbW1tZS51eGFt jeQBKRnJvbTogQWxpY2UgPGFsaWN1QHNtaW11LmV4YW1wbGU+DQpUbzog
Qm9iIDxib2JAc21pbWUuZXhhbXBsZT4NCkRhdGU6IFNhdCwgMjAgRmViIDIwWMjEg
MTA6MTM6MDIgLTATMDANCgOKVGhpcyBpcyBOaGUNCnNtaW11LXNpZ251ZC11bmMt
aHAtc2h5LWx1Z2F jeQOKbWVzc2FnZS4NCgOKVGhpcyBpcyBhIHNpZ251ZC1hbmQt
ZW5jcnlwdGVKIFMVTUINRSBtZXNzYWd1IHVZzaWSnIFBLQ1MjNwOKZWS2ZWxvcGVk
RGFOYSBhcm91bmQgc21nbmVKRGFOYS4gIFRoZSBWYX1sb2FkIG1zIGEgdGV4dCow
bGFpbg@KbWVzc2FnZS4gSXQgdXN1lcyB0aGUgSGVhZGVyIFByb3R1Y3Rpb24gc2No
ZW11IGZyb209gUkZDIDk30Dggd210aABKdGh1IGBoY3Bfc2h5YCBIZWFkZXIgQ29u
ZmlkZW50aWFsaXR5IFBvbG1ljeSB3aXRoIGEgTIkx1Z2F jeQOKRG1zcGxheSIgZWx1
bWVudC4NCgoKLSegDQpBbG1jZQOKYWxpY2VAc21pbWUuZXhhbXBsZQBKoIIHpjCC
A88wggK30AMCAQICEW8tJbOROZdKzkJUh6HUPTQG1rQwDQYJKoZIhvcNAQENBQAwW
VTENMAsGATUEChMESUVURJERMA8GATUECXMITEFNUFMgVOcxMTAvBgNVBAMTKFNh
bXBsZSBMQU1QUyBSUBEgQ2VydG1lmaWNhdGlvbiBBdXRob3JpdHKwIBCNMTkxXMTIw
MDY TNDE4WhgPMjATMjASMjcwNjUBMThaMDsxDTALBgNVBAOTBELFVEYXETAPBgNV
BASTCExBTVBTIFdHMRcwFQYDVQQDEwW5BbG1jZSBMb3Z1bGFjZTCCASIwDQYJKoZI
hvcNAQEBBQADggEPADCCAQoCggEBAJqVKfglLwal j j+gBUCTkacKTg8cc20tJ9ZSe
d6U3jUoiZVpMLcP3MUKtLeLg9rTmAfID1B/wlbdmadXPmrszyidmbuZmOpB5voVQ
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filYYy3i0x7Y0qzXr1l6udPB7k0sV+UdSNRFxrfKeoQEFXg0aGdmnx40G/e3p1fIK
MOdPzZLoOAJF5m500xzXPL74zFCWp2f1ZkuE4A6141koaZXCNSXL7wWTLMLeNT9B
yb5ksKqUugEHAMd1nmoNMgjYOVfVfcrvowd3GG8FtpSX+TWzB2zNS20F+XIVnzRG
5DeoULq8v88Z5bLpIJ/nx26r8A4SSwIBaVv4wPxAf1iPsIVKarUCAWEAAaOBrzCB
rDAMBgNVHRMBAT8EAjAAMBcGATUdTIAQQMA4wDAYKYIZIAWUDAgGEWATAeBgNVHREE
FzAVgRNhbG1jZUBzbW1tZS51eGFtcGx1MBMGA1UdJQQMMAOGCCsGAQUFBWMEMA4G
ATUdDWEB/wQEAWIFIDAdBgNVHQ4EFgQUo1NB1UQ8gCkVfAE j80e0Or83zdw8wHwYD
VRO3jBBgwFoAUKTCOfAcXDKTxCSh1NhpnHGh29FkwDQYJKoZIhvcNAQENBQADggEB
AIFJeKCcsTKcFqQMpTryujRGzJdYA+R9eBAuDLsatbtKt14FzkgRy0g31/+Cw7H8
€30iLrPIF1WN1qjHrjgOyIs5AQ/hgxLvLir3hEUV2Z3MRsMtjH2x9SG91PEMO464g
fPnc9gMGHjMTg1qvaKcLQP5UzpEYPLror2X4P5uXxaPOLIZRzWmkw1RF7FOD7PfB
5v94M5274XYxW2W4uKGd7QGnUZROSVSYKGiWDp1JhgXwfDz8ABenITGXnoEKAFvv
jiCgh64P1hIeMorj36pgL190WZD6YrzSWHUz1F00juyu0fQsqm6hvrDTgNpHNZO1
5fOURza1SkCvi9GFmNUPoVgwggPPMIICt6ADAgECAhM3QQV57XV/QqmiXDro+Gro0
mgnXMABGCSqGSIb3DQEBDQUAMFUXDTALBgNVBAOTBELFVEYXETAPBgNVBASTCExXB
TVBTIFAHMTEWLWYDVQQDEYhTYW1wbGUgTEFNUFMgUINBIEN1cnRpZmljYXRpb24g
QXVeaG9yaXR5MCAXDTESMTEYMDA2NTQXOFoYDzIWNTIWOTI3MDY 1NDE4WjA7MQOw
CwYDVQQKEWRJRVRGMREwWDwWYDVQQLEwhMQU1QUYBXRzEXMBUGATUEAXMOQWxpY2Ug
TG92ZWxhY2UwggEiMABGCSqGSIb3DQEBAQUAA4IBDWAWgGEKAOIBAQCO9InoWDgW
Pk2af@+StijSNOR8K/hN8D+10780ullsk4ASvSwjsCNo7sHUa4xQU15J06VqY18L
ANWORjrc9BaX4MguzsbFXBe6uFhT1mVpXmFxSpUByQ+950MFz/evPgP96wV+z4TtA
WW2Z34rTiz4DxMIB7XYNFUEOls/gkUP2Gxzyms02kaYWTut3SryCqeHEFbZFkB4u
rMk4xrIJC3CzWruS2QOFHbB1fkgKN5wXVgkWFfiOucfCn+IQsaqpo1d3f9;jSkbtA
V5w3vzfog8919MxKI9H614KUELNAtJ7BtZcs17dUy9u9C0gEykRiVokFQgqQ7XND
U+r3SeOWwks7AgMBAAGjga8wgawwDAYDVROTAQH/BAIWADAXBgNVHSAEEDAOMAWG
CmCGSAF1AWIBMAEWHgYDVRORBBcWFYETYWxpY2VAc21pbWUuZXhhbXBsZTATBgNV
HSUEDDAKBggrBgEFBQcDBDAOBgNVHQ8BAT8EBAMCBSAWHQYDVROOBBYEFLV2zLIt
HQYSHJeuKWgQENMgZmZzMB8GA1UdIwQYMBaAFJEwjnwHFwyn8QkoZTYaZxxodvRZ
MABGCSqGSIb3DQEBDQUAA4IBAQBziaI2p86poGkjd/4KkkOHG25nY /0eNARD6 /oF
0/sYonX2doizcGMk53riugAocCn5zbzhW/JVdYn30UxfyrZ1RAzEFf7GHqgB/Nyj0
ad3pdpVYeDh4ciNKjbs+aEoTWgAkogENt1sRx1cvb7HVX524bKZa1oPTUNIm6Qpi
vtgDIdqGJdGf8L1zLfXBuo2zL3HR+M9CDr40pq2JCkzPBQhp7poIlccGE6I9Tsg+R
rOA9iCQsPn1+Tg8YedjGzUWFO7rNmTOTzPCVzUAuBlr+JJtzOKypyQ3eoZ6EPazX
gMyHAVcsmBGI364I0A0b8PSrJNt jh+AqJ5QfH+Be7NSzNnEmMYICADCCATwWCAQEW jeOt
veiRr2vhYuXwo3pR+NzQGx3eaqOnksSP

C.3.4.2. S/MIME Signed-and-Encrypted over a Simple Message, Header Protection with
hcp_shy (+ Legacy Display), Decrypted and Unwrapped

The inner signed-data layer unwraps to:
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MIME-Version: 1.0

Content-Transfer-Encoding: 7bit

Subject: smime-signed-enc-hp-shy-legacy

Message-ID: <smime-signed-enc-hp-shy-legacy@example>
From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 10:13:02 -0500

User-Agent: Sample MUA Version 1.0

HP-Outer: Subject: [...]

HP-Outer: Message-ID: <smime-signed-enc-hp-shy-legacy@example>
HP-Outer: From: alice@smime.example

HP-Outer: To: bob@smime.example

HP-Outer: Date: Sat, 20 Feb 2021 15:13:02 +0000
HP-Outer: User-Agent: Sample MUA Version 1.0

Content-Type: text/plain; charset="utf-8";
hp-legacy-display="1"; hp="cipher"

Subject: smime-signed-enc-hp-shy-legacy
From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2621 10:13:02 -0500

This is the
smime-signed-enc-hp-shy-legacy
message.

This is a signed-and-encrypted S/MIME message using PKCS#7
envelopedData around signedData. The payload is a text/plain
message. It uses the Header Protection scheme from RFC 9788 with
the “hcp_shy' Header Confidentiality Policy with a "Legacy
Display" element.

Alice
alice@smime.example

C.3.5. S/MIME Signed-and-Encrypted Reply over a Simple Message, Header Protection with
hcp_baseline

This is a signed-and-encrypted S/MIME message using PKCS#7 envelopedData around
signedData. The payload is a text/plain message. It uses the Header Protection scheme from RFC
9788 with the hcp_baseline Header Confidentiality Policy.

It has the following structure:

L— application/pkcs7-mime [smime.p7m] 8300 bytes
1 (decrypts to)
application/pkcs7-mime [smime.p7m] 5136 bytes
4 (unwraps to)
L— text/plain 336 bytes

Its contents are:
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Content-Transfer-Encoding: base64

Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="enveloped-data"

Subject: [...]

Message-ID: <smime-signed-enc-hp-baseline-reply@example>
From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 10:15:02 -0500

User-Agent: Sample MUA Version 1.0

In-Reply-To: <smime-signed-enc-hp-baseline@example>
References: <smime-signed-enc-hp-baseline@example>

MIIX7AYJKoZIhvcNAQcDoIIX3TCCFOkCAQAxggMQMIIBhAIBADBsMFUXDTALBgNV
BAOTBE1FVEYXETAPBgNVBASTCEXBTVBTIFAHMTEWLWYDVQQDEYhTYW1wbGUQTEFN
UFMgUINBIEN1cnRpZmljYXRpb24gQXVOaG9yaXRSAhMPLSWOETMXSs5CVIeh7j00
Boq®MABGCSqGSIb3DQEBAQUABIIBACSFMztj9S2Us6fsALVzAPVWpb jptMkEGNAZ
b+17E/dDNLBf1K4AWiN2WVycsvg58WSEIUTfRBxZ6BHePpS3+4Tg4P1mzBV41gGZu0
4eXWbrkGAwBOsckyRgpDLTmRpnN41czjVx4gSTkEOXeDTU5FCoed4i1jnIHdP1Uw
v7WWq/SnDrwV{BZZKyaBRPn58V299JxTjDKL1VKsCK5NV+weQo16deS9d3deg48n
dv/C9GmeBjUo0UilZCngEytRsGhJSoummFm2sieZ+ypP1z18uZUHfnJXPqPiK2Sn
Ji3nypkjx1BJX08M3wsaifNGmk /RjImz8mXWkAL2RrhP7ViISsswggGEAgEAMGww
VTENMASGATUEChMESUVURJERMA8GATUECXMITEFNUFMgVOcxMTAVBgNVBAMTKFNh
bXBsZSBMQU1QUyBSUBEgQ2VydGlmaWNhdGlvbiBBdXRob3JpdHkCEzZB8ROAPhiY6
HGLS64Mv1sDXhpQwDQYJKoZIhvcNAQEBBQAEggEAT7w9j/+bUK8BAFDQHC69/A/XG
/IygoRihTfsSINKsaezVLHmMVvJXq0iPDavHRVHLMQNE®1qLy5edKD9tndyLCkOTy
xa8kQWwzxfRJHBg++paJMNTgdSLWpSMVxxPO7FghXbJoHPRg5T1m4q6VOHjixfeq
1vtnWcGTFhwDiWe9beFZhZInMGJOmMRcgqHjToye2RkN8VnalySczcoWl5yFqWe1J
bW1bHVun8Rn80yEtw6XDDbnUgiVB3MYa5daDcVUeB9npf+04M3gPQrDe27SBbmFm
LD3KfuLs8Be4TBRVaNkiruULjidQBakI4gEaSpAX3y+ALHPDFH4UbwQrr7wdizCC
FL4GCSqGSIb3DQEHATAdBg1ghkgBZQMEAQIEEGKhwDGWZa/xZkxt86e1AK2AghSQ
hTHM2t4nNf1Tgo2kzG18BqDLWQN1UJVQdHShktmLMyXbJ3/qgZIm7wnh+1ZecrR2
aJ8yXfgWs8Po3atCKApsxA6eqUJIN72NsrLIKiLSASXbsQHbRCtr+uJcs3M4z607H
UHpLSe j8FRWJ7iRY1d4wJM5KBTKS+VzbMgo6MzSnh1ZKZtqOokDCVgfg7t@fZKEd
mD7fn4qCeMCw3nkorWSBHNnTkxaPC2vjPAMaFbxuRgbdEtEOK1DEvN4k1g0ig961i
2b31Ne@VDTFyJLna+3a466wj4I9nnwaQsH/F3p5GAJ11tVBLQX1i4VVYrDsn4Xiza
gJMNmNBD4wXm2 jKq70oT8KFTWy9vt9noH2qBgXYBVEKTOGDVx3gC5wCZ1YzUzUVS8
X0fA4xsz3nb+YpP2ir6fXPOt7JvyRHV1LA9GT18cQ09izQR4IebBu@5xnn+XAp8/
p7aFpcIJgJtrgUeE96cv0591GCNb4pIgYTYYZaHyb7xNwbTWqGVhC+DQgNB8xiUT
/3S6QmOvXUMjSWULEaAeMG1B2NdxBPW2tyZxBpAhl0wn1k@yPgxYBa®rOEVoK709 jngNDgBLSgSNOKeDIYKPoGAzalb/cjhDmckaUM1cdA3Ie
3AsaCNIizoTN4LS5H4TpkD3/ck98B8RiDbWODUigG5dLAMU+0B96Xw1CPp1BwWYC6F
hAF2n94fh@cY /PiSycXJmOVBHVV5K4iP+d+eHpcQrmOutMfccej21Uy8VGH6CcKCGw
1Gv8YUAK7ST7yLF8p1NhEC4YWr8up8KFkaP26Vf3KvVWWQYIOuVgaTXECiqOA3Xo
BXN37nWnXe+tywkOUWZ218xpgirMTtBZjFSx1QV51bZY1D6P106gKHU34W1ijCCOZ
5d9bZ53j3dZmfhEhHUjGHUWXON+JD5sAEXSi0B/bYGCODMLSz54PHpBqOS1yPx4XKj
9p45RWpfDTrpdB9iXDJm6qvDOHUZQP6UMjyEAU4NR3XXJ1b2rv+gXhrx2Sefu8zV
7T+uu+ZKPVU3AuVw1/ciCRXuXYPUZB3jDEYHLJ8y7fzeic3hNOzq+Dm56B0Op/0Bz
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zX/fTalhwaWOEICeeTTzoCMSKbak494WxpaE/ekoC3T1/RJ6xWhvjrCqBlKeY9km
EQ500ZghhZG9J1wLVUEDD//6cyaMoakTGqv8QlBbfx++GRAUE+4zqFkB6GyjgywQ
wbJGy1rpYd1RpPNJ2/3zS2K+DTzKiuDkVo9Rn++AfLs7b1ZukE41KTnIO7TTdL3E
MHRYv21J1CWmTsEPL jAbgAINQNWK+EaIMEnuD62foRyajGvtXahPAqU61Yr1+DmC
fQMLGCphBkTGoI2IJLf1U3dtRvIBeujpkjMOYyi4tWWWONAKF7rvV9rP78VnXvCmUw
urP9o40CICaCkvYPhYpCan+PBJxaGcSNSrY99HHIDoDLKkS5/sCVyMEs+pXy/9DVDX
luiwZG1dUU4f+2YZ7I76LcNXhUTfZScKHE6dPXxxxQw1ypQWVdLGSQIXResiyI8XmTy
TmaF7MZJjUUfm2GhEEXFLgjskwg7Tn+dV+KxDek1ucCGxfXQb4tod++ojyFzcpNn
mLRFBj1t6BQV8P2rkq@tbXzJ+ugETp5VgZHYOpMNQgNHU8+U8f+4BWWLZNE9 j5du /5iuFH5AdaWqGbW1AWEX/TNGEXGVSRiYLaZpvhX
hw5hCnvgP/cti9fkYwK27EbrHsTSf3jdToTvddHZBoxWIut+1Er+DKq48uDnF2Ar
vDJJmMWQVBTuzxjAYtNn2HyBy jSq8zuEZK6IepOhA5v11tIRnrwpTaa2aFmeZecOH
OyKre87p4Qo6F0ztEXd650rzYtYfbaU8HVHTMkWICeMCBUwj8obBYFuOelLPki/1k
1EU8JQ4/ZgarISB67pRs/sRciMgen9UW3WJIXTh1Mx2RkOGPGzsG69t9amb4Vx /WE
3KPSe5YS/hACUL+Hy90ds3ZGQt4yART1Cx8NH1TESThDQL6zzDJOsTOamsXZJGstv
VH+nPsW3AQfAfD/FWyFKJFCG6VsVhh60+p82ZGqBQk1YLZs236QVRmiZUXPeui9+
OYRV1cvcvybx@AWWRCNajEA3fwAGoin5Lw4INIe+oJPN2rQaCD8wwKRzybKRIpSh
romHB74auQjmMd4c/Hn71ilnPbWSOMavxj0081bykQxjIFVYbC/yq7chADdPpMOAy
j1IEKbMGpkUiGqtuU3Gf3r6I8M4yMRAHEKAUNEZNRqprs+aHu9DcT5GN8GJBQRHY x
CCYWAsW1GX+oLkfJ1iy+hNW2EYC80u/E5ZI17ZzsdIcSZbTEWMrPHTpVW6UJPZ1hF
xVUWYWENB1QNuZnAkR7P9U15ZWnEdheoXaj@011x4ffgTvap167A0pf1KBk3m40W
N7h9hMX+96FWSg1ee®xuOF4ENYLaWJ7RwJwLvWfc2tos8/Xf9/mEWgsJ2whjf810
rpilze®fQgQmiTFnNe56ghXZcTo0iov+GGZAQOEdfFWv2HyvBpfx9hZykW+x81XZ
TINBLVINQRL/Gr4R1eXmEhNEbVvH1PAGAZ2wa3t/ZNEPsGvq7vvGW+rE9dudc1o7P
YoolLVpV8g2IeEkFF09+DjrTg97j2FnJbIn0SQGR4IvOHQOPpJ1fMkWOJHQjTjbiNr
VemrNY1lo5yD7F5nQDZJgtJXctXoMNDd jFufOTaByzrLCOZjr01SRssFVMPgpmoXg
Ae/I196d2PxAJATWZBJIWV5xQCekqIHNB2Jud7TxH2Vc4AsEEFbxkBFWGR/kHycX8X
ZMtDpPH/qPaJsh975a12WHQY1cQpHDC12jadQi5u//6VIgBzxMSTwHB3TU7Mt/FQ
YooIMIjWén5Lekoi8u8IKQ+sqy78m+DVoL4XRZr91eQpvSukCWPeQEbIOTitYNrb
wTmakYir1Dt+vuzLDQBzF7pBNSxdZh3jKUZ/YYsW8/g/D4niekNP1sHSSYOcI6oi
wh+sSWm746AYtg+dBERBcTjQKhK45zc jUDPkC7 tu6HuanP4HvI2 fZMXDySUYVISH
GdyPtR29w+XX3nTHy+TXTNsmyP3WNv61qdC1SWwxXTwyOJwv1k90EKkmGmd6APJpP
OxeTXUozActjge40xvGaB6uuLdXIfDwcuX4yxpj+HEWsHkbOkHcxxaY+byFOr3Su
Jbo56UbDHQS+0GpELp7HeJL5MVvcUINBOSGTKTFFKOjyCOj2rdeYsf5Hidb/9678
z5C9L5%x23ChCvd2ipkOEwcvWYKNWRJWOT193cur5qBGisZQfDbw6xNS2PCI3zp9Y
21Epegrtxi4pDWAB30BEWzHCw7kcbt1WdzIW2 /iaMOW7S0hHjcRboPgSzuFpDwEFS
M9k33igH3vqfdrs1SfMXgumEzKAONns1MEzNHPJzCO07UaV1JOBgqTdNbAHgXSATdZ
UN7z5+xnmdp111BAbgNG4kS34JDEraArdfn@B5nQSYAPOyvu+Ub2S16/u91RYznb
PcjbtAt1Tc7pw6/0V5XNEpjRYBHbG5kPZ3DjaSKIakKJpS+zfMXbtroHoM1TryUo
OKSPI/L199NbXXpLxW2tVOWNr+FexXYB4IsISC0Z3311qPTtr94rv+G1Z0f5KbF j
Rp30hBWo7EKNENVLPaijrAhSYI7f51nuDsIi1/ZFqt41A9Me3Vu/Etv30Zi5EHEq
e+gVbiUb6HIvik /nnfWpDhjO5LFLga7C6rOKSNLRIidj46NnzH6yeRkQuAcU/Fby
zgawmYz+1QfcyKAxNaqrIEbKDOn4ws3XHboxSJWzAQ+72/vghzSV4ih3MLkDeWHy
riWmuzsTJk2cdmSwt1+dL8Uf jRDVB2UdHjaBf4Mr1KaX3ngfqibiskly /HFSTZrkK
DB+1SMASPLZzZ7Gd6pPK3Ie8mzVYNE2SSIpBzgAqIsOooYb1oA4gLLg75HfvEUJKm
mBqc jsGuOFemASbZzsxrPbS4ASQ6L2M1H5HSoY4twvQ3bOSXhzYYKi++hZgB7prh
MujPkThFQ1qyDvFHSdthJb+0+DtDONRV3yPTkJNQTBEAVEPME03q87dkwAruhUpQ
QuTtA2f8ROHW3YM3AKVhR4Zcwbf3Z3CEzgb6gR2zdcXSZyDO90vyycryfmhA7Cnhf
Uyy9uShwr4J57g+XE/nYU4vgGhoCyyf4LT3VcXOM+Bun2a@rgx+7cxCyzV1HaaIA
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3sZv5YQ2ZgQBdeYfbcWYGgxDH3SJoon7G7T7QWp3MilTW;jtaGXf7GQOfZPJWnlrp
H9ZCvxKJ/vKnM/q8BTsCKpbMqLcObdL4WOSKioTp1UGqi5RfObW55d4bBoNn5tkP
TnRLHAR+VvP2KUc6B4pdZa82iI9ujg7RIxF /KwQbOB7WYC3a3Gu9IADtj5Z10CvbK
2JFQOiUER+0OyE5VmoPy7QoGmiX1jrLWsuwf1lnEbUEkd+qkhx@uv84jRHCXFsgxS1
HZ9hdNNvyTyFrmZrv2a2QcSPfnlvqGpYv+7pXLOgonnct51c8PSVvuucbdVOR3Im
j9Hdiz+TZpE+XCUB8jqHx/1CYbdgubpLgkcmvUx2Ug464aRATy381PTC1eie3Xm/
z3tjOMCrOwkxfUa8VMTmI6gljeqPWodNgNtPLJDuWpHjCO2EWC2RECVAZCJGTNnu8
LRfHAPMyY1DmbLg5QmmPh5zmkk jGS1laRbuSr2+k5Cd3XjNbE08dbJBAEQtwtBkDO
QSFx8IkC0iR@3eV2+Wy43wnaCV5pvCYBHES557V6vkGYeRGrwT 1Ry /oGRQBKu7xvU
wfKLTS63XA1uObZeOREWaNEZd79TqTdsoSz61YjbF2EKgXJ1ly8tgfkSvAbiFLOMX
3mUdxBUCSbQRw5eIT1/MBrZA/VUYxIgJMvOH6HOTuCaWxR48SZ2fim/NsE7+BUmq
4+Thx9ZuV1clIDUxMCuD10x3EjycQfVuM610i0/B2gxHVILoMb1ldTZSavL+iWbCF
z2slLzt4b2ULzXZ/UUIJRY3efP1lUzsKX60OHAcim2IjCN2fWaPgv130XT3XiGvtSym
Ez2T7TpTetaK5n40+nEfIDBC5WHOZ744zx04f j42hTbFWzy /I3+aR5vhdk4yJMUt jH2gCpbBz81BZyusqF
MBG2+EWVcXDmJ6H/NHgEKKGqqj74X1j/Zg+h0drIZWXu8cu6Wcb2UqCYvkLvQB61
A7Ihrk@TXY6pECERVTrAhWhVQsxrBQgND3Fbc2Nk6ve=

C.3.5.1. S/MIME Signed-and-Encrypted Reply over a Simple Message, Header Protection
with hcp_baseline, Decrypted

The S/MIME enveloped-data layer unwraps to this signed-data part:

Content-Transfer-Encoding: base64
Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="signed-data"

MITIOkwYJKoZIhvcNAQcCoITIOhDCCDoACAQEXDTALBglghkgBZQMEAgEwggS8Bgkq
hkiG9we@BBwGgggStBITIEqU1JTUUtVmMVyc21lvbjogMS4wDQpDb250ZW56LVRYYW5zZ
ZmVyLUVuY29kaW5n0iA3Ym1eDQpTdWJqZWNBOiBzbW1tZS1zaWduZWQtZW5jLWhw
LWJhc2VsaW51LXJ1cGx5DQpNZXNzYWd1LU1EOiA8c21pbWUtc21nbmVkLWVuYy1o
cC1iYXN1bGluZS1yZXBseUBleGFtcGx1PgOKRnJvbTogQWxpY2UgPGFsaWN1QHNt
aW11LmV4YWT1wbGU+DQpUbzogQm9iIDxib2JAc21pbWUuZXhhbXBsZT4NCkRhdGU6
IFNhdCwgMjAgRmViIDIwWMjEgMTA6MTU6MDIgLTATMDANC1VZZXItQWd1bnQ6IFNh
bXBsZSBNVUEgVmVyc21vbiAxL jANCKk1uLVJ1lcGx5LVRvOiA8c21pbWUtc21lnbmVk
LWVuYy1ocCTiYXN1bGluZUBleGFtcGx1PgOKUmVmZXJ1bmNlczogPHNtaW11LXNp
72517C11bmMtaHAtYmFzZWxpbmVAZXhhbXBsZT4NCkhQLU91dGVyOiBTdWJqZWN@
0iBbLi4uXQBKSFAtT3VOZXI6DQogTWVzc2FnZS1JRDogPHNtaW11LXNpZ251ZC11
bmMtaHAtYmFzZWxpbmUtcmVwbH1AZXhhbXBsZT4NCkhQLU91dGVy0iBGcm9t0iBB
bG1jZSA8YWxpY2VAc21pbWUuZXhhbXBsZT4NCkhQLU91dGVy0iBUbzogQm9iIDxi
b2JAc21pbWUuZXhhbXBsZT4NCkhQLU91dGVy0iBEYXR10iBTYXQsIDIWIEZ1YiAy
MDIXIDEwOJET0jAyICOWNTAwWDQpIUC1PdXR1lcjogVXN1lci1BZ2VudDogU2FtcGx1
TE1VQSBWZXJzaW9uIDEUMAGKSFAtT3VOZXI6IEI1uLVJ1cGx5LVRVOiA8c21pbWUt
c21nbmVKLWVuYy1ocC1iYXN1bGluZUBleGFtcGx1PgOKSFAtT3VOZXI6IFJ1ZmVy
ZW53ZXM6IDxzbW1tZS1zaWduZWQtZW5;jLWhwLWJhc2VsaW51QGV4YWT1wbGU+DQpD
b250ZW56LVR5cGU6IHR1eHQvcGxhaW47IGNoYXJzZXQ9INVOZi041jsgaHA9ImNp
cGh1lciINCgOKVGhpcyBpcyBOaGUNCNNtaW11LXNpZ251ZC11bmMtaHAtYmFzZWxp
bmUtcmVwbHKNCm11c3NhZ2UuDQoNC1RoaXMgaXMgYSBzaWduZWQtYWSKkLWVuY3J5
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 jZTCCASIwDQYJKoZIhvcNAQEBBQADggEPADCCAQoCggEBAJqVKfqlLwal jj+gB
UCfkacKTg8cc20tJ9ZSed6U3jUoiZVpMLcP3MUKtLeLg9rTmAfID1B/wlbdmadXP
mrszyidmbuZmOpB5voVQfilYYy3i0x7Y0qzXr16udPO7k@sV+UdSNRFxrfKeoQEF
Xg0aGdmnx40G/e3p1fIKMOdPzZLoOAJF5m500xzXPL74zFCWp2f1ZkuE4A6141ko
aZXCN5SXL7wWTLMLeNf9Byb5ksKqUugEHAMd1nmoNMgjYOVTVfcrvowd3GG8FtpSX
+TWzB2zNS20F+XIVnzRG5DeoULq8v88Z5bLpIJ/nx26 r8A4SSwIBaVv4wPxAf1iP
sIVKarUCAWEAAaOBrzCBrDAMBgNVHRMBAT8EAjAAMBcGATUdIAQQMA4wDAYKYIZT
AWUDAgEWATAeBgNVHREEFzAVgRNhbG1jZUBzbW1tZS51eGF tcGx1MBMGA1UdJQQM
MAoGCCsGAQUFBWMEMA4GA1UdDWEB/wWQEAWIFIDAdBgNVHQ4EFgQUo1NB1UQ8gCkV
fAEj80e0r83zdw8wHwWYDVROjBBgwFoAUkTCOfAcXDKfXxCSh1NhpnHGh29FkwDQYJ
KoZIhvcNAQENBQADgQEBAIFJeKCcsTKcFqQMpTryujRGzJdYA+R9eBAuDLsatbhtK
t14FzkgRy0g31/+Cw7H8e30iLrPIF1IWN1qjHrjgOyIs5AQ/hgxLvLir3hEUV2Z3M
RsMt jH2x9SG91PEMB46gfPnc9gMGHjMTg1qvaKcLQP5UzpEYPLror2X4P5uXxaP@
LIZRzWmkw1RF7FOD7PfB5v94M5274XYxW2W4uKGd7QGnNUZROSVSYkGiWDp1JhgXw
fDz8ABenITGXnoEkAFvvjiCqh64P1hIeMorj36pgL190WZD6YrzSWHUZz1F@0juyu
0fQsgm6hvrDTgNpHNZO15f0URza1SkCvi9GFmNUPoVgwggPPMIICt6ADAgGECANhMS3
QQV57XV/QgmiXDr@+GrOmgnXMABGCSqGSIb3DQEBDQUAMFUXDTALBgNVBAOTBELF
VEYXETAPBgNVBASTCEXBTVBTIFdHMTEWLwWYDVQQDEYhTYW1wbGUgTEFNUFMgUINB
IEN1cnRpZmljYXRpb24gQXV0BaG9yaXR5MCAXDTESMTEYMDA2NTQXOFoYDZIWNTIw
OTI3MDYTNDE4W;jA7MQOWCwWYDVQQKEWRJRVRGMREWDWYDVQQLEwWhMQU1QUYBXRzEX
MBUGATUEAXMOQWxpY2UgTG92ZWxhY2UwggEiMABGCSqGSIb3DQEBAQUAA4IBDWAW
ggEKA0IBAQCO9InoWDgWPk2af@+StijSNORBK/hN8D+10780ullsk4ASvSwjsCNo]jnwH
Fwyn8QkoZTYaZxxodvRZMABGCSqGSIb3DQEBDQUAA4IBAQBziaI2p86poGkjd/4K
kkOHG25nY /0eNARD6 /oFB/sYonX2doizcGMk53riugAocCn5zbzhW/JVdYn30Ux T
yrZ1RAzEf7GHqgB/NyjOad3pdpVYeDh4ciNKjbs+aEoTWgAkogENt1sRx1lcvb7HV
X524bKZa1oPTUN1Im6QpivtgDIdqGJdGf8L1zLfXBuo2zL3HR+MICDr40pq2JCkzP
0Qhp7poIccGE6I9Tsg+RrO0A9iCQsPn1+Tg8YedjGzUWFO7 rNmTOTzPCVzUAuUBlr+
JJtz0KypyQ3eoZ6EPazXqMyHAVcsmBGI364I0A0b8PSrJNtjh+AqJ5QfH+0e7NSz
NnEmMYICADCCAfwCAQEwbDBVMQOwWCwYDVQQKEWRJRVRGMREWDWYDVQQLEwWhMQU1Q
UyBXRzEXMC8GATUEAxMoU2F tcGx1IExXBTVBTIFJTQSBDZXJOaWZpY2F@aWOuIEF1
dGhvcmleeQITNOEFee11fOKpolw69Phqzpgp1zALBglghkgBZQMEAgGgaTAYBgkq
hkiG9we@BCQMxCwYJKoZIhvcNAQcBMBWGCSqGSIb3DQEJBTEPFWOYMTAYMjAXNTET
MDJaMC8GCSqGSIb3DQEJBDEiBCAN/5Euey54zEPMTWT16D1FzMPXZyPmKLehwiHU
u97UIzANBgkqhk iGOWOBAQEFAASCAQC1dWAb1Y3QmHJaNLnrFOVTdBYsVLQoKmle
0ajirYCQ8fv1D9dknCP12tRdshOMtV+c7sR4WN6XNQNBdbLh/+zw9aV32quYp1m5
LmvWZJnmbVCuFqZwG/frY1k46SXkggJZCFNUTKRNiBMERUYtyRO1QUX3V1chX3NX
nO7FBEgy6SwD6avoVEG7pG11J6x1cUhOL14aPcb94LkcUHpNj5kSet8+k1HQWTKR
VCjMvXymn4aygpSkiZT35CjFhZmAoEaFUilf1354s121RjXMZZ/2fLho2SzWXCR4
gwji+i7VzeP6sQ1Jyt4vpv4R2p9stcSEUpFMRQhgNTHiJdOkZLYo
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C.3.5.2. S/MIME Signed-and-Encrypted Reply over a Simple Message, Header Protection
with hcp_baseline, Decrypted and Unwrapped

The inner signed-data layer unwraps to:

MIME-Version: 1.0
Content-Transfer-Encoding: 7bit
Subject: smime-signed-enc-hp-baseline-reply
Message-ID: <smime-signed-enc-hp-baseline-reply@example>
From: Alice <alice@smime.example>
To: Bob <bob@smime.example>
Date: Sat, 20 Feb 2021 10:15:02 -05600
User-Agent: Sample MUA Version 1.0
In-Reply-To: <smime-signed-enc-hp-baseline@example>
References: <smime-signed-enc-hp-baseline@example>
HP-Outer: Subject: [...]
HP-Outer:
Message-ID: <smime-signed-enc-hp-baseline-reply@example>
HP-Outer: From: Alice <alice@smime.example>
HP-Outer: To: Bob <bob@smime.example>
HP-Outer: Date: Sat, 20 Feb 2021 10:15:02 -0500
HP-Outer: User-Agent: Sample MUA Version 1.0
HP-Outer: In-Reply-To: <smime-signed-enc-hp-baseline@example>
HP-Outer: References: <smime-signed-enc-hp-baseline@example>
Content-Type: text/plain; charset="utf-8"; hp="cipher"

This is the
smime-signed-enc-hp-baseline-reply
message.

This is a signed-and-encrypted S/MIME message using PKCS#7
envelopedData around signedData. The payload is a text/plain
message. It uses the Header Protection scheme from RFC 9788 with
the “hcp_baseline’ Header Confidentiality Policy.

Alice
alice@smime.example

C.3.6. S/MIME Signed-and-Encrypted Reply over a Simple Message, Header Protection with
hcp_baseline (+ Legacy Display)

This is a signed-and-encrypted S/MIME message using PKCS#7 envelopedData around
signedData. The payload is a text/plain message. It uses the Header Protection scheme from RFC
9788 with the hcp_baseline Header Confidentiality Policy with a "Legacy Display" element.

It has the following structure:

L— application/pkcs7-mime [smime.p7m] 8625 bytes
1 (decrypts to)

L— application/pkcs7-mime [smime.p7m] 5376 bytes
4 (unwraps to)

L— text/plain 430 bytes
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Its contents are:

Content-Transfer-Encoding: base64

Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="enveloped-data"

Subject: [...]

Message-ID: <smime-signed-enc-hp-baseline-legacy-reply@example>
From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2621 10:16:02 -0500

User-Agent: Sample MUA Version 1.0

In-Reply-To: <smime-signed-enc-hp-baseline-legacy@example>
References: <smime-signed-enc-hp-baseline-legacy@example>
 rmjDENXtCvMHMd5VvLKJB49UX1s
n7x8EKYLgHC3RJkq18DNOMNIJ2mr9qiohxSQN9ie//93a8ar+kKgrl2qRCTtgTcP
b6CXHVWLM9FazwJ1C/Z0jS3YY82Up/P8cgXEbAjiB9ZIryalUrljr1I8R5ivjIPF
cAFtnkcZ32eyahNU97pmnF8nZD5JUxBpQ70t0qemBBkJAY2YcqVzzCJG1se08id5
0509c9YTehBq1EbU7HAUsHMw+3T8cZgH22vec7HJPvrS+BMVPGINYWBGyvvc2zCC
Fa4GCSqGSIb3DQEHATAdABglghkgBZQMEAQIEENgNBbo7 rgFT+sfWGsbYpOeAghWA
eDNEsIoFnkJJHiOW+TI6ecod4Gdyku4qQKjULEzI35mhJhbofl/IrffWdG8CAdgf
VY JjItKwGezuOWORRJtVgaYcjcDXX2HXcgz0QjsLwJETWR6N0Z92PfYwJki@sW6PK
stnZPRNK7K9Sb24rEONMLgb3pmLXXx9JsH8LM1TVuN/JMk9wkgSwDgubLMix6eFS
QHtpLYsBYLoIyli/sw+fI58IzplPsCzpUA8zB6]jptlroij3j6iCWuSj2N1Fhea+c
t5PVR6I+UuGhgCj8VaQisat1yFyUL+jeoeDT1EvDQK2wMioOiEpP/m7bJuxiimalH
RfDkeAWxLf3A3P1aK8gBxVGEO3hFyWjmdw+hOJoK/AEk+0q2ctSfycObmkz8TiHR
x63j68TnDkVUpAUd5NIW2ikitk6énsA4c9Bj99Br/1LgKonmA357r2sYGTvEtxvid4
pgxZhHiKsIs@D/eWbheXuXkbT/jrED1r9ibSuRXmgqq8JVv40tQtDvUvdVTq/h9Xg
JCR1zjOPWUSAHyz1iCg1yDIO6YLVHPgF1xQtT97EiXTWRAL1KEGL//W6v33vkhXTJ
oTYyLreuU3d+oQCiLxQBCIrsB194p1t1NjeEK79NrMs+yhRAQ6UmM7ckddPBWKHM/h
AcOPv80Ayu8eDTi00Jv1ZKNcGIc+itQnOHyMHBBCOsRPVOJ5MIZcgdw8y0e9pYbj
4mY70rq2IiOnrjn+y2zr@rswfKB73fQNdfFB4rCTbhzLo4x00HBBODSdQJ67CmtJ9
hBKLRjb4PPd@sdDaAjTFnVYOXjZUOK]j2DUhDcDBkiiIrPf+PgOXtE5qc85FgzDZ3
gKyAnaKgEnVqYbmEhSKMRJ/dfAWrFQQBX+5Da5tp4BSRxNJ8g1lP+fvqr4WejftPF
9R1SfpltX6xgPRgrHaDKc/10rAliBs1JaGpR3ggYB+C+Bd9DVD1MAmuVoWTwOLNm
pJNHCHsLsvR9hgcUuobIOEVDspIitfi3Phn5KGfGZ3a7SN5a5gX0+1++DuX3PgZo
x+34fGYBBWNIEd tNOgxu3PqfRNYQr6723oHh4aTxwx2P2hr2xCp5t6abDWFie+U+n
yZ89q8f63WU18G0o0o0KjnuxP4I96w6/eG7ixLvORe2QuUAFSEVF88NzNIm8CiZ8yQd
PJGPogbgeM89CbM10oF0oI5p+PsGgtZp1vxPtiOpvBeVyjlwBrGEX6P08iimAoe1HB
p+Sk+UdmAUGmXGFLLg+Ju2PqyIMRrYc4NV7cTi@SINXV11F3PXo4aIQuVv1HGJ9H
7x3KACM8679WLTjXTNcDifLTXJ1IH7RO+Ut1UMc4gHZ5MqOI2WLXWjGW/UJOcBBUP
QOBAsWvpDsoOFw69qPooFBf8bt4CjjOx3Z1IWIGLiva61ct2QQjnv2Mo5ccxJ1qoD
/Uw7F jCGj5NHcHdBPBo6fv7Kc2QyJSJBBrjgRI3dbeZ+N6h7kyx430JalvU4hXiY
B3CHeoea5y6YrAv8nAmhXgXy /kaKISJXyHmWTAP5t /z7eoCPYbUNPYKmNEITiYgR
sWDc5ENFOQFhs6r+xbak4KEVA8RLjP614KxzVrPZyPESmkmcZ3xWK/YZcUhDKZ0h
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XgKx5Jh83yWMQ8VgGxqUd/rhU01tSnjiRpmWOwGTt3fLh/x3AD71j3MEKrkJHSBK
eubHcC9ratgaCXunlbvcex6Q0x/q2fb+eyEhFtSoZQwo47NbJHUSYVFOjqoqA3LhH
1j8GfPzN+sL1kZ5HWBtdIAWXTQOC4epY5n1BYWsRCeDjK1/s@4wR+VbGJsrPQ1jq
f7143t1T8yMS5g4iIpjEOLTRL/WoPYL300Iz8tCCMQQh3qL/zaKCi2JZaj1gydy7
dusQRVOazSNNwjK+1WYbzabodXHsQ3R87TNg2CNWrIEcRkYibeBEATxWvECT5TGh
jtOnKkEZCcIFKMHNYpIK+9D8yYtuCarzol8BeOyuQN6LWZyMiNOZXmOrvzCIzqORQF
MI+xL4WJetdEt6wwFIskTVGpJPr3HyjuU9ageiNSpXql7+A+DMCSgaQoyMKRt18Sf
tizJCqGdWD+/S61ZTnr4voJdsJ3nPArN1u5Tf+tz63S3APwbj5uS9qoBR2Vas3ch
IVNgTwURgznpRa5TX0+sD1Sz/nNMr5uZAXiSORearVtOyK1aTM6LZ6t1Yf6jVhO1
XZ1GcemW3hW5bdNOUMbmgZznuSuqA+0r jCJsHoPUw+3ubSdegmBGbIa7lyeuGGyJZ
sNeB9KdddRmOCbk+BRybzDCZJhPTHpw8yqVi2ht0s1ZE1Aa30bCrbVEU10xMs70L
NxdPXZPiv/VDw72JEcmfKUm8fTbQfatWeM18U9mOs7Eub32VHOV3RbB48bnDrslh
XL/ZUs70Y+csMemEVy8XrbBvNuhSZLo3mdDO/XmDY rCxa5pKOhZmIt3PGeamYRdf
TIQDN8WsaNGIDsPN3woOM96sJWhn2pYyErwpsSiBMRnLmz71yo+embXKJWTsxTXubN
bmCIG5vxJ1EW9vxqj88y+sbWrpI+2jUT23GVqy3+/iSruFtqZL7f4QNMemCWq2SC
Tm3Bis0q48TObm88Q6BOk8+owhjeG7Ky1FKQJEZVJETNSisIsEDQQRfzwGBgpDyU
D1diWrCmpiynhqOmBDeljtjIHQT83knRiY3XbSABr57w4TMOSLCUZ+/b826TpMiX
h12akKH73/zVPH6PAamxKCub9YP15Z00BHKK10zZHQQtesEH54iUGY+0+1/LCSuQ/
Q45Qvu5CnWBFx4sYVvFRtJfMynalAjUbWfqK/BGnS9H1 rJKYiX1Zr@lt+/cqU+r+h
POc40AeyORsg+szBns4y55gWhGVicyNU2RRgNg3dsyj/sUZhysFiNbyWF+NCXsYa
ND79DROUL4ANM7XVXjz6y34dRV7u@OnWRPRWLBhum/ekvBO8FvB300EQ6sTJELhx5M
6TNVB8R+8849k50Z0F xvsMb6sJU6N8hxgpMglCODGH6KNizJZ0xfjJhMgiyEX9h8J
CSV2noFCpbDsIu+JKOSi2LFCfj8wT35q1hsdrn16sUq4/crG2NMOZrYPhh5Uxwim
NCGWJm309+TUhBCRV3JmU4t/LsTmdduErr0/W/7SF/pD6zCg11hmpHBKFU2mzXTT
GjW1JuHSy23yzQ3x8kaZLkwBtNWVOtWz1HdjBq5TX0GU/IBjOfRbnsSxC8btiIFS
Z1cyVFRphNT2WXgXZ6pX3soWiE7rkj8geEsYkQLIT1yTSYRz1X98NuFUEgrgTWaN
jovgflqIXf04UrMhkHp/cTcAE311bllLaackHTdRIj3Xciubs@dZrIuc2AlJYJiOe
ITdAzgFKx437Hh9MhVdWIDC60sa8b5FEesiexc4ZRYBALp+XCQLiSO1f1UoQxXLh
8dvr2dAYkITswQNQtSO7FJ1vp3ugNNW33BJs2LGmaLhvosBh@YngJx10fr7Fbkyb
YHenw90TSy6gtF37j/xmtUjz4vIBcToRunPh18fUJjxQbaepXFw6M+YC2Up4SOGF
SZEAvOqQjBdXezU5z4V8wz4hgPcuvb5w371+fP501mgHjCOFHKwiB4JdinaetrpS
Nwg/hI6d5A2s0gMEd472SLP2bROINNGW+DZKtewTCOWqrniR+WT/TcA208NNsZVT
GZ00Sf5/Kd+HR2apkmOKq5hIYsDX84J1i/eY32jHZ09KODfCQ+zBatQ88JUOpYME(Q
1DLxoXKV/qUuXEp34foZvZT0699btpmPhaD8aTKL1FV59WD+TwdC15n7V6at9Jnqg
kgqe5AVV28faXxCi4LVOJunjN1kCA7SUraGVayRPEL5SG7dUsqcP5jFPOWHAZgC2K
Crr+zJZgwYJqTaUI7gKUAsxph@bFgn3RL4Qhnc6bB0Zx4zVcwMIWTDtOW39JZrnz rFpJ8vwdGmNZignEatCtXEtzqE04Z3ib9
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NHLz /bJzPPDqG1sLIe+fv3Cpb9a7G9uMyn7ZzAcDarsRCJdjdfsT3NG9Jeh2LeeK
VEDFK6XyQiz9QxCgNqdpEGgUff/zuWMHaXN9RmR88uyNPN2mC1nF1A2pY8oRhdVC
kvF6urIbOPS2Tiih66duBPd3nF1y8xFwwCCjgeWSffhzVRfvpdqZ7mIN4GimsI71
06V6ztsVM7A247X1j0Z1/WBIhF1fyMF/jf37Rq6N7FAFNMOZWJSTOb+UTXeXzS62
6v3PbA4grpEC9U6wWDD06zq1JVdAD69Ecw/IsLaduhoJNJadZmXxhPg9gl301nMla
z5LMulGDSHtgbOUYA6Z7E7WGDmM10TYPeI+01ZzPDzpcOrKd/QgX5zhSAAaYqcuQP
Zi8ST1CON6AYL2r@bAvrBCc30KUgIAXCgcltiRrt8jW3TmTHy1gtX9hHxmQgx5Fwv
EK/F2gxnZLpwX6y300QncBIn14TC2fGTItbAdwReyTZjLv6113zSgGWNjcDXQFPz
koLT4iykPcFXJARBON+TQgbEQC/MkZ6Vej9DHYhmN/dXIAX6aVWBgJ8yKRs/8YK3
QhAzQizaOgtluVA7cNcrVk11k87Ee6aeYKB94fadNk142vukEer CGXNUW+wZ fw07
wK/+yCh8yFIKSeZPRk9hejMCCuhl9rLoVVXvr7k0Op55Eugi8ioBBjnJ1Hj73p2dj
Howx+JIEFrT526Zmf10MxnjT23+mWOUQNxQGVev4 /+XdfR+mG6ah9xFOb1MD+90P
vVgHxsdUuLtqPqFWmcg7JmbWgAB+tvCa4ET9SgbyIDOUHOFenejcotqaltZiDRGG
g1YiI311BU9CASFmzN3bXVfIs4u6RyYHS02VTNA4A4UenB6chZkWNxYtb1BjIMNnl
6IG49G1fTO+yhtk38Z/JZzB2WcVAFNExQdgx1fpQEU47NSTa8EgyJFD+Buwr6A1o
gm1e2S85ViHL26YTzmDP1CH5CjD5/Z1B16mOBZXt3euA7hr46zFe/XCa5YqlUuOs
PER2c@U1lvY58rEiJghTvy3p9sTbAjom5wUef54wivUXX004LoZhlleHpiFdiTkYJ
13B1KWkS9HWLTI jv3AML+rSOgWZjT1QLDMB4RohzDJP1GKRmMpOUNY2RtcQeWt7hv
IgNQyObOBUtWFiQye91lpF8rmtsfTFfQmFfYmcALTVGQEAL/hQbYYSZLDHJBGt /DO
FM1X8K8303do1IoAYw2kBcm7bHLAXT6e6WY5URJ6bhpYk29GpLIe/RPtbNLefqwlL
01zomfzU6I21VRgb1A7NrWge3UPIx++mIMi/qK7n60S4p0ORq8qvpZqoVSgWNEOwd
QQD6ZhBRzjyB+H52xyGZTSb5GqJBMCJYw/2ZiHOHGMbH61qChMT5abMzkCFejW1X
LHtD5sz1j5Bkc1ptpM3jYoIwFLB1er1QnNktOFFzJejj4f+0i0DBIFYxkakc1zKx
JdgkL60rA2jZ6AE5Bv5QbinpUySz607h1lGvi2bdjnJUti3I3dtaMnzF9BJx13agN
sSsmBobh5ds5xURSxhkK1Q7T3buV/hMZ1sShakX+xmHAT1eA8uWYROQqf7KCQqGem
6HkO1xjz797mSnpmi4w3LrI52MSjjXdr9sf5aCcLJONiok5I6SLoNyeH7 TwaKMZf
ReMp83 rBGP+KLEYfGMpB/PuMajQAsqXgJG89T22tMq1+GT1uGuWqYW4GI3Zuk4mDq
ygZgKCwHiR8wvDjppzTiuvQegN/K6MIwjgKRcTfoPmBxI4KryoKK83Xs7rA+z6spK
zJpUt1GSV2400yVcWy®3RQ85Gc /HMMwP+z0g37J/YZASBpqjv1SWxDaK8ZzR+dEJ
TEAhJ3uCRenTRURzMyrysBdLayLFW+gHUDFC5F+INKPGMertJqtYdf0s@tqG2uPU
JX8U3mubey4B4G3j580k7ZBD4r011+h/8Z2Nahs8udVMMfSBOxx8bmf7rwaJKf /K
yg/AjedixIKUNASCTMErF/hT1EV+zEux73jyQGdVQ7xJI=

C.3.6.1. S/MIME Signed-and-Encrypted Reply over a Simple Message, Header Protection
with hep_baseline (+ Legacy Display), Decrypted

The S/MIME enveloped-data layer unwraps to this signed-data part:

Content-Transfer-Encoding: base64
Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="signed-data"

MIIPPwYJKoZIhvcNAQcCoIIPMDCCDywCAQEXDTALBglghkgBZQMEAgEwggVoBgkq
hki1G9w@BBwGgggVZBIIFVU1JTUUtVmVyc21lvbjogMS4wDQpDb250ZW50LVRYYWSzZ
ZmVyLUVuY29kaW5n01iA3Ym1eDQpTdWJqZWNOOiBzbW1tZS1zaWduZWQtZW5jLWhw
LWJhc2VsaW51LWx1Z2F jeS1yZXBseQOKTWVzc2FnZS1JRDogPHNtaW11LXNpZ251
ZC11bmMtaHAtYmFzZWxpbmUtbGVnYWN5LXJ1cGx5QGV4YW1wbGU+DQpGem9t0iBB
bG1jZSA8YWxpY2VAc21pbWUuZXhhbXBsZT4NC1RvOiBCb2IgPGJvYkBzbW1tZS51
eGFtcGx1PgOKRGFOZTogU2FBLCAyMCBGZWIgMjAyMSAXMDoxNjowMiAtMDUWMAGK
VXN1ci1BZ2VudDogU2FtcGx1IE1VQSBWZXJzaW9uIDEuUMABKSW4tUmVwbHKtVG86
IDxzbW1tZS1zaWduzZWQtZW5jLWhwLWJhc2VsaW51LWx1Z2F jeUBleGFtcGx1PgoK
UmVmZXJ1bmNlczogPHNtaW11LXNpZ251ZC11bmMtaHAtYmFzZWxpbmUtbGVnYWN5
QGV4YW1wbGU+DQpIUC1PdXR1cjogU3ViamVjdDogWy4uL1ONCkhQLU91dGVyOgeK
TIE11c3NhZ2UtSUQ6IDXxzbW1tZS1zaWduZWQtZWS5jLWhwLWJhc2VsaWS1LWx1Z2F j
eS1yZXBseUBleGFtcGx1PgOKSFAtT3VOZXI6IEZyb206IEFsaWN1IDxhbG1jZUBz
bW1tZS51eGFtcGx1PgOKSFAtT3VOZXI6IFRVOiBCb2IgPGJvYkBzbW1tZS51eGFt
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cGx1PgBKSFAtT3VOZXI6IERhdGU6IFNhdCwgMjAgRmViIDIWMjEgMTAGMTY6MDIg
LTATMDANCkhQLU91dGVy0iBVc2VyLUFnZW500iBTYW1wbGUgTVVBIFZ1lcnNpb24g
MS4wDQpIUCTPdXR1cjoNCiBJbi1SZXBseS1UbzogPHNtaW11LXNpZ2517C11bmMt
aHAtYmFzZWxpbmUtbGVnYWN5QGV4YW1wbGU+DQpIUCTPdXR1cjoNCiBSZWZ1cmVu
Y2Vz01A8c21pbWUtc21nbmVkLWVuYy1ocCT1iYXN1bGluzZS1sZWdhY31AZXhhbXBs
ZTANCKkNvbnR1bnQtVH1wZTogdGV4dC9wbGFpbjsgY2hhcnN1dDBidXRmLTgiOweK
IGhwLWx1Z2F jeSTkaXNwbGF5PSIXIjsgaHA9ImNpcGhlciINCgOKU3ViamVjdDog
c21pbWUtc21nbmVkLWVuYy1ocC1iYXN1bGluZS1sZWdhY3ktcmVwbHKNCgOKVGhp
cyBpcyBOaGUNCnNtaW11LXNpZ251ZC11bmMtaHAtYmFzZWxpbmUtbGVnYWN5SLXJ1
cGx5DQptZXNzYWd1LgeKDQpUaGlzIGlzIGEgc21nbmVKkLWFuZC11bmNyeXBOZWQg
Uy9NSUTFIGT11c3NhZ2UgdXNpbmcgUEtDUyM3DQplbnZ1bGOwZWREYXRhIGFyb3Vu
ZCBzaWduZWREYXRhLiAgVGh1IHBheWxvYWQgaXMgYSBOZXhOL3BsYW1luDQptZXNz
YWd1LiBJdCB1¢2VzIHR0ZSBIZWFkZXIgUHJvdGYjdGlvbiBzY2h1bWUgZnJvbhSBS
RkMg0Tc40CB3aXRoDQpBaGUgYGhjcF9iYXN1bGluZWAgSGVhZGVYyIENvbmZpZGVu
dG1lhbG1eeSBQb2xpY3kgd2106aCBhICJMZWdhY3kNCkRpc3BsYXkiIGVsZW11lbnQu
DQONCi@tIABKQWxpY2UNCmFsaWNLIQHNtaW11lLmV4YWT1wbGUNCqCCB6YwggPPMIIC
t6ADAgGECAhRMPLSWOETmMXSs5CVIeh7j00BoqOMABGCSqGSIb3DQEBDQUAMFUXDTAL
BgNVBAOTBE1FVEYXETAPBgNVBASTCEXBTVBTIFAHMTEWLWYDVQQDEYhTYW1wbGUg
TEFNUFMgUINBIEN1cnRpZmljYXRpb24gQXV@aG9yaXR5SMCAXDTESMTEYMDA2NTQx
OFoYDzIWNTIWOTI3MDY1NDE4WjA7MQOwCwYDVQQKEWRJRVRGMREWDWYDVQQLEwWhM
QU1QUYBXRzEXMBUGATUEAXMOQWxpY2UgTG92ZWxhY2UwggEiMABGCSqGSIb3DQEB
AQUAA4IBDWAwWggEKA0IBAQCalSn6i8Gi44/0AVANS5GNCk4PHHNj rSTfWUnnelN41K
ImVaTC3D9zFCrS3i4Pa9ZgHyA5Qf8JW3ZmnVz5q7M8onZm7mZ jqQeb6FUH412GMt
4jse2Dqs165ernT905NLFf1HUjURca3ynqEBBV4DmhnZp8eDhv3t6dXyCjNHT82S
6DgCReZuTtMc1zy++MxQlqdn9WZLhOAOpeNZKGmVwjeVy+8FkyzC3jX/Qcm+ZLCq
1LghBwDHdZ5gDTII2PVX1X3K7/cONxhvBbaUl/k1swdszUtjhflyFZ80RuQ3qgFC6
vL/PGeWy6SCf58duq/AOEksCAW1b+MD8QHIY j7CFSmq1AgMBAAGjga8wgawwDAYD
VROTAQH/BAIWADAXBgNVHSAEEDAOMAWGCmMCGSAF1AWIBMAEWHgYDVRORBBCWFYET
YWxpY2VAc21pbWUuZXhhbXBsZTATBgNVHSUEDDAKBggrBgEFBQcDBDAOBgNVHQ8B
Af8EBAMCBSAWHQYDVROOBBYEFKJTQAVEPIApFXwWBI/Dnjq/N83cPMB8GATUdIwQY
MBaAFJEwjnwHFwyn8QkoZTYaZxxodvRZMABGCSqGSIb3DQEBDQUAA4IBAQCBSXig
NLEynBakDKU68ro@RsyXWAPkfXgQLgy7GrW7SrZeBc5IEcjoN9f/gsOx/Ht91i6z
yBZVjdaox644Dsil 0QEP4YMS7y4q94RFFdmdzEbDLYXx9sfUhvdTxDNOOoHz53PYD
Bh4zE4Nar2inCOD+VM6RGDY66K91+D+b18Wj9CyGUc1ppMNURexTg+z3web/eD0Od
u+F2MVtluLihne@Bp1GUTkrémJBolg6dSYal8Hw8 /ANHpyEx156BJABb744gqoeu
D9YSHjKK49+qYC9faFmQ+mK801hT1MIRANI7srjnBLKpuob6wo6jaRzWdNeXz1Ec2
tUpAr4vRhZjVD6FYMIIDzzCCAregAwIBAgITNOEFee11fOKpolw69Phqzpqgp1zAN
BgkghkiG9wo@BAQOFADBVMQOwWCwWYDVQQKEWRJRVRGMREWDWYDVQQLEWhMQU1QUYBX
RzExMC8GATUEAXMoU2FtcGx1IEXBTVBTIFJTQSBDZXJBaWZpY2F@aW9uIEF1dGhv
cm10eTAgFWOXOTExXMjAwWNjUBMThaGA8yMDUyMDKkyNzA2NTQxOFowOzENMAsGATUE
ChMESUVURJERMA8GATUECXMITEFNUFMgVOcxFzAVBgNVBAMTDKkFsaWN1IExvdmVs
YWNIMIIBI]jANBgkghkiGOwOBAQEFAAOCAQ8AMIIBCgKCAQEAtPSJ6Fg4F j5SNmn9P
krYo@jTkfCv4TfA/pdO/KLpZbJOAEresI7Aja07B1GuMUFJeSTulamNfCwDcDkY6
3PQW1+DILs7GxVwXurhYdZlaV5hcUgVAckPvedDBc/3rz4D/esFfs+E7QMFtmd+K
04s+A8TCNO12DRVBDpbP4JFD9hsc8prDtpGmFk7rdeq8ggnhxBW2RZAelLqzJOMay
CQtws1q7ktkNBR2wZX5ICjecF1YJFhX4jrnHwp/iELGqqaNXd3/YOpG7QFecN783
6IPPdfTMSiPR+peCrhJZwLSewbWXLJe3VMvbvQjoBMpEY1aJBUIKkO1zQ1Pq90nj
1sJLOWIDAQAB04GVMIGsMAWGATUdEWEB/wQCMAAWFwYDVROgBBAwWD jAMBgpghkgB
ZQMCATABMB4GATUdJEQQXMBWBE2FsaWN1QHNtaW11LmV4YW1wbGUWEWYDVRO1BAww
CgYIKwYBBQUHAwWQwDgYDVROPAQH/BAQDAghAMBOGATUdDgQWBBS79syyLROGEhyX
rilgkBDTIGZmczAfBgNVHSMEGDAWgBSRMI58BxcMp/EJKGU2GmccaHbBWTANBgkq
hkiG9wOBAQOBFAAOCAQEAc4miNgfOqaBpI3f+CpJDhxtuZ2P9HjQEQ+v6BdP7GKJ1
9nals3BjJ0d64roAKHAp+c284VvyVXWJ99FMX8q2ZUQMxH+xh6oAfzcozmnd6XaV
WHg4eHIjS027PmhKEToAJKKhDbdbEcZXL2+x1V+duGymWtaDO1DZZukKYr7agyHa
hiXRn/C9cy31wbgNsy9x0fjPQg6+DgatiQpMz9EIae6aCHHBhOiPU7IPkazgPYgk
LD59fk4PGHNYxs1Fhd06zZk9E8zwlc1ALgZa/iSbczisqckN3qGehD2s16 jMhwFX
LJtBiN+uCDgNG/DOqyTbY4fgKieUHx/tHuzUszZxJjGCAgAwggH8AgEBMGWWVTEN
MAsGATUEChMESUVURjERMA8GATUECXMITEFNUFMgVOcxMTAVBgNVBAMTKFNhbXBs
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ZSBMQU1QUYBSUBEgQ2VydGlmaWNhdGlvbiBBdXRob3JpdHkCEzdBBXntdX9CqgaJc
OvT4as6aqdcwCwYJYIZIAWUDBAIBoGkwGAYJKoZIhveNAQkDMQsGCSqGSIb3DQEH
ATAcBgkghkiG9w@BCQUXDxcNMjEwWMjIwMTUXN jAyWjAvBgkqhkiG9weBCQQxIgQg
48aQJVg4Ai/QpEFw8rsxq2fGKjdKAo7F9AiyJ9AcdQswDQYJKoZIhvcNAQEBBQAE
ggEAVvcWqGsebWjsEhsQlER/C5Pib2KPH+9KhVGFbCjDFZvBmMNKk1EI2YomGPyrXq
00PdQEQpVKLXB3M2V{V9BotUyXNQRR48gRU/P2kRGc10naK0kzJVnBQjuNkcTTDF
+CHdUHMFTcBHNmvWN9TsxhzTksqIWWqTS2ugc4JGJ+0h9IGX5HBpFcuXU3ouznUt
RQDZNZuiqo7MFcw4z8uJXHXiZM41Wici8j1Ss7LNt1UX0T1Wd/K8rTJZZZ01zpEtD
vjVftz2p54sEevwkS++c3eMIMUYNYT+GC/Hm2m3 japmH8E7grmssDeo3d4alaKy9
wd7sRi7PdwAgwUXiOuso3yAoqQ==

C.3.6.2. S/MIME Signed-and-Encrypted Reply over a Simple Message, Header Protection
with hcp_baseline (+ Legacy Display), Decrypted and Unwrapped

The inner signed-data layer unwraps to:

MIME-Version: 1.0
Content-Transfer-Encoding: 7bit
Subject: smime-signed-enc-hp-baseline-legacy-reply
Message-ID: <smime-signed-enc-hp-baseline-legacy-reply@example>
From: Alice <alice@smime.example>
To: Bob <bob@smime.example>
Date: Sat, 20 Feb 2621 10:16:02 -0500
User-Agent: Sample MUA Version 1.0
In-Reply-To: <smime-signed-enc-hp-baseline-legacy@example>
References: <smime-signed-enc-hp-baseline-legacy@example>
HP-Outer: Subject: [...]
HP-Outer:
Message-ID: <smime-signed-enc-hp-baseline-legacy-reply@example>
HP-Outer: From: Alice <alice@smime.example>
HP-Outer: To: Bob <bob@smime.example>
HP-Outer: Date: Sat, 20 Feb 20621 10:16:02 -0500
HP-Outer: User-Agent: Sample MUA Version 1.0
HP-Outer:
In-Reply-To: <smime-signed-enc-hp-baseline-legacy@example>
HP-Outer:
References: <smime-signed-enc-hp-baseline-legacy@example>
Content-Type: text/plain; charset="utf-8";
hp-legacy-display="1"; hp="cipher"

Subject: smime-signed-enc-hp-baseline-legacy-reply

This is the
smime-signed-enc-hp-baseline-legacy-reply
message.

This is a signed-and-encrypted S/MIME message using PKCS#7
envelopedData around signedData. The payload is a text/plain
message. It uses the Header Protection scheme from RFC 9788 with
the “hcp_baseline® Header Confidentiality Policy with a "Legacy
Display" element.

Alice
alice@smime.example
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C.3.7. S/MIME Signed-and-Encrypted Reply over a Simple Message, Header Protection with

hcp_shy
This is a signed-and-encrypted S/MIME message using PKCS#7 envelopedData around

signedData. The payload is a text/plain message. It uses the Header Protection scheme from RFC

9788 with the hcp_shy Header Confidentiality Policy.

It has the following structure:

L— application/pkcs7-mime [smime.p7m] 8190 bytes
1 (decrypts to)

L— application/pkcs7-mime [smime.p7m] 5054 bytes
4 (unwraps to)

L— text/plain 326 bytes

Its contents are:

Content-Transfer-Encoding: base64

Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="enveloped-data"

Subject: [...]

Message-ID: <smime-signed-enc-hp-shy-reply@example>
From: alice@smime.example

To: bob@smime.example

Date: Sat, 20 Feb 2021 15:18:02 +0000

User-Agent: Sample MUA Version 1.0

In-Reply-To: <smime-signed-enc-hp-shy@example>
References: <smime-signed-enc-hp-shy@example>

MIIXnAYJKoZIhvcNAQcDoIIXjTCCF4kCAQAxggMQMIIBhAIBADBsMFUXDTALBgNV
BAOTBE1FVEYXETAPBgNVBASTCEXBTVBTIFAHMTEWLWYDVQQDEYhTYW1wbGUQTEFN
UFMgUINBIEN1cnRpZmljYXRpb24gQXVOaG9yaXRSAhMPLSWOETMXSs5CVIeh7j00
BoqOMABGCSqGSIb3DQEBAQUABIIBAEY /MQAP8JUkxGJr2+gL9fUy/gTYqzyKkkZF
GQgKBR98jCombwtry9FqxMqirgkIXmy6QgPsFhonf6QmP62K3QjP/aGDI2VLeKJk
beQfZRQRCLqqsPOMRQLT2d81AJAHCO57N8tdm3 jXavSWxaZkEqWF1rtcVCz2QQRg
iKJ99BPNE jwLLK81VCjxTkQOcxRgUNUK21pMQVFoltXE7SGV]jV8jeEiEHj9q65nb
ITmfNgmTP90oNk8gojEj/cmTy+hHGPVFjDJZxAHtd4tjU4k /LP46NRAW3 tmaxOKMP
v/WkGMcYQGy+qdaXn3n2Fp5VCTfJjFW1bZHdSHWW63kTGr+u0QMwggGEAgEAMGWwW
VTENMAsSGATUEChMESUVURJERMA8GATUECXMITEFNUFMgVOcxMTAVBgNVBAMTKFNh
bXBsZSBMQU1QUyBSUBEgQ2VydGlmaWNhdGlvbiBBdXRob3JpdHkCEzB8ROAPhiY6
HGLS64Mv1sDXhpQwDQYJKoZIhvcNAQEBBQAEggEAK75ys1csbLhA8HayfcCB6yPP
7000/9h1lsazxTzL8NcP/f3vz1VEdaCXKGzQSWRSMgf5RoxQvUrFCTaq/F+rbGM7g
S03e1DfxGb8wUgE2ZeZB100GvSd6eNB6gjayEJIAEHWpT4bEJeh7TQ/Mi3PDwelF
kbmA®56B7R7529w55YeQF7Z2gsJxicJFpOOADPW8iYGd1b0j3wGt3Kz5uycUgsc+4
Q8VW1US5N+8jeJRDVPtEQJwa+S2HyuaPLUZcyZWkuGtVAOPRyCqSjtgSwenLmRTGU
YtwAFvQ6K5E+VvCRPYyIAg/HYwaYNeUJn5Cr++YkpNBofnrofxaV8zKRIx96IoxTCC
FG4GCSqGSIb3DQEHATAdBglghkgBZQMEAQIEEHawOvd97z0ONJQe7ccQnSR2AghRA
1qulgwka8gwM1ldV41aK3pICEOTaBbvJGWO7wrvSEAgZUObXjd3ekfVtDGWgXhWbB
8uaam5ssV4AWViD4h3iZ8HTRPiczbSsJ21f8CKOwqOYp8VKQ/wy87yVB6Mna3ZHCT
PqyEOTYYscébnrf9vQIxrE6IORoab6FJ33+PpS312CglFyMyhs5bS3TTt2xwnBvLJX
HoPF8JwGxe5xkD9xq0C87j jkMdBcUM8y+DRf9vcDYLAONiuJzpaixkEVG81FdsXtz
95b3Uedf7XdXe9p/gnqfeVvDLvT jUoxWa98KUM+ZCBbm4gHhTwdP2itiUGMiGYZf
y17WICIW2jVPVZ6GGrcE9fYwqsG60+5vygpte2juAQUkwQ74PIcVY6sSWMVbFmfu
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iWCQO70XmNDOtcSHd8Uhz1uqUGQXNE1zFQJoKc9Rz040+jSgSRenVvfwRBAtZy24
WnvbnyUHESgmcn94eHBYow7 fgmC7N63k Twt r4NXuMAEHTMVW1iVkJNyB9ZI/DOCr
Ofv+/yPfLr3Jobx94CYnP/FRqir1h6d0TM9RonpK5wj+YE12zNUmegCDizVCcuvP
md2nj91RGccyWgmQ4LPrNdMk2+nQvKNm9Jrv2iHNseyuwGJrc9cczvl/E3Xf@cnu
mS8Y4iMPY /wRnIBN5+D8IzgWXvhMEGUmwtT58XFLOKwrLjOKRvai4iNIW6K1fh8J
hh@D7HrdneBas9x0QV7yP2TMu009LB1nOM90A1IJAa2LNBoML1aaedvv4 /AzTIEm
GEYbVIXD30vj0jm9GCENTXNgktaTJZt1g+ulv3bsUOIZZcNGdsiUpMXY5a4xn09N
7KGyn@K/ALBt4dsfY4VehfQ7HrgAlOs/p0/6bgfGfAul207nzGUVB5C2gvnBHApPq
tUBRpW7F59q5rr/EMIMU4RIE4RtsKFv/jjLVMqwyQ8c6SAVsdCUNCqWPPN5KPKne
B7NQ397Wfrpd5+f0IiQ/g6GQpSpiQjjfZW/tKq+EGxVpHgrM/wtMIW8phh+rRas9
meavN19EuB8aJ2gjansk/IezbZkUuN8GUzhFXEQHzSQNADeWjt4rnPaBzPrKzD1lh
MgRk13j2LrH80h4xBzimpEz4Z+MzEY13pbdu7g1ZWyTCiewHeyZbIoRZNLFtYG6rY
uGjEX1TMHkY8HarcAqii4Uk5KTi/cEoH6b0Yj8zI1cGxqiA9Xhab jsaG/BKkRQSOMm
/YqBx11LNoyiTV/VC53MoHfA4R02/4YrdaykBZEPoANOMMI9EUdgmOvqQeiKLd3 j
IePb2udTgpP1HIR6NWIXN1qiUxFyD5PcBIz/JNY4FbZQ8xWB50piQNm8zL4Q7Sim
6RH13Wp11MIU6FhS1K9966Pjkh/nMnS7hPtsH/rBXxrgFVBv75Kn1gmccadIXvQh
fgZTXjXDgw+7i1NxJn7c0tCgZpuGM37TmjIXANDWBCSJHTeVGAWdJTKSM2NXJrzH
9uFOUNnhwY8LLmy®MJ4BgYMqe7cCHBZ+E1s7bbUCA31a4tYXQKQY5Z9XtE3bst8r0
2fxWkwFOqgncK/giXEhSURyiMr9yc1TO1GfF3jSxMahSohnBA3cKHBwWwOY5Kj9n41
kemATIjN88n7IazxyAztz9n7/I2FXmPAtuBW8FG5QBoIhfBw4cunuHkzAU7yTSN1
MNCjYW7FL/ouvnb/MY5I1LySFOXqfJ5JEdgfk1gXsQKG5g435011T3I4XWsK6h5j
dJxTS9v6U2e fWIDWYtAKqi®tNnvcbJjQBNx4zt/sPqqU6dCTSz3tn9QdYm40EuUiF
aEBcna52jUCncF1EETp2S+yv2ZudNOUysRGAfy7maNGeqrUuLtXRfalxdJ/TBYhs
wlAwdMKtakFv6dqu/h3kMBDEqcu3y6pWnB7mF1lcso2CUkv7 /CE10cg6KNOtPz5k2
WAinTRy1lzYjBkR+00MexQXQNSXk1Zf8PKZ9QBTfFOiuifAfAizyAGao3CebY6WNT
TewkZBAMoyM3iF jvCXjR20312bkKSIZopAOFFIsDsGWN3ILZmPWq/9TcrNvgPTKI
WzyIK1ml2VUse60tvGShW18wW7BNBlsZeAi8naGvMe/9JmOShIJj/neKxgoivxrV
oM9B8a5k /qB7W9tecEHAYyohQPOy11+1HfDTeClJmdhui/uhqFJW6zQv5+qCdx/sl
KRXR2uxdmpFex7u6EfaDUmKy01PZg7a81808fTaBX+LL8N2LpNrpeo08feH6NnnKE
vvU1l4wH1fabHsqUcOr+WADC1Uxsi54HmUszrdK95byESEjaVLJWL8LXj2APu7cx6
tZ/8qsDqz5x3CgsCTS1QXv74GwvnJdzs/07vEBMG7c1v7ukn9gxd99wPg9vHWKEf
+d/45beotS4F5kBnxL+wXm1PBJ3+k1BgnFYuYodvXaDMUNZDnpPPQuKoC6RRVQYR
pjaOpmi9tuIl jURYQMuSuUiBUt280fzhBK+kte8rZIZ+ZwykY/BIVEWbobOZMXEZyYG
+3kPPrPxcV50omNiPdE7qjo0Sk j8QPAEx4IcT1KBIS9vL60XgHT1tDbz5IYrX5eF3A
jFE38ykxMAJ4ZANRFzHddZmqiPBWSPcR6+aYSGjiwdT4ywP1ZwKaPtB/2AXDz88b
1Viai4VNsalfeH2UIMKY3BPpWRf6ADTWITn+jIByAcOUkNynB/gL/UOfUOCLaRmO
QUchsCqO6vou+/Yil/czE9VxrW/ARBTw+mmOh7Hn+7aW3jsPxZLdTMaia9exM2VF
rBcyA/1iv+7zEPh1WJv6rVQHR6 /goDQsaVfuyeumZRouazmKXpwVRu5i@pV8Ie/n
QQ2UXU7JytalLkeSqqsnLXo2K+NdIpOMXOBCu1TIz7f0Zs/iUZphAxhZ+9qZCzHR+
j1X74Pu21zGDWi9E1fIH5xrbOH9jYNnqYWzM20d5nLG9KB20G1luR8pgVSZ /c6FWaf
70+2X0QpBdX53Ggpp4LgE/Mi6HbePQyt3c21dkpOy/IF1gOWvyTWH/G3CBYPL1db
iPv//0yVozh8ZOKRpbNLUAjguDd6+m7cSN1oIECRjeZ9VwDU6YFnRwraFDOeTbkZ
/53 jwrKVj+bCX+h6pulLsBh+KZDFnw/T5J1t5Z4CbMv5sPdwMBL jBOAMMCmEHwWLV r
E+pWoT71T16kfgBd3Kyb8e5WeqqtvOQbYaVuxArxEFsKfzg6T+iN7F3jE1fcBG3v
XRIgBkA7MhyMs4ymwjSH3GMKCE72nQ5w/ /F5L/PvOkpMzB/t6SJ08TfnYvzqWbp8
HuSnYYYtoyys6+DdmW1PNWESYX4sGYkov2vHbnRojo4qGSqfsf7hmZ41WKKcbyRp
NcZX8s760WYpBfGDTRQSOMXxOwnuh6B3TL6dD1Xy+HPhNePF+yp6eIDIo/pfji8pz
FOWZMKN+DGgNgF /EZw2m2hZGY2EyWXuDvSRe6C7d7 jbbbLE2ydfxCpWjNWwQ61D/
SKqCgpiyLmLG36M17MIDy7xpfradpgadnoAMzfkzMnjky9pS+Torv+Yn4pP5H3ml
7dEGM43sLRx1ypkBSjd5S7sHYv1imgf1aWYQ5KveE1T1Um1UtPz9j3qFyeJMYhBdO
/yBU7AZEHZzaM0@/Bwjz1fZQTw+5IdfM3CNPhxNC60+zEgFwXDK1FBGQ8Ys1ygryH6
vXU2VkgbInt5TWUJw2JPvBznnkqv4eQxK8WoGCeIHCaFryS49nTpa2YL+BAOC3Ct
Du7wF+FEEGr17xsJg6ok4IzqoA5LtTa211de5PssaeEeJTokgXyw8XjZ6a0Pn76v
OP6Omu2Bbp3xC/yU/SbVrAvkekX7Ah9ZTeG1LEG7ZxW+0Zg/wnOc7eMkdz8xj+0X
X3an+SsHkf8xuIs/ryPyR1UU877yD9J/eV+1xgP3x7xwnWUrGigan/qK/TGe2WM3
FdzAFloPaq+jAjzItnZ59+RYOBCGiGMzUu7XDNOt15yXL3CeAP42YIi2exVQdj/u
jC27PzoF6+diNsenHt95jedzYB9F jY53++B7jzhqPTmveQL+pt4045Rbqtk+whgd
MuSFTsFXvLIL5BkBfM3fg2yYwJTAmyra8516c8TQj9PNtua@weCTfIWYfcmH+j6u
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W2Dfhc6Zuu+0cXFXWhew50PqlfdeYJvxGGOgLP8hSBMNSzhy j8Q5z4Mxiy0aBQVH
+4N+pAqikw9rbrg5J0fMZ jI9FgmcVJAbxZpxXk1oDpCgYMp1RcgkMJhaZ011x959
bpfcbgL6HqyP1T81iQxDJt3wpRAinPVccScBEOJcJcaPXk1pVRTGTfwUtH+PI546h
uKdJF63tGZPIExodinaerZBigkbP4jxPB4rGbrSJBi928QX5InN+pz3MQ8uJmyND
uGus9+FNgJ7a4j6mvd0z81fcRn+U3YETjLIEEGR/VtIg6jgezyt7/Z4J7rbf1pJC
ZHJQ6x6URTVA53pQKoFVF9bsP13ZvsvHWT8yb1fKL3U3EJmMOY1+GHbVqaZR2XF8a
knL2/j4tpd/73jOv1lb7eAR+eFgjhOHQdAR/aEQ46eFOgYZTPDoXHB+91xjtik AO6L
HgAQ6y10nxuQWRaburXeyXYEoPVLUrYfdueBBRN81TZY4esZNCAaCeqsICN2eKEL
wbFOoNH9HN7vuIkdPCbSLMQxs9JBelIjgv1X/VOVVG8xiA3F18Jwf6XZ17AwpWBa
MBD71iBxovIOXACL1xcWrB6Z1RYxwMujdIw2Dm98kaAeGpr9vXvkjxpLdcsSZF25cg
iSBoXR8KAbAVO8XBEciO/0r1gptyUgubtUL+jFox7pC9ByaadBW9/Dr4biwelUFD
IT3M70hrYJDEwWoOF6UIjlcMpymnJYmqGasG59Ah4uaEieQxYkOTRRFiytF+N6oc2U
39gNFtxzMs14dQr /+zuLdbugVge7v6DgC65iQ190ontT/1H/EX3hChmY6daUmz4ksS
2VmwdoEhuO6H7yeoIhBTZ2v4+vkGihgQTo8xm+6rw/t55+nQfgQYTC/ZZ+9MuAN3
uKSvTsrorp1I6kK5zI8s6r0Y+YaqS10ckNrYXmyq9TSIwyBzk/btb/mDvZMF/TpK
QIaHsSV1kIdmfqg5YmTr+iN1wK1fc0ZjseesYAhehpPJUzuP4KdGWr8Jc/pCOQNYd
iGL23ieFbTHKgPyGCmRdYgEMgpe/THE65H7pGuINigDEgkG4mOEQ7xDVbvy1SVJC
jc70/08cONg3kbHyYbGUlaIKBBap285GWNSotQSChkaDo3hT6S6¢jPVsrPoqMN8j
PQNPARgKYRriyI3ej8msK311VRTjAGKWWEVgxn4nFB2bvg9HBqVv/TiFrTrFLSsd8
6g4HpglcnewxmVWjAeCsrukK3IJv79JWRNPxO0X9+tnd3k28E1QqwuEAB2uNUHZLbB
Tv1lHswfi9xmPwZG1bytwrSB+kv/oEBcVLI9fPCKpe3I9N+oL8xLr1qG7vNgwaZAK
MTd1VoPxWmlvj/z2NahU85eC12yx29sJN90qz4DB2 juUaLFSA45+rJMQc9Vj8fFr
/Qrq91UVuXQJIJXCWfC598YJ/p4VwL/glK4ofs9ss15MZbj3IesHFEWN5BQm2BJB
kh0/s2kG3dJ5jSHSFcB/EDexFZtdLCyEw]jiMNQgniOUwQjaZCKf4U3QYV2vxTLI9r
JA7KfBOgAdwgXX+tKRWvOVgI0z6gITE2T1u9envfZ1eq0fex1fGT1xv/E+iGauIST
qgVKheciZMPghRgaBHrtrjtTyifweXbSKo4AFVNHN3K+swDmXW/XHQ6Y7UAjseZS
ZFtjurmHB+uYz+04kxAct4fJW7d2e5iU6tEGKseCnBZ//PGgzkLbwigdNhopou/Z
$53h41270rxJFz33NHWTx2wquT7MLWCZwWD/Thttujx6uI2JXMaBzudluK7S+1j2y rnhX5UUxZB7YPF /eufDDtLF+
BZNXMT9+snguEJHRifIXhFXISE/MFti9R0SsbT90u4k9WxYOPI5hp95dkvX/PfUO
INsNQVN/0jVFx860ZCY2UR+18VhYwUkTL6q1BAeVca2QvdZ8BIhr/GNHfXygeByo
cIbqgf3WQnU/085jV6v1Y0q2TJZaN8tLaf+rJait129WW48fCv/oxWeexUeRwB6Fnp

C.3.7.1. S/MIME Signed-and-Encrypted Reply over a Simple Message, Header Protection
with hep_shy, Decrypted

The S/MIME enveloped-data layer unwraps to this signed-data part:

Content-Transfer-Encoding: base64
Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="signed-data"

MIIOVgYJKoZIhvcNAQcCoIIORZCCDKMCAQEXDTALBglghkgBZQMEAGEWgGR/Bgkg
hk iG9w@BBWGgggRWBIIEDE 1JTUUtVmVyc21vbjogMS4wDQpDb250ZW50LVRyYW5zZ
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 jANCkhQLU91dGVy0iBJbi1SZXBseS1Ubzog@1vRE510r0Q1SHoe49NAaKtDANBgkghkiG9wOBAQOF
ADBVMQBwCwYDVQQKEWRJRVRGMREwWDwYDVQQLEwWhMQU1QUYBXRzEXMC8GATUEAxMo
U2FtcGX1IEXBTVBTIFJTQSBDZXJ0aWZpY2FBaWIuIEF1dGhvemlBe TAgFwOXOTEX
MjAwNjUBMThaGA8yMDUyMDkyNzA2NTQxO0F owOzENMAsGATUEChMESUVURJERMA8G
ATUECXMITEFNUFMgV@cxFzAVBgNVBAMTDkFsaWNIIExvdmVsYWNIMIIBI jANBgkq
hkiG9wOBAQEFAAOCAQ8AMIIBCgKCAQEAmpUp+0ovBouOP6AFQJ+RpwpODxxzY60N1
1J53pTeNSiJ1Wkwtw/cxQqOt4uD2vWYB8gOUH/CVt2Zp1c+auzPKJ2Zu5mY6kHm+
hVB+IthjLeI7Htg6rNeuXq50/TuTSxX5R1I1EXGt8p6hAQVeA50Z2afHg4b97enV
89gozRO/Nkug4AkXmbk7THNc8vvjMUJanZ/VmS4TgDgXjWShplcI31lcvvBZMswt41
/BHJvmSwgpS60QcAx3Weag@yCNj1VIVIyu/3DjcYbwW21Jf5NbMHbM1LY4X5chWf
NEbkNéhQury/zxnlsukgn+fHbqvwDhJLAgFpW/jA/EB/WI+whUpqtQIDAQABo4GYV
MIGSMAWGATUdEWEB/wQCMAAwFwYDVROgBBAwWD jAMBgpghkgBZQMCATABMB4GA1Ud
EQQXMBWBE2F saWN1QHNtaW11lLmV4YW1wbGUwWEWYDVRO1BAwwCgYIKwYBBQUHAWQwW
DgYDVROPAQH/BAQDAgUgMBOGAT1UdDgQWBBSiUBHVRDYAKRV8ASPw546vzN3DzAf
BgNVHSMEGDAWgBSRMI58BxcMp/EJKGU2GmccaHbBWTANBgkghkiGOwOBAQOFAAOC
AQEAgU140JyxMpwWpAy1OvK6NEbM11gD5H14EC4Muxqlu@q2XgXOSBHI6DTX/4LD
sTx7fSTus8gWVY3WgMeuOA7IizkBD+GDEu8uKveERRXZncxGwy2MfbH1Ib3U8QzT
jqB8+dz2AwYeMxODWq9opwtA/1TOkRg8uuivZfg/m5fFo/Qsh1HNaaTDVEXsU4Ps
98Hm/3gznbvhdjFbZbi4o0Z3tAadR1E5K9JiQaJYOnUmGpfB8PPWDR6chMZeegSQA
W++0IKqHrg/WEh4yiuPfqmAvX2hZkPpivNJYdTPUXTS07K459CyqbqG+sNOo2kc1
NTX185RHNrVKQK+LOYWY1Q+hWDCCA88wggK30AMCAQICEzdBBXntdX9CqaJcOvT4
as6aqdcwDQYJKoZIhvcNAQENBQAWVTENMAsSGATUEChMESUVURjERMA8GATUECXMI
TEFNUFMgVOcxMTAVBgNVBAMTKFNhbXBsZSBMQU1QUYBSUBEgQ2VydGlmaWNhdGlv
biBBdXRob3JpdHkwIBcNMTkxMTIwMDY 1NDE4WhgPMjATMjA5MjcwNjUBMThaMDsx
DTALBgNVBAOTBE1FVEYXETAPBgNVBASTCEXBTVBTIFdHMRcwFQYDVQQDEwW5BbG1 j
ZSBMb3Z1bGFjZTCCASIwDQYJKoZIhvcNAQEBBQADggEPADCCAQoCggEBALTOiehY
OBY+TZp/T5K2KNIO5HWr+E3wP6XTvyi6WWyTgBKOLCOWI2 juwdRr jFBSXkk7pWpj
XwsA3A5G0tzOFpfgyC70xsVcF7g4WHWZW1eYXFK1QHJD73nQwXP968+A/3rBX7Ph
00DBbZnfitOLPgPEwW]jTtdgoVQQ6Wz+CRQ/YbHPKaw7aRphZ063dKvIKp4cQVtkWQ
Hi6syTjGsgkLcLNau5LZDQUdsGV+SAo3nBdWCRYV+I65x8Kf4hCxqqmjV3d/2NKR
udBXnDe/N+iDz3X0zEojOfqXgq4SWcCOnsG11lyyXt1TL270I6ATKRGJWiQVCCpDt
CcONT6vdJ45bCSzsCAWEAAaOBrzCBrDAMBgNVHRMBAT8EAjAAMBCGATUdIAQQMA4w
DAYKYIZIAWUDAQEwWATAeBgNVHREEFzAVgRNhbG1jZUBzbW1tZS51eGFtcGx1MBMG
A1UdJQQMMA0GCCsGAQUFBWMEMA4GA1UdDWEB /wQEAWIGWDAdBgNVHQ4EFgQUuU/bM
si0dBhIcl64papAQ@yBmZnMwHwWYDVROjBBgwFoAUKTCOfAcXDKTxCSh1NhpnHGh2
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9FkwDQYJKoZIhvcNAQENBQADgYEBAHOJojanzqmgaSN3/gqSQ4cbbmdj/R4OBEPT
+gXT+x1iidfZ2iLNwYyTneuK6AChwKfnNvOFb81V1iffRTF/KtmVEDMR/sYeqAH83
KM5p3e121Vh40HhyIBgNuz50ShNaACSi0Q23WxHGVy9vsdVfnbhsplrWgINQ2Wbp
CmK+20Mh20Y10Z /wvXMt9cG6jbMvcdH4z0I0vgbmrYKKTM/RCGnumghxwYToj10y
D5Gs4D2IJCw+fX50Dxh52MbNRYXTus2ZPRPM8JXNQC4GWv4km3M4rKnJDd6hnoQ9
rNeozIcBVyybQYjfrgg4DRvwIKsk220H4Con1B8f7R7s1LM2cSYxggIAMIIB/AIB
ATBsMFUXDTALBgNVBAOTBE1FVEYXETAPBgNVBASTCEXBTVBTIFdHMTEWLwWYDVQQD
EyhTYW1wbGUgTEFNUFMgUINBIENIcnRpZm1jYXRpb24gQXV0aG9yaXR5AhM3QQV5
7XV/QgmiXDre+GrOomgnXMAsGCWCGSAF1AwQCAaBpMBgGCSqGSIb3DQEJAZELBgkq
hkiG9wOBBWEWHAYJKoZIhvcNAQkFMQ8XDTIXMDIyMDETMTgwMlowLwYJKoZIhveN
AQKEMSIEIASnTrJmG9VhEDGPGAIiq3 jNFKAZg/b5qnb8K8AAVKkcfMABGCSqGSIb3
DQEBAQUABIIBAH/7j50qF /rfVNLmMPNfU3UFn3oHiaWt3+y8+fLX1e4uMgFOshe5Y
Iz5rkMeHmPOHHtngfbPjyktjTR/wlmHazGcasD5/KT2/1/HX0JJdaM/YQ4g5RiB1
h7TDWAfDsSNMMeEfYII+gDXrVeTcOBvtrWetxrGYhbMUNLtM5tskMhuUMVYrQBcUh
vkYBamQMVmiZMBOFHhhA9hEay6QFI1AC1v3WtJvyiJCSh1ld1Qetd+NuDbaCr6vZt
+C8LsBh8hQO+TIT8ANnV8yBhQnqFGj61JQjwGBRRWQHbVAEG4uxaWr20wCaBVWOhS
237SKEh@m/haavxKarioAGkbz1AGbNElyX0=

June 2025

C.3.7.2. S/MIME Signed-and-Encrypted Reply over a Simple Message, Header Protection

with hep_shy, Decrypted and Unwrapped
The inner signed-data layer unwraps to:

MIME-Version: 1.0

Content-Transfer-Encoding: 7bit

Subject: smime-signed-enc-hp-shy-reply

Message-ID: <smime-signed-enc-hp-shy-reply@example>
From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 10:18:02 -05600

User-Agent: Sample MUA Version 1.0

In-Reply-To: <smime-signed-enc-hp-shy@example>
References: <smime-signed-enc-hp-shy@example>

HP-Outer: Subject: [...]

HP-Outer: Message-ID: <smime-signed-enc-hp-shy-reply@example>
HP-Outer: From: alice@smime.example

HP-Outer: To: bob@smime.example

HP-Outer: Date: Sat, 20 Feb 20621 15:18:02 +0000
HP-Outer: User-Agent: Sample MUA Version 1.0

HP-Outer: In-Reply-To: <smime-signed-enc-hp-shy@example>
HP-Outer: References: <smime-signed-enc-hp-shy@example>
Content-Type: text/plain; charset="utf-8"; hp="cipher"

This is the
smime-signed-enc-hp-shy-reply
message.

This is a signed-and-encrypted S/MIME message using PKCS#7
envelopedData around signedData. The payload is a text/plain
message. It uses the Header Protection scheme from RFC 9788 with
the “hcp_shy®™ Header Confidentiality Policy.

Alice
alice@smime.example
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C.3.8. S/MIME Signed-and-Encrypted Reply over a Simple Message, Header Protection with
hcp_shy (+ Legacy Display)

This is a signed-and-encrypted S/MIME message using PKCS#7 envelopedData around
signedData. The payload is a text/plain message. It uses the Header Protection scheme from RFC
9788 with the hcp_shy Header Confidentiality Policy with a "Legacy Display" element.

It has the following structure:

L— application/pkcs7-mime [smime.p7m] 8690 bytes
1 (decrypts to)

L— application/pkcs7-mime [smime.p7m] 5422 bytes
4 (unwraps to)

L— text/plain 518 bytes

Its contents are:

Content-Transfer-Encoding: base64

Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="enveloped-data"

Subject: [...]

Message-ID: <smime-signed-enc-hp-shy-legacy-reply@example>
From: alice@smime.example

To: bob@smime.example

Date: Sat, 20 Feb 2021 15:19:02 +0000

User-Agent: Sample MUA Version 1.0

In-Reply-To: <smime-signed-enc-hp-shy-legacy@example>
References: <smime-signed-enc-hp-shy-legacy@example>

MIIZDAYJKoZIhvcNAQcDoIIY/TCCGPkCAQAxggMQMIIBhAIBADBsMFUXDTALBgNV
BAOTBE1FVEYXETAPBgNVBASTCEXBTVBTIFAHMTEWLWYDVQQDEYhTYW1wbGUQTEFN
UFMgUINBIEN1cnRpZmljYXRpb24gQXVOaG9yaXRSAhMPLSWOETMXSs5CVIeh7j00
Bog®MABGCSqGSIb3DQEBAQUABIIBAAmMsTngOySnXdmv6DCfeI7GaiqqHxwOGVv1ET
10jgi8u7Y72KiMZwvjFeRLtLpbE3/D5s/MEJ8AJILN63 JhEUV+AYF7L29pgX7h1R
SQVY2I51zrm5i1PMkB+v1Dng6GguD8XDgmsxgiloloDgExg4dsqPbGvYcXqQOUli
B4XdgnREveBuiXp5KetN7RROt3KfD703Flak1908pyUIh1gpArSbndjbnjinlwbby
fChri1VONT99P6BVcdtOoduxEFIUxW8Rb1mmj1bpZQHUN9sxFftA2+qZE4YPGONN
j5GyLFAMVbJSOXYeWN2SOTMrF1+RFOH5HVfoTqOMtEaKbro+CgYwggGEAgEAMGwWwW
VTENMAsGATUEChMESUVURjERMA8GATUECXMITEFNUFMgVOcxMTAvBgNVBAMTKFNA
bXBsZSBMQU1QUyBSUBEgQ2VydGlmaWNhdGlvbiBBdXRob3JpdHkCEZzB8RBAPhiY6
HGLS64Mv1sDXhpQwDQYJKoZIhvcNAQEBBQAEgGGEATEBSGYpWDL jGLgDYORRALW+h
3+Sz2jt7VF8p4jo9c2WubRx1jmmzULRw+Nc12RKtprjftmWXCrzEwigMy6KKijCI
€9Rd5812SDL6iNpTWUXYbgp1x969IQNVBTfNGutgQogB21jNm/gbalL6fAjwIZXxW
1LvTBi5LDe+K6/dwlRjPJ1Z/BBhyj2miqz/x+rYsSaG3REExXLsN/uIv3f5DGrqg2
2kHrHjXjIQE8/qYPa0t2fKXFJsmH/4FUT/384aepm80oiN5y8xSx1geQoW1drFvGC
sqFVHomUGVReor5zM6Q1bwr j2FAKQS+Qd1r5Z8bWatQmMfWGu5Ix8m1/kocX9DCC
Fd4GCSqGSIb3DQEHATAdABglghkgBZQMEAQIEEPUytcsL/JFRST8refH5j rqAghWw
myavNN8eGoalhPR5erxp3r1BVoRpkibiqcaFsojj2XyGUSqKM3bcnoVAW70KVLCk
HhxzxEFYVeK1BGhW/W9d9JSiwnB0017Z0KX0BZf87C9xgnigpjpB8c7/Nm/7bmD7R
Xp4stpyVCjn15E@QYz2R5wLMvh23b70d/c7UxS4yivIxM8eW6zDsHUVMb8/TT+0tG
kVXIc2I8114WQfVyY2KsQi7Jn8nYt5W063CVin+FHoSRSdx8hChedXptVj6YXeKp
24Ugp6cclAEHgC joONHNZC6wn0QjEhsraBVyUt2e8FFWAVE58MTHpFNRIgSXNFAY
eq105nBt5g2XnYgiJM+AuEuXD/QpZwpdjIrQif4UwLWAnJCUCNYTxquT2wE+CuU/
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8JWm/8xeVmG1XfSHRU9EIHABTFS30iIAZBfu+9S7LHNNB2TZ rakKBqKQuk+K/DQMj
CZMzXLt7HMVvS101w8erpkPTz87ugBzXvLq9iCVZ8CirmQouXXTWXyoEf7uhtOBF
t+Y3aNhNnmjoqs7S/Tw2HCyvk6azwOhFibYm7TCqvilLhwpEk64015g30PhpKGZdw
sYY0eTndS/jTuBNTOUUCLluwj7Nh60xCmRtzpuFZXG+HN5iTROWgGpxJHBMjOQdTV
uctaEakmHfeJZZqo9N7DfqrQV6Cs5MKNWQIYZQX/mloY2WDtQ62umI+T6avdkfsY
AJPUMNXBZgvS6TYWwpW7xwxWMs+skLRyzdjFBds3A+08A0BK9E1pQBCr5VPVIpYNs
n/tZyY+LMgF3VV6+eN+menuNet9BDEqntk2R+waAlLDZ3mQXrsNTgJ8USMKXEU3E
NdcRR16ekOmbEW1X0Wn9N+oVndbZbIiERHHLRhmmzo7nNSniBKn/@AHNGBM425kT
HfUYPVsm8038NAQO1nSJfa35Q039UucojLLazsEQnProT1gSy+CMhz+K/HYF20HY
S+mV+1NuXrvfZ7sUUdSsKWoqbxwVvrohhXSUrmmwZ rd6DVE2Gu0jogOAhP4xA1p3
6/NN2/3szADTOXD078jmchqYu9BegB9K75VByVFzpc+1A9ZCJv6qSZ9GilWoaPbz
RIR81x0x9Vtjj4JD1toPL2Nm5LHdL1napAMNuolktDL21KuMVCyGTwaMM/T9DSDf
shr+FTB7rD6YKd/GcBCCJehy@cRd3Y /hLFI+vJBaVEtpCSeH+FuYU17ap9+EPGmj
kJwkVqPyBXW1TYr3fthwtWsrwE650RH78vBbkoE8zny6RRTAVOENPZESKgCp7wpt
1/JrGN2M5S9P6ABZTsAkBvkPMD52m6dYJsopIDyaDvtP/QM1IPuS507npfvDCsr9
gpE3DObT5L3dRKbDdNW365+130aZ6Jnx0FqL/XZp9h1n6vxAxx7MGmO1lrd3sl/nL
QI8w22c+jeJbfINsIzkbgfasPxdbYGcgU5xGCROOT1AQN8cUTWINRKYGSXTZSp61
VNGCc5MNIShtJD1cOxoG8nW/GMhxOMGNh13htAfcQB6d61v1tFAT3sJFruaUF1pF3
0DGQtY1Lh8UQRgAYkfVfSeW50Td52hBZZfeHMDHEWXOHJL jKR4pLTqPskMFSpla3
5F1uw5abtKgDpqT5i1f4919FBPKT/EvIBRENt2n1q4jSDjSkTm+ZyZtRdWKoUMM6
LDRNA6T1GXv/+WNDS3KcGSSKZvMwQHbOdgs31BEzvcNka2jGiNiwsWpj/6axZIjl
AyH2ySc1zR47bfb/Gks3NVZiyAmedt4WU8PhB4uZuoSYuV40V8c6ntk5P9g4y+rG
RAXpmUhKN5¢cTTezrs3EH+p80/cDOAT50dbWQEBEZ tam6Vdnl3afFeJoKdn1BET3K
QOkTL8aFxKeRAbpFOTbCgNqzcP6iozqlxz20mBGANBhDLWLWDzQBJO0OTaeXe9rs
3Nv03t70Z+ZToy5swk8JdLAkS9JOWAc50fZwfhwZDLnpLdkWticucEjyn8SoqelLA
tFAG67GGFStNrpPXtIbdndhSINLP45UxCeZUBe03fcs8doRjsaTThpAT1MmQMH3+8
pCJci6bD1kLvwitb@DwwQ+LWSWIbEHWKGTxHoBy2hiwhUCnTw/DvQRoLa7feb6cSFW
01wWO8FBkzyD7I4Qc6gTdhnksSepJd1GOFia9R7HNmWhpJL8QY+O0kp6WFxFOM1Bu
TJkzhwK4XwdNPoX7eKPK+0OMhft4MFedAbPNTgHyJ02JGtUik /h8dduxrhDtgXVw/
jBUgTmOBBs1rhuXk77HedXo0j2ws690Fb7UdwbyVA12+8GzGri19z0jYMHpE/V7Qq
u70zUByDhgEQHCeomGS27jvémBrL8jkqnB+EP7p7prxSwrGsXIfIzg2+cKp53SRy
4e0R2gNzdHFfMH5rRNMBad8aCBtL6 /My /7zTEOuh7Btm1C8XDtkksQudaTz7BrR5
SyBUrf8g7S5gk30ezrC+U3GQ+B8v0A1Q1yVJbIYpHNuUHYy4VbiiYC56zDUc5r3680
ROOF3tcbQn39X+sTQbtjjK7dftxgCTwr4irxxCxxAEAOwcgKOXBhI1MIL3Vo/Fsf
wFxjai@LgkNTwY9EwgYNdgArlZzyuSo0ZBhQZ6oxf5jXEBhO5tYTIunCFIwfFLgh
08sg3Z0aUS9NHaGEsruz+sBG8zsbwSgGjzPAyJyw95CN3gM6HI /Uaoi9x5Dx/IR8@tWbqwgb9kJndow
/FWhpJWmaUVoHy /Z8J08ca9bVUNEzgs1DVATJSzYyAJiS8vfCuhpFiwZn9IdEN2B8
xQzKj1gHH8BKzViYNsFy jxPErP1lwe3HYH3mYSzketCyMAWQGCL jnx®@A7h73FGAe4
qO0qkI9Ea1204BH7+zZUuaX3162SXwwXXNIWPGZquXrvwD1IT7y1JA9qukKM3GShUX
ADv4J0tR4GB4VzVijEBJ09Z7Y047PQwLYU/DpbimfSgKOSKhUyHF@McHzy rLV5Mv
PwB4qCvvVvTH1xL6VCKzQBssZPIFfPFSu7G/xUTiSytioTeTnBecnyVX0GrBuUaQF
IXe1Tn/M3rz9DYBoutCVE8iW3nTPF3v50POLfYnBsooxyOmi/5e0fjtoesz7L5sm
nLVWWPjEg7PAHQS5jHSDhRW2x4kd+Rx7DCESIJXEqrc8ge6CQTWe5I0A8IwqN40e
+MwXmCScDSe40HTgbx7+0tN/HxqbzGWCjITTVEh9QKNCjhjNI1LBOSKTV4nF1K2YS
eomLT7FdEBLxsSNbZIBTZMAXxfSGJUCaEylikNHEseRc4AbKML4YdtL/5Mtg/y0zMB
gqwIld1XDjjwh87iYDwJoxBGL4GewGbcYICMZu76qnnyfZd@j6R6;jDg3rna6vocXr
8RAIT15+3t/bnmGjWV4E/18/9CE/N+8Lk1+LknVbehykbnM9vBb3smEJgESqmn1sT
4quISc3z1Pjv3g47iR+1RWGIF5icqRSu7ZgmCXnWqwbiuep3mSea/HyX23x0U60Q
dvLI19vT4ji8wG4F+WX1FVe5ac109Um/30cG3pJTjKcogmBvlyJPJt+THESmJTIOU

Gillmor, et al. Standards Track Page 137



RFC 9788 Cryptographic MIME Header Protection June 2025

rGfrA9k/94+e2Ye9ksf9irp4rPmBVYTAvnwzr2hLAqlaas8yxGMy15fOuPQ20IWX
sFP/eRuAeVfbYDGGsqmYhSKXbvd5AJtupiM9SBKgBHCjQYT9G1Q3hUE2qspHrweE
hvhdCcK/T@sfVuZrcykUtBo5G8wTtdxSLMUU9prqtYR/brtQGBveM9BchWOiPgTS
/3jY1R8V+3j37GQG50WV5EGXS8I0bsMYZzRM2SugwsE1zb74LJrsM209+n4Z+CQTOI1
€8z0EkBikQMtx6Im2SCYyYXRi3elIhFolCszCQelBbsr8nez0jVS9aQkH60Ed14C
4JVit2D41Vu7nq2CvWgsjgwz71vD2nVEEBVgPNk3SC6dXXUP47GAiyuBXoL+zFdL
kzQoFuiBSmWav053kUOLhSWdt /hkIqzRT7uyd3APBIHSG8ZVTqEEYX18c4dzr8Bz
W6Q602DNNIB2Ht1I7g/1i0XI/U/gmc6sWdYh+W+1VxIntu7sjTZz9i+PRQPEVjWdM
bG3hqk0aPj62+2Mp58FHC8CzILViy4uND4AsFrzBYOsybRi48SR8LABa2QuUPzHa
2/0fW8pehUmhYtqP6kFqtibHdEGBmxz@OntkYzp3bZAPrlyLfSF+aWS8rKVbrgxjv
wGHUxaRvLUKaqJMq+h56HzglaUPPdE1q2cshqYVjyIKqrESk4m3si/CKS6GqWW5v
3oaxs+WIn4cil+PUgIKhRtJEwpZnJzX0teK9gyKabPJvNsJWmkkI80dXafDVdJ7F
iJ3PQGZmrturTlGRavwk+EW6CcN9jG7KTrQ1jBgYpA3r3117EKe4f2Y1ScmzLswXO0
GeV6FIcdu3xC2a2N0HSSClegINffJiYJPtCwKiQK2bY@B7pglL4jXzsa3Yqnjo0J32
pDC5DMaTQPL jNW6hCC7JxVDiDhxCj67b074YDyhWjQMNIDXLVFanRsZVGOR]j5+Y1
QPk27a8EUF65vGFAUAVXOIXNPDK/JwvT8By1HX5HjASqK62i9fuHqOrg/0BsDTKI
XKJnS1T802HUQze1ZZEDs11Days6Bi4JdIVZZKXt+RqevZ6Y0Z20/1Jj+t4P3ch8
e7GK6VLEe10g3F7N42P0OF4N16NiycFtuF3c1RNvGbPw46HAZvUkU+Bdd+ZFy90yF
CCaVsHo6/9YGK10SASdr8wY9yMBZSQFJ5zdAS5ytOUSWARmMU7YWKkGNOVRpUYhOoAN
OWGS+1VSmfak2QplyGHJzkkUVTLgcaBCbdO5RPyLRe/brwvGQo39tTCH1gsspNLO
RyDWZ64ZqFVSBCjcH9ys4BCSxdFzS56 fAFQwX/Yq2bIXmbfORIjDgMju7e5hgXvU
roQ4uesP3V7P1t0uYz8pJV8L4hBiJHoPbOvgx45wzYrp7n6d4aqBm6h644Q1/0hS
IrfécCU+ue41dyCOw2pPjNxAaFHPwBRg3J60gg74LwUWZUQEKYcQ1KjI8AHY2jLqéHicaY/rDyKvNl1pINpa2jA5qSv+MwtLdLX7c1RcBFF
/z9p0H07SeZiREWqDJZ6pN7bpAumESXgLWTWGNUWBbtLAT jqyOeAUnRbyXv2RhFW
gHjwk6RDvOScssPTcribodZWHpKo8jf1GzE /Axk jDXxH7ZkoXfuK2mTNRnynFhqgp
328FwkRvik2udbFKaBAXI/phsaVgffz335si9EYXEGa9VXR6K2ikZ1YpTNykvN8N
inJk2YRXjVWp8zlsswNwmyEaRdsv6ESEYmpCTOXFD6YnHanV8t97X1EmWYV8Vglv
9jaL+nhm8zrEK/R+sG6nM3Mvn+7/1gG8Q0bvZfsmcRTKx jtpHX@aXgz/vuDACgR4
wVMY3xSogDsg+azivtAmhCpkfpbRkjr8PdySvoY/t9FymrZjBFF1HYLsIsr32KKC
y/cEwUm/a8yUcGWzDfDUWeTxpr9kVy6NpKhQopnV1VoYwruYEJFauHcXKI4htemb
VZuUNio46th+9sSzj8AMCpnOPDbVq4Q+XMnXK3seF2tvclwCeidr /pwudKum8ggx
x+Z0pRpLkCn5tYbjgKedS3nDpTEHLOIRa2zACLvsqCbsNnB@5af11MTOVYRTUWKAT
FkEq7a3esIoeIkbhjv1P4ZVnmWwKOH1ImVdI/PxH39qJDI170y90iXQG90GA4NRw1
HI+BvWMJJ234mBSUFIZ3N/nfmH16/SOHE9RhCHgDBTqymCdLiAmEQQO+RXvehrh6
51ecm3eKdxurHuzZKq/0LMFykxJHORJyh1SDLwb3eePI=

C.3.8.1. S/MIME Signed-and-Encrypted Reply over a Simple Message, Header Protection
with hcp_shy (+ Legacy Display), Decrypted

The S/MIME enveloped-data layer unwraps to this signed-data part:
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Content-Transfer-Encoding: base64
Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="signed-data"

MIIPYgYJKoZIhvcNAQcCoIIPUzCCDO8CAQEXDTALBglghkgBZQMEAgEwggWLBgkq
hkiG9we@BBwGgggV8BIIFeE1JTUUtVmMVyc21vbjogMS4wDQpDb250ZW56LVRYYW5zZ
ZmVyLUVuY29kaW5n0iA3Ym1oDQpTdWJqZWNBOiBzbW1tZS1zaWduZWQtZW5jLWhw
LXNoeS1sZWdhY3ktcmVwbHKkNCk11c3NhZ2UtSUQ6IDxzbW1tZS1zaWduZWQtZW5j
LWhwLXNoeS1sZWdhY3ktcmVwbH1AZXhhbXBsZT4NCkZyb206IEFsaWN1IDxhbG1j
ZUBzbW1tZS51eGFtcGx1PgOKVG86IEJVvYiA8YmIiQHNtaW11LmV4YWT1wbGU+DQpE
YXR10iBTYXQsIDIWIEZ1YiAyMDIXIDEwOjFES50jAyICOWNTAwWDQpVc2VyLUFnZW50
0iBTYWTwbGUgTVVBIFZ1cnNpb24gMS4wDQpJbi1SZXBseS1UbzogPHNtaW11LXNp
Z2517ZC11bmMtaHAtc2h5LWx1Z2F jeUBleGFtcGx1PgoKUmVmZXJ1bmNlczogPHNt
aW11LXNpZ251ZC11bmMtaHAtc2h5LWx1Z2F jeUBleGFtcGx1PgOKSFATT3VOZXI6
IFN1YmplY3Q6IFsuLi5dDQpIUCTPdXR1cjoNCiBNZXNzYWd1LU1EOiA8c21pbWUt
c21nbmVKLWVuYy1ocC1zaHktbGVnYWN5LXJ1cGx5QGV4YW1wbGU+DQpIUCTPdXR1
cjogRnJvbTogYWxpY2VAc21pbWUuZXhhbXBsZQOKSFAtT3VOZXI6IFRvOiBib2JA
¢21pbWUuZXhhbXBsZQOKSFAtT3VOZXI6IERhdGU6IFNhdCwgMjAgRmViIDIWMjEg
MTU6MTk6MDIgKzAwMDANCkhQLU91dGVy0iBVc2VyLUFnZW500iBTYW1wbGUQTVVB
IFZ1cnNpb24gMS4wDQpIUCTPdXR1cjogSW4tUmVwbHktVG86IDxzbW1tZS1zaWdu
ZWQtZW5jLWhwLXNoeS1sZWdhY31AZXhhbXBsZT4NCkhQLU91dGVy0iBSZWZ1cmVu
Y2Vz0iA8c21pbWUtc21nbmVkLWVuYylocC1zaHktbGVnYWN5QGV4YW1wbGU+DQpD
b250ZW50LVR5cGU6IHR1eHQvcGxhaW47IGNoYXJzZXQ9INVOZi04IjsNCiBocCls
ZWdhY3ktZGlzcGxheTOiMSI7IGhwPSJjaXBoZXIiDQoNCINTYmplY3Q6IHNtaW1l
LXNpZ251ZC11bmMtaHAtc2h5LWx1Z2F jeS1yZXBseQOKRnJvbTogQWxpY2UgPGFs
aWN1QHNtaW11lLmV4YW1wbGU+DQpUbzogQm9iIDxib2JAc21pbWUuZXhhbXBsZT4N
CkRhdGU6IFNhdCwgMjAgRmViIDIWMjEgMTA6MTKk6MDIgLTATMDANCgOKVGhpcyBp
cyBBaGUNCNNtaW11LXNpZ251ZC11lbmMtaHAtc2h5LWx1Z2F jeS1yZXBseQOKbWVz
Cc2FnZS4NCgBKVGhpcyBpcyBhIHNpZ251ZC1hbmQtZW5jcnlwdGVKIFMvVTULINRSBt
ZXNzYWd1IHVzaW5nIFBLQTMjNwOKZW52ZWxvcGVKkRGFOYSBhcm91bmQge2 1InbmVk
RGFOYS4gIFR0oZSBwYX1sb2FkIG1zIGEgdGV4dCO9wbGFpbgBKbWVzc2FnZS4gSXQg
dXN1cyB@aGUgSGVhZGVyIFByb3R1Y3Rpb24gc2NoZW11IGZyb20gUkZDIDk30Dgg
d210aABKdGh1IGBoY3Bfc2h5YCBIZWFkZXIgQ29uZmlkZW50aWFsaXR5IFBvbG1 j
eSB3aXRoIGEgTkx1Z2F jeQBKRG1zcGxheSIgZWx1bWVudC4ANCgOKLSOgDQpBbG1 j
ZQBKYWxpY2VAc21pbWUuZXhhbXBsZQOKoIIHpjCCA88wggK30AMCAQICEW8tJbOR
0ZdKzkJUh6HUPTQGirQwDQYJKoZIhvcNAQENBQAWVTENMASGATUEChMESUVUR ER
MABGATUECXMITEFNUFMgVOcxMTAVBgNVBAMTKFNhbXBsZSBMQU1QUYyBSUBEgQ2Vy
dG1maWNhdGlvbiBBdXRob3JpdHkwIBcNMTkxMTIwMDY 1NDE4WhgPMjATMjASMjcw
NjUBMThaMDsxDTALBgNVBAoTBE1FVEYXETAPBgNVBASTCEXBTVBTIFdHMRcwFQYD
VQQDEw5BbG1jZSBMb3Z1bGF jZTCCASIwDQYJKoZIhvcNAQEBBQADggEPADCCAQoOC
ggEBAJqVKfqlLwal j j+gBUCfkacKTg8cc20tJ9ZSed6U3jUoiZVpMLcP3MUKtLelg
9r1mAfID1B/wlbdmadXPmrszyidmbuZmOpB5voVQfilLYYy3i0x7Y0qzXrl6udPO7
k@sV+UdSNRFxrfKeoQEFXg0aGdmnx40G/e3p1fIKMOdPzZLoOAJF5m500xzXPL74
zFCWp2f1ZkuE4A6141koaZXCNSXL7wWwWTLMLeNTIByb5ksKqUugEHAMd1nmoNMgjY
9VfVfcrvowd3GG8FtpSX+TWzB2zNS20F+XIVnzRG5DeoULq8v88Z5bLpIJ/nx26r
8A4SSwIBaVv4wPxAf1iPsIVKarUCAwWEAAaOBrzCBrDAMBgNVHRMBATf8SEAjAAMBCG
ATUdTIAQQMA4wDAYKYIZIAWUDAQEWATAeBgNVHREEFzAVgRNhbG1jZUBzbW1tZS51
eGFtcGx1MBMGAT1UdJQQMMA0GCCsGAQUFBWMEMA4GA1UdDWEB /wQEAWIFIDAdBgNV
HQ4EFgQUo1NB1UQ8gCkVfAEj80e0r83zdw8wHwYDVROjBBgwFoAUKTCOfAcXDKTx
CSh1INhpnHGh29FkwDQYJKoZIhvcNAQENBQADggEBAIFJeKCcsTKcFqQMpTryujRG
zJdYA+R9eBAuDLsatbtKt14FzkgRy0g31/+Cw7H8e30iLrPIF1WNT1qjHrjgOyIs5
AQ/hgxLvLir3hEUV2Z3MRsMtjH2x9SG91PEMO46gfPnc9gMGHjMTg1qvaKcLQP5U
ZpEYPLror2X4P5uXxaPOLIZRzWmkw1RF7FOD7PfB5v94M5274XYXxW2W4uKGd7QGn
UZROSvSYkGiWDp1JhgXwfDz8ABenITGXnoEkAFvvjiCqh64P1hIeMorj36pglL190
WZD6YrzSWHUz1F@0juyu0fQsqméhvrDTgNpHNZO15f0URZza1SkCvi9GFmNUPoVgw
ggPPMIICt6ADAgECAhM3QQV57XV/QqmiXDrB+GrOmgnXMABGCSqGSIb3DQEBDQUA
MFUxDTALBgNVBAOTBE1FVEYXETAPBgNVBASTCEXBTVBTIFdHMTEwWLWYDVQQDEYhT
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YW1wbGUgTEFNUFMgUINBIEN1cnRpZmljYXRpb24gQXV0aG9yaXRSMCAXDTESMTEyY
MDA2NTQXxOFoYDzIWNTIwWOTI3MDY TNDE4WjA7MQOwCwYDVQQKEWRJRVRGMREWDWYD
VQQLEwhMQU1QUYBXRzEXMBUGATUEAXMOQWxpY2UgTG92ZWxhY2UwggEiMABGCSqG
SIb3DQEBAQUAA4IBDWAWggEKAOIBAQCO9InoWDgWPk2af@+StijSNORBK/hN8D+1
0780ullsk4ASvSwjsCNo7sHUa4xQU15J06VqY18LANWOR]jrc9BaX4MguzsbFXBeb6
uFhTmVpXmFxSpUBYQ+950MFz /evPgP96wV+z4TtAwWW2Z34rTiz4DxMIO7XYNFUEO¢g
9IUQMKPXIZPWnBMigxBZX31d+R+RRWSIt5gD0zwFo82KnuHeoDtHB10caxXd3ocR
TucFUmré

C.3.8.2. S/MIME Signed-and-Encrypted Reply over a Simple Message, Header Protection
with hcp_shy (+ Legacy Display), Decrypted and Unwrapped

The inner signed-data layer unwraps to:
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MIME-Version: 1.0
Content-Transfer-Encoding: 7bit

Subject: smime-signed-enc-hp-shy-legacy-reply

Message-ID: <smime-signed-enc-hp-shy-legacy-reply@example>
From: Alice <alice@smime.example>
To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 10:19:02 -0500

User-Agent: Sample MUA Version 1.0

In-Reply-To: <smime-signed-enc-hp-shy-legacy@example>
References: <smime-signed-enc-hp-shy-legacy@example>
HP-Outer: Subject: [...]

HP-Outer:

Message-ID: <smime-signed-enc-hp-shy-legacy-reply@example>
HP-Outer: From: alice@smime.example

HP-Outer: To: bob@smime.example

HP-Outer: Date: Sat, 20 Feb 2021 15:19:02 +0000

HP-Outer: User-Agent: Sample MUA Version 1.0

HP-Outer: In-Reply-To: <smime-signed-enc-hp-shy-legacy@example>
HP-Outer: References: <smime-signed-enc-hp-shy-legacy@example>
Content-Type: text/plain; charset="utf-8";
hp-legacy-display="1"; hp="cipher"

Subject: smime-signed-enc-hp-shy-legacy-reply
From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 10:19:02 -0500

This is the
smime-signed-enc-hp-shy-legacy-reply
message.

This is a signed-and-encrypted S/MIME message using PKCS#7
envelopedData around signedData. The payload is a text/plain
message. It uses the Header Protection scheme from RFC 9788 with
the “hcp_shy' Header Confidentiality Policy with a "Legacy
Display" element.

Alice
alice@smime.example

C.3.9. S/MIME Signed-and-Encrypted over a Complex Message, Header Protection with
hcp_baseline

This is a signed-and-encrypted S/MIME message using PKCS#7 envelopedData around
signedData. The payload is a multipart/alternative message with an inline image/png
attachment. It uses the Header Protection scheme from RFC 9788 with the hcp_baseline Header
Confidentiality Policy.

It has the following structure:
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L— application/pkcs7-mime [smime.p7m] 10035 bytes
1 (decrypts to)
application/pkcs7-mime [smime.p7m] 6416 bytes
4 (unwraps to)
L-multipart/mixed 2054 bytes
multipart/alternative 1126 bytes
text/plain 384 bytes
text/html 479 bytes
image/png inline 236 bytes

Its contents are:

Content-Transfer-Encoding: base64

Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="enveloped-data”

Subject: [...]

Message-ID: <smime-signed-enc-complex-hp-baseline@example>
From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 12:09:02 -0500

User-Agent: Sample MUA Version 1.0

MIIc7AYJKoZIhvcNAQcDoIIc3TCCHNkCAQAxggMQMIIBhAIBADBsMFUXDTALBgNV
BAOTBE1FVEYXETAPBgNVBASTCEXBTVBTIFAHMTEWLWYDVQQDEYhTYW1wbGUQTEFN
UFMgUINBIEN1cnRpZmljYXRpb24gQXVOaG9yaXRSAhMPLSWOETMXSs5CVIeh7j00
BogOMABGCSqGSIb3DQEBAQUABIIBAGPIKUbO7uaza7TKulY2avoQvGOrh+II70JF
jmfXt0q2FRJynyfRCzQtOTh9HMQiuv/BOD80oNXyiyMvPZEXbXc2IECOErnn8dCNOj
fpge60kYn/tpAsUDCLXiLPa581D574tMwb74AZ2AULbEV7TANT2HtddFA3ZQntsl
8+WB6KiHvr3Q9Bwkfotyj+fUvvm7MeIn+i6Pmd1QjoYyBGzKsYj/dJXFfNM1YHC4
GNuHvUM8f1g4r9yUb7Qk jMmXksY5CUbVb+FGRy5tMadqY8AHeM7eSYduB4rdgBaW rFPOHuUggyCZV8+TCC tEKwIVifziPtv1sIHEOBqawn1C/ABM71W/7BRDRddzs21B1I0fS9aH
26bcy4vQw/+NSemAuREIO1hY9HA1IDTgY290gWot3zPE26TRD854eyi/ETKnh1x3t
GlxsDbEitSoykXpuBHncmZeFUyG010zjCuzDwlMyf9D8zHARmM+65Mx7ViKa3XPsv
8x7BK/0hYbqSSQDthDtL/E15icm9S1/yCZijnVI1ldPqa3 jmPMBQfEy3/Liea8UTS
0DaJ/tyJ3pV9SocZf7DBBXUhkHBb4fRrJKsK/sDFh1CGWFRLOAS+YhaH/qsBNNbA
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9Lns6XbbSC/4iV2IJxoTuJoZ45+05f/q5ZGFg062m8nvgMAQV/eK2glVa5/jWkwG
IMn6X4JT4wv+ugaAqJWm1M1b+9gdbV7nM7VY6th10Qm8Cm1bQdv1x9d5MSkm20K1
/LwSCnf4riZW4371CBucGpmmWcguoQvokf9jew2nzpBf+ED84hEtHX/IiAvzZ1HI
TOIvBOjMXd3j2Rt6h7HuhxuBgTb6ZcTvOfoGZsxRMFZEz6niVCq50b0GjfFOBRNDb
v23jCLAQOh4HIKKpUZxSTKNSypxXIBXyWy1lQm407Wk1CLZJIb9gkXKWaHswoFGIYmX
VgpmNTsthLgou62KeVssCypiASBLo2fVbJwhkWVHiaqOc2KxYiFecesfyDe4S4Ux
/01uQCDbQKdSNoj /nDX70FF+iTCCVFSnEr/6ihskWCjnWmYquOUqSY0zZv161F0Z
ajoubWcUUVkycB6KuHPgzMQqMLbHFgJ8J41k09IMg3GYSZubZRg+XnwriAsnuZQX
1pNGh2EzZdjUUp2f7U/FFNZOCVAXinaxJVVuRszi/11hjNs5D5ZbMZdfb1tWuzZ9F
gSRdADVFsnAs2Z79cMDOfowSGefBHp/JmNctqZvGaknvOkwuees36nvxIe2R8Ggpi
HsrgyXWfsJMX47Ac12IHWmXdSBLWT+RG4yuiXvKQ2nXiwFWr1LgyAv7V4RX60NKZ
YvnQbDx5Qf jZuBnBRW1tg3RA6DfJaeacZJLXG/fTAB8Mfi9xMHLXOmOWrbsjz9M1
Rn7EjvHOsH1XvosBayazwQppzynCn60TMNxVqZpU2MSWanSsh11LB76zqZHPNMd1
mM3Qy3w3q7aN/6pI2EPraFTtbNaMufQ7fTnxelLGs6pBgZjBqGl8AZ+w6Legs5AE9
k+tJpmZbaGGyhOW2d8GgYW347y6ZRfRAGv7uSwkvE@iaJt7//zLChnBBx60VAzqd
fFztNGDShQtJ4Q+nx6uKt9D32kWFsvS6aDwvigWE10BcStBSNzrDQApVVKUNksh6é
POORT /hgq9QQHMEWNRH55L35CQzy j2UT1Q7mIoZ6C4Iibavx9Ln81SnErreIUVIyD
QGdAUYtvyvVecc1dgLSP1Sw8ATIr93BHs9tJ2r33gmpgQS1CZT1nMqjNj+H73A50Z8
1fri5Dz3fP8LT3RNSIfSaxawbyYTOysLOP/3M5PBD5qFw58srJjq8Wp/NueZKWgH
+5vBpgaxn/pIy2xYSiSsP409jk9Yx8ptRBh2Sw3xeoyulL0sgzQzL9CqyncgAaGP4
W1aWsLziQk02k1zDSPaNo41S6w4320EiM7Txi2XJbsnmKg3ad6sv5yuC6s0SW620
ywMHL5PJxG+1iFGuOLbeb9zgoxhDU2nvzjOApgZKrotf2Nq8d1K/x1taS1gQruvVnf
hS2M191ifp9ymmZgmeD/wKuvfnSkHkN8pizK9CrpaFzUxNk6X0d3+pqQUHQ4iPBJE
jizY5DUQ5AECNT1gNJ7 /UONjnneZcQMNArfIXzYDyDPNWjs3uptM56A0S3fRP6U7g
1XFgyybC40K1To9k6VxT1VALOSkWSrT+WtATUMcGXfD73EuqJVpjOOWp4ATiaqIsf
QiXuCB8fsbFxidjcm2tJ3A5k8NKMYTdBOYhEzHKDRk+r1lk@6xagghXirdefJ5rxe
cPzNvZTcSleLXKHQ8elHA08NYF+dLaXIrxQoghAjZFqCp9Al8ksvoFUbXVVpaND5
5bRMaaCVMOPXscSORTD/UP95kDstpywBQVC4GjILK1bZ7n91fKMRUT/31qqJiW5]
FTId9wmeelCWSUtExyihpJBsBKro900+bTZHOp5Kai8YPjPxf5PNwI1Fry9bPFXA
PbziUOVwYXj6EZMtzZFNu@dw9ddsyZw3Z0ORWHVE rBMR6 j50JkCyBCwbU4F4hcGs
KkyM34GQBrrtCdVWsqOt09rTzFXj/D/oeTegveQelRhAeNWkI10z3HOVOc7HAM5Z
w5dYdOwlD4pBOJvLiR8B4/9H1SStyuVEeu9Df2qsXdbhnNrghY5KP+nPUOpJxyGe
GINYx1lylCc+b@jMW4gzMUOT+n7vux4ixKqsCfkG/5juddgnnJgAZX38dsrL/Mau4
Kfh8skmb6ovp6RTBggxQ+js9tG5g+5Qee9y/uq+ukKzGic200Iz0LkXOWHIk70Sm44
d7j1z0sIRG3qeT5MNnY/Teq/buX86kcjbK4h3Geu8haDt2QohCFOkQ5elffeZCUKk
/da/WyQNUv2ERmgtfZCnXzafOCnvkZayhBFfeo6rY1bt3S2kJgIjgfwgPuSl+wZu
XV/5URoKKK4RcVeY5pcqkUNjXhLTIMQXnC3Ahw3N+855gbgxsyeFTtS++YThtM4x
H6GuU/fewKXFTiSyzhyOnVbpo5SHf8gENITBiMa7JiBjgscZ4YZyyt5X50misnSRYz
Mf5icnMBBKNddRTRzN5UQk821KYYoqgam2 fMSWMTdAWISNvASPy7B4uX42XVqCHz3u
5rS//1kasqSNm0eOhVxn+2Q3/5AaScU9¢c2MCu2rqc3Zy1eiVtUYPDkR28jDpGHue
MOUtHfOoysd81651ihmG1sv8IEpPpVUq2qjIL5FI9Mk3IX3C4geYHTO7+850XV8f7
5QK1J86eCdJ1DEzcN6MP0Oz0J2DycRyPLT1WSGBMiZ9x2PS/k1S3N3Qh8tWJ7KTzFR
0d18MSEm4n20F01yWHX9fZfz1XH3NIJJTdw41PUW731xfrMeE4/j80rtjQv28alR
iHQ33hNVXoHaG03Ws2iEZweYRiroUk7wJXBx+K9U8n9ZuvmaFErfX5uXGecsM9jxf
MbY2/DtDxqTBoxItK7s5cThwFmOtcFfM68JmyqunprH6A5iUikm@cY4Hkz2xSmboGillmor, et al. Standards Track Page 143
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2HpjdBCtN1VmaR7yNy5TBOR05ihkMZ4nMXzcP/GJ3Ag4e6kmWZuHkUBo/pTmBBRa
u15Ybtz@emLNY jMiWgFgOXMXxZVpuMwiSmxVj3aJUjMSAp+F7uV1P0i4pCm2/41Y
dBDoU5xZ9n0rijdXm/YWOQF qwOKoMNFuwlx6KtGBMHUgxPeJU1lN+oaUgnjomroGS
ZhoarruT7G1NyKSotBiaQkDSEkSWnOWnjcObCdedLGJgkYGeeadITiRWL+zxbDgG
XaRTHuiX13avTwapZPYfD81dXMq69RHfhNGr5rhU9eXMowKALeoTOUDT1bzEQvg3M
r/YDtQE53YsfebktAs5Vn5w5kgFMeHxb3B9DNZCE6DK1j9qU6G8/NGe8EVOtihT6
XVbhFovfwN66igL6MNgmépBqtIWImVAPeMp8C6VLIEkvVCcFLRUDSBoTHTP185UPci
DgJTERFXiS9GmMR7Rh9b01JF jVWMW8DbNwimi+6LZil A9GtcdRMFG8V4usHDV40Wz
YvOcjLvo403QmXZtvcUjBl716UIngAx0bL1Z/kvUh60x04hkp+FSdnH+R6+XfDG2
44YVX0s5Bnd6xMaxc6Wm8FN1vDYTmkkqVmn2i7z8EaSuif /08VhNNP7sMFodG34y
yhmhtVW3fkod1G3CzeDKDVUURLKO079BTh4208GtNLOQmy6iUCxnjAbmgc7LIfzP
J2euFeMD3ysne9tVK3h9J12iBUHEv1peYVew/BwcnbZgBenQ03P1qfNRxWIpBMQF
rtrv3zeov+H418QT8wn0thzTmDQUEU3BYsbyZ+mwKs9Dd31gNvZ/40VOHBoY jfn7
ETMLy@cFi+L5wfjxHbfOOwgx1f1/cH4tc/BmoxqFtsPDzt2kUzfrTPJjaxuilwz9
AFNAR2Vpww4xITn6nZo6UJe6BMAD2 TNLMNVASEFWNXJEoUzbv0Q8uJkfJhLEtCpE
Bw118NOR7KDUWI39xzKGA9+j /A+s/00zGG5Vet3DAKWW/domeWo+d4rYmpKQDtrr
VO /DpOrJJkJVItyuD1l+0yEJe@mDDhHgffQIhx/Y61DOKVEGYEG404210eGvHOVGX
aSv86D10a8IHVoJbXRtNMF525¢c4UP7VPh111wKDBsjzYkofadvwPqZp/GSi8wSYo
pyVmrzIWfwDXYrqEIXFDLzXxcGW+L7gl5ntEqP/XLsda9DQFJSg2hTAfhhWgMOog
fmIhHUyOcEUtycb4RvQSM1Pkg5h+kHUmMMMpUKuhF58Pgw3+UgxwG2J3CW1DKUQZd
j+cu03J46bBo4/0eY8NoNgpWK6XksqSHOgT1wVsyenFuugRsuESiSiZMTNmCqURS1
PPFUyeMtUgSQ23EDLV9T2RkaabSNmVG35jEBCQMOBaF7XU67 reXpLsUgPg2yhQwn
EzX6KM4gioqC2wrgk2a1SdqRB8L8BEKykK2kv1bqvcODN19FoUxFt5uEH61iKHArK
SkjLaQZsRmzu+ueHRhTqcSHEKeVstq9jWc/heW4ARhP3LQgD43CVc8m7yRqSalkor
08Pc707++t7SDvYMsXFVmJIMbB34HNgmXk5gTTbBAqI6TKYyXEZCTJ1oUMbWWBsKU
mEGUu@YOmgK3hRCsXBugFIS6K4galFCx22U3hoByZoiVjLduQhRQNPCOmFk5aB+i
NwPLO2Y1B8rylvz3fV88GHIATPrIEPJzCVsabx0ORVQeiJYCISJnvRN+PMEB2agBh
7q0tTDO1TChfj7jBgMsDtgpytWENObAsil 9+Rm4UsnHBbbpOMbn7rhZLyjEKkc8d
Ej/6LTuQGjIOdPEcTIUALMFh3mZiWojhLtDXi8mEF /+m2BcX77fKgduM3KM1FXzw
TedTnpIET18zeigaj5ie+BKmac2Jxmxa8s01lrmUP4KLDT1kwF7bgTOsahZzkPHmBP
ykrogqTdmYUjkTyQvDzVUykI4PhnthaljLEYOj+LhZ@DSr@hhbsfM70FUXqpPLeE
+tr2hGdj3YZ0IJkfSYWH2DqtEeD1WDbhBfoaT7EbCFi@doFHsAz+BX2P1Z2JsIqJ2
BuA9mci9XB43ssokteKCqGT4QQn6KAekoEDZ96wWHDTudcXIbYPdZIrD1xFHGjS1a
ZON109Fa2IBuLnMhKuYQXoZwUUnXSI18Ga3Yt21jCEcKeXmo/juIkt@b9UPTLBQq8
rdkb/ExUJOkUgquUGmL5rSZszWWYmxt1nzOJkEd3v41i7LUk+0mGId1KOEGhqLSMN7
YVJwhiEqQIPHuU2PnnDUtqlDPVMGG8WCZfZnnzP/sDBm98/nIJRVXSEc15BYFtiUqf
cqGOgVAv81z40FFg6T1p0AGoZgXjk5ItOplTwjWRR5RaoggYzL26DmL7Q0540gDI
51EgMtbY3jVvN6XAA2X3gPUsCwinlxaUMCJJsVEN8c9YkouvsbNG19eBRCpsC70+1
HMp5Ybh3ypJxSqHCn8zEa4KmJYsW+7Q8VQ4nCMekbhH7Z81+5Mmw4 /Y6+Wn3j+Z1i
n195bYnSBS/FF/QVI2CbZAn2IK1wmGVtIsv+XgGS1rPk6YvCgHUrkK9NhrRS1j/5/
ZbFWKUZmCPBbXwuFWP6ySOUBzTRCTaEGIZQTpNJawmoyHsRJIm45Sxxq+q/0Gkieu
u4GD2XQsYZhBKL24NhEW2 fMTrgHeuyiouQi0dKJ1V21pCDo9cgqbdBIkz5wx8Zxq
DKVP8yc+RXQHKj6PYnmAQDzsqt0+21rRCrT4zt9I9uhSIAoEhv8ueb6TSnhhcOQbM
8aB588Ass35/PGIDRVpBAIEODr jHx510ss9JOWGNSE@iVKDcwVRpuB2ttM7UmNv7
31GG+Hji/FconVZjwkSEQ8KUZ1jss7Sx1Ji1Kyv02+aQoVsTePkh5JJpJoRFPrck
dgjZyCnL1/VysqlGFcwKbop2QfgUqlB4ZWZMsnBT9ZmgkD9pUoS12DnXOPiFqT3+
X7YWr+z13W7br9amR57w7TYwdTB5dYCk fuLFC2th@nR7cHKPxAB509pbdtqTIVvB
QtNUy3DpqVpiAp8pAM67ELHjfP/WZrnP8SafvE5tLZtOvcvVF2fHNW4visb/VCSt
XKIKnhsqKJZ8gLz1il /zV6dQmvAVvWeAwsS2D20UyH1vHKLWNA9fWVq6GsTC1wJ6
2E167X0VbGYPIHgbQ1PgMecWwaapHsmRu8Lh4z6nnv+H3vUGIR+rykvR+D7x8Vay
xXt9hoFbhfp6PaXLhFkEwAcaXE+w3bLyPrWS8rUv26zYLOKN96FeJTysT+/juML2
FQP706NRcsHaxoBp3jddqxdiGMxUJDOugh7zINNZwCryMq95j1jFP+JZFumD43Aj
tPfvfqvevZ9RJiirxFB8skjG14NNovMYs+jyaDv41/1MRt4TJq3A1lu9Fwc5DibVy
KWKzf2X1vnYsXwiB7hLc9hv/QG/YTjJbNHONSIhEP7fgNISWYZhefmzzkrk1ueWs
IPfgwrQJSG68IpZ0Gb1r71n74YgtyxtkM8sVpklHz01/mUFSoUczFLFc78nTjiR4
Z154J+pfv6dXQp8KBIhDnyjg1pH2Uvg4Ie5YU5twJOQufhBst700kPbj4czYBTcZ
dhalmF jbVPTTqaMuZsiRSfMjMvE653QEWAG+bt9bODNFTk6 /8ZFnmuLHE6M3h56xs
LNAEOUs6ik IKwJON7AXVZ+YfG6WJpHbgelmC2V8MdB1tN7kU70tm2KmE@S1eadBW
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3p8lzadipvL/A+F+3ZzcVYqGV620jnSOHb7iSEttZA1EmMLVArtcVCcAQM5IWtjyT
Q+aazgaKMEVov9FY28UB3Y01+6SMPWq/r2jxJcTd2z1y3L9yXDLTLg/eIYZtPOVM
1iqIkeQ04Lq7CNwQa1GXbI1lYmUSgKra+588IQWG5dbCIctteTtY6ilsquklYubReP
CsBIQNGrZ4W+Pp43CEZ2+UtNL775n0WgBF9T14U/toMd6+EwTth53KmKVQWdYJq0
F7NhRu0i3RGHQFHUv20RYyOWHMRP3xsCWLpx301zLxKzzy5y81puzEaGcsZ9nbq/1
XGazzMVR4ksU8jkHPdw1nA==

C.3.9.1. S/MIME Signed-and-Encrypted over a Complex Message, Header Protection with
hcp_baseline, Decrypted

The S/MIME enveloped-data layer unwraps to this signed-data part:

Content-Transfer-Encoding: base64
Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="signed-data"

MIISMwYJKoZIhvcNAQcCoIISJDCCELIACAQEXDTALBglghkgBZQMEAgEwgghcBgkq
hkiG9w@BBwGggghNBIIISU1JTUUtVmVyc21lvbjogMS4wDQpTdWJqZWNBOiBzbW1t@
aXBhcnQvbW14ZWQ7IGJvdWSkYXJ5PSIzYTMiOyBocDOiY21waGVyIgOKDQotLTNh
MwOKTUINRSTWZXJzaW9uOiAxL jANCkNvbnR1bnQtVH1IwZTogbXVsdG1lwYXJOL2Fs
dGVybmFBaXZ10yBib3VuZGFyeT01iZ jMxIgOKDQotLWYzMQOKQ29udGVudC1UeXB1l
0iBBZXhOL3BsYW1luOyBjaGFyc2VOPSJ1cy1hc2NpaSINCk1JTUUtVmVyc21vbjog
MS4wDQpDb250ZW50LVRYyYW5zZmVyLUVuY29kaW5n0iA3Ym10DQoNC1RoaXMgaXMg
dGh1DQpzbW1tZS1zaWduZWQtZW5jLWNvbXBsZXgtaHAtYmFzZWxpbmUNCm11c3Nh
Z2UuDQoNC1RoaXMgaXMgYSBzaWduZWQtYW5kLWVuY3J5cHR1ZCBTLO1JTUUgbWVzZz
Cc2FnZSB1c21uZyBQSONTIzcNCmVudmVsb3B1ZERhdGEgQYXJvdW5kIHNpZ251ZERh
dGEuICBUaGUgcGF5bG9hZCBpcyBhDQptdWxBaXBhcnQvYWxBZXJuYXRpdmUgbWVz
Cc2FnZSB3aXRoIGFUIGlubGluZSBpbWFnZS9wbmcNCmFOdGF jaG11bnQUIE1QIHVZ
ZXMgdGh1IEh1YWR1ciBQcm90ZWNOaW9uIHNjaGVtZSBmcm9tIFJGQyA5Nzg4DQp3
aXRoIHRoZSBgaGNwX2Jhc2VsaW51YCBIZWFkZXIgQ29uZmlkZW50aWFsaXR5IFBv
bG1jeS4NCgOBKLSBgDQpBbG1jZQBKYWxpY2VAc21pbWUuZXhhbXBsZQOKLSTmMzEN
CkNvbnR1bnQtVH1wZTogdGV4dC90dG1s0yBjaGFyc2VOPSJTcyT1hc2NpaSINCk1J
TUUtVmVyc21lvbjogMS4wDQpDb250ZW568LVRyYW5zZmVyLUVuY29kaW5n01iA3Ym10
DQoNCjxodG1sPjxoZWFkPjx0aXRsZT48L3RpdGx1PjwvaGVhZD48Ym9keT4NC jxw
P1RoaXMgaXMgdGh1lDQo8Y j5zbW1tZS1zaWduZWQtZWSjLWNvbXBsZXgtaHAtYmFz
ZWxpbmUBL2I+DQptZXNzYWd1L jwvcD4NCjxwP1RoaXMgaXMgYSBzaWduZWQtYW5k
LWVuY3J5cHR1ZCBTLO1JTUUgbWVZzc2FnZSB1c21uZyBQSONTIzcNCmVudmVsb3B1
ZERhdGEgQYXJvdW5kIHNpZ251ZERhdGEUICBUaGUgcGF5bG9hZCBpcyBhDQptdWx @
aXBhcnQvYWx0ZXJuYXRpdmUgbWVzc2FnZSB3aXRoIGFuIGlubGluZSBpbWFNZS9w
bmcNCmFOdGF jaG11bnQuIE18TIHVZzZXMgdGh1IEh1YWR1ciBQcm90ZWNBaWIuIHNj
aGVtZSBmcm9tIFJGQYyA5Nzg4DQp3aXRoIHRoZSBgaGNwX2Jhc2VsaW51YCBIZWFk
ZXIgQ29uZmlkZW50aWFsaXR5IFBvbGljeS48L3A+DQo8cD48dHQ+LSOgPGJyLz5B
bG1jZTxici8+YWxpY2VAc21pbWUuZXhhbXBsZTwvdHQ+PCOwWPjwvYm9keT48L2h0o
bWw+DQotLWYzMSOtDQoNCi0@tM2EzDQpDb250ZW50LVR5cGU6IG1tYWd1L3BUZwOK
Q29udGVudC1UcmFuc2Z1ciTFbmNvZGluZzogYmFzZTYODQpDb256ZW56LURpc3BY
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€c210aW9u0iBpbmxpbmUNCgOKaVZCT1J3MEtHZ29BQUFBT1NVaEVVZOFBQUJRQUFB
QVVDQV1BQUFDTm1SME5BQUFBYOVsRVFWUjQydVZUT3hiQQOKTUFnUzczOWS5PM1Rw
UncyMGRxcGJmQVJRRWpPeXdpd11uQ3RrREtuYmNMazY2c3FsVCt6dD1jaWRrRSs2
S3drWgBKc2dyemZjcVZNcEwyam8wNDQ3Z11EcGVBcmsrT25KSGtJaEFmVFBSaWNp
aEFmMNV1Kcnc3dmp2MFpXU1dNL3VsaQOKdmRQZ jFRW]jJrREQ5eHBwZDh3QUFBQUJK
UI1U1TRXJrSmdnZz09DQoNCiBtM2EzLSONCqCCB6YwggPPMIICt6ADAgECAhRMPLSW9
ETmXSs5CVIeh7j00BoqOMABGCSqGSIb3DQEBDQUAMFUXDTALBgNVBAOTBELFVEY X
ETAPBgNVBASTCExXBTVBTIFdHMTEWLWYDVQQDEYhTYW1wbGUGTEFNUFMgUINBIEN1
cnRpZm1jYXRpb24gQXVBaG9yaXR5MCAXDTESMTEYMDA2NTQXOFoYDzIWNTIWOTI3
MDY 1NDE4WjA7MQOwCwYDVQQKEWRJRVRGMREWDwWYDVQQLEwhMQU1QUYBXRzEXMBUG
ATUEAXMOQWxpY2UgTG92ZWxhY2UwggEiMABGCSqGSIb3DQEBAQUAA4IBDWAWGQEK
AoIBAQCalSn6i8Gi44/0AVAN5GNCk4PHHNj rSTfWUnnelN41KImVaTC3D9zFCrS3i
4Pa9ZgHyA5Qf8JW3ZmnVz5q7M8onZm7mZ jqQeb6FUH4i2GMt4jse2Dqs165ernT9
O5NLFf1HUjURca3yngqEBBV4DmhnZp8eDhv3t6dXyCjNHT82S6DgCReZuTtMc1zy+
+MxQ1lqdn9WZLhOAOpeNZKGmVwjeVy+8FkyzC3jX/Qcm+ZLCqlLghBwDHAZ5qDTII
2PVX1X3K7/cONxhvBbaUl/k1swdszUtjhflyFZ80RuQ3gFC6vL/PGeWy6SCf58du
q/AOEksCAW1b+MD8QH9Y j7CFSmq1AgMBAAGjga8wgawwDAYDVROTAQH/BAIwWADAX
BgNVHSAEEDAOMAWGCmCGSAF1AwIBMAEWHgYDVRORBBcWFYETYWxpY2VAc21pbWUu
ZXhhbXBsZTATBgNVHSUEDDAKBggrBgEFBQcDBDAOBgNVHQ8BAf8EBAMCBSAWHQYD
VROOBBYEFKJTQAVEPIApFXwBI/Dnjq/N83cPMB8GATUdIwQYMBaAFJEwjnwHFwyn
8QkoZTYaZxxodvRZMABGCSqGSIb3DQEBDQUAA4IBAQCBSXignLEynBakDKU68ro0
RsyXWAPkfXgQLgy7GrW7SrZeBc5IEcjoN9f/gsOx/Ht9Ii6zyBZVjdaox644Dsil
O0QEP4YMS7y4q94RFFdmdzEbDLYXx9sfUhvdTxDNOOoHz53PYDBh4zE4Nar2inCeOD+
VM6RGDY66K91+D+b18Wj9CyGUc1ppMNURexTg+z3web/eDOdu+F2MVtluLihne@B
p1GUTkreémJBolg6dSYal8Hw8 /ANHpyEx156BJABb744gqoeuD9YSHjKK49+qYCOf
aFmQ+mK801h1M9RANI7srjnBLKpuob6wB6jaRzWdNeXz1Ec2tUpAr4vRhZjVD6FY
MIIDzzCCAregAwIBAgITNOEFee11fOKpolw69Phqzpqp1zANBgkqhkiGOwOBAQOF
ADBVMQBwCwYDVQQKEWRJRVRGMREwWDwYDVQQLEwWhMQU1QUYBXRzEXMC8GATUEAxMo
U2FtcGXx1IEXBTVBTIFJTQSBDZXJ0aWZpY2FBaWIuIEF1dGhvemlBeTAgFWOXOTEX
MjAwNjUBMThaGA8yMDUyMDkyNzA2NTQx0F owOzENMAsGATUEChMESUVURJERMA8G
ATUECXMITEFNUFMgV@cxFzAVBgNVBAMTDkFsaWNIIExvdmVsYWNIMIIBI jANBgkq
hkiGO9wOBAQEFAAOCAQBAMIIBCgKCAQEAtPSJ6Fg4F j5SNmn9PkrYo@jTkfCv4TTA/
pd0/KLpZbJOAEr0sI7Aja07B1GuMUFJeSTulamNfCwDcDkY63PQW1+DILs7GxVwX
urhYdzlaV5hcUqVAckPvedDBc/3rz4D/esFfs+E7QMFtmd+K04s+A8TCNO12DRVB
DpbP4JFD9hsc8prDtpGmFk7rddq8ggnhxBW2RZAelLqzJOMayCQtws1q7ktkNBR2w
ZX5ICjecF1YJFhX4jrnHwp/iELGqqaNXd3/YOpG7QFecN7836IPPdfTMSiPR+peC
rhJZwLSewbWXLJe3VMvbvQjoBMpEY1aJBUIKkO01zQ1Pq90njlsJLOWIDAQABo4GY
MIGsSMAWGATUdEWEB/wQCMAAwFwYDVROgBBAwWD jAMBgpghkgBZQMCATABMB4GA1Ud
EQQXMBWBE2F saWN1QHNtaW11lLmV4YW1wbGUWEWYDVRO1BAwwCgYIKwYBBQUHAWQw
DgYDVROPAQH/BAQDAghAMBOGAT1UdDgQWBBS79syyLROGEhYyXrilqkBDTIGZmczAf
BgNVHSMEGDAWgBSRMI58BxcMp/EJKGU2GmccaHbBWTANBgkghkiGOwOBAQOFAAOC
AQEAc4miNgfOqaBpI3f+CpJDhxtuZ2P9HjQEQ+v6BdP7GKJ19nals3BjJ0d64roA
KHAp+c284VvyVXWJ99FMX8q2ZUQMxH+xh60Afzcozmnd6XaVWHg4eHI jSo27PmhK
E10AJKKhDbdbEcZXL2+x1V+duGymWtaDO1DZZukKYr7agyHahiXRn/C9cy31wbgN
sy9xefjPQg6+DgatiQpMz9EIae6aCHHBhOiPU7IPkazgPYgkLD59fk4PGHNYxs1F
hd06zZk9E8zwlc1ALgZa/iSbczisqckN3qGehD2s16 jMhwFXLJtBiN+uCDgNG/DO
qyTbY4fgKieUHx/tHuzUszZxJjGCAgAwggH8AgEBMGWwWVTENMASGATUEChMESUVU
RFERMA8GATUECXMITEFNUFMgVOcxMTAVBgNVBAMTKFNhbXBsZSBMQU1QUyBSUBEg
Q2VydGlmaWNhdGlvbiBBdXRob3JpdHkCEzdBBXntdX9CqaJcOvT4as6aqdcwCwYJ
YIZIAWUDBAIBoGkwGAYJK0oZIhvcNAQkDMQsGCSqGSIb3DQEHATAcBgkghkiG9weB
CQUxDxcNMjEwWMjIwMTcwOTAyWjAvBgkghkiG9wBBCQQxIgQg2xAxJLd5cNPk2031i
Jrcggk /WAtQzwmzkVadbd10R1gkwDQYJKoZIhvcNAQEBBQAEggEAWSHGjwENgVcO
GRVd3mp7i5QJPmYvHhAuma75gcRKwP1leEQdkal1P95xnNFTJiDmaMzf+5wDEuj27L
zgf7UffeIdns/d/xIGGXTUUR/IPVT1ROsY9dS74mzFH15fY309iHtBLgaBjJ76WD
JQ+9To+VEIk/gFhx931G9fYBZ315wgMCcoGBUhYG2AXTNLfEDhW3+7YZz11eqS6NH
yCcfwEB8iLvLs9hIGoChsczkgYPSbbQx82NzQjaEHOtXqLHXANn/c7a4zn8y6qV2k
09ewCilLmqimEsac09ZJYmi7XdwDolB50ylpcM45MvnBnBWI jaLcU30oqw8LPQWS2
ybK5g4kRvQ==
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C.3.9.2. S/MIME Signed-and-Encrypted over a Complex Message, Header Protection with
hcp_baseline, Decrypted and Unwrapped

The inner signed-data layer unwraps to:

MIME-Version: 1.0
Subject: smime-signed-enc-complex-hp-baseline
Message-ID: <smime-signed-enc-complex-hp-baseline@example>
From: Alice <alice@smime.example>
To: Bob <bob@smime.example>
Date: Sat, 20 Feb 2621 12:09:02 -0500
User-Agent: Sample MUA Version 1.0
HP-Outer: Subject: [...]
HP-Outer:
Message-ID: <smime-signed-enc-complex-hp-baseline@example>
HP-Outer: From: Alice <alice@smime.example>
HP-Outer: To: Bob <bob@smime.example>
HP-Outer: Date: Sat, 20 Feb 2021 12:09:02 -0500
HP-Outer: User-Agent: Sample MUA Version 1.0
Content-Type: multipart/mixed; boundary="3a3"; hp="cipher"

--3a3
MIME-Version: 1.0
Content-Type: multipart/alternative; boundary="f31"

--31

Content-Type: text/plain; charset="us-ascii"
MIME-Version: 1.0

Content-Transfer-Encoding: 7bit

This is the
smime-signed-enc-complex-hp-baseline
message.

This is a signed-and-encrypted S/MIME message using PKCS#7
envelopedData around signedData. The payload is a
multipart/alternative message with an inline image/png
attachment. It uses the Header Protection scheme from RFC 9788
with the “hcp_baseline’ Header Confidentiality Policy.

Alice

alice@smime.example

--31

Content-Type: text/html; charset="us-ascii"
MIME-Version: 1.0
Content-Transfer-Encoding: 7bit

<html><head><title></title></head><body>

<p>This is the

<b>smime-signed-enc-complex-hp-baseline</b>

message.</p>

<p>This is a signed-and-encrypted S/MIME message using PKCS#7
envelopedData around signedData. The payload is a
multipart/alternative message with an inline image/png
attachment. It uses the Header Protection scheme from RFC 9788
with the “hcp_baseline’ Header Confidentiality Policy.</p>
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<p><tt>-- <br/>Alice<br/>alice@smime.example</tt></p></body></html>
=={8 ==

--3a3

Content-Type: image/png
Content-Transfer-Encoding: base64
Content-Disposition: inline

1VBORWOKGgoAAAANSUhEUgAAABQAAAAUCAYAAACNIRONAAAACEIEQVR42uVTOXbA
MAgS739n03TpRw20dgpbfARQE jOywiwYnCtkDKnbcLk66sqlT+zt9cidkE+6KwkZ
sgrzfcqVMpL2j00447gYDpeArk+0OnJHKIhAfTPRicihAf5YJrw7vjvlZWRWM/uli
vdPf1QZ2kDD9xppd8wAAAABJRUSErkJggg==

SR

C.3.10. S/MIME Signed-and-Encrypted over a Complex Message, Header Protection with
hcp_baseline (+ Legacy Display)

This is a signed-and-encrypted S/MIME message using PKCS#7 envelopedData around
signedData. The payload is a multipart/alternative message with an inline image/png
attachment. It uses the Header Protection scheme from RFC 9788 with the hcp_baseline Header
Confidentiality Policy with a "Legacy Display" element.

It has the following structure:

L— application/pkcs7-mime [smime.p7m] 10640 bytes
1 (decrypts to)
L— application/pkcs7-mime [smime.p7m] 6870 bytes
4 (unwraps to)
L-multipart/mixed 2373 bytes
multipart/alternative 1423 bytes
text/plain 480 bytes
text/html 640 bytes
image/png inline 236 bytes

Its contents are:

Content-Transfer-Encoding: base64

Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="enveloped-data”

Subject: [...]

Message-ID:
<smime-signed-enc-complex-hp-baseline-legacy@example>
From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 12:10:02 -0500

User-Agent: Sample MUA Version 1.0

MIIerAYJKoZIhvcNAQcDoITIenTCCHpkCAQAXxggMQMIIBhAIBADBSMFUXDTALBgNV
BAOTBE1FVEYXETAPBgNVBASTCEXBTVBTIFAHMTEWLWYDVQQDEYhTYW1wbGUGTEFN
UFMgUINBIEN1cnRpZmljYXRpb24gQXV0aG9yaXRSAhMPLSWOETmXSs5CVIeh7j00
BogOMABGCSqGSIb3DQEBAQUABIIBAFzRRJ4ae2Mk811B7yZRDGMCKOWINrPFJTNnO
34WR+wNGB/sDCZCYzBvpNXScUVbk /+Y9@xyCKLXZYvP89rkPvPPEDjmOfaAKPw7r
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9CodT58+Zxc+mW50t1G/ERjOyL1MFa+yAvWjuAXuQ25+mZ1fB2TkMQ6pZPg38smk
Gt13Dzgx311CmB3JSYfBJQ3SCNOeRQzZENp9dpoBo4+wfxBCukVTGPexmnX9GIkL
9bfoTfqcOt9gPQBXKNOG/hgbvmEQNBavXjI71fCMUwj6nUr7Jmd5e5P9Js01/4Qa
jScrAk/JdFNixNiVarqYWEWiIeTRu8NidcW3L941Fb/3CSfcgRA4wggGEAgEAMGWW
VTENMAsSGATUEChMESUVURJERMA8GATUECXMITEFNUFMgVOcxMTAVBgNVBAMTKFNh
bXBsZSBMQU1QUyBSUBEgQ2VydG1lmaWNhdGlvbiBBdXRob3JpdHkCEZzB8ROAPhiY6
HGLS64Mv1sDXhpQwDQYJKoZIhvcNAQEBBQAEggEABb5CqsgXngKOQb8V12/4362F
J3hgPcMNbw0O/59¢c8Fmn1ETL5R85beGapoHKD9h1le jMVgyVPJucrSzVX458JBx7F8
Q2gcINWge4i1VuldvGwFPQVsyK5ufH7VnNYJ3rwaigimc+3zb2NaF8rS41xnCHVD
OFc191psN3iQ4hqzUNKTupjVKmZJfIVvjdwwrTnqdSbovmCAFYe4b5h+1IPfGJ9p
RZNDWB4mZk+adxhKéqYxoAqzJETHmMF4NwJz@BKaknBPr9jWPa6Y6A+ap3Fn40fYV
NXgRSOLSsqkT8D31CoSDbWsBH2S1VWHmMOtSZvQfNh1jXDRfQF ssgg4dOXilL+LDCC
G34GCSqGSIb3DQEHATAdBglghkgBZQMEAQIEEMGUYXxUySDVL /ohXx2NMvHaAghtQ
poigIUJ21hygOROMwSilmOnxXu6R1AVj1j9LiS9iEfWStax]jTwv7IB3AnTJIDMpEN
4JUC6w+ZKkGTN7KFOviOCi11l/dIBCmBrUIBH6GTbTAVVIUISNwWNIROEdV/RQINS]
dViDiZerCe6EJeDOoirYPPjzofrD56g1lnYCetuDXFnMas2ECP7pu6YaB3MiuL01G
McK9B5G5ior@BiAigYPpMW1dmufoOJFYX6F7v5+1ZrI1TOYVGGYUBWeOVM3mY1Js
499gkzg81/6qc89+v1AMDa3f6P5Iveg10/s37Yz3N8roT78C9ZegPC/85RgA2KY6t
U6bwgGD11qgPUfgOFd9yVd/konoBN4Nxik2YmM6émJTj73Ii3H2LFSWD9HRJ jXwpda
JZgkCjWHOjbugF+z1wpLSFLznRxdgje5Q4BkQDSw7BJsm9aB4EgRg/4IDZTXsY6e
zncUIs1IJvf2dKCMzLzNA/KNBoSZPxvZo3MDIBr4z9Mp07I2jbtdM50AQCbWWNGZ
oUuu4p1NvUJDJolLae/w2j8v2RDpI7rss5hWLgmwEnJJUNPMmR7PtqU5tL7kbonPjs
ew6t4aAN2AakJOjHBHV+ABtScANhCDacMa15/0MySOCkxAIU9ydf4WHtvQlsu81i
4AXXLgm8JYgulznbsil+FSJtVIrsasEtHny5xJAHAICWFCr18Wt9gqCv/t8tji5X1
gKoxdtM2mp4zsXurP7BsKDXSA27QGVyulL2160q7VHrwg2ex/7AB31qCPBhZni86K
Fk303ZxjjN3aZo7iXeN/IjaQDhmKEg4qaZ /Kfs+gGA31alBopZKL4UyFehX5Le/J
BbXPCFaXCxU1eztGqLA4BPSNSuDoUXzHMnvm/nRsuUF /d@YHsNp7iVORUVMj9JQP
891eNWch1R70I2q5THAFJVLWwCCSc089vFeeFhZDJHMZ1EdZRP5hdE4pGOj110m9
DGYIWjd59fN26eSbB8EhOR72L /K8ziXIObxLd1pLy7F@ae/WyDK15fykSTd581MB
UgRflyAiTn81ojH9b1svp2XXNVBNRDUCtJCjqd2VT5NqOOUNN5HY90jVyCyqTFZa
pwbyx3V5MCZfnZMtEr9A4y8e370gWC6zm2Hg /3 /mgaps1PJsWBZHRqPaIhnytKDq
J3WlegHY6fAWF1XyTVOKZ98m]jTytcwRZ+D5QwrNdULT3EYOeFGdBJ6A011+2EDZh
OvMVjdxfLAXxIyZ3srdqf1jFoLnAgqsmJMolWBT4eX1379SQK4UULoGVIUOrjsCd1
YK7vKED3e502hQc1IKHFD790Tg2VssER5QTLXkxHvoLXzL35fif9gZNOKSWEin6K
aBHSMcFzT2sFtESHpzs3K12F1EUBNnxA4QfvmiFcvH212yUAvnwczoH69w3+xaaqW
mmOgMpNRMxMap13j11LI91zGG4bp4sHNPd/t4uN/RPjq71+f6HNjbJsu+MyBbNTIc
zfmwT1lsg8zN8L1biuBUTNTn79XYO1xsLpJgFYGoYUiTuYOSBPz77LT3BE6j20sLp
H8Nh1JV1rfBeYWdJJnwkGbE1wbQwI9eDk jxf380oUv79Az7NFcg3VLtuUgr4VWdBy
6e4vEwamNB36hEtHZUTL7 tPuvImSZD4wzK+sPHxrVyw7Qvnlne@PDmzS8Bs211dQI
RIi7/0oN7bLJ8YUZwWALukzJ919wuiCYjfJg4315Gvhwh1PBZ4mHNUsU6 /EUmmm+rC
ULCIyQqAYOBCAzjO070EeI96J0ZHh9YhB6Z0dh2iNGaZmQ6QRCIz1EiikKPKK6euht
RtzTM2pFQNu+BUj+vB7rQ8aGD2snw72kD175+Mup85Ac7VJiJU25mR80jNgnku3x
tPRvUBz+/bWw/12RhRfvNUy7Eh4CTB1jix1abRWHQFgs69cLrPly4kJxIROyw1/Y
71010r7cL2mFwRzoBJVcu+/pVr9DKya2E65ZrmitUUBF /QWUBEzc78adBHQcT2Ih
2bkfB/E7I7KVQd1p7n7e095RNVtSOWbwFHcXk r3cK5PzJA0OQwGi9sj3CSk6cHrzU
GSi151GA51V5MA038pYJdhBPPzAHsSD1PLRYCcFP8Mc jBTuBT30xKE6B08voV/9NsAk
a@0uhpABP16GwQ11184a8mECVCHkfPge/HJ8T1d9my+Ra8jYakMIWiudd9a2q4/hQGillmor, et al. Standards Track Page 149
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cdINTvTgPedoDgDXv+5kPy1+EyT5/pFzRfp+eIzZmfnzXvrUzXSK2UEyxVxvJe+t
eS+jmBFNhvkzZQ10UcCsdKjhgDc42dR+N1gNUem5UXvsMV8JGv6rcK+AoXgIA61B
Aby /E5dXc1YT5CJLSINRGLIdWXW61tJgoYORM/97GVNJeQRa758t+7A0rV/CaHJlg
HR8pjTnelOCQT99BmMYknS2NhGOXrZsT4/rtCsUvJRrR3bPyd6M868jWmW443wOF x
AYkvOQW2J7GDHjJRwJghK2tDhTpl9Mtuv1Uv75UuPSP+sxcncjz4mGYR/A4vkjFD
W1ZLDXH4RcS408511TQPI6TT9iiBC5qFTVqj1yZUVNnYAE49nqgXVFaRH7b+z68VMq
D61ThDEMvALeMNrMOuPKé6czLqu7 jpwbAFaJGsjrFAgfQ8COVET+ZcjWM9uP43msH
2CNaqPKu6rhzZgbhNt1TMSzISOhJeTCK5LT7rGecO0OCLDNM9yqosAZ /3TxqOxw5pKX
0tUsaCvyXOH1WGkOIJGABWS5k7Q/tV5zBuddtt8rVj8WbmV659SLU3TTZkGOp6SeA
FsoN3/w71djAYPJtNhHPgB+TICv7rs2JhhHbHvrHU16L6118UgSM2TUtxZEQ5CXd
CFGvy0Ozap2VHbUyiSdE9mGzvOLrnhR1IarQDYy6Raxha+5Efd87bhpCdluiT4oSw
825q2q00YVv9XyGDBgpZPRtZC2GJDyarXvnHWtqVvFoOHHYNk8GrOWfthhR7uINuP
xopCfR17ijnBhVSjC/cdxpE4KItJkp5CkkRLXxuy7polGvxzB1Y8EP62iyhP90z40
AW6 jwfvYaAa9bjX+B+QZYKjYZiKXbdu55h1WMGXng9yDhQONyQMPbCMprfudtLr?
Tv/bFEak1TOahNORfVzioWE/F1lig3JotDgB6WJE2EmXtjH426cn4orFNyai@fF47
PsoiGdUJvjKfWVe1X+71AD9+xe46JyJyrnvLY2y1gjY1jVKFedrhLfrCwU91xFoD
svrzv7LMSSJhuCdvcPq90S6fw97upSYVIUWt4KIRtDO1i1vxJpeR4A9VppMY4EXNDS
6+6mv2g4SWITPCSw8C42q+s06KUmgmCMcdXx37mrBy9DT1EjAbrq17WyVPmMQz9v
ehaCSiAAOZCXC2sX3pCoN602d56Z6tdFbPSgMBOFW1vuHUIMUtOkCXuxIjtucF/v
/vZVmtSATOv+tpDqcB2tWg5a6vql/EHXV29XsSZ /Hty/1j/Gt4oirtmmajAVMevu
Upk9+WaDwWtJ44cWEOLnw5d1aiSupG1Xt2Qpo+QtSLFtYSoalZRenOvZcdEqQMEMg
Tufw20Tq5uwGdoVbQP+CjdOhnbaljqArjOBXMZ2dcxcluyBtxz4kyRn72DvepTiY
UaPFchqerEJ41wTAD5xeM6vfLpnUjnhHTuY8Z2muY1IAspCHaSuQbGbCvtkLsFVE
gM4U7W7xM37XoM5UNNnuY5CROkBs4+RpKCOWx jL9bTu2mHSmHWg4h+bUNSG/0QvM4
jq58X2QVYEBMsHeCgUS+dWAaSsviB1YpeuWkf9LSH30jqrclgCM9cbrkpodCSrYr
xp7YJpa20hUAB7zobQXNBavpxg0JSniV/NmTYSe+7B7gNPX6HmM3 rq2ETHO3JvIWol
GOCcW1lmhJfxwIKK2ddAasxiZ5h9+r0jE4YDxX0SFCUoTtHZVOAES+5MT5g0ZwMjK
tkmSx7uqngBbnYeo031snUIQXuwjbjymeD4sXNcGEFAB23EpJ6ewzdpX8NsNjdagp
Ubtj3qoXs+gvQjmAj9dI2AKhRuhpBAj4kbOCQyFLO8LJjnipsFI5Bjsxh4Ntc8OW
w51Zb8QCaSEZ1ARJBT7L6g/kjudBq/cviMb5zCUdA2hq7m8zL8MhTIpehZgg2MIe
Fgc7nY5YyvKZDkIQF9Jza6bN/8HRSJLS2rYehVD0ja6QOR5xVsV7EYoEvorBxg+e
4MutPpSDEgQF qGkFQuaKKT2c0Ifv1j9FMyv550+/puAebsnEBLOgeXGVY/1PWc2D@bay10n3et+sdmbSgBoQ0yBGQBP+TOUZ172y4FNGng
edg8Dhd2r1IfKn8RHs52FudiEhbtxHfmKIapvj+SDPqN4FzpnUtrk8ul5t7ASdr+
XdOLqpOuAX1K3kDgEZc4eVmBKeQjet7aNb3goEEnbu6AxUbeB/8GQbv5aNeQUPBZ
/NPxh@rhtPRGkM7x/LgFw/nCqW7QU2fPQf/6jJE5/CpXUgoBZuT3HZriSLFoIqfS
3101s8MS3WhsaodETFNyLbalwyFvMqS64K1P+yWbCVm/G93ermWj4uolLZ3Jhbx/t
jPsTmKxGBXu8JhUrq0sBwMv58qTVYyNPKgxssPGohTdGiC9Du3nhEqj5vUVRTGDp
nD2IaQ80/ugsIr3XIsaXU8p8QbORKaWAbmz3B5pt2vGRa361yM/pirNUse6h8Xb8
KC2pHottzkt66qWz3Q+sbRjexeJdL/0qjx82QyPaDAfwT+A+8utjBrSy8rvHwFco
NYCfKhzq6SYnUSmo36p1wZae+CSP+1s+1zN3uPtXEzar81ULsvVYn5Sj6+sgZaoP
w5R0OgExXM8MFua/aab+kMjIVU6DYcAm4r+E4tvOP1Pf6FKstFSdVDCGVhHkmlpFu?7
/1cjcXb0lcpMoGLKCOCADoiScJOD29jMa08FcOifq6PCiJuAHKowqJS2H+VnUwoO
wdwPLiKDim6dSCzAVatzM2/SRB6mso4L jwCzGEukOChkbbDinC9+UoG6tV8xdovK
rx0i4zZfkwiQd7P+cGs/CMdDYk+DYPWJi6w3n4MNv1LMkSTce+C99n/7CEAPU7Po
mizN5Us4y3bQ42pXJIMZbPriedEplEA0TBcw9OFZ8qvxuTfkZuyb75roe61m4S7on
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F/sn4T@YednconxhGorshMLRZBaDQDwf602+8Nm3qyEY5gLfbe@JjdBnPomLoBrg
nYCi6MLwns@T9QhMQfAR6JOp3fHQ6rMe6ih9su73qgmsIkRrly4nSJL8LwhFdV8d
gPoEMFeKb+tnFmi7S0aT6m@oZREraliyiwpZPgkhA15LvcCDq1zcK3pd6M44hg+H
uk4SZ0aBGRY+WReNsmYDIT3WnS9uKJpMSx6pCWadhhcmnOsp8xwZK1UEEKzNEc+0
ky+/WoYQlajv9vjRsQ8mVP203hpjAJgOHcvVNn6BsJYSOTfZykAZh8tA/MBGBzkmNj
Pm3awY31MM3MVhtFQmQtjIZYzsKKXLWb8kT1N6bSs9tKFuZx0+FZSRvjwA6mSg6YK
BNHiZ3W4nf4HSc1EwhgHemDU//n30xAIvX80SFf6YuxtPj6PZ8e1BVVNYHflesLW
0S30/nQVSEukU1z1aZzUB701nejzvGC5EEvnTHeohRr jHP88RA0z6K7HgsCw2GVS9
XTOXTjwIwmX7Q3rifjVxrjubsdmyTywL1wPWPMHFZbNWZMoaZdr1f2p6HoUJrIkK
Opk9QD34KpaH56pGOqJ3NxcsjFOAttISbf1jn2FE7t/N6AXjwOWFKTfMZyIMm/iSE
Yp1Jp7HKxw3owdFmB41P2FBHT /eehbfglLozSG/bhVj7pEuaY@XozKDu+80gRxg+i
UJCfcngZP4nP5D6pG2113sFM+i37A2tGrGlGescgQk/SgWrnkDm+FZ jIGOvLJIMG4
/wBjVRgF639bUrc8qrhx/jRPxkgg4Ly7+UW3mwUnr3Erf3p6ZL1//Nd7f5BC8Rcc
YXY3dR+gAMpAFE62akhotTGVqUxcVU76KxI9geFg3e8pMHJT1ycygoM1b9Gt98IvB
59nIdObbvOm4iluzs3cSsdboD1S/tWMqcETzrpIOqaqydrbTkwxGGve/3vAV19+v
1Fy9IQ872mUF+S2CgJ9bTzTXh2QqITugoBYT3TpUlq+Th190FH3FBej1J3EKaxW8
sOmMKvro8GmNxR2sbhBL1LnzLWs6vAstngAZmP1j1mYcbgNU998+27 /+5I1n9IZ6X
/jrQhWtuKg2QgQvegtrabDqz6/1MGKeUidjg2C1IKXo/m87hJWFSjOTMr+/2K20Mr
XReM5ER2YFKsGqCNFkiTk1+T3SPw6qynf3S71xtxmys8z0u7f/JFILKZarfWRyIE
2qyOWmBfu6/sEuVMGOWLpHbpGevp+SMT8J6187NHTNG029jmGO9r jh4fOB8ZSmJW
FFnwQm1PalAzCPGx1gVbbERURZ6tnPTFIBCpE4I/9d/1NbHeKgZRjhK9jsk2Fc7v
QCdpedO01qwysKFmCOotrromrémTzEZepedKYuB1TDUZMBTWIQNWf40GiBZ1Q03z+
VuXgWhgWZJxspGZ8CgYBi9CoTgsu/fkjqOn+rd9Lr1RhoLPR/iVdhtSvHp1u/BYf
0L9a2cqgXRQfIze+cJfD2Ler8h627aW59SA8g566CSxPVw/Gv02Rk2mm/PCwep61X
gpWu81riycD6VFUnSCDrwOaqpNfhNOBnx4bNqvGM2msMTJ46BgGv7gMHoUzjracz
tsP5Y8qS17FsxptAmPjP5GpFihHQv3J02XgbaAudsKGMAT /bUZf5djDhmzZxWqrr
TW+abpb6gKjktulUg2zY19JYanABpb8/90YITAattVoAokUjlWcaB2bGgeMRpBtw]
005E22qyEKRIhfoHrWLoUg/bt2vEjKAdbe/Xp7zb1Mf6MDksa5/IIMhB116y0yV4
JKeRvxji3t7bNaYzTCtAcLMQRAoqrp/B97emRVQSx21ALE7puVLezZHTPDscyz7¢c
hijAssGK+6cb180XGxtM3VSZg3R8tGiETu6nFhTB40jh7CG+szqAkWKupBPx0UkO
15zTkutYJLpFhCbQ4cj6cF1faugbPOMcww7iBkqRCU2YBc4QcQ92z706+t67Sj30y
g62KUvdvEiA+1m3MSTJASj76mi1hi1rdTNU2pdfT4JIzPAMI6RDNOJikeb6Y /Vr7z
wuHcGe8inCjnB+14A5sdgRouCOv5tkIdO4pRewc3eUixnVvzsXTp1jvbMcCxTHYG
rM1GsyxHiB3j47De343GLJo3JUxt+X8e/Xfs/dwDbTppYa8J67/w74YRRvgGq/A2
/c/1lyk/JOkuZcbnKGJa8UsflyXfEhbFDNnA60gWRxBHYTs0s27Du95SvrZwk4GL3 j
pW4KkX80gGTY857dMJm80EUxZbVDjhAyBgnC+pgd4m4AyfI0zFcXKHSb6e581n0jE
Z07Agv5hPc09phCHyn3pIE9snRBJwNn7v1GaMrv6uv6DDWWIX52yNrucgYCi3WRxc
XIwOTYWaGhkFJ/HDHd2gCmVbSsZPTEaU9IXxmvScOpfCl7sUe5baRYR5X4VS50h3
JNpFOSYYLwvN5CAnPRXa6v1KWZzyq34vgQhsHHiJJq40GdyKVOOD1IWE6ZoyGenxE
rvVeyLodGch/JAzig2800Dwnw4D3IsCbu5hCVQLy6unZsxwWRjMTOonfFrno05ttl
XYg5LHaxkJKF9aBzSi/AcNWao3wEXVyKTT1P2DQcGCmVz+6fsR1AE22e094tULy4
mSAC10R8byEL0Qs+W4i8GdAND86TG+mRQKoR8fYsrOF1CZpLXDFG4AnmiaBF5R07C
X200NkEZ4yhYoiSOTp/yfWOphJ9iDxfX0ORVHSrO2Aw=

C.3.10.1. S/MIME Signed-and-Encrypted over a Complex Message, Header Protection with
hcp_baseline (+ Legacy Display), Decrypted

The S/MIME enveloped-data layer unwraps to this signed-data part:

Content-Transfer-Encoding: base64
Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="signed-data"

MIITfQYJKoZIhvcNAQcCoIIThjCCE20CAQEXDTALBglghkgBZQMEAgEwggmmBgkq

hkiG9w@BBwGgggmXBIIJkO1JTUUtVmVyc21lvbjogMS4wDQpTdWJqZWNBOiBzbW1t
ZS1zaWduZWQtZW5jLWNvbXBsZXgtaHAtYmFzZWxpbmUtbGVnYWNSDQpNZXNzYWd1
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LULEOgOKIDxzbW1tZS1zaWduZWQtZW5jLWNvbXBsZXgtaHAtYmFzZWxpbmUtbGVn
YWNS5QGV4YWTwbGU+DQpGecm9t0iBBbG1jZSA8YWxpY2VAc21pbWUuZXhhbXBsZT4N
C1Rv0iBCb2IgPGJvYkBzbW1tZS51eGFtcGx1PgOKRGFOZTogU2FBLCAYMCBGZWIg
MjAyMSAXMjoxMDowMiAtMDUWMABKVXN1ci1BZ2VudDogU2FtcGx1IET1VQSBWZXJz
aW9uIDEuUMAOGKSFAtT3VOZXI6IFN1YmplY3Q6IFsuLi5dDQpIUCTPdXR1cjogTWVz
Cc2FnZS1JRDONCiA8c21pbWUtc21nbmVkLWVuYy1jb21wbGVALWhwLWJhc2VsaW51
LWx1Z2F jeUBleGFtcGx1PgOKSFAtT3VOZXI6IEZyb206IEFsaWN1IDxhbGljZUBz
bW1tZS51eGFtcGx1PgOKSFAtT3VOZXI6IFRVOiBCb2IgPGJvYkBzbW1tZS51eGFt
cGx1PgOBKSFAtT3VOZXI6IERhdGU6IFNhdCwgMjAgRmViIDIWMjEgMTI6MTA6MDIg
LTATMDANCkhQLU91dGVy0iBVc2VyLUFnZW500iBTYW1wbGUgTVVBIFZ1cnNpb24g
MS4wDQpDb250ZW50LVR5cGU6IGTTbHRpcGFydC9taXh1lZDsgYm91bmRhenk9IjNj
NSI7IGhwPSJjaXBoZXIiDQoNCi@tM2M1DQpNSUTFLVZ1cnNpb246IDEUMABKQ29u
dGVudC1UeXB10iBtdWx0aXBhcnQvYWx0ZXJuYXRpdmU7IGJvdW5kYXJSPSJhZ jMi
DQoNCi@tYWYzDQpNSU1TFLVZ1cnNpb246IDEUMABKQ29udGVudC1UcmFuc2Z1cilF
bmNvZGluZzogN2JpdABKQ29udGVudC1UeXB10iBOZXhOL3BsYW1luOyBjaGFyc2Ve
PSJ1cy1hc2NpaSI7DQogaHAtbGVnYWNSLWRpc3BsYXk9IjEiDQONCINTYmplY3Q6
THNtaW11LXNpZ251ZC11bmMtY29tcGx1leC10cC1iYXN1bG1luzZS1sZWdhY3kNCgoK
VGhpcyBpcyBOaGUNCNNtaW11LXNpZ251ZC11bmMtY29tcGx1leC1ocC1iYXN1bGlu
ZS1sZWdhY3kNCm11c3NhZ2UuDQoNC1RoaXMgaXMgYSBzaWduZWQtYWSkLWVuY3J5
CcHR1ZCBTLO1JTUUgbWVZzc2FnZSB1¢c21uZyBQSONTIzcNCmVudmVsb3B1ZERhAGEg
YXJvdW5kIHNpZ251ZERhdGEUICBUaGUgcGF5bG9hZCBpcyBhDQptdWxBaXBhecnQv
YWx0ZXJuYXRpdmUgbWVzc2FnZSB3aXRoIGFuIGlubGluZSBpbWFnZS9wbmcNCmF@
dGFjaG11bnQuUIE1QIHVZZXMgdGh1lIEh1YWR1ciBQcm90ZWNOaWIOuIHNjaGVtZSBm
cm9tIFJGQYA5Nzg4DQp3aXRoIHR0ZSBgaGNwX2Jhc2VsaW51YCBIZWFkZXIgQ29u
Zm1kZW50aWFsaXR5IFBvbG1ljeSB3aXRoIGENCiJMZWdhY3kgRG1lzcGxheSIgZWx1
bWVudC4NCgBKLSegDQpBbG1jZQBKYWxpY2VAc21pbWUuZXhhbXBsZQOKLST1hZ jMN
Ck1JTUUtVmVyc21vbjogMS4wDQpDb250ZW50LVRYYWS5zZmVyLUVuY29kaW5n0iA3
Ym10DQpDb2506ZW50LVR5cGU6IHR1eHQvaHRtbDsgY2hhcnN1dDOidXMtYXNjaWki
OWBKIGhwLWx1Z2F jeS1kaXNwbGF5PSIxIgOKDQo8aHRtbD48aGVhZD48dG1ObGU+
PC90aXRsZT48L2h1YWQ+PGJvZHk+DQo8ZG12IGNsYXNzPSJoZWFkZXItcHJvdGVj
dGlvbil1sZWdhY3ktZGlzcGxheSI+DQo8cHJ1PgBKU3ViamVjdDogc21pbWUtc21n
bmVKkLWVuYy1jb2TwbGVALWhwLWJhc2VsaW51LWx1Z2F jeQOKPCOwcmU+DQo8L2Rp
dj48cD5UaGlzIG1zIHR0ZQOKPGI+c21pbWUtc21nbmVKLWVuYy1jb21wbGVALWhw
LWJhc2VsaW51LWx1Z2F jeTwvY j4NCm11c3NhZ2UuPC9wPgOKPHA+VGhpcyBpcyBh
IHNpZ251ZC1hbmQtZW5jcnlwdGVKIFMVTUINRSBtZXNzYWd1IHVZzaW5nIFBLQTM]
NwOKZW52ZWxvcGVkRGFOYSBhcm91bmQgc21nbmVkRGFOYS4gIFRoZSBwYX1sb2Fk
IG1zIGENCm11bHRpcGFydC9hbHR1cm5hdG12ZSBtZXNzYWd1IHdpdGggYW4gaWss
aW51IG1tYWd1L3BuZwOKYXROYWNobWVudC4gSXQgdXN1lcyBOaGUgSGVhZGVyIFBy
b3R1Y3Rpb24gc2NoZW11IGZyb20gUkZDIDk30DgNCndpdGggdGhlIGBoY3BfYmFz
ZWxpbmVgIEh1YWR1ciBDb25maWR1bnRpYWxpdHkgUG9saWN5IHdpdGggYQOKIkx1
Z2F jeSBEaXNwbGF5IiB1bGVtZW50L jwvcD4ANCjxwPjx0dD4tLSA8YNnI+QWxpY2U8
YnI+YWxpY2VAc21pbWUuZXhhbXBsZTwvdHQ+PCOwWPjwvYm9keT48L2hObWw+DQot
LWFmMy@tDQoNCi0tM2M1DQpDb250ZW50LVR5cGU6IG1tYWd1L3BuZweKQ29udGVu
dC1UcmFuc2Z1lci1FbmNvZGluZzogYmFzZTY@DQpDb250ZW50LURpc3Bvc210alou
0iBpbmxpbmUNCgOKaVZCT1J3MEtHZ29BQUFBT1NVaEVVZOFBQUJRQUFBQVVDQV1B
QUFDTm1SME5BQUFBY®@VsRVFWUjQydVZUT3hiQQOKTUFnUzczOW5PMTRwUNcyMGRx
cGJmQVJRRWpPeXdpd11luQ3RrREtuYmNMazY2c3FsVCt6dD1jaWRrRSs2S3driWgoK
c2dyemZjcVZNcEwyam8wNDQ3Z11EcGVBcmsrT25KSGtJaEFmVFBSaWNpaEFmNV1K
cnc3dmp2MFpXU1dNL3VsaQeKdmRQZ jFRWjJrREQ5eHBwZDh3QUFBQUJKULUTRXJr
SmdnZzB9DQoNCi0tM2M1LSBNCqCCB6YwggPPMIICt6ADAgGECAhRMPLSWOETMXSs5C
VIeh7j00BogOMABGCSqGSIb3DQEBDQUAMFUXDTALBGNVBAOTBE1FVEYXETAPBgGNV
BAsSTCExBTVBTIFdHMTEwWLwWYDVQQDEYhTYW1wbGUgTEFNUFMgUINBIENlcnRpZmlj
YXRpb24gQXVBaG9yaXR5MCAXDTESMTEYMDA2NTQxOFoYDzIWNTIWOTI3MDY 1NDE4
W3jA7MQOwCwYDVQQKEWRJRVRGMREwWDwWYDVQQLEwhMQU1QUYBXRzEXMBUGATUEAXMO
QWxpY2UgTG92ZWxhY2UwggEiMABGCSqGSIb3DQEBAQUAA4IBDWAWggEKAOIBAQCa
1Sn6i8Gi44/0AVAN5GNCk4PHHNj rSTfWUnnelN41KImVaTC3D9zFCrS3i4Pa9ZgHy
A5Qf8JW3ZmnVz5q7M8onZm7mZ jqQeb6FUH412GMt4jse2Dqs165ernT905NLFf1H
UjURca3ynqEBBV4DmhnZp8eDhv3t6dXyCjNHT82S6DgCReZuTtMc1zy++MxQlqgdn

Gillmor, et al. Standards Track Page 152



RFC 9788 Cryptographic MIME Header Protection June 2025

9WZLhOAOpeNZKGmVwjeVy+8FkyzC3jX/Qcm+ZLCqlLghBwDHAZ5gDTII2PVX1X3K
7/cONxhvBbaUl/k1swdszUtjhflyFZ80RuQ3qFC6vL/PGeWy6SCf58duq/AOEksC
AW1b+MD8QH9Y j7CFSmq1AgMBAAGjga8wgawwDAYDVROTAQH/BATIWADAXBgNVHSAE
EDAOMAWGCmMCGSAF1AWIBMAEWHgYDVRORBBCcWFYETYWxpY2VAc21pbWUuZXhhbXBs
ZTATBgNVHSUEDDAKBggrBgEFBQcDBDAOBgNVHQ8BAT8EBAMCBSAWHQYDVROOBBYE
FKJTQdVEPIApFXwBI/Dnjq/N83cPMB8GATUdIwQYMBaAFJEwjnwHFwyn8QkoZTYa
Zxx0dvRZMABGCSqGSIb3DQEBDQUAA4IBAQCBSXignLEynBakDKU68roBRsyXWAPk
fXgQLgy7GrW7SrZeBc5IEcjoN9f/gsOx/Ht9I1i6zyBZVjdaox644Dsil OQEP4YMS
7y4q94RFFdmdzEbDLYXx9sfUhvdTxDNOOoHz53PYDBh4zE4Nar2inCOD+VM6RGDy6
6K91+D+b18Wj9CyGUc1ppMNURexTg+z3web/eDOdu+F2MVtluLihne@Bp1GUTkro
mJBolg6dSYal8Hw8/ANHpyEx156BJABb744gqoeuD9YSHjKK49+qYC9faFmQ+mK8
01hTMI9RANI7srjnOLKpuob6wB6 jaRzWdNeXz1Ec2tUpAr4vRhZjVD6FYMIIDZzzCC
AregAwIBAgITNOEFee11fOKpolw69Phqzpqp1zANBgkghkiGO9weBAQBFADBVMQOW
CwYDVQQKEWRJRVRGMREWDwYDVQQLEwWhMQU1QUYyBXRzZEXMC8GATUEAXMoU2F tcGx1
IExBTVBTIFJTQSBDZXJ0aWZpY2FOaWOuIEF1dGhvcml0e TAgFWOXOTEXMjAwWN UG
MThaGA8yMDUyMDkyNzA2NTQxOFowOzENMAsGATUEChMESUVUR jERMABGATUECXMI
TEFNUFMgVOcxFzAVBgNVBAMTDkFsaWN1IExvdmVsYWNIMIIBI jANBgkghkiGOweB
AQEFAAOCAQB8AMIIBCgKCAQEAtPSJ6Fg4F j5Nmn9PkrYo@jTkfCv4TfA/pdO/KLpZ
bJOAEr0sI7Aja07B1GuMUFJeSTulamNfCwDcDkY63PQW1+DILs7GxVwXurhYdZ1la
V5hcUqVAckPvedDBc/3rz4D/esFfs+E7QMFtmd+K04s+A8TCNO12DRVBDpbP4JFD
9hsc8prDtpGmFk7rdeq8ggnhxBW2RZAelLqzJOMayCQtws1q7ktkNBR2wZX5ICjec
F1YJFhX4jrnHwp/iELGgqaNXd3/YBpG7QFecN7836IPPdfTMSiPR+peCrhJZwLSe
wbWXLJe3VMvbvQjoBMpEY1aJBUIKkO1zQ1Pq90njlsJLOWIDAQABo4GVMIGSMAWG
ATUdEWEB/wQCMAAwFwYDVROgBBAwWD jAMBgpghkgBZQMCATABMB4GA1UdEQQXMBWB
E2FsaWN1QHNtaW11lLmV4YW1wbGUWEWYDVRO1BAwwCgYIKwYBBQUHAwWQwDgYDVROP
AQH/BAQDAgbAMBOGA1UdDgQWBBS79syyLROGEhyXrilqkBDTIGZmczATfBgNVHSME
GDAWgBSRMI58BxcMp/EJKGU2GmccaHbOWTANBgkghkiGOwOBAQOBFAAOCAQEAc4Ami
NgfOqaBpI3f+CpJDhxtuZ2P9HjQEQ+v6BdP7GKJ19naIls3BjJ0d64roAKHAp+c28
4VvyVXWJ99FMX8q2ZUQMxH+xh6oAfzcozmnd6XaVWHg4eHI jSo27PmhKE10AJKKh
DbdbEcZXL2+x1V+duGymWtaDB1DZZukKYr7agyHahiXRn/C9cy31wbgNsy9x0fjP
Qg6+DgatiQpMz9EIae6aCHHBhOiPU7IPkazgPYgkLD59fk4PGHNYxs1Fhd06zZk9
E8zwlc1ALgZa/iSbczisqckN3qGehD2s16jMhwFXLJtBiN+uCDgNG/DeOqyTbY4fg
KieUHx/tHuzUszZxJjGCAgAwggH8AgEBMGWwWVTENMASGATUEChMESUVURjERMASBG
ATUECXMITEFNUFMgVOcxMTAVBgNVBAMTKFNhbXBsZSBMQU1QUyBSUBEQQ2VydGlm
aWNhdG1lvbiBBdXRob3JpdHkCEzdBBXntdX9CqaJcOvT4as6aqdcwCwYJYIZIAWUD
BAIBoGkwGAYJKoZIhvcNAQkDMQsGCSqGSIb3DQEHATAcBgkghkiG9weBCQUxDxcN
MFEwWMjIwMTcxMDAyWjAvBgkghkiG9w@BCQQxIgQgFPMLhnhgVYfwoQAWNTNbXfp6
/cWwBvajQObfIM2N1+0wDQYJKoZIhvcNAQEBBQAEgGEADBKPO1AhmQvuL9r8u9eh
4V7q50gjztxHMFw2kcppxXNAEoy6iQ9LeHjSXSmVNIsNyD340fqIWUOztwbva/xC
+g0C/4GwaG4nvgCmyT2FfN19X+2XHgaLt1gUSESJhYifHm2cfFGH4YObujre1NS+
tZubVHdqf/St1lr1vFhpBYcsuBZInwbeVbUJBMYd2iqG5sE702eQpMPeSdh4C1CB8
W+1nBeM1Piea/V2SZC3WCTpErF711bYdc6jLAWs0eT8t1J+DhfgBccPpbsCw2nlW
yAxju5U8wojwW5qTVdVdlerenMLyzVmaxnVKZU5b5PPq8WV27JVZEZtGOYUTZV3T
89::

C.3.10.2. S/MIME Signed-and-Encrypted over a Complex Message, Header Protection with
hcp_baseline (+ Legacy Display), Decrypted and Unwrapped

The inner signed-data layer unwraps to:

MIME-Version: 1.0

Subject: smime-signed-enc-complex-hp-baseline-legacy
Message-1ID:
<smime-signed-enc-complex-hp-baseline-legacy@example>
From: Alice <alice@smime.example>

To: Bob <bob@smime.example>
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Date: Sat, 20 Feb 2021 12:10:02 -05600

User-Agent: Sample MUA Version 1.0

HP-Outer: Subject: [...]

HP-Outer: Message-ID:
<smime-signed-enc-complex-hp-baseline-legacy@example>
HP-Outer: From: Alice <alice@smime.example>

HP-Outer: To: Bob <bob@smime.example>

HP-Outer: Date: Sat, 20 Feb 20621 12:10:02 -0500

HP-Outer: User-Agent: Sample MUA Version 1.0

Content-Type: multipart/mixed; boundary="3c5"; hp="cipher"

==8EH
MIME-Version: 1.0
Content-Type: multipart/alternative; boundary="af3"

--af3

MIME-Version: 1.0

Content-Transfer-Encoding: 7bit

Content-Type: text/plain; charset="us-ascii";
hp-legacy-display="1"

Subject: smime-signed-enc-complex-hp-baseline-legacy

This is the
smime-signed-enc-complex-hp-baseline-legacy
message.

This is a signed-and-encrypted S/MIME message using PKCS#7
envelopedData around signedData. The payload is a
multipart/alternative message with an inline image/png
attachment. It uses the Header Protection scheme from RFC 9788
with the “hcp_baseline’ Header Confidentiality Policy with a
"Legacy Display" element.

Alice

alice@smime.example

--af3

MIME-Version: 1.0

Content-Transfer-Encoding: 7bit

Content-Type: text/html; charset="us-ascii";
hp-legacy-display="1"

<html><head><title></title></head><body>

<div class="header-protection-legacy-display">

<pre>

Subject: smime-signed-enc-complex-hp-baseline-legacy

</pre>

</div><p>This is the
<b>smime-signed-enc-complex-hp-baseline-legacy</b>
message.</p>

<p>This is a signed-and-encrypted S/MIME message using PKCS#7
envelopedData around signedData. The payload is a
multipart/alternative message with an inline image/png
attachment. It uses the Header Protection scheme from RFC 9788
with the “hcp_baseline’ Header Confidentiality Policy with a
"Legacy Display" element.</p>

<p><tt>-- <br>Alice<br>alice@smime.example</tt></p></body></html>
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--af3--

--3c5

Content-Type: image/png
Content-Transfer-Encoding: base64
Content-Disposition: inline

1VBORWOKGgoAAAANSUhEUgAAABQAAAAUCAYAAACNIRONAAAACEIEQVR42uVTOXbA
MAgS739n03TpRw20dgpbfARQE jOywiwYnCtkDKnbcLk66sqlT+zt9cidkE+6KwkZ
sgrzfcqVMpL2jo0447gYDpeArk+0OnJHkIhAfTPRicihAf5YJrw7vjveZWRWM/uli
vdPf1QZ2kDD9xppd8wAAAABJRUSErkJggg==

--3¢5--

C.3.11. S/MIME Signed-and-Encrypted over a Complex Message, Header Protection with
hcp_shy

This is a signed-and-encrypted S/MIME message using PKCS#7 envelopedData around
signedData. The payload is a multipart/alternative message with an inline image/png
attachment. It uses the Header Protection scheme from RFC 9788 with the hcp_shy Header
Confidentiality Policy.

It has the following structure:

L— application/pkcs7-mime [smime.p7m] 9945 bytes
1 (decrypts to)
application/pkcs7-mime [smime.p7m] 6346 bytes
4 (unwraps to)
L-multipart/mixed 20085 bytes
multipart/alternative 1106 bytes
text/plain 374 bytes
text/html 469 bytes
image/png inline 236 bytes

Its contents are:

Content-Transfer-Encoding: base64

Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="enveloped-data"

Subject: [...]

Message-ID: <smime-signed-enc-complex-hp-shy@example>
From: alice@smime.example

To: bob@smime.example

Date: Sat, 20 Feb 2621 17:12:02 +0000

User-Agent: Sample MUA Version 1.0

MIIcrAYJKoZIhvcNAQcDoIIcnTCCHJKCAQAXggMQMIIBhAIBADBSMFUXDTALBgNV
BAOTBE1FVEYXETAPBgNVBASTCEXBTVBTIFAHMTEWLWYDVQQDEYhTYW1wbGUgGTEFN
UFMgUINBIEN1cnRpZmljYXRpb24gQXV0aG9yaXR5AhMPLSWOETmXSs5CVIeh7j00
BogqOMABGCSqGSIb3DQEBAQUABIIBAEYCnMaS5cAMG1Fedd4M7eVuZRV3TQ1Swv6zq
HizrFLVHcw2IQIXHK5gbN2Gei2g4nukYK9jX/n1fLZcKwB2iyG3737Ga9ioiW3WG
9tJdD7gCDmgmuXW7u0fY2Y2czyJfxwygJ9rcYVF9J6bdq5yXxiuPCpIQEYZY2d60
HZKvDTHpCbDksSrj7YHAc7vzWFSGDvJ3qZ0Pax0782/0PI4e0I7IhpSJyiOkSJyw
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4ibrBeMXcSokx6wn80hdJK3gb2txJIbAIKCQ4cdTTsni5kYZ1eU+siBeXLLADGOQ
gldcwBlLcniv/iE1qQEeIqitEjrgcM0Ga+7NfUt8pl2ql3/SgyGgwggGEAgEAMGwWW
VTENMAsSGATUEChMESUVURJERMA8GATUECXMITEFNUFMgVOcxMTAVBgNVBAMTKFNh
bXBsZSBMQU1QUyBSUBEgQ2VydGlmaWNhdGlvbiBBdXRob3JpdHkCEZzB8RBAPhiY6
HGLS64Mv1sDXhpQwDQYJKoZIhvcNAQEBBQAEggEAdhLP26FYAU8560yDWy0tAgok
r9TR3H8RIQXKI6B4FXSK3bmOXqq7mWT58NTkquiB4ZEycB+eC44YS3CpPgBoUx1v
KO1x9vjGq8ksFQwaZ+CRL1K+pJWPOkcfLd2m3vYbj5arKGNdJe+cqgxoX+GXJ1Y3
7TUYptqU7VRj/oe7IfawjmORo8PUtcftFmMNNTrd+ohS@1RTw+czmu80S4SDEVQZf
mgLFHTVqjeBfTGUJDgA917NB4GYBRXSYUVL30NjBBRRS3aWTRZYUW91p8XR13LJQ
berrHomKgkY1aLBném6bY9/RkyACgmcsar5HuinbuNS+v7WNuQKeFgWPDDdiNTCC X3VDBaQHWCUI6NgB5P3vS+3/qRUc7E
1PjQ1jzwwfmNCZQQBGrzfAdgMCAJEqgaWjBVNrQ208pRecynNqgav1lp05pn4K2Jjr
nIVAxmillWypRkAT2cl+Vow+DeN+HImKhZPN/kRQvs6iRx00uZOuTebwE+F4LoyV
REg0041JQeUnATzXIyHz/QENOnmkMa+k80QYI+FihUkFIOLzvQw3CBG4vm03sei3
mxCbBCiy6GCVMXxk3BzeaUMifd8YeAfw09aNHNVsZ50EzTEfIGUUVt8P3UA+83 7/
VXyogQznyhlvnu81J2cj8keqfH+yyIqAgEDjx1a3toNRcutfdCGURUIGbbF6p715
riWE3rgPOYvyDGkRx6CdvnCUG/ki0X3XSP/eTR6QUO8+NRIZfgMwBHmNnfBgD24RGW
ucLTRaKwD5tQrPxpOKnKrdoQ5qTcfWEYirBtYzI/cDsONkmt55fL/efSdVsUZZ6W
0Th195axTi0rW+EeZkkOhYFFWGaPV1ZhJbyzYgFHjumL1SMB2dENEo1XtjHW1ggM
+RhIMxfTcWr5bk34VxtbgGCcszTGPJpUZhT+1SIvVoIeyVN7YQ+VT2JsgDd20ikl
Z5YZ/pS7z10IDas2cgguRuAHyz3WUT9heB5+f jxT1Uw14K4iFRq+RBwFulCOqCBgx
YUnEwj2C4c62qloS7kfLQUI5Z/q265wbf1sY1+ZHwdYby4UPcvcqXgGCwSGZTJvD
XMHXmfkKB596UA1Xefx1gb5td1lJdss18fXMwCrmbb40/Xxc0zoa8eeNs7urHP7jY
fNLEjpyAD/soGAdJcxP601IqItjXtZgPCRNRE1QSqU3RalLQngI+B1QSM81JjsQx9
gZMVznL+ROEUbAAdVR830DpbA9qi9Xq07QL0coUekYLdNDOPup+zPgjQ39fDtJLA
+1oFvZGrTUhTQi90n1d4ZrdJziTwBw/131VuF jvBfVbYeGhdsVyQgxP1MH1GiBA2 rdmy
NbiYt1Ed99MsmKOK1fpYmke@i4BVsFFGaj90uAynIB10yUaSQ28419ejaTuUlQ+YJ
FeJjDZ101WBbFb6j1LuzZ9k3vDye55ZphlykGo31f1LtSmZ8daBHp64h2f+BrylRv
cHdszK1TwhBg2TCVM9+MJ4jplf/1s8pSVtoHZQUVJIkm1T71m/tA6CPSRvC]jtuR6
3YWTHOvx6NfQrevr7LSaGesSBugTgMepBja2uh6qR2QkJaCQgFeUFEjDtPzkQ9k4
UZTmOu4g+FW61XN6T/BFC7euKLXzhI6htv1foyWcOSE0B+wz3VvRYXVmsYOotVHSe
iK7TA/oUSyu+dADbShFimJ295RZIALW3nMx2H/f6amg+n8NA9UEN33er74g+JRbA
OE78tRz/190+ub4vBlspkb3osm1Wf5TKVFKpCbQpTEac422pjpBe04iekCkW+qJB
v1s2kd45S9Fke+s506d+1apwL4finUNOiga6byh70vijm217MxGtS1D6ZnsLPFgb7Y
uSUMeNJ5UvSwrM/uOReWmZUX7pETCt28U+3dqnR44VYJ15M2CpWgB2IxoLphBD8G
exKvxXFYpF3xS8w7cmHpYsBkiaAWMTQvYop+huEdQLNtFT4QfVLOtxVkJKZXS781
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Qy1hG9Z125+c/mwJj7+1500Qz5Id13yeqrtTbkBP40109Q274Z1keonxfWcI4qeQ
Zc8vswWpCbyHneoYrhMREex002ikGYuK@fYhGfySTaYbQPDX6+altrboUmXoCIth
13vbZ3KD/2JMKvctah/2Cb/2ZeQimCrvYtehT1Jiwl@qkS3AcSTH1p/5juh30oxVn
eQpFKYo3chZ9s6xd6Nsae71rpZ240lpkZtAbrEC78ao00gmULuxvXgzz11984Kc1C
aTYoSbk+ayOEORUgrvEWJEWf6MP1wRIcx1b9r+GBjtogYvJrLFJ70ZDpkigkLKYd
nWrztRgvfWpn5S77S/ZFPUK8Ija8G8zBd0z61Bhbl5tLBOTedDiC5NMVUGAVKkNH1
R5PtQE2NkVe/kfvn7w/Vy7AnyDIkepsI4rZUIbXgkId8xUKq1Y+r6BgaSqtztXu@
aUnr5qKU2K9F6 /2AM9mZPoBVhBJU5qWiMZeev53vKGY rXCd7PodPWgBCKOMP4f9X /EyTrfwPGcC2WPY8JaPLYXxM
KUjeKK1vH3PQBQDgeU/0GoCTwekBa2mwfwdGtQfmNPeP/usTiWN5K5ymeelLbgwbE
JNtN+QqZynBqUAuVBv8J0yHv8SzCgEWLKOWEK3zQUrj791Q62p5sFSd5fWpOv4tg
e9n65e901yyu/o0lkhEW+yc4SKz /V42knHifYIfVGsQ9Gjq26m578QAndwty INKWT
4m7bg8jLP87k0eDB5Lkr+bzFi09UdYYE2sS0/Cn/WCeUBUNaOsDRBOtGA2bJVDcW
5GhHt/qR70z0c/h5HR7JIY /JR2ekN43juTCsPypLfZthgUbHTXxWj9H9/3rQNfniX
1TooLIDXTi/MotzcZwFgMVyQhzd93jgHOY4dO1lET77rpGHJv69UmjwHYqfoeiDdz7
OWHXTCDelVKT6IFlgxjpfrh/EUWjBUE1/Dzx4/ZQIoLie0YvgMaEL jjedwOpEoIx
hcK1rsvBDiU7XROVTvA7VTI1eggmculyeBON/d+M1PtylFYRZtw9m7837EMPuAwD
JawBJdw1M8DaznEiLm8K1PKHOMqQHjXnXSgQz9BjX6JBaQZYEMyaH3XtSOLMN/As
Ga1DIS5VMxCFPNkP3IJKEZz9+JeQpUKAB6UYxXCcHIQEaIr171wJ55JbxJnQefBk1SN
XFNZbJ8HrMp7ebfsezsX0qL86HpmAgamzJb1lXjpBWdujxF7haTG5JJOvfDWVAIeo
2L1JJxn4P1vwHQ8aCFDfdhtSGUmBht3dAdcdxvKSBXtn51b6vr8Jk4GEX7Qt4MZN
Q610S/i77KNf1KUcGsH7Vs7g8L+d5Gix9yuGln39tUF6NvdKeCpelLIJROWq7BiD5
FViBa/K4dymxQl+3zXcgvCZ4f07LOHMTkwONtyXKxmx3/NgOgsXEE500ynFp36w0
/bfA4t0OgHQF /tOXjF9QWNYNcL9Z1/ih440TuE10sIAiWGp /dUYVfHGtx71iri7ZwB
e0WV8An90y6w3U/6d5gZhWOLUTtL8h2LiXqFOLFMMTOF+30zCyXxEFSIg+81mrUqG
D6YOXX7Fzb29bsaSqYAzBAHJWSXWgqFSI/tnbR3ciitWNGj1bBUZzjzRzoUKumW/o
Zt3MvbdtFwxM+1zRQyYoNZi8or/qQW1ls1pF4GNdTUKDROJvOzyLP3b59E03tLUPm
TH9f2dX3XnDCncAf1zmtyXy+dIJcO02FD6Jzz8E9G2bMNR/62zB9u1r+pYDAjJnmi+
VIW7vfw5jPFT1xWKype4RiYXa6uSVOwl9QvEz1GNnwXeC1P7ZDALQ36v1v7pmDSm
01daIZQdbCONLWWjZnLMB670ROr6AbiTn1k /CgLGTJ+GQ8TsmZ /eAKPoBOmiDKaH
ggRpeofpLOSk69vJtgXYkaWh1YdaadHW1t6SWMy2CRe2HHIZ9g7 jxDKOC51gpDlo
FP1CRmJe3ZcCWFUYrabiEJtyL9NCw+jcjBejA2sM/CWEEkx/dEOWZFCu51U92dgz
jGoHP1piMgHAQYL2xt3xbZfc1Z/093Wv2huB2/eu8J3bk1+BSLENr63NUWK+PbK6
tcCF5jtrDsLowOnAYeXdjBEnxaV9LwequsKiVJxfik2H1QGed7MRYC8Tx4aCrqgx5
pdMNm78438mie5/PgRpQ8AJJ78A4AWHa00Xbg/sWUXF1bBgSj+mcdyAEmbJUZOzM
v++vJw33nNmum2hoUfgfq8SvPT5LizVnzzuN/Xd36+I1WOdsWVMBwWgTHOmMOI r GKI
K4Ddx1AlntqZCCeFetwP1Jpec3X7HWOGVUTI jMel3TbCOgNt/gqmd6GxKHZGTNOv+
igm9icPZjHfoWkh2NXbHEA1qjiiX19bmYdKBX7pBrlukr6sEc@nknQiU1aCFzbD@
792j40Q5ZGAFZqFIeHXGRR5t10QXeA9r1xdnKocsC8mANXRzLIyqgW1yBIxoGZ9A
WMXTSsG97A+JvqZY0jQFqFNJNEpIkmYmQbEIwk Tu+xuUJ7X4Z3trCc2AzdPsBh/s
w70m7dm8++WmQXYfWRxEy67fqCRte80QFuh0zBksVeEdisdWcAtoft3pX/Qwr4vf
/M7HR+av51UvDsNtXA2tjK/SFfHN4VKZf+jyuzb/U8zAM+WixSAachsLIDxYVCaJ
q9E/0U8XbDOUDIh1GxATNcktIaDrYdGwTYb5rQEmekzbjk6Fm61CWAIlefBKd5dR
GUx6400tY21qqxJCUiffYQtLBi/tZVbIJpsLH8zn500RNMkkwGNp rkNQpOM3NaQl
+H1ICbPfPHV6FygLYU26SaBt8fCsBSIvVGSKmvOMRVHuIeuavoghj/K1z2avC7R72
5PaUJMitj+8fE6iAVkxV6vgh3EqKcF4570J77pp03j71PR3D8VQkn93gkLfWLJIgN
Z9DGCn1WfcRLaG3MjKait9PikUosTeA3XSA4tdDyF/AaaDUSfbqseFQuOW151z8h
EhiR1wMlwcRkanCGxpJdYW3wfCrv3nNMa2Ehzw1fxoBXqrUKbtY+/3LjUAy3DmeF
3YjunYL5Ij+6Jvvs1vDnmleE5DRsUBQsygfjuwmdsJZ3JXUD2fRaZJLNgc1s4im6
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R++Mh1jrmRrazBsgTWanqdxPLWRAQq9V3JyjxjU/wAirCX5pCAXzAHIiFHdJNn11iD
21SPK2RPbrJ/G64KMLAWK8r4SfbmfiifOCJH+8F/YLiKB2W10oHNdaF4MagvgKzIy
bYDy85kUGgaRy6IhCgp4gqd80f4N3YHQhhQk14 /vYHEZzaaBZMTU5TU+q7 jzSDHOwW
T2UoXj05wlJgZy6UYCAOzNTwYBM890YU7pUXacjNaXUEhajY2zSHIKZva/1TW1Ug
1111xYHLQZ/93d68Jb75nszdbLcwnHtyUuMtiQVSVyXzIYgmTjjRZ8WLeST1rIku/
a3y1HLT+3m38318p8S5HKwAEehz1zhxN70y/A/sFYZ/i1QyDkBivOoyHTkM2596uC
GdrrSfrGwBaFGyi5Zk3QxKwhunul/@rZcrFu9VPYr5UrBcB3TQC2hCcOMyfLaDxB
Lo3JaKr1K7dfeBoyAXKSSv6K7eUYpWPOGBEmmMLeb3xHMEQInpwYBuDgFX4d0zNck
wYUOukJHh6TJeX+FynigAs91Ai1sNgwKVEQ7MZKv12MPfScL2IXs2380Dx009zAH
zXNjf4ilLH7fYj8k97/8CLLFncbdoGKaR1yItKexjTxSkXtimzZk5uY6yQqnyV7mf6
JHKCQ6Nvgq8NWAVUOkLeRrifhRHy1AjFMpp70/AuWy5mvx92LhYB+uWfRhoBZWee
fmwdxcQCe5+Sp+Z3XP5r4c+h5rXXaGdmXFNb72e0EY7A0abo9gi1Vj4LgJPLg7L7
gDYpcz8FCeSgIQN6iSttk6LhgBAZ2cv7fcMWQc03cjTUBHGRET4doy2AznzP9G3a4
jYKuQoElzfjYycYRO6qCoyCCCWOIF2L fmwxf3XUbIMjEWvIOiiK/epN6iz03mxMx
Zf4AMmRMe6p+XallW3R3AozDJuUWw1GoQ/tokMN/HNK8sE3v8Jf39xQATf6UTA6QAt
Y5BpK11XCRyYgOYLUIhBRzOzSkBA94GGK687z6PSDV1kY /pgqGFhThTcROh11bbv0 jkvHytnB8SSq48aPsJXiHw6

C.3.11.1. S/MIME Signed-and-Encrypted over a Complex Message, Header Protection with
hcp_shy, Decrypted

The S/MIME enveloped-data layer unwraps to this signed-data part:

Content-Transfer-Encoding: base64
Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="signed-data"

MIISAAYJKoZIhvcNAQcCoITIR8TCCEeOCAQEXDTALBglghkgBZQMEAgEwgggpBgkq
hkiG9wOBBwGggggaBIIIFk1JTUUtVmVyc21lvbjogMS4wDQpTdWJqZWNBOiBzbW1t
ZS1zaWduZWQtZW5jLWNvbXBsZXgtaHAtc2h5DQpNZXNzYWd1LULEOiA8c21pbWUt
c21nbmVKLWVuYy1jb2T1wbGVALWhwLXNoeUBleGFtcGx1PgOKRnJvbTogQWxpY2Ug
PGFsaWN1QHNtaW11LmV4YW1wbGU+DQpUbzogQm9iIDxib2JAc21pbWUuZXhhbXBs
ZTANCKRhdGU6IFNhdCwgMjAgRmViIDIWMjEgMTI6MTI6MDIGLTATMDANC1VZZXIt
QWd1bnQ6IFNhbXBsZSBNVUEgVmVyc21vbiAxLjANCkhQLU91dGVyOiBTdWJqZWN@
0iBbLi4uXQOKSFAtT3VOZXI6IET11c3NhZ2UtSUQ6IDXxzbW1tZS1zaWduZWQtZW5j
LWNvbXBsZXgtaHAtc2h5QGV4YW1wbGU+DQpIUCT1PdXR1lcjogRnJvbTogYWxpY2VA
c21pbWUuZXhhbXBsZQOKSFAtT3VOZXI6IFRvOiBib2JAc21pbWUuZXhhbXBsZQBK
SFAtT3VOZXI6IERhdGU6IFNhdCwgMjAgRmViIDIWMjEgMTc6MTI6MDIgKZAWMDAN
CkhQLU91dGVy0iBVc2VyLUFNZW500iBTYW1wbGUgTVVBIFZ1lcnNpb24gMS4wDQpD
b250ZW50LVR5¢cGU6IGTT1bHRpcGFydC9taXh1lZDsgYm91bmRhcnk9ImViNCI7IGhw
PSJjaXBoZXIiDQoNCiftZWIBDQpNSUTFLVZ1cnNpb246IDEUMAOKQ29udGVudC1U
eXB10iBtdWx@aXBhcnQvYWxBZXJuYXRpdmU7IGJvdW5SkYXJ5PSJhYWIiDQoNCift
YWFiDQpDb250ZW50LVR5cGU6IHR1eHQvcGxhaW47IGNoYXJzZXQ9InVzLWFzY21p
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TIgOKTUINRSTWZXJzaW9uOiAxL jANCkNvbnR1bnQtVHJhbnNNmZXItRW5jb2Rpbmc6
IDdiaXQNCgBKVGhpcyBpcyBOaGUNCnNtaW11LXNpZ251ZC11bmMtY29tcGxleClo
cC1zaHkNCm11c3NhZ2UuDQoNC1RoaXMgaXMgYSBzaWduZWQtYW5kLWVuY3J5cHR1
ZCBTLO1JTUUgbWVZzc2FnZSB1c21uZyBQSONTIzcNCmVudmVsb3B1ZERhdGEgYXJv
dW5kIHNpZ251ZERhdGEUICBUaGUgcGF5bG9hZCBpcyBhDQptdWxBaXBhecnQvYWx@
ZXJUuYXRpdmUgbWVzc2FnZSB3aXRoIGFuIGlubGluZSBpbWFNZS9wbmcNCmFOdGF j
aG11bnQuIE1OIHVZzZXMgdGh1IEh1YWR1ciBQcm90ZWNOaWOuIHNjaGVtZSBmem9t
IFJGQyA5Nzg4DQp3aXRoIHRoZSBgaGNwX3NoeWAgSGVhZGVYIENvbmZpZGVudGlh
bG10eSBQb2xpY3kuDQoNCi0tIABKQWxpY2UNCmFsaWNI1QHNtaW11LmV4YW1wbGUN
Ci@tYWFiDQpDbh250ZW50LVR5cGU6IHR1eHQvaHRtbDsgY2hhcnN1dDOidXMtYXNj
aWkiDQpNSU1FLVZ1cnNpb246IDEuMAOKQ29udGVudC1UcmFuc2Z1ci1FbmNvZGlu
ZzogN2JpdABKDQo8aHRtbD48aGVhZD48dG10bGU+PC90aXRsZT48L2h1YWQ+PGJv
ZHk+DQo8cD5UaG1zIG1zIHR0ZQBKPGI+c21pbWUtc21nbmVKLWVuYy1jb21wbGV4
LWhwLXNoeTwvY j4NCm11c3NhZ2UuPCO9wPgOKPHA+VGhpcyBpcyBhIHNpZ251ZC1h
bmQtZW5jcnlwdGVKkIFMVTUINRSBtZXNzYWd1IHVZzaWSnIFBLQTMjNwOKZWS52ZWxv
cGVKRGFOYSBhcm91bmQgc21nbmVkRGFOYS4gIFRoZSBwWYX1sb2FkIG1zIGENCmM11
bHRpcGFydC9hbHR1ecm5hdG12ZSBtZXNzYWd1IHdpdGggYW4gaW5saW51IG1tYWdl
L3BuZwoOKYXROYWNobWVudC4gSXQgdXN1lcyBOaGUgSGVhZGVyIFByb3R1Y3Rpb24g
c2NoZW11IGZyb20gUkZDIDk30DgNCNndpdGggdGhlIGBoY3Bfc2h5YCBIZWFkZXIg
Q29uZmlkZW50aWFsaXR5IFBvbG1ljeS48L3A+DQo8cD48dHQ+LSOgPGJyLZz5BbG1 j
ZTxici8+YWxpY2VAc21pbWUuZXhhbXBsZTwvdHQ+PCOwWPjwvYm9keT48L2hObWw+
DQotLWFhYiBtDQoNCi0etZWIeDQpDb250ZW56LVR5cGU6IG1tYWd1L3BuZwoKQ29u
dGVudC1UcmFuc2Z1ci1FbmNvZGluZzogYmFzZTYBDQpDb250ZW56LURpc3Bvc210
aW9uO0iBpbmxpbmUNCgOKaVZCT1J3MEtHZ29BQUFBT1NVaEVVZOFBQUJRQUFBQVVD
QV1BQUFDTm1SME5BQUFBYBVsRVFWUjQydVZUT3hiQQOKTUFnUzczOW5PM1RwUNcy
MGRxcGJmQVJRRWpPeXdpd11luQ3RrREtuYmNMazY2c3FsVCt6dD1jaWRrRSs2S3dr
WgBKc2dyemZjcVZNcEwyam8wNDQ3Z11EcGVBcmsrT25KSGtJaEFmVFBSaWNpaEFm
NV1Kcnc3dmp2MFpXU1dNL3VsaQBKdmRQZ jFRW;jJrREQ5eHBwZDh3QUFBQUJKULU1
RXJrSmdnZz@9DQoNCi0tZWIBLSBNCqCCB6YwggPPMIICt6ADAgGECAhRMPLSWOETmX
Ss5CVIeh7j00BogOMABGCSqGSIb3DQEBDQUAMFUXDTALBGNVBAOTBEIFVEYXETAP
BgNVBAsSTCEXBTVBTIFAHMTEWLwWYDVQQDEYhTYW1wbGUgTEFNUFMgUINBIENlcnRp
Zm1jYXRpb24gQXV0BaG9yaXR5MCAXDTESMTEYMDA2NTQX0FoYDzIWNTIWOTI3MDY1
NDE4W3jA7MQOwCwYDVQQKEWRJRVRGMREwWDwYDVQQLEwhMQU1QUYyBXRzEXMBUGA1UE
AxMOQWxpY2UgTG92ZWxhY2UwggEiMABGCSqGSIb3DQEBAQUAA4IBDWAWggEKAOIB
AQCalSn6i8Gi44/0AVAN5GNCk4PHHNj rSfWUnnelN41KImVaTC3D9zFCrS3i4Pa9
ZgHyA5Qf8JW3ZmnVz5q7M8onZm7mZjqQeb6FUH412GMt4jse2Dqs165ernT905NL
Ff1HUjURca3ynqEBBV4DmhnZp8eDhv3t6dXyCjNHT82S6DgCReZuTtMc1zy++MxQ
1gdn9WZLhOAOpeNZKGmVwjeVy+8FkyzC3jX/Qcm+ZLCqlLghBwDHAZ5gDTII2PVX
1X3K7/cONxhvBbaUl/k1swdszUtjhflyFZ8BRuQ3qFC6VvL /PGeWy6SCf58duq/A0
EksCAW1b+MD8QH9Y j7CFSmq1AgMBAAG]jga8wgawwDAYDVROTAQH/BAIWADAXBgNV
HSAEEDAOMAWGCmCGSAF1AwIBMAEWHgYDVRORBBcWFYETYWxpY2VAc21pbWUuZXhh
bXBsZTATBgNVHSUEDDAKBggrBgEFBQcDBDAOBgNVHQ8BAT8EBAMCBSAWHQYDVROO
BBYEFKJTQAVEPIApFXwBI/Dnjq/N83cPMB8GATUdIwQYMBaAFJEwjnwHFwyn8Qko
ZTYaZxxodvRZMABGCSqGSIb3DQEBDQUAA4IBAQCBSXignLEynBakDKU68roORsyX
WAPkfXgQLgy7GrW7SrZeBc5IEcjoN9f/gsOx/Ht9Ii6zyBZVjdaox644Dsil OQEP
4YMS7y4q94RFFdmdzEbDLYXx9sfUhvdTxDNOOoHz53PYDBh4zE4Nar2inCOD+VM6R
GDy66K91+D+b18Wj9CyGUc1ppMNURexTg+z3web/eDOdu+F2MVt1luLihne®Bp1GU
TkromJBolg6dSYal8Hw8/ANHpyEx156BJABb744gqoeuD9YSHjKK49+qYC9faFmQ
+mK801h1TMIRANI7srjnBLKpuob6wB6jaRzWdNeXz1Ec2tUpAr4vRhZ jVD6FYMIID
zzCCAregAwIBAgITNOEFee11fOKpolw69Phqzpqp1zANBgkghkiGO9wOBAQBFADBY
MQOwCwYDVQQKEwWRJRVRGMREwDwYDVQQLEwhMQU1QUyBXRzExXMC8GATUEAXMoU2F t
cGx1IEXBTVBTIFJTQSBDZXJBaWZpY2FB@aWIuIEF1dGhvem1lOeTAgFWOXOTEXMjAw
NjUBMThaGA8yMDUyMDkyNzA2NTQxOFowOzENMAsSGATUEChMESUVUR jERMA8GATUE
CxMITEFNUFMgVOcxFzAVBgNVBAMTDkFsaWNI1IExvdmVsYWNIMIIBI jANBgkghkiG
9wOBAQEFAAOCAQ8AMIIBCgKCAQEAtPSJ6Fg4F j5SNmn9PkrYo@jTkfCvATTA/pd0O/
KLpZbJOAEr@sI7Aja07B1GuMUFJeSTulamNfCwDcDkY63PQW1+DILs7GxVwXurhY
dZ1laV5hcUqVAckPvedDBc/3rz4D/esFfs+E7QMFtmd+K04s+A8TCNO12DRVBDpbP
4JFD9hsc8prDtpGmFk7rdeq8ggnhxBW2RZAelLqzJOMayCQtws1q7ktkNBR2wZX5T

Gillmor, et al. Standards Track Page 159



RFC 9788 Cryptographic MIME Header Protection June 2025

CjecF1YJFhX4jrnHwp/iELGqqaNXd3/YOpG7QFecN7836IPPdfTMSiPR+peCrhJZ
wLSewbWXLJe3VMvbvQjoBMpEY1laJBUIKKkO1zQ1Pq90njlsJLOWIDAQAB0o4GVMIGs
MAwWGATUdEWEB/wQCMAAwWFwYDVROgBBAwD j AMBgpghkgBZQMCATABMB4GA1UdEQQX
MBWBE2F saWN1QHNtaW11lLmV4YW1wbGUWEWYDVRO1BAwwCgYIKwYBBQUHAwWQwDgYD
VROPAQH/BAQDAghAMBOGA1UdDgQWBBS79syyLROGEhyXrilqkBDTIGZmczAfBgNV
HSMEGDAWgBSRMI58BxcMp/EJKGU2GmccaHbOWTANBgkghkiGOwOBAQOBFAAOCAQEA
c4miNgfOqaBpI3f+CpJDhxtuZ2P9HjQEQ+v6BdP7GKJ19nals3BjJ0d64roAKHAp
+c284VvyVXWJ99FMX8q2ZUQMxH+xh60Afzcozmnd6XaVWHg4eHI jSo27PmhKE10A
JKKhDbdbEcZXL2+x1V+duGymWtaDO1DZZukKYr7agyHahiXRn/C9cy31wbgNsy9x
0fjPQg6+DgatiQpMz9EIae6aCHHBhOiPU7IPkazgPYgkLD59fk4PGHNYxs1Fhd06
zZk9E8zwlc1ALgZa/iSbczisqckN3gGehD2s16 jMhwFXLJtBiN+uCDgNG/DOqyThé/ag==

C.3.11.2. S/MIME Signed-and-Encrypted over a Complex Message, Header Protection with
hcp_shy, Decrypted and Unwrapped

The inner signed-data layer unwraps to:

MIME-Version: 1.0

Subject: smime-signed-enc-complex-hp-shy

Message-ID: <smime-signed-enc-complex-hp-shy@example>
From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2621 12:12:02 -0500

User-Agent: Sample MUA Version 1.0

HP-Outer: Subject: [...]

HP-Outer: Message-ID: <smime-signed-enc-complex-hp-shy@example>
HP-Outer: From: alice@smime.example

HP-Outer: To: bob@smime.example

HP-Outer: Date: Sat, 20 Feb 20621 17:12:02 +0000

HP-Outer: User-Agent: Sample MUA Version 1.0

Content-Type: multipart/mixed; boundary="eb4"; hp="cipher"

--eb4
MIME-Version: 1.0
Content-Type: multipart/alternative; boundary="aab"

--aab

Content-Type: text/plain; charset="us-ascii"
MIME-Version: 1.0

Content-Transfer-Encoding: 7bit

This is the

smime-signed-enc-complex-hp-shy
message.
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This is a signed-and-encrypted S/MIME message using PKCS#7
envelopedData around signedData. The payload is a
multipart/alternative message with an inline image/png
attachment. It uses the Header Protection scheme from RFC 9788
with the “hcp_shy' Header Confidentiality Policy.

Alice

alice@smime.example

--aab

Content-Type: text/html; charset="us-ascii"
MIME-Version: 1.0
Content-Transfer-Encoding: 7bit

<html><head><title></title></head><body>

<p>This is the

<b>smime-signed-enc-complex-hp-shy</b>

message.</p>

<p>This is a signed-and-encrypted S/MIME message using PKCS#7
envelopedData around signedData. The payload is a
multipart/alternative message with an inline image/png
attachment. It uses the Header Protection scheme from RFC 9788
with the “hcp_shy’ Header Confidentiality Policy.</p>
<p><tt>-- <br/>Alice<br/>alice@smime.example</tt></p></body></html>
--aab--

--eb4

Content-Type: image/png
Content-Transfer-Encoding: base64
Content-Disposition: inline

1VBORWOKGgoAAAANSUhEUgAAABQAAAAUCAYAAACNIRONAAAACEIEQVR42uVTOXbA
MAgS739n03TpRw20dgpbfARQE jOywiwYnCtkDKnbcLk66sqlT+zt9cidkE+6KwkZ
sgrzfcqVMpL2j00447gYDpeArk+0OnJHKIhAfTPRicihAf5YJrw7vjvlZWRWM/uli
vdPf1QZ2kDD9xppd8wAAAABJRUSErkJggg==

--eb4--

C.3.12. S/MIME Signed-and-Encrypted over a Complex Message, Header Protection with
hcp_shy (+ Legacy Display)

This is a signed-and-encrypted S/MIME message using PKCS#7 envelopedData around
signedData. The payload is a multipart/alternative message with an inline image/png
attachment. It uses the Header Protection scheme from RFC 9788 with the hcp_shy Header
Confidentiality Policy with a "Legacy Display" element.

It has the following structure:
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L— application/pkcs7-mime [smime.p7m] 10945 bytes
1 (decrypts to)
application/pkcs7-mime [smime.p7m] 7084 bytes
4 (unwraps to)
L-multipart/mixed 2525 bytes
multipart/alternative 1605 bytes
text/plain 568 bytes
text/html 740 bytes
image/png inline 236 bytes

Its contents are:

Content-Transfer-Encoding: base64

Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="enveloped-data”

Subject: [...]

Message-ID: <smime-signed-enc-complex-hp-shy-legacy@example>
From: alice@smime.example

To: bob@smime.example

Date: Sat, 20 Feb 2621 17:13:02 +0000

User-Agent: Sample MUA Version 1.0

MIIfjAYJKoZIhvcNAQcDoIIffTCCH3kCAQAXggMQMIIBhAIBADBSMFUXDTALBgNV
BAOTBE1FVEYXETAPBgNVBASTCEXBTVBTIFAHMTEWLWYDVQQDEYhTYW1wbGUQTEFN
UFMgUINBIEN1cnRpZmljYXRpb24gQXVOaG9yaXRSAhMPLSWOETMXSs5CVIeh7j00
Bog®MABGCSqGSIb3DQEBAQUABIIBAEBXJpGHO8AJVIwKb9Juhai3fwEaeyt576LQ
wqs5p3GhRIBPkKrkjOmt1Zb046v11BvR6Fk jXzBpMTkD+atUlAgwcR6v904kwV /J
8Lab/rxrhuyIYWXtip9z1gJZLg+2YVW5VwafpPyn1rP8Bv7nzzW8J6ewu3RWRs1g
XdALR1UG2vgMLUG1d8Ztvztz4idD1ixj3Gebv2YwOcPPNxT8jLe+LOXVNtRqAdHs
f7PtLnorVWLWizZmTj51FBy8sEUxXCgY/Z0tj12iVgudsxiaMecZwN2GWe469I4pOF
uEqpKOwOkiosPbeCFrFYY0go01v8myLHEHY990TiEQNN68tY2qcwggGEAgEAMGwWwW
VTENMAsSGATUEChMESUVURJERMA8GATUECXMITEFNUFMgVOcxMTAVBgNVBAMTKFNh
bXBsZSBMQU1QUyBSUBEgQ2VydGlmaWNhdGlvbiBBdXRob3JpdHkCEzB8ROAPhiY6
HGLS64Mv1sDXhpQwDQYJKoZIhvcNAQEBBQAEggEAOHT fD4AM7tWWdVj25qIu8/aMz
Gpu5MIUOI2Sz/64A0TmvrQRU4RXMR4SYBqaGiCrL/03Y8EMFnLVUNP/6fE7EQBSO
fu/bsAL1L+eLVQvOHAN/2SxCxzC6GH1XCwOfwCk+QgzVcbbct3ZLkeP40ILmTQoB
ar3ZQQEGR0976398AdChGIt+8t1GPAWeR9QWN0oS3IBZQtqLiHzZAWobHgYz+iKSf
5qfCdByCZ43jyJooEOeFTVWSHFy0ZhdnRF1JQUBX7Q1hG2Np75WDGAN+A6KEUK K r2
SK/4va7JtDE9hWCAMOT9ZSRrMss@tpGromCoOWleWujLOXIW3jvuEkyInx+CYDCC
HF4GCSqGSIb3DQEHATAdBglghkgBZQMEAQIEEDR63F3Ex9ZJagBncRAFmSCAghww
DyQUVu20xy7BDRXB1sA1BK3631gVpACqFnCDi+oR9dHUUqJ8zs09AhjeROI/RxNo
YVx0Jy4sWw7QpFWQ+qy0@tHpjfgTmr+qcMsmxxkTihbD+vn2dWMKjb@7wchVOuN97
6WTJcoKz6f8WRc+2skkXioKJW2SRc/n@BIi4Frf95JN7Yy+taMKSgb1gQVGZBG+E2
zhEkug1fBodQlUNOYtqy0gs5YGUxXKHNIUAX43F /e9xYcNDXelHZk2mRIUiygW7A
OETb5DIbY/EtphHfa7WMnHhgRVK8EpKqrfKYUxWtJ2VFkSBhat+hbzQlUKcOt0ig
QbdZGYUBRCuNdvVS2tS6BJ2K4guWkK2XHPTZWFGMPR3R1iAG1isySNxvo585mHrwKr
hG79/caPmlcHCopZKikPXAYrNeOgqlcaObsfasZ3TIFiwD9JSJik5UnStdrsz7R/S
D1GNWUWETvcRKtgp2vrMhvHmuNp@C9dN3biCmzLc2fB/1vKAGLg1RP6LR14nQJ1S
CAPHiA@af3SGxt5Wy2mU2vWLEb1DOpIX0sQ/Easx2ht1l+fHC+Ci07HRFgmp+Sah6
NoE@OMt /LZAYvjE1+BpzChTY9RThaa2igmMeqRyy3PdQtR7GMylfpObsayqy+Me8s
wR6DyIXa5tF3AxjxL80o+5hrYielL.8D8N/B4aJHroJI/Mf6iotFxzpz134jcwdgbhv
VE1BYHti7+YL4wvs1lb74f6ba5CHP8QjQ/eGwoU2ZIB/KpWiMmUggxm2ANmCEWT 8z
3tAfpglE3V+Sxp89YySC+tYXtEYwf8GhNO7EsOV+qx4yD60mC7NGS5kpjT2gUJON
/wiMgx8w8vzvrwRM/QR5vzVuWRchwT7Jg/NRFaNydMz3y1TxWKkH1EugE6WoTe+XZ
ZLDhSeCi+NLcYDVtYZOY+D2PoBZLJvpWtJkromxTdGIdXVG5mibxKW2YyGpJKUPh
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AXUGqT7xwrXwfifEwpVqWbUDm1U/69xW1Mrrk+TJj9C+tdb7TxwuBMEVN180oHFEU
CbUIUlOee0/H2/ENA4cgswSUvJLDojB29sfUvcYOW+EJbIpOf1UfDe3R3XVH/iEy
¢7SzK6Df /nx1GUGVIMMMMUCjzrZm9FKAFwgJKHriTId rWQMCUEhxQdk TPoMifyX+
3YuzZ+7fOVWF1fuoK5esvG0131Drnvff02WcY6Dx48RhQDiR1MOBrGL7tMIN31i3v
Q27dUcruUQDVaEoEJB4qgh4RBAzHwkw4x0anzo/gBQIGo9cW1XP3a8IpTFfkhVrNg
8291 /VsjYfxgwNDnMO2VRgV31GpGKNVhWz9SzcjmOEy jwwNwO19uBLxseSrgaGiP¢c1pUBkX/Q1BOyil iE/w@
VhmT/X710I5uF1/eW8jU50D5dWSmD5DCuY+qz0JKvDQKqEEWMHtK jkkyQBt6vn0O0 rGgkK
rIJ9CjbbdNXgsBVT892yvRczix7z/vhCKomUXmKQzEKv/v01+UVyCtdcPqUMblns
Buj7wxQHBH7kYTIAmPMIKMAcpLhpYecD+6AebpX2Bjq+i/kM+1Xr@02czQTBbJYn6
jaYWDoGM84S64TJYXgsGffyysh/aBbB3rhNe71BjMIwIPgtC9sDO6TUNIVwro+bM
QNajsnpZ09qlLM3izMgXzYB8DFTL/UW+aGnwQN4fQiStPPQloBJwqVtUbB4qr23n
cnp5n9gPb7ilLeC0Z5Je9qqta/Uj90BPM714gXbMZpkICPSJI6VSVKBG/WMnnHjCF
+x9ek55H6XPD8e5LWWSVrgK26LY /VKtYQVtIhPP4RsZ1uS18Yk9TwGx7ZBOzwyuB
ZySeTTF1A07MYzk2wMOhcwBexcsPC5W5voWIQy /hXc+Q/K9Zm2ewbqC7g@6hHTL /
bX8wjbjVYmI0OLSTUVtHSzyShGBtchXh9aCpoVKLybARfaiJqAKvsSUMXNTiFiXzF
85NUAWGqBHtKyJ+R75Ud+0iZ1BjplDYo+j177iXqwOE+OYmPRC815f7x25e0z0sT
ry1xRx1QEweP900T5e+2XdUYQSi1QuZJb2h2LX7rDA/IDD2TtTTYg1UbRfROayzg
JUQb+2kbyHArQJdIoCe0YGONpFboS6ss01gTmp7zIkhSM/PLQraASzQmXZMVJI9SR
9i0rVBdZN1ABDDJQ3cM/iDrTQYjfigL81P5xz4CA8uMD8FLQaIpwL6SChy50RFXX
RK1dybjfn2LD1nquQmA6yqI9d32CucawMyASt+70qrmtWIPNzfgeAhIaFMuK@ah2
AymtgrFrH4U4gxJVweAvwrcyWtpNx1yASrY1lrzOMbV8ghdLdpsAEN11tYzPWtyqF
buYEMKKMFTdN1zKCJnXFw3ui1gHoALMTmRJENZAPx3nQ7 f7npmnzG3xBsjmwuXQD
ROQ1VIU9PLi4NWE/51NGgvw1PCJvYIqTW50fkkeHnmnxtzH7L8mKHYJYKWMtxGoa
NOg+CxXwwOmoe84EBtS1w/Tz31Rtfo3wm5SHaja6PMAE20FEReX1Mupow3jrZs0/R
1JGUzudUKsneDa1N9cdG7IZdFgImxZFQU+Ensp1Jh6zWOM5eY jJEohoL+X1Ti9YZ
pHGoWDecs+UA54mNVbhQrQnynY3T0/gmE+1MAortbCNjCZ2TiHSxdf50RqdMxjoH
DzKpgmIcBnQTTcEfx7Mzg7WRzAMWfAy4ZgAT1K/En985C3MH3+j3gX41S0xa2mpJj
EMS1Z7TIuu+dM8E7ZSAFdANWoGJTV1ekoKMaHbfMe40iKzx7NgFTmbLAcMgmgx/s@x
tZYqsYjUTornbzK8/F48V1yGzJKbvSA2UVXggcdI881iaCuyJIDy3Pv7A7Bh8sA/
1thTkn9VWI+iDcKgzQanoh/JSfAcdXhcRDbpJrQvMMnEzvJk+c58aiHnDcDgA7Mm
6hCqq3rSdd/POhFBgeCMLYEVWu60trM45Lfte52/EmYsdBorniMbuN@GBKJ rQgQb
IMmx34vZuT/cYdJvoeYZXGniZodNs++ziupzrfB2GIQIFqCLhDhw/pFsrMPQOjcZy
z1+iKT+P/ZWg5yMB5cWP0zZs/0IXrKpbkhAquFgv7AkBA1IDMORYBDSKSmA6bu9Xc
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cVm926zeoo06pNFgz4WDHLeMieAN/O0+NUZnK/P1SBjIfksvTyHQY8DdPjgqrK47Tm
NjKL8k+jJh76Gcs47DbcFOKsDjDPRRDZy11LB5c/iA9V3aESjEpZ+01YnHCDFt3f
b6hs08vB5caby®QBHBk8+13xnoM1/1CbUKmforcjF+I1R8vJhUFBoxVCIZVoPwijt
kQOuBf2IijAJavog5Agf4Y9SHcQhnbaeuBAzBY9jBx98mhZj9HGAAUhuBGTvUO9r
kqHIrCyiyjUX24RqiGSF7517Nr6TVj2JZ1losIuqcEtpFFoAjGZ6yvTE185t0j42t
N8KISHFu1J1LdkQgUdVBc2HN9VTF3wfVBXNvoIV6gZckzVQM7VT8CEOOEMdkt2RC
+x0TOIKIZERO+0QJUxTG3Zgga+NPzEC6C4goha0T5jaJmDURWNjeewkABuWsWVzhN
6e+oVUirLtTml/biJ8opoKdcxwHA7hwY5V/G+u@S5Ezr9HgXmB530gTOCRi4strmz
XQghJ+We5XcL/TXDrkU+GGCD2+rrtCMoa27qY7WUS5B9A0tmWjoZnvs5BeqDk XHw
xDnMbRvHKMmCaUwHoeBAJobTOPKqOxHzeCT1N+Q4E4yIN4guOfjoCxsEVEHB2H/Ke
BfaxLY5dHr6NMWWR5FAZm+AYind4/pimQc60X6VgSRBnwgvLJdu5RkzpnpAsrXxJ
NcAgROm6UFB3Lmz/DScPeQIL/ODT1E7FyDsL384AqIP8xPkikKxgs/TrVzTTLJmGuz
P46qPFb8cmNJ8jj2dEjMfS1GZ8gGIXDTO8CPpU622QaA365L+w77gHIKEWDDs+CtP
3HS2GPL3j0531a9w9azTPxYmuEGM3 fUNCXx9Z9du367DSzy1A3f+yjwR8wHNLiXn
JGTeOPfsm/KD4KW2 jk4EAWbAts/Msm6rebnFLW1tEFbHQAFRixv6L4ASOzhFVCs3
CJjlyYwgdYJv15wlw3iuf+Toup1Q3cij+S6bB/QqG7uk6FpboQhTpOVGNWIxXcV1y
SACx+7/AHQfIVgfODNLINOT56wGs0s4h0p4YTuzL7nRpaMCr3u3f+0A+DH1c64bC7
pUSHZ j1TcwXkVR80C79Xwy5RTxg/dJHgcQ4IsPfdSVI5J+FwkHAZtnBBIg2/nyTO
ONQahYFrg8gcei10pSCU8b/1cU4YD5OWJfuGuFyFsKVKWFQrdfUZ1JyGBxnrOPIy
/kf1n1jELO4TpWDgBG41Awd3078bacC5z jPWpOfgCeSTKJFqXnG4AIo7hD3SXiSr
Kj5nKLz1JePRwd4rf9I82cyl7RaiVDIogOvMLVxvewecUjWgKa9mdKDUcVEGMyt2
gzcd7171pdr7NV9/1mAHTeoWSpg/iIW/Cd9TOBeLMHiLNc9eujy21E6zWSXKKEBr
YP+33rFKeSGa1l/8ypUJIFLOmz3tDCZRYBO/uFSDEKZ2VGEyY1fFSS8gemCHNm1CP
1yP2e3V1fJhBz6C1OMST1AbRQ+J60FpbeMZS4UTwIs/AVdsirMcuT9pnHrkYHEWS
DBLIdoUttGTfH+54ipKUgTWrkJLxUmR6CCJdB95]jyzB/p1iYhNWz7etGSNd5/mrZ
6sgGGXPNnI7LCWGSWtEPazcPBqfHEYy8nsbXoYz1XNgxcldCGmi1RJsyxqcY4izgud
OTX1hDDJZ6hoPU/bFXVtds3btPwNyOuFGX06fu/t@pznWGRalANSp/21n8j0d7ns jpwHy1jfPuK
ghémJTvBYkJC3zYOrfhJwkabIBAqjdTUbdUokVUOIE/wMA2PJZxbGI9SFsQPU+mBv
GQv3silLE@iuPYUw4ICox7IhMDetWP69iaIl@3jGQbuEmOdd9yvI8fjCcroUbw9PbB
3gUHSSgm+sqqfb@2LCWdpv1d85uZC+VE21Ch2LQIrINhinhH9ZJiX+iLAjthx55m
GMCORoWUmNMB15aACuaVfewvm33GxciQDMWWbL69IAUMSuU2g85F rBpuUhe8IF0kk
VF7053IBFw/LFO830rDzE6WS5tEr3NM2I1gLQsvqlL+bpgGkixVthBh35I54shZzyk
wUJST1QDrxQRrm2HTuUCj5JNkSnm3WO3DHdmiKM1DOLIyAuRIRUTLMUEt1gqz328M
0/6k73SPFuAwpVokN2kC1xDtHS82Pyvw01m3a9WFiSoVG576XPDDTfGtyx2KYZdx
YbE9WNd9euMYYGQdaGheQ9SF2U3+rQXaFr89GUAe1XhU/24npcutZsA68o6e+NU4
e8pThbPtgWhXyX+NHuWjArbnuSoltWcwaNXcReHaKfdoE9ZOUixr+XYuHfgYDgyE
0/U+N11UGys/89wbEK1B/08JxW5TFzEQ/EER/Q9ZB3/RB99pL8sqq1LJg30al+NI
iOP8KeMr0SjGmXu3ZH6CHFcPXj /uTTT356mWiGr+SJAYN7DvjYuWf1MA9SOp1V20
rcZN96+yt9c9CubQSudulyUh+Xbzq9HTM5JaHACX jsc3RQB4CDaAp/67toJQcCSF
tHHWXf88Sc3WPpXAJAnaSHxgsJulnlo7wPj+jiJ7kMwD19B1/BPrHGc+aeUTvIVW
D8Fu+XVtFPnywenrYnooqkyOFkTbck@8MYDx0iiyXhVWKL1CnSYwfIQVDtEN/bqg+
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0bX1YQZKiwLcQAjx001Dr1gEEUMDIUNY066MjRfnxgtetDg0jAZNWNB11wVv44tH
Z15bb2QdMEBL5¢SaEQz03CtuLNUNPJHb3NiJV3YuWulLeBtcwINzTup4GLD8kbwgz
IJD4aG+bCywKs6epTifI9zhLorDJUrmxaxy5sxHDrzufAMNTZTV+nTGGQ6iVsLVc
RmfiQ7b8varVDVtrBHX8vzI2Quier/gNLxn4AYnFtXQjbalYOp5ySOG7Fx8GGZvW
+NxHLedmmAS1ubNLYBre42wV60nGZ/eZJtkoH+c3spaqb6Ujsp8pZiwE60jfwnrB6
gHRxP98ftbEdcB586Tv0x2zYNbd6MRMgQMxo/8k6YRvJTeHfAdJ69TsUI30LVu6Y
drxpGcDKK84JEt7W7h+6v1PfG8RzKOX/M3U2EEZ8CHL73caVcPTQ5FSm/rGj1smuU
ZBja96TPY2JYv4YB69drCTjhH+nR9JAuhbna82e/HKN30dOfU54JjN3CT1FUrhiAh
Tk80oFabzoF96YVdg/mSttI1zH3SwB10NmyuagwYNcoLELqTmgWM7Kd2989KkX2 38
/bQRsJx02Bz2IdNbD7E+hBjedywDaqvxftqQBcoQePfMnAhhzVCrAB6z+Uf jS9Qh
us+CcqS4z+3YXun2a+Mv+qayDqVjWcZy5sDmXXtS7rxHcOdESCwDOOHIquLS9N4k
a0ZHzN23jc1ksQ9v32jimBKQfmoMohIvAwVkRgzCBXxGRJj1xJsROMK4bmAaCiY1pX
eGbbwfTenscazVy50Ia+pEmFIj1Q1UvX10D4nhQGGskAJkzz1u3FD6MH7MmtDJV1
pfOdegJt1w63DyKRB7zXAY4KP5nCdV+PGiJa8KCyVfDyrm@+/UlLIvpmUJP/akFz
H8g5VEVACP /Wa69P72w+xZcbRaEwvg2ZZ9fdQ3EWNi14yyB7utbf8kdJPPBNGutH
/F19Xy0tzT1kOHUETcZ+jE8LBCSjVmMLU2ELMKFmWNsST9cM1nmA/NN8ba9ijvVA/
cMTAlogLfe0dXnzUNrdabQ4rxvQaIleW2iyQjyjQEFKLOOKcqwvtu4Wy9w4DibfP4
U2IY6QVehXNXveg5x0wvfxH/gMTIVpON3xCBwx89Bh30S1x9ViXVObJDLWwO/ZxC
BGbFvgM/RNJBewb6MUYDU6Tre6LAvPcLgYL2d1ywZGWG20JC1MOajDnRH9iRgBZdT
6yI9K5QPEcFa9AErInwKFQ==

C.3.12.1. S/MIME Signed-and-Encrypted over a Complex Message, Header Protection with
hcp_shy (+ Legacy Display), Decrypted

The S/MIME enveloped-data layer unwraps to this signed-data part:

Content-Transfer-Encoding: base64
Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="signed-data"

MIIUGGYJKoZIhvcNAQcCoITIUCzCCFAcCAQEXDTALBglghkgBZQMEAgEwggpDBgkq
hkiG9weBBwGgggo®BIIKME1JTUUtVmMVyc21vbjogMS4wDQpTdWJqZWNBOiBzbW1t
ZS1zaWduZWQtZW5jLWNvbXBsZXgtaHAtc2h5LWx1Z2F jeQOKTWVzc2FnZS1JRDog jANCKNvbnR1bnQtVHIwZTogbXVsdGlwYXJOL21p
eGVkOyBib3VuzZGFyeT0i0DhiIjsgaHA9ImNpcGhlciINCgOKLSO40GINCk1JTUUL
VmVyc21vbjogMS4wDQpDb250ZW56LVR5cGU6IGT1bHRpcGFydC9hbHR1cmS5hdG12
ZTsgYm91bmRhcnk9IjZiZCINCgOKLSO2YmQNCk1JTUUtVmMVyc21vbjogMS4wDQpD
b250ZW50LVRyYW5zZmVyLUVuY29kaW5n01iA3Ym10DQpDb250ZW50LVR5cGU6IHRL
eHQvcGxhaW47IGNoYXJzZXQ9InVzLWFzY21pIjsNCiBocC1sZWdhY3ktZGlzcGxh
eTOiMSINCgOKU3ViamVjdDogc21pbWUtc21lnbmVKLWVuYy1jb21wbGV4LWhwLXNo
e€S1sZWdhY3kNCkZyb206IEFsaWN1IDxhbG1ljZUBzbW1tZS51eGFtcGx1PgOKVG86
TEJvYiA8Ym9iQHNtaW11LmV4YW1wbGU+DQpEYXR10iBTYXQsIDIWIEZ1YiAyMDIxX
IDEyOjEzOjAyICOWNTAwWDQoNC1RoaXMgaXMgdGhlDQpzbW1tZS1zaWduZWQtZW5j
LWNvbXBsZXgtaHAtc2h5LWx1Z2F jeQOKbWVzc2FnZS4NCgOKVGhpcyBpcyBhIHNp
Z2251ZC1hbmQtZW5jcnlwdGVKIFMvVTUINRSBtZXNzYWd1IHVZzaW5nIFBLQTMjNwOK
ZW52ZWxvcGVKRGFOYSBhcm91bmQgc21nbmVkRGFOYS4gIFRoZSBwYX1sb2FkIGlz
IGENCm11bHRpcGFydC9hbHR1cm5hdG12ZSBtZXNzYWd1IHdpdGggYW4gaW5saWs1

Gillmor, et al. Standards Track Page 165



RFC 9788 Cryptographic MIME Header Protection June 2025

IG1tYWd1L3BuZwOKYXROYWNobWVudC4gSXQgdXN1lcyBOaGUgSGVhZGVyIFByb3R1
Y3Rpb24gc2NoZW11IGZyb20gUkZDIDk30DgNCndpdGggdGhlIGBoY3Bfc2h5YCBI
ZWFkZXIgQ29uZmlkZW50aWFsaXR5IFBvbGljeSB3aXRoIGEgIkx1Z2F jeQOKRG1z
cGxheSIgZWx1bWVudC4NCgOKLSOgDQpBbG1jZQBKYWxpY2VAc21pbWUuZXhhbXBs
ZQOKLSB2YmQNCk1JTUUtVmVyc21lvbjogMS4wDQpDb250ZW50LVRYYW5zZmVyLUVu
Y29kaW5n0iA3Ym10DQpDb250ZW50LVR5cGU6IHR1eHQvaHRtbDsgY2hhcnN1dDOi
dXMtYXNjaWkiOwlKIGhwLWx1Z2F jeS1kaXNwbGF5PSIxIgOKDQo8aHRtbD48aGVh
ZD48dG1ObGU+PC90aXRsZT48L2h1YWQ+PGJvZHk+DQo8ZG12IGNsYXNzPSJoZWFk
ZXItcHJvdGVjdGlvbi1sZWdhY3ktZGlzcGxheSI+DQo8cHJ1PgOKU3ViamVjdDog
c21pbWUtc21nbmVkLWVuYy1jb21wbGVALWhwLXNoeS1sZWdhY3kNCkZyb206IEFs
aWN1ICZsdDthbGljZUBzbW1tZS51eGFtcGx1JmdBOwOKVG86IEJVYiAmbHQ7Ym91
QHNtaW11lLmV4YW1wbGUmZ3Q7DQpEYXR10iBTYXQsIDIWIEZ1YiAyMDIXIDEYOjEz
0jAyICOWNTAWDQo8L3BYZT4NCjwvZG12PjxwP1RoaXMgaXMgdGh1lDQo8Yj5zbWlt
ZS1zaWduZWQtZW5jLWNvbXBsZXgtaHAtc2h5LWx1Z2F jeTwvY j4NCm11c3NhZ2Uu
PCOwPgOKPHA+VGhpcyBpcyBhIHNpZ251ZC1hbmQtZW5jcnlwdGVkIFMVTUINRSBt
ZXNzYWd1IHVzaW5nIFBLQTMjNwOKZW52ZWxvcGVkRGFOYSBhcm91bmQgc21nbmVk
RGFOYS4gIFR0ZSBwYX1sb2FkIG1zIGENCm11bHRpcGFydC9hbHR1cm5hdG12ZSBt
ZXNzYWd1IHdpdGggYW4gaW5saW51IG1tYWd1L3BuZweKYXROYWNobWVudC4gSXQg
dXN1lcyB@aGUgSGVhZGVyIFByb3R1Y3Rpb24gc2NoZW11IGZyb20gUkZDIDk30DgN
CndpdGggdGh1IGBoY3Bfc2h5YCBIZWFkZXIgQ29uZmlkZW50aWFsaXR5IFBvbGL j
eSB3aXRoIGEgTkx1Z2F jeQOKRG1zcGxheSIgZWx1bWVudC48L3A+DQo8cD48dHQ+
LSOgPGJyPkFsaWN1PGJyPmFsaWN1QHNtaW11lLmV4YW1wbGU8L3ROPjwvcD48L2Jv
ZHk+PC90dG1sPgOKLS02YmQtLQOKDQotLTg4YgoKQ29udGVudC1UeXB10iBpbWFn
ZS9wbmcNCkNvbnR1bnQtVHJhbnNmZXItRW5jb2Rpbmc6IGJhc2U2NABKQ29udGVu
dC1EaXNwb3NpdGlvbjogaW5saW51DQoNCm1WQk9SdzBLR2dvQUFBQUSTVWhFVWdB
QUFCUUFBQUFVQBFZQUFBQO5pUjBOQUFBQWNFbEVRVIIOMNVWVE94YKENCk1BZ1M3
Mz1uTzNUcFJ3MjBkcXBiZkFSUUVqT313aXdZbkNBaBRLbmJjTGs2NnNxbFQrenQ5
Y21kaOUrNkt3aToNCnNncnpmY3FWTXBMMmpvMDQON2dZRHB1QXJrK@9uSkhrSWhB
Z1RQUm1jaWhBZjVZSnJ3N3ZqdjBaV1JXTS91bGkNCnZkUGYxUVoya®REOXhwcGQ4
dOFBQUFCS1JVNUVyaBpnZ2c9PQOKDQotLTg4YietDQqgggemMIIDzzCCAregAwIB
AgITDy@1lvRE510r0Q1SHoe49NAaKtDANBgkghkiG9wOBAQOFADBVMQOWCwWYDVQQK
EwRJRVRGMREwDwYDVQQLEwhMQU1QUYBXRzExMC8GATUEAXMoU2F tcGx1IEXBTVBT
IFJTQSBDZXJOaWZpY2FBaWIuIEF1dGhvemlOeTAgQFWOXOTEXMjAWNjUBMThaGA8y
MDUyMDkyNzA2NTQxOFowOzENMAsGATUEChMESUVURjERMA8GATUECXMITEFNUFMg
VOcxFzAVBgNVBAMTDkFsaWN1IIExvdmVsYWNIMIIBI jANBgkghkiGOwOBAQEFAAOC
AQ8AMIIBCgKCAQEAmpUp+ovBouOP6AFQJ+RpwpODxxzY60n11J53pTeNSiJ1Wkwt
w/cxQqet4uD2vWYB8gOUH/CVt2Zp1c+auzPKJ2Zu5mY6kHm+hVB+IthjLeI7Htg6
rNeuXq50/TuTSxX5R1ITEXGt8p6hAQVeA50Z2afHg4b97enV8gozRO/Nkug4AkXm
bk7THNc8vvjMUJanZ/VmS4TgDgXjWShplcI31cvvBZMswt41/0HJvmSwqpS60QcA
x3Weag@yCNj1VOV9yu/3DjcYbwW21Jf5NbMHbM1LY4X5chWFNEbKN6hQury /zxnl
sukgn+fHbqvwDhJLAgFpW/jA/EB/WI+whUpqtQIDAQAB0o4GvMIGSMAWGATUdJEWEB
/wQCMAAWFwYDVROgBBAWD j AMBgpghk gBZQMCATABMB4GATUdEQQXMBWBE2F saWN1
QHNtaW11lLmV4YW1wbGUWEWYDVRO1BAwwCgYIKwYBBQUHAWQwWDgYDVROPAQH/BAQD
AgUgMBOGAT1UdDgQWBBSiUBHVRDYAKRV8ASPw546vzfN3DzAfBgNVHSMEGDAWgBSR
MI58BxcMp/EJKGU2GmccaHb@WTANBgkghkiGO9wBBAQOFAAOCAQEAgUl40JyxMpwiW
pAy10vK6NEbM11gD5H14EC4Muxq1u@q2XgX0SBHI6DTX/4LDstx7fSTus8gWVY3W juwdRrjFBSXkk7pWpjXwsA3A5G0tz0OFpfg
yC70xsVcF7q4WHWZW1eYXFK1QHJD73nQwXP968+A/3rBX7Ph0BDBbZnfitOLPgPE
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wjTtdgevQQewz+CRQ/YbHPKaw7aRphZ063dKvIKp4cQVtkWQHi6syTjGsgkLcLNa
u5LZDQUdsGV+SA03nBdWCRYV+I65x8Kf4hCxqqmjV3d/2NKRuBBXnDe /N+iDz3X0
ZE0jBfqXgq4SWcCOnsG11lyyXt1TL270I6ATKRGJWiQVCCpDtcONT6vdJ45bCSzsC
AWEAAaOBrzCBrDAMBgNVHRMBAT8EAjAAMBcGATUdIAQQMA4wDAYKYIZIAWUDAQEwW
ATAeBgNVHREEFzAVgRNhbG1jZUBzbW1tZS51eGFtcGx1MBMGAT1UdJQQMMAOGCCsG
AQUFBWMEMA4GA1UdDwWEB /wQEAWIGWDAdBgNVHQ4EFgQUuU/bMsiBdBhIc1l64papAQ
0yBmZnMwHwYDVRO jBBgwFoAUKTCOfAcXDKTxCSh1NhpnHGh29FkwDQYJKoZIhvcN
AQENBQADggEBAHOJojanzqmgaSN3/gqSQ4cbbmdj /R4OBEPr+gXT+xiidfZ2il Nw
YyTneuK6AChwKfnNvOFb81V1iffRTF/KtmVEDMR/sYeqAH83KM5p3el21Vh40Hhy
I0gNuz50ShNaACSi0Q23WxHGVyY9vsdVfnbhsplriWgINQ2WbpCmK+20Mh20Y10Z /w¢c4M3t5zsf3S88JcWA5zLyXxScvYtT6Qccu43HSXciTWhorQ
VKEWATVb1SzmhVA2KFICXRw8s60dily9q01/80dXZ80ZBpRgPbnBs8Zp0yX2bldF
w/7RagOW1j+d3uefP3kxLm62jnd17H3TL1pgNgKo86HoBTG/Tuwqi30sBVnOqrBD
RzEIRwi/BymNcaR2Bac=

June 2025

C.3.12.2. S/MIME Signed-and-Encrypted over a Complex Message, Header Protection with

hcp_shy (+ Legacy Display), Decrypted and Unwrapped
The inner signed-data layer unwraps to:

MIME-Version: 1.0
Subject: smime-signed-enc-complex-hp-shy-legacy
Message-ID: <smime-signed-enc-complex-hp-shy-legacy@example>
From: Alice <alice@smime.example>
To: Bob <bob@smime.example>
Date: Sat, 20 Feb 2021 12:13:02 -05600
User-Agent: Sample MUA Version 1.0
HP-Outer: Subject: [...]
HP-Outer:
Message-ID: <smime-signed-enc-complex-hp-shy-legacy@example>
HP-Outer: From: alice@smime.example
HP-Outer: To: bob@smime.example
HP-Outer: Date: Sat, 20 Feb 20621 17:13:02 +0000
HP-Outer: User-Agent: Sample MUA Version 1.0
Content-Type: multipart/mixed; boundary="88b"; hp="cipher"

--88b
MIME-Version: 1.0
Content-Type: multipart/alternative; boundary="6bd"

--6bd

MIME-Version: 1.0

Content-Transfer-Encoding: 7bit

Content-Type: text/plain; charset="us-ascii";
hp-legacy-display="1"
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Subject: smime-signed-enc-complex-hp-shy-legacy
From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 12:13:02 -0500

This is the
smime-signed-enc-complex-hp-shy-legacy
message.

This is a signed-and-encrypted S/MIME message using PKCS#7
envelopedData around signedData. The payload is a
multipart/alternative message with an inline image/png
attachment. It uses the Header Protection scheme from RFC 9788
with the “hcp_shy® Header Confidentiality Policy with a "Legacy
Display" element.

Alice

alice@smime.example

--6bd

MIME-Version: 1.0

Content-Transfer-Encoding: 7bit

Content-Type: text/html; charset="us-ascii";
hp-legacy-display="1"

<html><head><title></title></head><body>

<div class="header-protection-legacy-display">

<pre>

Subject: smime-signed-enc-complex-hp-shy-legacy

From: Alice &lt;alice@smime.example&gt;

To: Bob &1t;bob@smime.example&gt;

Date: Sat, 20 Feb 2621 12:13:02 -0500

</pre>

</div><p>This is the
<b>smime-signed-enc-complex-hp-shy-legacy</b>

message.</p>

<p>This is a signed-and-encrypted S/MIME message using PKCS#7
envelopedData around signedData. The payload is a
multipart/alternative message with an inline image/png
attachment. It uses the Header Protection scheme from RFC 9788
with the “hcp_shy® Header Confidentiality Policy with a "Legacy
Display" element.</p>

<p><tt>-- <br>Alice<br>alice@smime.example</tt></p></body></html>
--6bd--

--88b

Content-Type: image/png
Content-Transfer-Encoding: base64
Content-Disposition: inline

1VBORWOKGgoAAAANSUhEUgAAABQAAAAUCAYAAACNIRONAAAACEIEQVR42uVTOXbA
MAgS739n03TpRw20dgpbfARQE jOywiwYnCtkDKnbcLk66sqlT+zt9cidkE+6KwkZ
sgrzfcqVMpL2j00447gYDpeArk+0OnJHKIhAfTPRicihAf5YJrw7vjvlZWRWM/uli
vdPf1QZ2kDD9xppd8wAAAABJRUSErkJggg==

S2gRh==
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C.3.13. S/MIME Signed-and-Encrypted Reply over a Complex Message, Header Protection
with hcp_baseline

This is a signed-and-encrypted S/MIME message using PKCS#7 envelopedData around
signedData. The payload is a multipart/alternative message with an inline image/png
attachment. It uses the Header Protection scheme from RFC 9788 with the hcp_baseline Header
Confidentiality Policy.

It has the following structure:

L— application/pkcs7-mime [smime.p7m] 10575 bytes
1 (decrypts to)
application/pkcs7-mime [smime.p7m] 6820 bytes
4 (unwraps to)
L-multipart/mixed 2343 bytes
multipart/alternative 1138 bytes
text/plain 390 bytes
text/html 485 bytes
image/png inline 236 bytes

Its contents are:

Content-Transfer-Encoding: base64

Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="enveloped-data"

Subject: [...]

Message-ID: <smime-signed-enc-complex-hp-baseline-reply@example>
From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 12:15:02 -05600

User-Agent: Sample MUA Version 1.0

In-Reply-To: <smime-signed-enc-complex-hp-baseline@example>
References: <smime-signed-enc-complex-hp-baseline@example>

MITIefAYJKoZIhvcNAQcDoITebTCCHmkCAQAXggMQMIIBhAIBADBSMFUXDTALBgNV
BAOTBE1FVEYXETAPBgNVBASTCEXBTVBTIFAHMTEWLWYDVQQDEYhTYW1wbGUQTEFN
UFMgUINBIEN1cnRpZmljYXRpb24gQXVOaG9yaXRSAhMPLSWOETMXSs5CVIeh7j00
BogOMABGCSqGSIb3DQEBAQUABIIBAAh8BWIBJuemYgxwwil jKO/1puC5akUSDDzw
nwIP1+zCjV+RBTnuJdbc1Yt80deysjOWOADJQxHdjGLghqwy7tYChAopgpVEMZIFN
9G01i0USRXxGHbRc9fG+OPKYhTqxy/sPWY2E69RjEB8wgh3+gTNLGWI68F2hQ8T955
aWD6gffqhVHgUg7ZyBV45TwaqJhtKUBNYykP8fM7QMTLfAleXwhfCBXDg/edowQSZ
+8Akm+Q6Z0Wc+f19QSNVUhs57E3AjORXeUzVND+uaajAyWEV5IrkIZsYyqoA3346
1bGfkggalrZwCrond47+L/JSIEigsEs4B04HCL /3152nd+ujEiwwggGEAgEAMGwWwW
VTENMAsGATUEChMESUVURjERMA8GATUECXMITEFNUFMgVOcxMTAvBgNVBAMTKFNA
bXBsZSBMQU1QUyBSUBEgQ2VydGlmaWNhdGlvbiBBdXRob3JpdHkCEzZB8ROAPhiY6
HGLS64Mv1sDXhpQwDQYJKoZIhvcNAQEBBQAEQQEAY /JjLXmn6NbOt3TjrWIQyj7z
UgVUsuGDTNOvGz1lmr3aX7MAGb9gcbiJvbEi1gBddKbc5hBy5M0Aaa2eahJW32e66
Q2YcvCrj56tjKGHNKCKNhEyQaBIJwa586dT87MALhCgSAO1IPRWINWkH8yY jHkxgF5
VXw2UuH1zk2momhABc9dkX2vAXihIaldSQXrhAKcaUYH23VcelUtFitlyo3jbs4V
sSdYOhfEU7agSSCuUghB2SYTMe88nrh/PUuL9BCx2Yfmu/U0q6enkK6zhGGw2hYO
ZMACnCBtdAcaXBCsdXDdOrJQdD81vXE8G1ROVIdUAo2KVmww6dDOXpyChidccDCC
GO4GCSqGSIb3DQEHATAdBglghkgBZQMEAQIEEML /LZyVd/Cgei/1+MT1kHF2Aghsg
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1TX6aXgTAJEAbBbbNV1AfSNLxsxal9GZ9AKi4pWk+110jzvTxxAOpeMH5z4 jH+3r
+mss2RN+DVdfItsa721Xat6FdC6+RFU5RziCGJdbHIVRzW29BWRQW/eem+RXhi4t
VST716ND87C+BbWwVZ0JDj3yHXWxYGSgzNNHb2Ix4wnf2DWbWqtH1+7SNiAh7QgE
8wlv9KM6Qi40EWYAEPBxtkGnrGYgChBrchvejsV/TtQx8WeK/0z1uNDwbVtUPaep
UIMOuIf2vCcp27FkWyh60JdwWVeRg3af81vxfaStN2GbKATt9fh8RWNACtGfVc+u
NpjL4Qf8FMGbfuextkmlqOU1nsGZP301J0+VDrpkLRPoLk4bjh6WkOmEbvjRFeNX
ZUVMWVbnDH4Z5+t0IXNV3T59fsJ7QqnHOKqGL1y89fZTIc61NA3bELXMONSgDP5Z
iDQLYyTcs@nk7YooEIUXO1UMt3FBS1SR+ieABPj71zCn/6bg43QS6tbtvx/12bJxC
C8ZE+dq@8TDiWGSn3VvPfADBt+7reZaKXNAH+tFVcW9Q6GbgAVwvwNynjRySTfzK8
HearG5r9F8ZtgV/Fmedod4s8/VxGdq9gl+zOROnmE8P3k2PY6pAWbBRb1DGDMwm
A62ailzM5cc4IkriljexndSQDowQpnllD+RYLWYENiONhE8ueMBiN7Vfv4b8Bxts
iisQ7M/1cbrCTQQjR2GNpq3WD756AR1aCI05zqXMKE6ITHXxsJFYGjQWYo/bRqdK1
8nzEbRLOVCNSIr@jcH61bizm10otU3bDdqBX1teKW/4CONB6ThXYwMaoG59z3YVaE
GoazwiiAXaFZDIZ/so1sQAHuy7Liwodd@MY/Fx0rgCQkN4EACMYxhW+3Zv/1Spli /wxk@mméV2fbd50ei+H1Tz9
hIDYGHxJPjAq83YVPQ4r1Ndy682QNDL90Nz4ENFgYRj8Q8G20F4IDG6MDOXSBNuu
URcjTVvE5b180hZvqOF45NyKQZh47XtF6ESrYI45DkqpHDxNeIQG5Fowfzz25SCy4
CNQciblLe4cYNylTqfAHa9FHDMBW3kJJDHtmaX17Zbtyz126S9QvJiIR8x7W811SB
TIEbOMMZ6 rNCok+7P5JB565//+T18y8dNxZPLtSbBx7X03b9REiTR2s7M8jY0jKja
/7CWWX/fAQeivjy+9jFk/fD5x3w/SnTuFQCBUmMf5Yf1lkzEqqrejq0ZjxbzawgNkx
QmtG4GtUr3K49MaC/XJ13/100NRng4Y3q1h+4mdE6¢c1n+CpG/BrRBb5SbxZrGeqJdJ tRXo++8uJ4jqfmLBVzszG1C5R2AG90hA7VLZs7LU7V6E3nzwZ11cgxCSSR+gN
e4f6d2610CkJ+pT4JdCMOZbrpfxFBitm9R7QuTkrd3dTbQ70VU8t+3rzY2MeIt8R
WNgTc58ThYo30ABAGB4DspLRIYywR7Dr10sj1du90vIWnS1LWWSqKQdAEU7E90ha4M
qvwrtktLmGgKVijKIOPgxuxXWsFS98Na29219ZYtbhtxptKpWITG/rNarBetgNVG4
JOohqz0Zde6F4CQHTI+1dE/a8g4xDcdZmnDDS4 /fr1GhhS3HZVm4csjIyB+YSHmz
cMIt1LW6aFj1/PS/0ofQJ7eEjme51S1RsY3CjAeMTEMJAXNISLXtntPDaAm9Q62Wq
rge+NSeWtyQyj371let2Der0Y+rWwGtpx9hD3v/np/VWEIwSopORrnbNXb9VU6ILI
TkfRe2mjEgtU930E/4d911HNEU3JFe1+13d2mB4NrueQQ0x2bwIT9TCWVjYDgawO
OP7C7/DyxgkfE8f+BKsaRkoJ54h20gA7uboeXBE jEeHwsIdZkM32vQg/tP4ftA0d
4Hk14ZxHqJF4ETuQv1KHUhT2aJQmQJJWpB5UoIe3/eigKvHLuUjFsBsTOvidaeegK
x/QSDxYAYVCByJmcfutA4fJbC7AJVvkJIPTyYdgYgWFIMDCgu2QmtX8nuwDZchRfYK
BGBzeOPdcr4coEh/9d7fqlo6AtcIZKg/90fWnzPRqA4zglL /QBJPOMGQYWUT6G4AN2
aUNyAZRbfoP1INXWDY3cKy7kAHGZ07qU3QMeqpIffSDHHbaz6CtarFBcDEwrLvk/8
CapPaBGX7BxatCLjbb4iZpQvKKyPMZzyRD50IgW8t74Yc1KnLsTKkp4JDDKcMQLo
k8h75c088PDoB9secT3kqCkA+2a7I4PS317eTNjxa4HmGMDQa7ulso30/LHmMHKHG
TyilXA1Q0qluw/QmyVx83jABGEKDHSrVTATKVF90+kA1+9Zf8zg2riX3RrAaGXBCFz
w4M3JosnZVCMRhEAXi@DNJfw1Z87MfrsvDtwLHzHayajuDaaCfbcPsOCARxHtTmH
8gxz75U6nL2PNTB36a0iMWMhUxABd9J+e413A7C13NtSye9B6hwxUjTm1ik /ENrv
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Ma2xbwJFeQKyT51pm4Dg1C2ptRbrka7/33XHNhmh8WWk6VbWLNT/j1KoFxs2qTff
5j098PdbTSIuKBYh5CRSC1v4NbsFZt17Vp9QVWRuUK1rT8SCeA/Ev4HVgdX11BTcX
2phDUZmWU2pi4A2Bsj/bYQHkaaxhGNSF6drl1cRNTfRzKExdZLK7ybaFQtJPnzzQVL
HOUBMzMMOS2 rktQghpgwDrm9cnFjNn+7ZYfrqYq8pZ7I7wl1MBRfnzC3emmNbabN
XQh+mm1Lud1DoiO/F5KFV5g11PdjrB/+dMjifWIVo6HqiXSYS7VwQTgUwPuPxZwf
UKYoMQqJfZ5VfIOWiBV+1pxF77Ihxp54To5BtpTI2asTSsOCtfRhpGamp6Vug59a
LAGtPFutrR1x8Wenv+YJkg8d7bWgebF45xL1Da/NNr47rF79bzieUR/kvnvNwMRR
HIWqYaWcMoGV/RIYLK71mVWVIn4dtdkXX/pnefaQj1r/swA5ZG9cq+maBzyA7zq8S
nKhasKLuBnWuPYegkZyXgaaxIwWVJnKw+YYRCGXvJINYhh9TFNKONXvrAk/TPQ3Th
9skjLzc8TQggBQ+0K3GZ /+0z5U96F5kf2FJjThAnA31TDOtgp5sWLUK jcFWXMJMT
HtLwuI7xpViD7HRpV+YmpuCdrjwBel5ylhMb1yVj/Fm/sBx6Ta4hcf@zybJsro5Q
KmIrolLxeBUDet/aE/GUw8rK7/4eS9IintAoZbng2eLTIRBnecieXGXzjCP1pswTK
4ynBMzZCsrN/kF1tskTGCbA2j3PGUyiPWYVvtZCTEBS1DOLW1fkluXifCvugYtPnB
fnsDYBw3pM40i1Y+C08LsnGou2aqEyVUkxwX50w8UriHbrtntNOfUYybUJZ414ZP
9UE40w@Yava+QPV1y8mJlhqidgWMygJFOv71FgjjiX2tM5T781pjGgxj7gMEKYYn
v4t/De+30UgprRwpEPZ91DySE6Y5XD1cKzrjzaUU6kMJ3ttyK4rDdOIYqn83V8zQ
WXuONNqZzF49SzC6RInvoooW2ipvs3/ZDwgVwhDYgDHtFqIvj8R0OewB/ZiUVMiBS
/NZbdV5ArfWTum2s54sCVEi3+1ACeLiQoy1QQc5mjI91VQvaqw]jpzMOp13EQj1tTh
rCU4jZj+nRCqj6c9oe/SAuEVXxTGBZQ40vGOPoQf6EUY /S/yBBX5eiUAT3HNj6tJS
N5uV6LehKQuuN3+0xKHBA53c+A1GJePocc8L8XUCS5XxutQEWf78B1p5IWXELINIS
51nG8XMR4XpcIOK7H1b/KWYJ4szYN/+tXGo8vCy8azYZDT155MRz0dBKiCj1+HQW
T4gkpK3/uzxitiioEeQbvhDNILQEX6xpbOvok9MVPBhTnImm5pQIBB+G8X9¢chb3x0
Nb1P7Qu5qdp3LJQMm+ME2eTV2dKGSrffe2botWILgYbq8DuR0BiC5dGjkSNYx4+8
GHyB84Fox0Ba/702wB+1n+ujCGgEOKjvBtgMLTyT1WGw1s4xktp/0OrqYdit80QLV7d
kPJhCkpS6MdFeEtn4U0vSh+2DWFNtvXgkJWww1CNN2qupeKhA3afYAt6W3HKUHvr
DhgawnJz+0Q/iR1rzbulpe7r3udX7zxQl6eV1k4R1kLJ6+v6zxhn12fjRjjL7Ufh
euw08zxtyLvbwg6HW+9iKmcB8nxGhitjoOUwmOmMOWMA3sASsuMT6FefSiQpuont93
TzaNiS1fn9zL1Sr+6D9sLwcobNz6Hgtq1/d8u3hIXHJXHBZTRbh3KmB40OHy rFsEB
Drxf9Brn6DxM0eGg2VEgzoiE3dn4nvdHNVs6GqgAjQ8pWCzFrWijTJ11zUYa3aT4
CFpz2no5GsnXFfCVyDdXwNuDIhhf+Yke+PJ6ss5YdujZoRux1+C419hyoRTnYF1z
OLE20LdFUPBgDMoPSjJyOoxncdF /vCqVaBcbMuAFypxsiPYLSA46RWjdOPasPTTN
Zalwzps/1loBuMHNUMX0Zkw62fF81Bzu04Eqld3Ggowwn4Gy1EATQGC3TfNDINGzv
mps8gen5F9ER8xv2gyUtsxwLY3RMbS1QpOKMk4ugqab6SMg5cwTub6aCPy7wHkRRJvi
Y46Iax6rMcZOWmcuGgEotZMoBOwkCF9dQPFkTIMtacpFgMqoPpDtOwW6MNHM8TC2J
/Tb1X601tpNDRzwglITHNIOKT+c83eVPfnd5FRqLK3FZgHXKkeGwP8YnQk rLCO8L
om3dcdznc+giDxhkVjNnG7jtflm3ytUK3aoudqGgV09sZ5EVzps1LiTJSgbQYoQT
NIKMi/ZQXf8xoffhv7tAGQA9tfRpmq/BNu5FoAB8jucgw5EjPqgXTNIIvv2ce/wr
7eULcsBUCgNnT5/apRBZBb/fV+uZbVRtXajaf+r3dsrfYZwVGeHr59X90s1EY6KEJ
gsSPGhR2iMJBUSj6haTGWbx8dsyodtQrGjtn07uy290J4i5eX7eBalaz2fuAfdoX
JkxmKxYCGJIq5SVmf jynb6rNE938KGQu3kwPDIPzamZ5e295y67 /BLi6zLe8myCi
RGHm/1mx53jX0scQL9s7p+UZPGdQhpfgZQeXmMgSQtS48cBGMdDAXrnuWBOFVMQSE
gjrDRsVd4hMCKvOMh2bPUNq8/FPAPNRDN2thRts977ZTz6/ug86wUuB7a5GkdLLmu
uFc5Qtu+3kj6FhmjZuFJ3IMEXKzQs15T3aUEL5YJp0OSTUrY3ir4CEcZ9Q0jEpffB
3Xs52uHXP8QcdtENVNX5K1Z1XNBkpJW8fWmuYcLMzHVQ8072kEEZz287GoqqZgRMC
wG260S+yTRMHbPF2Jc+geNFwi8nfcuA2SJx2Gw83eXGRABvxBspdrjFFc+pJLJcw
RnUBQfVa4IoSr6xCg3e4d+ZfveKS3BSQ79ubHoD3cTo2/W1PFXhHH3Xx5vmL8gVXZo
zAFrrhDfVp63SmgbCngwkdLZr /myoN6oMWh/EyvNiWgRfxpL8d/JZBw6rdm@smya
wJ9k8BzEg9a5nvHP jwwG932xyOHR3eevzugqH95H8vi1ZLnag3UaCgXBQr06Dy0gzGillmor, et al. Standards Track Page 171
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HX06I6BV5pIP5LzKgqC+grcFKas1HNgx/UlcOxdYR87eBOpjrvu8KmoAabzMgaIU
c2MazZiZx1p08T1hpkwxq49kE/gqzRUeTm2gCS1piR6qEvDuUjetmeCaBH+b4dvVRU
8J60rGOhKFp5yNv8pTxmVYH185JcjfQBenjbCnlVt14ro+yuYcpBhjwY1HjJNOsK
yd3ceuRRKbwHOi50TbK3TwG19I+1JnUrTq6rYKk/FUanQ35DWjpPavdhBcTDgSWQ
zqJJ1Q/ohh14T1KMvzC7hVHiAWOIGANn1kgHF@I5uUoz6exhrN+iFg7fkCkxJAjsq
K1T61X1lv/eLwmJ9yYcbYA1U9DfJISIBScDOAMY45Q1Y3rQsfHPSB37Cjam5M1eQY
g3cc1lbskiaMeOSEHHdxdofyTTN5gDCHMOUBgTsFnénr+LZVj15xECpjxgTigBCu
Da7i6F1cOyCPDNX/ktG46PFzMCvov+IisDm3E1GMkH7bjQeIpjJ50zyzA1NKhpsL
wtr5PSW660TqeF64d0egwlJDNvoa8NzN5hMzD++Gy2YkijQ/WeYhkWTDAQMch7Sq
ks@kVKvNzx1T8nfCO/QDU6a8E+UnejBAQi6wS1BUSNQ1B3Xiy6Cda76PNppslyjp
aYOhifDuxfhLfU18jftimCOm8WkX6iGtobaemLcqbhi1rAN5c2GwaNu2uYPcKMo9
iSTTGAfgHHbfp5LsZy7J6bUBRG31Wrp16zFJ9vVhNWJ3Y9ppk0eMZEsmwrINNaU+S
a0+Kx6Qae1b2cT7W6CTMUgF15zsxyXt5MHDLIPsjaRb1C613ajjLeirCT2p82U19
zPqw7+YXLEp5RfAQrUJ46N41cr09mr5Jzf9EYFqZMPXjwhK8Bn7qSHM+31TkOgWyv
QWrDc84Nh547V267GbL1VK+Y2IzmDGu/g0s8FWo8MOtiMhOBDjPVO+H78yjJV3dk
V+SkImA90VxjMCjdj70PUDYpzaTKfs+7D+UH7MGCGFUVj7aHwYFaapX3f5H8ZCoy
N2sa2UQ30240J62YVIhOFunyciSOrv58c5JwW0/c1MEUYy6uh6rEcOGTi0+glS+I+
M1W8R1srDKScPyJ9012VOtvFMgkIGKce1E7k /Gwkkx1zT800SEKJt+XQk7p8APwu
dkeHOUygxgoPrbKjhDkwzaK8+8e9yDYOPYWxRATikaXqEZtJ3M2Yy/KVY /epiFPf
5k+INNrDLe57zvP1KgOcONr5mql2QT2jcr2rdGEWMO/1oNL1esmKgm7sCxp9Yky4
3pagPWZ41X2CHJB6xJ/fsn1IUNTBYpdzSHtg7DNd+AWVkMpvge/JwZaRjoakoRAn
PrSvDF7QrLu2hKNTq2L+ak01AULQET5wMRoih/h4PWf5JNziJDSHNmNY3 jmR+e7K
riW@SeczSjg/3dwx0Z23j148TjPqQaleBZ9/cakgSaxY4nsH4jB1m5VHRyCNmCVMNk
iykfrVnCdEIYIRI7gdECV06yGKCzwXTZtHAdQCOBkpzrLF80zQF9wKwTG7x/nGki
1JROWcwUtZyUI6e5sT921PG2Q0Q0pcAtqFmz3 /GMxrT/18L5GHIM6ynAsqJ6JH16
J57gixKv8spUkYT2bzJQWbSdq92fp+olwM/AAVUrRqOhqOtVFuAnpK/xWzcDBO/1i
D11Y1BU3GUkBYya2RFHA24hmDJdfPgT/7DiCG13y64EQ3WU08vz7KnYp2UKSLgAN
N3 /2Vx@wpnuE7SwWMUCQP1Kz+Q3fZZZkKtgW739NT50V63zPblvzWMBUjV+KYByoF
hp7RNLoNBUKRGy5/vX88/DDyoSs2D0i2NZb/A/tgNTQ=

C.3.13.1. S/MIME Signed-and-Encrypted Reply over a Complex Message, Header Protection
with hcp_baseline, Decrypted

The S/MIME enveloped-data layer unwraps to this signed-data part:

Content-Transfer-Encoding: base64
Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="signed-data"
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DQpIUCTPdXR1cjoNCiBSZWZ1cmVuY2Vz0iA8c21pbWUtc21nbmVKkLWVuYy1jb21w
bGVALWhwLWJhc2VsaW51QGV4YW1wbGU+DQpDb250ZW50LVR5cGU6IG11bHRpCcGFy
dC9taXhlZDsgYm91bmRhcnk9IjhlYyI7IGhwPSJjaXBoZXIiDQoNCiBtOGVjDQpN
SUTFLVZ1cnNpb246IDEUMABKQ29udGVudC1UeXB10iBtdWx@aXBhcnQvYWx0ZXJu
YXRpdmU7IGJvdW5kYXJ5PSJiY2UiDQoNCi0BtYmN1DQpDb258ZW56LVR5cGU6IHR1
eHQvcGxhaW47IGNoYXJzZXQ9InVzLWFzY21pIgOKTUINRSTWZXJZzaW9uOiAxL jAN
CkNvbnR1bnQtVHJhbnNmZXItRW5jb2Rpbmc6IDdiaXQNCgOKVGhpcyBpcyBBaGUN
CnNtaW11LXNpzZ251ZC11bmMtY29tcGx1eC1ocCTiYXN1bGluZS1yZXBseQOKbWVz
Cc2FnZS4NCgBKVGhpcyBpcyBhIHNpZ251ZC1hbmQtZW5jcnlwdGVKkIFMvVTUINRSBt
ZXNzYWd1IHVZzaW5nIFBLQTMjNwOKZW52ZWxvcGVkRGFOYSBhcm91bmQgc2 1lnbmVk
RGFOYS4gIFRoZSBwYX1sb2FkIG1zIGENCm11bHRpcGFydC9hbHR1cm5hdG12ZSBt
ZXNzYWd1IHdpdGggYW4gaW5saW51IG1tYWd1L3BuZweKYXROYWNobWVudC4gSXQg
dXN1cyB@aGUgSGVhZGVyIFByb3R1Y3Rpb24gc2NoZW11IGZyb206gUkZDIDk30DgN
CndpdGggdGh1IGBoY3BfYmFzZWxpbmVgIEh1YWR1ciBDb25maWR1bnRpYWxpdHkg
UG9saWN5LgBKDQotLSANCkFsaWN1DQphbGljZUBzbW1tZS51eGFtcGx1DQotLWJj
ZQBKQ29udGVudC1UeXB10iBOZXhOL2hBbWw7IGNoYXJzZXQ9InVzLWFzY21pIgoK
TUINRSTWZXJzaW9uOiAxLjANCKkNvbnR1bnQtVHJhbnNmZXItRW5jb2Rpbmc6IDdi
aXQNCgOKPGhobWw+PGh1YWQ+PHRpdGx1PjwvdG1lObGU+PC90ZWFkPjxib2R5PgoK
PHA+VGhpcyBpcyBBaGUNCjxiPnNtaW11LXNpZ251ZC11bmMtY29tcGxleClocC1i
YXN1bGluZS1yZXBseTwvY j4NCm11lc3NhZ2UuPCO9wPgOKPHA+VGhpcyBpcyBhIHNp
72517C1hbmQtZW5jcnlwdGVKIFMVTUINRSBtZXNzYWd1IHVZzaW5nIFBLQ1MjNwOK
ZW52ZWxvcGVkRGFOYSBhcm91bmQgc21nbmVKkRGFOYS4gIFRoZSBwYX1sb2FkIGlz
IGENCm11bHRpcGFydC9hbHR1cm5hdG12ZSBtZXNzYWd1IHdpdGggYW4gaWSsaWs1
IG1tYWd1L3BuZwOKYXROYWNobWVudC4gSXQgdXN1lcyBOaGUgSGVhZGVyIFByb3R1
Y3Rpb24gc2NoZW11IGZyb20gUkZDIDk30DgNCndpdGggdGhlIGBoY3BfYmFzZWxp
bmVgIEh1YWR1ciBDb25maWR1bnRpYWxpdHkgUG9saWNSL jwvcDANC jxwPjx0dD4t
LSA8YNIVvPkFsaWN1PGJyLz5hbG1ljZUBzbW1tZS51eGFtcGx1PC90dD48L3A+PC9i
b2R5PjwvaHRtbD4ANCi0tYmN1LSONCgOKLS04ZWMNCKkNvbnR1bnQtVH1wZTogaW1h
Z2UvcG5nDQpDb250ZW50LVRYYW5zZmVyLUVuUY29kaW5n0iBiYXNINjQNCkNvbnR1
bnQtRG1zcG9zaXRpb246IG1lubGluZQBKDQppVkJPUncwSOdnbOFBQUFOU1VORVVN
QUFBQ1FBQUFBVUNBWUFBQUNOaVIwWTkFBQUF jRWxFUVZSNDJ1V1RPeGJBDQpNQWAT
NzM5bk8zVHBSdzIwZHFwYmZBUlFFak95d213WW5DdGtES251YOxrNjZzcWxUK3p@
OWNpZGtFKzZLd2taDQpzZ3J6ZmNxVk1wTDJqbzABNDdnWURwZUFyaytPbkpIa@lo
QWZUUFJpY21oQWY1WUpydzd2anYwW1dSVOOvdWxpDQp2ZFBmMVFaMmtERD14cHBk
OHdBQUFBQkpSVTVFcmtKZ2dnPTONCgOKLSB4ZWMtLQOKoIIHpjCCA88wggK30AMC
AQICEw8tJbOROZdKzkJUh6HUPTQGirQwDQYJKoZIhvcNAQENBQAWVTENMASGATUE
ChMESUVURJERMABGATUECXMITEFNUFMgVOcxMTAVBgNVBAMTKFNhbXBsZSBMQU1Q
UyBSUBEgQ2VydGlmaWNhdGlvbiBBdXRob3JpdHkwIBcNMTkxMTIwMDY1NDE4WhgP
MjATMjASMjcwNjUBMThaMDsxDTALBgNVBAOTBE1FVEYXETAPBgNVBASTCEXBTVBT
IFdHMRcwFQYDVQQDEwW5BbG1 jZSBMb3Z1bGF jZTCCASIwDQYJKoZIhvcNAQEBBQAD
ggEPADCCAQoCggEBAJqVKfqlLwal jj+gBUCfkacKTg8cc20tJ9ZSed6U3jUoiZVpM
LcP3MUKtLeLg9r1mAfID1B/wlbdmadXPmrszyidmbuZmOpB5voVQfilYYy3i0x7Y
0gzXrléudPB7k@sV+UdSNRFxrfKeoQEFXg0aGdmnx40G/e3p1fIKMOdPzZLoOAJF
5m500xzXPL74zFCWp2f1ZkuE4A6141koaZXCNSXL7wWTLMLeNf9Byb5ksKqUugEH
AMd1nmoNMgjYOVfVfcrvowd3GG8F tpSX+TWzB2zNS20F+XIVnzRG5DeoULq8v88Z
5bLpIJ/nx26r8A4SSwIBaVv4wPxAf1iPsIVKarUCAwWEAAaOBrzCBrDAMBgNVHRMB
Af8EAjAAMBcGATUdIAQQMA4wDAYKYIZIAWUDAGEWATAeBgNVHREEFZzAVgRNhbG1 j
ZUBzbW1tZS51eGFtcGx1MBMGATUdJQQMMA0GCCsGAQUFBWMEMA4GA1UdDWEB /wQE
AwIFIDAdBgNVHQ4EFgQUo1NB1UQ8gCkVfAE j80e0r83zdw8wHwYDVROjBBgwFoAU
kTCOfAcXDKfxCSh1NhpnHGh29FkwDQYJKoZIhvcNAQENBQADggEBAIFJeKCcsTKe
FgQMpTryujRGzJdYA+R9eBAuDLsatbtKt1l4FzkgRy0g31/+Cw7H8e30iLrPIF1WN
19jHrjg0yIs5AQ/hgxLvLir3hEUV2Z3MRsMt jH2x9SG91PEMO46gfPncI9gMGHMT
g1qvaKcLQP5UzpEYPLror2X4P5uXxaPOLIZRzWmkw1RF7FOD7PfB5v94M5274XY x
W2W4uKGd7QGnUZROSVSYkGiWDp1JhgXwfDz8ABenITGXnoEKAFvvjiCqh64P1hIe
Morj36pgL190WzZD6YrzSWHUz1F00juyu0fQsqméhvrDTgNpHNZO15f0URZza1SkCv
19GFmNUPoVgwggPPMIICt6ADAGECAhM3QQV57XV/QqmiXDro+GrOmgnXMABGCSqG
SIb3DQEBDQUAMFUXDTALBgNVBAOTBEL1FVEYXETAPBgNVBASTCEXBTVBTIFdHMTEW
LwYDVQQDEYhTYW1wbGUgTEFNUFMgUINBIEN1cnRpZmljYXRpb24gQXVBaG9yaXR5
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 /8eNARD6/0FB/sYonX2doiz
cGMk53riugAocCn5zbzhW/JVdYn30UxfyrZ1RAzEf7GHqgB/NyjOad3pdpVYeDh4
ciNKjbs+aEoTWgAkogENt1sRx1lcvb7HVX524bKZa10oPTUNIm6QpivtqDIdqGJdGT
8L1zLfXBuo2zL3HR+M9CDr40pq2JCkzPBQhp7poIccGE6I9Tsg+RrO0A9iCQsPN1+
Tg8YedjGzUWFB7 rNmTOTzPCVZzUAUBlr+JJtz0KypyQ3eoZ6EPazXqMyHAVcsmOGI
364I0A0b8PSrJNtjh+AqJ5QfH+0e7NSzNnEmMYICADCCAfwCAQEWbDBVMQOWCWYD
VQQKEWRJRVRGMREwWDWYDVQQLEwhMQU1QUYBXRzExXxMC8GATUEAXxMoU2FtcGx1IEXB
TVBTIFJTQSBDZXJ0BaWZpY2FBaW9uIEF1dGhvem1lBeQITNOEFee11fOKpolw69Phq
zpqp1zALBglghkgBZQMEAgGgaTAYBgkghkiG9weBCQMxCwYJKoZIhvcNAQcBMBwWG
CSqGSIb3DQEJBTEPFWOYMTAYMjAXxNzE1MDJaMC8GCSqGSIb3DQEJBDEiBCDgxAGg
S+1eHkWHxwhKH54Bov1Mmxx6F Jnth3m1aP2z+DANBgkghkiGOwWOBAQEFAASCAQAF
sIpGZtBsgrjV19N6sQu/kUOdnbGSU9JKm6bXL+1vef+4jDckomzjYI5AT1sKXxfsK
nBWwgESEvOV03839X1gMAUCO9cx Twwcg4L AUEDWgscC/iNJQo6Xm8fTs8yBMiM/+
OyMrreXIgeXR2ikTG5ub9mPrnx0Oxaefdnx6HMTh6 jGmIodN2BAPIW2KahYYS@OBQZ
g74NYeBJX1euT3/ZUgLmupQBbephgj14pNcsljOqPSRmBf8pZv/9tzYOuSj5CwK4
pzvzfqRN6Lsz3AgFpXdOm7RiYCEwcAkgLLgJ4brnvtASUAmKuSRJaePB7Qcbewy3
4DJRpBBHfebD7Zg7DtDN

C.3.13.2. S/MIME Signed-and-Encrypted Reply over a Complex Message, Header Protection
with hep_baseline, Decrypted and Unwrapped

The inner signed-data layer unwraps to:

MIME-Version: 1.0
Subject: smime-signed-enc-complex-hp-baseline-reply
Message-ID: <smime-signed-enc-complex-hp-baseline-reply@example>
From: Alice <alice@smime.example>
To: Bob <bob@smime.example>
Date: Sat, 20 Feb 2621 12:15:02 -0500
User-Agent: Sample MUA Version 1.0
In-Reply-To: <smime-signed-enc-complex-hp-baseline@example>
References: <smime-signed-enc-complex-hp-baseline@example>
HP-Outer: Subject: [...]
HP-Outer: Message-ID:
<smime-signed-enc-complex-hp-baseline-reply@example>
HP-Outer: From: Alice <alice@smime.example>
HP-Outer: To: Bob <bob@smime.example>
HP-Outer: Date: Sat, 20 Feb 20621 12:15:02 -0500
HP-Outer: User-Agent: Sample MUA Version 1.0
HP-Outer:
In-Reply-To: <smime-signed-enc-complex-hp-baseline@example>
HP-Outer:
References: <smime-signed-enc-complex-hp-baseline@example>
Content-Type: multipart/mixed; boundary="8ec"; hp="cipher"
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--8ec
MIME-Version: 1.0
Content-Type: multipart/alternative; boundary="bce"

--bce

Content-Type: text/plain; charset="us-ascii”
MIME-Version: 1.0

Content-Transfer-Encoding: 7bit

This is the
smime-signed-enc-complex-hp-baseline-reply
message.

This is a signed-and-encrypted S/MIME message using PKCS#7
envelopedData around signedData. The payload is a
multipart/alternative message with an inline image/png
attachment. It uses the Header Protection scheme from RFC 9788
with the “hcp_baseline’ Header Confidentiality Policy.

Alice

alice@smime.example

--bce

Content-Type: text/html; charset="us-ascii”
MIME-Version: 1.0
Content-Transfer-Encoding: 7bit

<html><head><title></title></head><body>

<p>This is the
<b>smime-signed-enc-complex-hp-baseline-reply</b>

message.</p>

<p>This is a signed-and-encrypted S/MIME message using PKCS#7
envelopedData around signedData. The payload is a
multipart/alternative message with an inline image/png
attachment. It uses the Header Protection scheme from RFC 9788
with the “hcp_baseline’ Header Confidentiality Policy.</p>
<p><tt>-- <br/>Alice<br/>alice@smime.example</tt></p></body></html>
--bce--

--8ec

Content-Type: image/png

Content-Transfer-Encoding: base64

Content-Disposition: inline
1VBORWOKGgOoAAAANSUhEUgAAABQAAAAUCAYAAACNiRONAAAACEIEQVR42uVTOxbA
MAgS739n03TpRw20dgpbfARQE jOywiwYnCtkDKnbcLk66sqlT+zt9cidkE+6KwkZ
sgrzfcqVMpL2j00447gYDpeArk+0OnJHkIhAfTPRicihAf5YJrw7vjvlZWRWM/uli
vdPf1QZ2kDD9xppd8wAAAABJRUSE rkJggg==

--8ec--
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C.3.14. S/MIME Signed-and-Encrypted Reply over a Complex Message, Header Protection
with hcp_baseline (+ Legacy Display)

This is a signed-and-encrypted S/MIME message using PKCS#7 envelopedData around
signedData. The payload is a multipart/alternative message with an inline image/png
attachment. It uses the Header Protection scheme from RFC 9788 with the hcp_baseline Header
Confidentiality Policy with a "Legacy Display" element.

It has the following structure:

L— application/pkcs7-mime [smime.p7m] 11205 bytes
1 (decrypts to)
application/pkcs7-mime [smime.p7m] 7286 bytes
4 (unwraps to)
L-multipart/mixed 2668 bytes
multipart/alternative 1427 bytes
text/plain 482 bytes
text/html 642 bytes
image/png inline 236 bytes

Its contents are:

Content-Transfer-Encoding: base64

Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="enveloped-data"

Subject: [...]

Message-ID:
<smime-signed-enc-complex-hp-baseline-1lgc-rpl@example>
From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2621 12:16:02 -0500

User-Agent: Sample MUA Version 1.0

In-Reply-To:
<smime-signed-enc-complex-hp-baseline-legacy@example>
References:
<smime-signed-enc-complex-hp-baseline-legacy@example>

MIIgTAYJKoZIhvcNAQcDoITIgPTCCIDkCAQAxggMQMIIBhAIBADBsMFUXDTALBgNV
BAOTBE1FVEYXETAPBgNVBASTCEXBTVBTIFAHMTEWLWYDVQQDEYhTYW1wbGUQTEFN
UFMgUINBIEN1cnRpZmljYXRpb24gQXVOaG9yaXRSAhMPLSWOETMXSs5CVIeh7j00
BogqBMABGCSqGSIb3DQEBAQUABIIBADQPkIuG1Bh1GBVHWV+5XhSHZz6YEXDsOGhxo
lwaqsHHUt@9RMi+VovM7fasvln4F4tpKCfYbV5kAKFrNFB7fY2thHH58YpkABzF4
0ABkDcWHqVho/AVV1nBKf7kplDCROUPfibSgWjJQcsRARuwBOaRAKUMJK19EcZgX
KWz54wcwkZkcKGn2SxhWSeab6HqhB1no0QBIexgzl4LdEW1cZWkQYfWZ6VAY8r5tp
hotxgujzFUFuYLebbKS8LC2G2jurs+ktsSGDwnLz0qSeQyN17r1DnEC+aQMmTsRI
SODMwKAb /P3z5u6jk3Ryu2HRBIZsTsJhIhgkuoZqEFG5/ZS91I0wggGEAgGEAMGwWwW
VTENMAsGATUEChMESUVURjERMA8GATUECXMITEFNUFMgVOcxMTAvBgNVBAMTKFNh
bXBsZSBMQU1QUyBSUBEgQ2VydGlmaWNhdGlvbiBBdXRob3JpdHkCEzZB8ROAPhiY6
HGLS64Mv1sDXhpQwDQYJKoZIhvcNAQEBBQAEggEAROPqih31TIW6ROhwnDGCcMz21i
5f9z+HpFsjLj6EJ5LU3DXhsdT+6XcF2fqtCJUjvIgqVBj/5ixRYR1wPzypgz/QI5
MYBi2hrré6ch/tWyUDSV5R2FKLD58u5ZL1t5KKW60oyW3L30zB+h11NEaIjUFyMSJm
Up6/JEPDeJwg3fAygHIXHUXETocTgWuVyVgFsjyzAja3S2cvUOvm6smEGAPYcBxc
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Lr1zALPmct3Dikn/pTZizIDA1zQR78mwbPYJ2mJsLYxGAjoPhEh5X8y9PrzJNGsO
gQWTUtLI9dDSjrijLV1vKWWaV2coMcsXxQiLAVoVWDJxjEDM2UoY2ymQAX39HzCC
HR4GCSqGSIb3DQEHATAdBglghkgBZQMEAQIEEGhYozFbuzK33IcI4CwfeAuAghzw
eiwNUméghKAi3x/wM+7u99irte7m5KiQwuC/6W88BVZk+Xu8rGHeHg18Py8Sdfxx
€OMvM1Bdc8NwsUAJKAPphSZKkK8FPKczvKF7kV1+XzBTQRf1lesQido®IOKfLHDBMS jMVX1EJp+ksfIS2HV1
/HVEe6BNkxhD6q9ti7Lg3dDODkh8meLgkaXirmSC/IDwY4IzVepKWnENn5iMemf3
8/nZ69g8m7xphBriq9NLXLgecLqQrhJfUEVBtxwBbm+0xZGkPel/5ib941dSNKexk
DZ2cq4gAifNoAWu9q9S9bz7+0DD68hRdoQQuUUVDYV2FzB6cyOBeoB2tWLNnkn13FN
rYiqz/1S76XP9duGIf5rmb4rhfAJlnrvKipWfGJ5cUSm641Dr63ou+HaOMaXf7wS
p3Mm594E+vI9Z0ri2 A5bmbEV3dC11121YFX5xfbU346akePA9V/KzkHPNJiBkBj9
2RUVtRA5FmXizcTRi2rdY38uIEvBOj7jNLzGErG6F/1i40Em7SiwovzvuUsVSSON
tswv0z2xkJb+WaTc6o0bJCWycUUmIDTdmc1+SGwWCMf+i16zMgCNUf4TBuLwOHBpCdo
zXbBmbiBRn9UDBazZknlxwOVevKqORyPV0O/u9zRcSgHzSPM5KASpLO417prcfZhlL4
FcrmPDisDWYS3WN67eyXyWtM2aM7LnoU15kPNY1wBe7qIaxwch8i9k@KBVcU52gY
mfJnMP8okcUBFauGPZBN1M96 /M35mrj/IRiQJodOxMBXaqJ1Zu3A8T1RLfaGnleo
JZ+a5r1Rx2gJ5/QMUV5yd+Bsv67DYu2l/TEtvELnfJmm2 /3kFN3bmHKb2ibpk IMP
PNFOLWD+7D3qr1vzK1l+jp3elLYsskDs/i7cd+MIZ+z4T3I8WAmpBP75LnSHK/VérY
nWyC3MaB40xKWBsu7iURIv+hoD8wqGenoiG4NsEPNsuhyuPzOBVPkEFm1aVh8XzZ
gbg4yh7g3I1X1JPMW4QChsPo61KOUPhagExZucEgKQye70HA7u1DI0OsmiUZBNSz6
Mc6HqK031U7akhQrKNZjOI7pqR2CK9pQVVUWE6DYSVewWI /Ms7mnrO4G3H17Nvt2Q
JDOpPLEGGEBDcT2SibcXxrRgls9CWPrvV2+1bjG6tgwDRwq/1FaFQMt16SHB6z22U8
ZLmlk3Awi8m21EoEiIMJwandgQ8kURItgbha2XRgiuE7RObOXqODRT15+au9At6b5
RPBNZ6qlpmIEVT6bCZ1oyQbMT1pPpdM6FXWAfGZZzQI9kd73gbhg3kMngmEuxgLvV
e6jsqTr1a7BH2vYTMFQXfqYSoof6WTac7IgmC7Wcu7Ydkb11iCJ/Ne4FJOmlx1Sq
9P0z/zpgjgbTLQ5QL jvMgkdVJAQpQaBQWh4htOSkgrMbWbybZHoEYTHwaXudlw6h
TmaPxrDL1bFYRPf5135e9VoHufhjE9wAEWUB8adShmvxPbGzYSSWCU20zQ6F 5GdE
07L/0wtF1+f7b95uv8M2FTAHDNPRK8LrdqvFYow6++1/2QsEgGZny/1T0zbcZ18K
HaGT3rheE1AD2sr6vvCALasiXWmJ15¢cZfpnOrYQS9V+cYo2X+wi7vZ4SWQsGhoK?2@hp/5Amw36ADIWYKjsabjUFdZtxi12
KDqY69q6dCZm/Ctfn6FVOPhft/jhl4bqG1lmRTy7YtxHM8aqoC3bPz4/x9/WuffQG
4zhj8TXva4QHmQnJ/bhLemNz4b6SJWnulNcDvkTetwUrcI6X6 /UWpMROLgKmJWbH
ZfC2siIAPZRWsovSNbg4VENFWiP3NUwUUa®AHVZk1ldg/sNJxbiZvAUBCrMsIDK1S
4RUMY5M/ /5Zc7AyFiCfmUSn/19G/Jhxoc6jQhyZQGAK+eOP2WdCrybn4dPeNP2Cv
czxU90kFJwnyre8eN37GL4607cECX33d60hgL4hPBlwYowczrW+VUdNUbpU1RTGNn
Rj+rcHVRgEVjeGsasFb3S5Lb0BaY75Wy/pOumQYxc/5Lm4IeF+i2sJuMvJQxuPbex
gw/JOyBH3VZX0cLbin6GEqCOrkANi3thkU/LjtOUzXHm5vkmfaNXMvXQMKuK /gXW
UP/W2924d7VWajoidXXET1S8XHE11lhrT4xkxZ+3Lx80B8AycEUw8AeGfXx8rdOsri
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 /H7RpYzirBr1ymwvGSeCnLSnW
KecbbXS2ntv50hU/Ksn27t5pJJ1n7bVbTrwoeJ2J4kev54vbjupoR2am97I12Gzlcs
G+1K8vJ5L/ECkdZQx+4BU/5a5be3eMe5TpNDmMTTOWRKSC5CLTj1/YgXAIjmxVDo
CJD25BaX0SwSooHr17hQEvax90AEjgsG1xJTYUBCIgEUF6abWOhravxxEYgWvu+z
1190rwhWavVshkk@7DPjpcZP6FOvsEJNLfmw+0b9RcOpaQUJh9xpw7avQSkeQ/hk
K7LElcxUXZJYGEK1u20u1vuczdFrJob3xPn/3DE+vfopaQl1XFxFhdkFtk630JX7
3gouMVNfdmBgsniIoe7CutNayFoNiCeSbUNDPsOFNiWR/PGiwUsFBp0s2fK64yhl
dCwHijMoBLN39jj+LJSnzMpBB+1xiqTAFrcBTc29CDK94VOACLHs9fhUdMmWMu6q
Ms9eTzWZ7cHZpPZTVNNX1VIKx/NfKF1/QMr9ZYYHX5/sxxMXNjjiSM4zvnxvysaf
z0B1YzVgKdc47IvsXYuvN6+jZXoYzNZN65yEKu6ZS51TpOyv1+WyA3JWYGm4EZ /E
ITJhnxhmlhJfD18GztEvTzLkqY183BkxPdsiB1j4i23uxWIhX6WBUUph8hcjq7+f
XOKdAA/0ObVcE1QQW8yYbKagulN+WJDU2LENgPeNbX217JDgmWgX@pZHt /fIzBucD
Etér+leFWvbezdNAnCjBJeqRshjz/wwaz9u7gckF9YBRTXEqNM8fePXeYGNznlbZ
qQYyXivDvFmIgXwebil TyR140A4y6ZmbQPut9ne26a5r+tmzpD6/Ehl6EaH4z2Yg
IYIGnwRy3Ri8u7AuAZTEvv4hzsUj7MpIV35mbQNKpKs1DgfD1jFsWA1L0o8SJ251A
WvKuYJAXFqBkksL@ZIMuG370/HjVHESyaahCBy5M2I+Bb1lReyH4dxdZB4kdWBuJW
jwoN964SEpypk+tP90RT1IBHpIuu+0xvg8iZri8JG8sWjqFO1LSSAG5VIAN3/nX1P
hpGa7sFpQUIXRuV3RH8VUuhXVRqeu3M1cIiX53W+Iyuonjlv82HvS9bN44uE3s02h
PTONOgPZMqG9Letybzt78iwXS1qQ1l760MDFfx1iHS8n5y1nSkzzedvnGNKz1HqdF
V3Qc1zBW6T8mPrqGp95uTBTDSC6EPFZ5QG7E8fw+8d8GJjCHQah/DHeEo3fRQAL4
GOz+KLHmk jocKZTWVLTVw2sHmo3kOwCkOTSUE j jTSQE2n7Q0ds0XQLaAMYvyfw5x
RGfPCPyjMSeZxosnGftHp3u6Z1A8QW2CV/WLYai+Qy22z5jvhN+duvQbEI+6p4RU
BMdDZH4xGF@6aPfpeD5fBeH9VsXoRIUGITUB1XxZ3yYLrpQh+AXjmEWzG7b2pa5Zt
fNC6JOBc9aKvdLY+HMtdQ35Gq+wYVMMtyZLDRDcs9sDnzubxP51oaePKahPARYhU9
07 /cKGBAHZP12ffWGCOXr9ayOT41LVL+Q8TM5syz6c1ZAanK6nDCWf2iksIrkQQt
/ko3R8s401/ajye3AW91WrW5eUOE6 /dF41Ec+znHd8GGkOwH/ rG6uVeet1Tfsrkz
004v8Sy/bgs/KFDZH9p1Tw7skDdF13ER5202JrVgcBrVTTjrsw1PIFb61FCyoguF
z0j0aBRgGkd13IhezPlrr8t1fPppZvUKCYxgv/JPoRAXNTrjTtGv6zOR6POVOVZ/
MZBPDnm@1PaT1mFidN71RAmIBVGhgvY/1+tWKWdBbeV4NtoOheRXZgqGYK57qTkMS
1CglYPADZvwyvVcGtNhO+qVwvjuIYhRSL+kthY6pxDRrFwerzyOw8wGCJXpl3Swm
8Tjip93eMjniz6k8e187E2iW5ykgZWheSrKjQKFVj/zUjbwxiwfwOW1TUY160+Fu
Nkm+qWTz@1lhxmm4PoKSTeTn3uMBaFh25Vc463RGTiBd j43Mtm4 /SMWfKEJ93kFgC
bISYo3n3MfXJZs0/AuCDnHMvy1DmpdsG+zKbR5+YS+RgiK4Vf+i418xempcJUfP7
zP1INzSrRt01lncnHij1TmWSmQuSR7nA0QtqYWdsasx52Jk800XPdixWcutEQVc5VvEM
MdaYHqvy/cRXBC3tm@B/JKnbDO+0zaHgUcgUW4GJyKxf3iRoK5CIZ1BdW88L8rXh
K+xxjyTes9alqza9rFB/YaB0Ziz7PCZ8mgYIfe+B1DH23KfXtaZVLAQICQfFO9vX
3Ydu5U2HSCcSmt /+KcWWP5B8RVg8a8ycoF /ZEeTp72Uafx6FFKbJi1LuLOIr7JqJGillmor, et al. Standards Track Page 178
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JrfixhUMDKgBMHvhKTIocysMLjAZs3fUlkZyByexP4/DceJ2YLmDOtTD50Zx15av
kh9jGBrkYDadsGfunLFfyi+aDhDtC3I4kDYXWE4dLUvVwjjn31sBz7qzICYfly8w
20gZy7A063BHTHX3tGjNer2I4Z5HdY1v3NeCIxAKjcFVUWERF300i1r54nfchoVy
p5HVP4ZYZGKqcTaXNTuuCtkTBwYt3SBXe/dbcn7PCwkgW9Q2uwQk2z4/+3Frq4YP
8lcjwimFTo1Q0DAaQNzaQAzMKOOAAXLDmxZLQAN6NAwgcFBieoG69uu5fgZGOONY
gQyP4aWoY7WfX11AeVoDiwWc1+N5WMviK9uBbI+gTem3AiE70dr3roxF1HcArQS9
UZHGS50tTI/4xf5qerK/B9rkU750sQKdvbAJZkXaxg@so1r4qpSRIVsHGTBTZjP8
O0H+7T2VRaBQSb8vGTcONgmzhvWrkf2HUswPFjLt1lcWszbHgnhusb1dOPPWkr8DD
CjE1lwQcgOm+6WPQqIH3QBXt+aOndZ4kHEdurcjwa/AcVHykc/aR8mRO+bP7KRsv7
SVG+hD6hOL2cBVL3HCWF7z /KAT+YSQIKTF /efP/Kbr2098zrQ1IhKDIPZ8sJVPVz
WcK+GUBJUDreuVmVnWrvDM3Pk2 /3K1/23xGzfDFBS/gF90PHX1jH/KTnzOKHQXFE@cP2gzXZihacodnfL8QJVZuNdCzfM31skCehMV4moXBmQeOGU/z+J
y2jFdZk3APNg8JcOfDpqtGedriwbRnmG8RysfS5vaa2pdZdtpLb+TK90yGcDBLb9I
2anQNQnafUXz4AKY5j8C7+eTiWt5bfUtN9zqVUcMxcjpPitaldyGOxMrXMThftq6
PaUFS6pEnw3Rurz67gp0zBIa+ajmwFjO9LqPC95JH+PJttnrztgc3B4eD7xuWiW4
AWybu1vWGY9bEzwWNHr6Jn2XMx4T5Cad0XGzid@JcoIu+/SpMETfWLBNr9HOhCC+W
drz/1wkYijOvw6RPdsp2Go10W8/DXRdcses32WZyfr1RZ9S+BfJsB81hQmVh8cs15
/aQhCPIxtmWQUKXHCzWwWKI6J7LJyugfpImWGL3Xt9dvwIz62Ma3AECrPx3SsOLMA
y5MbB31ft3FX0D+ZQs6kxcS/E7NfM2bch3BjY/3j0k5b/YxZeUxvXAWJ+W611hva
D2fyDbAfCZTtIJGEc1vx0/7MxzDyYnLuFavEPhh@YWB5S4tbz/2nWQ23SzoWazo3éhhAro
xBPAaVxvnB3950aa+1ZMCD0OzxmSYnpMj1qPOpnwYdvGsFeUFWZa2004gveQ2qMc
r6WYj/48a7roSpjBTI+ZFQ/5EnkdLBJOD0Xi1zncQYPNH19VdXDuucegL1kEhF7W
dhiRCnLWywqM905+WwAFrUq7IQZy+g5Ar93Ymwitawv7XsMw2SIeRONisf1r23A1i
0gFSKIhOajCncNFAGCv9fC6/m66B7gGba5y4SAO0qm7qWpPuVAZve /k041v2gAPl6
GpZyX492SC90N3d0JZELsQ==

C.3.14.1. S/MIME Signed-and-Encrypted Reply over a Complex Message, Header Protection
with hcp_baseline (+ Legacy Display), Decrypted

The S/MIME enveloped-data layer unwraps to this signed-data part:

Content-Transfer-Encoding: base64
Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="signed-data"

MITIUrgYJKoZIhvcNAQcCoIIUnzCCFJsCAQEXDTALBglghkgBZQMEAgEwggrXBgkq
hkiG9w@BBwGgggrIBIIKxE1JTUUtVmVyc21vbjogMS4wDQpTdWJqZWNBOiBzbW1t
ZS1zaWduZWQtZW5jLWNvbXBsZXgtaHAtYmFzZWxpbmUtbGdjLXJwbABKTWVZzc2Fn
ZS1JRDONCiA8c21pbWUtc21nbmVKLWVuYy1jb21wbGVALWhwLWJhc2VsaW51LWxn
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Yy1ycGxAZXhhbXBsZT4NCkZyb206IEFsaWN1IDxhbG1jZUBzbW1tZS51eGFtcGx1
PgOKVG86IEJVYiA8YmIiQHNtaW11LmV4YWTwbGU+DQpEYXR10iBTYXQsIDIWIEZ1
YiAyMDIXIDEyOjE20jAyICOWNTAwWDQpVc2VyLUFNZW500iBTYW1wbGUgTVVBIFZ1
cnNpb24gMS4wDQpJbi1SZXBseST1UbzoNCiA8c21pbWUtc21nbmVKLWVuYy1jb21w
bGVALWhwLWJhc2VsaW51LWx1Z2F jeUBleGFtcGx1PgOKUmVmZXJ1bmNlczoNCiA8
c21pbWUtc21nbmVkLWVuYy1jb21wbGV4ALWhwLWJhc2VsaW51LWx1Z2F jeUBleGFt
cGx1PgBKSFAtT3VOZXI6IFN1YmplY3Q6IFsulLi5dDQpIUCTPdXR1cjogTWVzc2Fn
ZST1JRDONCiA8c21pbWUtc21nbmVkLWVuYy1jb2TwbGVALWhwLWJhc2VsaW51LWxn
Yy1ycGXAZXhhbXBsZT4NCkhQLU91dGVy0iBGcm9t0iBBbG1jZSA8YWxpY2VAc21p
bWUuZXhhbXBsZT4NCkhQLU91dGVy0iBUbzogQm9iIDxib2JAc21pbWUuZXhhbXBs
ZTANCKkhQLU91dGVyOiBEYXR10iBTYXQsIDIWIEZ1YiAyMDIXIDEYOjE20jAyIC@Ow
NTAwWDQpIUCTPdXR1lcjogVXN1lci1BZ2VudDogU2FtcGx1IE1VQSBWZXJzaW9uIDEu
MAOKSFAtT3VOZXI6IE1uLVJ1cGx5LVRVOgOKIDXxzbW1tZS1zaWduZWQtZW5jLWNv
bXBszZXgtaHAtYmFzZWxpbmUtbGVnYWN5QGV4YW1wbGU+DQpIUC1PdXR1cjogUmVm
ZXJ1bmN1lczoNCiA8c21pbWUtc21lnbmVKLWVuYy1jb2T1wbGVALWhwLWJhc2VsaW51
LWx1Z2F jeUBleGFtcGx1PgBKQ29udGVudC1UeXB10iBtdWxBaXBhcnQvbW14ZWQ7
IGJvdW5kYXJ5PSJiZWQiO0yBocDO1iY21waGVyIgOKDQotLWJ1ZABKTUINRSTWZXJz
aW9uO0iAxL jANCkNvbnR1bnQtVH1wZTogbXVsdGlwYXJOL2FsdGVybmFBaXZ10yBi
b3VuzZGFyeT0iODI4IgOKDQotLTgyOABKTUINRSTWZXJZzaW9uOiAxL jANCKkNvbnR1
bnQtVHJhbnNmZXItRWSjb2Rpbmc6IDdiaXQNCkNvbnR1bnQtVHIwZTogdGV4dCow
bGFpbjsgY2hhcnN1dDOidXMtYXNjaWkiOwOKIGhwLWx1Z2FjeSTkaXNwbGF5PSIx
IgoKDQpTdWJqZWNBOiBzbW1tZS1zaWduZWQtZW5jLWNvbXBsZXgtaHAtYmFzZWxp
bmUtbGdjLXJwbABKDQpUaGlzIGlzIHR0ZQOKc21pbWUtc21nbmVKLWVuUYy1jb21w
bGVALWhwLWJhc2VsaW51LWxnYy1ycGwNCm11c3NhZ2UuDQoNC1RoaXMgaXMgYSBz
aWduZWQtYW5kLWVuY3J5cHR1ZCBTLO1JTUUgbWVZc2FnZSB1¢c21uZyBQSONTIzcN
CmVudmVsb3B1ZERhdGEgYXJvdW5kIHNpZ251ZERhdGEUICBUaGUgcGF5bG9hZCBp
cyBhDQptdWxB8aXBhcnQvYWxBZXJuYXRpdmUgbWVzc2FnZSB3aXRoIGFUIGlubGlu
ZSBpbWFNnZS9wbmcNCmFOdGF jaG11bnQuIE18IHVZZXMgdGh1lIEh1YWR1ciBQcm96
ZWNOaW9uIHNjaGVtZSBmcm9tIFJGQyA5Nzg4DQp3aXRoIHRoZSBgaGNwX2Jhc2Vs
aW51YCBIZWFkZXIgQ29uZmlkZW50aWFsaXR5IFBvbG1ljeSB3aXRoIGENCiJMZWdh
Y3kgRG1zcGxheSIgZWx1bWVudC4ANCgOKLSOgDQpBbGljZQBKYWxpY2VAc21pbWUu
ZXhhbXBsZQOKLS04MjgNCk1JTUUtVmVyc21vbjogMS4wDQpDb250ZW50LVRYYW52z
ZmVyLUVuY29kaW5n0iA3Ym10DQpDb256ZW50LVR5cGU6IHR1eHQvaHRtbDsgY2hh
cnN1dDBidXMtYXNjaWkiOwBKIGhwLWx1Z2F jeS1kaXNwbGF5PSIxIgOKDQo8aHRt
bD48aGVhzZD48dG10bGU+PC90aXRsZT48L2h1YWQ+PGJvZHk+DQo8ZG12IGNsYXNz
PSJoZWFkZXItcHJvdGVjdGlvbi1sZWdhY3ktZGlzcGxheSI+DQo8cHJ1PgOKU3Vi
amVjdDogc21pbWUtc21nbmVKLWVuUYy1jb21wbGVALWhwLWJhc2VsaW51LWxnYy1y
cGWNCjwvcHJ1PgOKPC9kaXY+PHA+VGhpcyBpcyBBaGUNCjxiPnNtaW11LXNpZ251
ZC11bmMtY29tcGx1eC1ocCTiYXN1bGluZS1sZ2MtcnBsPC9iPgOKbWVzc2FnZS48
L3A+DQo8cD5UaGlzIGlzIGEgc21nbmVKLWFuUZC11bmNyeXBOZWQgUYy9INSUTFIGT1
¢3NhZ2UgdXNpbmcgUEtDUyM3DQplbnZ1bGO9wZWREYXRhIGFyb3VuZCBzaWduZWRE
YXRhLiAgVGh1IHBheWxvYWQgaXMgYQOKbXVsdGlwYXJOL2FsdGVybmFBaXZ1IG11
c3NhzZ2Ugd2108aCBhbiBpbmxpbmUgaW1hZ2UvcG5nDQphdHRhY2htZW50L1iBJdCB1
€c2VzIHRoZSBIZWFkZXIgUHJvdGVjdGlvbiBzY2h1bWUgZnJvbSBSRkMgOTc40ABK
d210aCBBaGUgYGhjcF9iYXN1bG1luZWAgSGVhZGVYIENvbmZpZGVudGlhbG10eSBQ
b2xpY3kgd210aCBhDQoiTGVnYWNSIERpc3BsYXkiIGVsZW11bnQuPCOwPgOKPHA+
PHROP10tIDxicj5BbG1ljZTxicjShbGljZUBzbW1tZS51eGFtcGx1PC90dD48L3A+
PC91ib2R5PjwvaHRtbD4NCi0t0ODI4LSONCgOKLS1iZWQNCkNvbnR1bnQtVH1wWZTog
aW1hZ2UvcG5nDQpDb250ZW58LVRYYW5zZmVyLUVuY29kaW5n0iBiYXN1INjQNCkNv
bnR1bnQtRG1zcG9zaXRpb246IG1ubGluZQOKDQppVkJPUNcwS@dnbBFBQUFOU1Vo
RVVNQUFBQ1FBQUFBVUNBWUFBQUNOaVIwTkFBQUF jRWxFUVZSNDJ1V1RPeGJBDQpN
QWdTNzM5bk8zVHBSdzIwZHFWYmZBU1FFak95d213WW5DdGtES25iYOxrNjZzcWxU
K3pOOWNpZGtFKzZLd2taDQpzZ3J6ZmNxVk1wTDJgbzABNDdnWURwWZUFyaytPbkpI
a01oQWZUUFJpY21oQWYT1WUpydzd2anYwWldSVeevdWxpDQp2ZFBmMVFaMmtERD14
cHBkOHdBQUFBQkpSVTVFcmtKZ2dnPTONCgOKLS1iZWQtLQOKoIIHpjCCA88wggK3
0AMCAQICEw8tJbOR0ZdKzkJUh6HUPTQG1irQwDQYJKoZIhvcNAQENBQAWVTENMASG
ATUEChMESUVURjERMA8GATUECXMITEFNUFMgVOcxMTAvBgNVBAMTKFNhbXBsZSBM
QU1QUYBSUBEgQ2VydG1lmaWNhdG1lvbiBBdXRob3JpdHkwIBcNMTkxMTIwMDY 1NDE4
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WhgPMjATMjA5MjcwNjUBMThaMDsxDTALBgNVBAOTBELFVEYXETAPBgNVBASTCExXB
TVBTIFdHMRcwFQYDVQQDEWSBbG1jZSBMb3Z1bGFjZTCCASIwDQYJKoZIhvcNAQEB
BQADggEPADCCAQoCggEBAJqVKfqglLwal j j+gBUCfkacKTg8cc20tJ9ZSed6U3jUoi
ZVpMLcP3MUKtLeLg9r1mAfID1B/wlbdmadXPmrszyidmbuZmOpB5voVQfilLYYy3i
0x7Y0qzXr1l6udPO7k0sV+UdSNRFxrfKeoQEFXg0aGdmnx40G/e3p1fIKMOdPzZLo
0AJF5m500xzXPL74zFCWp2f1ZkuE4A6141koaZXCNSXL7wWTLMLeNT9Byb5ksKqU
ugEHAMd1nmoNMgjY9VTVfcrvowd3GG8F tpSX+TWzB2zNS20F+XIVnzRG5DeoULq8
v88Z5bLpIJ/nx26r8A4SSwIBaVv4wPxAf1iPsIVKarUCAWEAAaOBrzCBrDAMBgNV
HRMBAf8EAjAAMBCcGATUdIAQQMA4wDAYKYIZIAWUDAgGEWATAeBgNVHREEFZzAVgRNA
bG1jZUBzbW1tZS51eGFtcGx1MBMGATUdJQQMMA0GCCsGAQUFBWMEMA4GA1UdDwWEB
/WQEAWIFIDAdBgNVHQ4EFgQUo1NB1UQ8gCkVfAEj80e0r83zdw8wHwYDVROjBBgw
FoAUkTCOfAcXDKfxCSh1NhpnHGh29FkwDQYJKoZIhvcNAQENBQADGgEBAIFJeKCc
sTKcFgQMpTryujRGzJdYA+R9eBAuDLsatbtKt14FzkgRy0g31/+Cw7H8e301iLrPI
FIWN1qjHrjgOyIs5AQ/hgxLvLir3hEUV2Z3MRsMt jH2x9SG91PEMB46gfPncIgMG
HjMTg1qvaKcLQP5UzpEYPLror2X4P5uXxaPOLIZRzWmkw1RF7FOD7PfB5v94M527
4XYXxW2W4uKGd7QGnUZROSVSYkGiWDp1JhgXwfDz8ABenITGXnoEKAFvvjiCgh64P
ThIeMorj36pgL190WZD6YrzSWHUz1FB0juyu0fQsgm6hvrDTgNpHNZB15f0URza1
SkCvi9GFmNUPoVgwggPPMIICt6ADAGECAhM3QQV57XV/QgmiXDrB+GrOmgnXMABG
CSqGSIb3DQEBDQUAMFUXDTALBgNVBAOTBE1FVEYXETAPBgNVBASTCEXBTVBTIFdH
MTEwLwYDVQQDEYhTYW1wbGUgTEFNUFMgUINBIEN1cnRpZmljYXRpb24gQXV0aG9y
aXR5MCAXDTESMTEYMDA2NTQXOFoYDzIWNTIwWOTI3MDY 1NDE4WjA7MQOwCwYDVQQK
EwRJRVRGMREwDwYDVQQLEwhMQU1QUYBXRzEXMBUGATUEAXMOQWxpY2UgTG92ZWxh
Y2UwggEiMABGCSqGSIb3DQEBAQUAA4AIBDWAWGgEKAOIBAQCO9InoWDgWPk2afe+S
tijSNOR8K/hN8D+10780ullsk4ASvSwjsCNo7sHUa4xQU15J06VqY18LANWORjrc
9BaX4MguzsbFXBe6uFhTmVpXmFxSpUByQ+950MFz/evPgP96wV+z4TtAWW2Z34rT
1z4DxMIOB7XYNFUEOls/gkUP2GxzymsO2kaYWTut3SryCqeHEFbZFkB4urMk4xrIJ
C3CzWruS2Q0FHbB1fkgKN5wXVgkWFfiOucfCn+IQsaqpo1d3f9jSkbtAV5w3vzfo
g8919MxKI9H614KUE1NAtJ7BtZcs17dUy9u9COgEykRiVokFQggqQ7XNDU+r3SeOW
wks7AgMBAAG jga8wgawwDAYDVROTAQH/BAIWADAXBgNVHSAEEDAOMAWGCmCGSAF 1
AwIBMAEWHgYDVRORBBCWFYETYWxpY2VAc21pbWUuZXhhbXBsZTATBgNVHSUEDDAK
BggrBgEFBQcDBDAOBgNVHQ8BAf8EBAMCBsAWHQYDVROOBBYEFLV2zLItHQYSHJeu
KWgQENMgZmZzMB8GATUdIwQYMBaAFJEwjnwHFwyn8QkoZTYaZxxodvRZMABGCSqG
SIb3DQEBDQUAA4IBAQBziaI2p86poGkjd/4KkkOHG25nY /0eNARD6 /oFB/sYonX2
doizcGMk53riugAocCn5zbzhW/JVdYn30UxTyrZ1RAzEf7GHqgB/NyjOad3pdpVY
eDh4ciNKjbs+aEoTWgAkogENt1sRx1lcvb7HVX524bKZaToPTUNIm6QpivtqDIdqgG
JdGf8L1zLfXBuo2zL3HR+MICDr40pq2JCkzPBQhp7poIlccGE6I9Tsg+RrO0A9iCQs
Pn1+Tg8YedjGzUWFO7rNmTOTzPCVZzUAUBlr+JJtz0KypyQ3eoZ6EPazXqMyHAVcs
mOGI364I0ABb8PSrJINtjh+AqJ5QfH+0e7NSzNNnEmMYICADCCAfwCAQEWbDBVMQOW
CwYDVQQKEWRJRVRGMREWDwWYDVQQLEwhMQU1QUYBXRzEXMC8GATUEAXMoU2FtcGx1
TEXBTVBTIFJTQSBDZXJOaWZpY2F@aWOuIEF1dGhvcmlBeQITNOEFee11fOKpolwb
9Phqzpqp1zALBglghkgBZQMEAgGgaTAYBgkqghkiG9wBBCQMxCwYJKoZIhvcNAQcB
MBwWGCSqGSIb3DQEJBTEPFWOYMTAYMjAxNzE2MDJaMC8GCSqGSIb3DQEJBDEiIBCCY
UuDiqUQkX8Y6z7GoBK50ZgbF900kqfOxpi4tDaKThTANBgkghk iGOWOBAQEFAASC
AQAPV1BItCWJINdtkeHveMOhBpLsosoAUG3bMHgOJNi89kzVO2YKIYDjFSG2nX2Wj
pYuKJVi7UH1aGCmyA@D20umbcIuBqtWXX+W4SRhzNGR3P+1x1VKMe//qP1TgdZTR
t9Eg+vmJwrIudVezZk6+tagn0inCl5watJOBDENCQcgywe+5EVT7+kRrIV8ezZWj1f
7e2ut4xOMYVOKWWBOpBFtY27r1lu8rMjqf6JT1wpvGvaX1llsTsBPgxfOPeBx321ma
HGAO/tnCcM7FXtFChgFR6rfpRDVTBVFtR811DbK/vPYo/PevKjR8mX51g00GcFwg
30JDp@rABngu4wItcNYBsHNP

C.3.14.2. S/MIME Signed-and-Encrypted Reply over a Complex Message, Header Protection
with hcp_baseline (+ Legacy Display), Decrypted and Unwrapped

The inner signed-data layer unwraps to:
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MIME-Version: 1.0

Subject: smime-signed-enc-complex-hp-baseline-1gc-rpl
Message-ID:
<smime-signed-enc-complex-hp-baseline-1lgc-rpl@example>
From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 12:16:02 -05600

User-Agent: Sample MUA Version 1.0

In-Reply-To:
<smime-signed-enc-complex-hp-baseline-legacy@example>
References:
<smime-signed-enc-complex-hp-baseline-legacy@example>
HP-Outer: Subject: [...]

HP-Outer: Message-ID:
<smime-signed-enc-complex-hp-baseline-1lgc-rpl@example>
HP-Outer: From: Alice <alice@smime.example>

HP-Outer: To: Bob <bob@smime.example>

HP-Outer: Date: Sat, 20 Feb 20621 12:16:02 -0500
HP-Outer: User-Agent: Sample MUA Version 1.0

HP-Outer: In-Reply-To:
<smime-signed-enc-complex-hp-baseline-legacy@example>
HP-Outer: References:
<smime-signed-enc-complex-hp-baseline-legacy@example>
Content-Type: multipart/mixed; boundary="bed"; hp="cipher"

--bed
MIME-Version: 1.0
Content-Type: multipart/alternative; boundary="828"

--828

MIME-Version: 1.0

Content-Transfer-Encoding: 7bit

Content-Type: text/plain; charset="us-ascii";
hp-legacy-display="1"

Subject: smime-signed-enc-complex-hp-baseline-1gc-rpl

This is the
smime-signed-enc-complex-hp-baseline-1gc-rpl
message.

This is a signed-and-encrypted S/MIME message using PKCS#7
envelopedData around signedData. The payload is a
multipart/alternative message with an inline image/png
attachment. It uses the Header Protection scheme from RFC 9788
with the “hcp_baseline’ Header Confidentiality Policy with a
"Legacy Display" element.

Alice

alice@smime.example

--828

MIME-Version: 1.0

Content-Transfer-Encoding: 7bit

Content-Type: text/html; charset="us-ascii";
hp-legacy-display="1"
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<html><head><title></title></head><body>

<div class="header-protection-legacy-display">

<pre>

Subject: smime-signed-enc-complex-hp-baseline-1gc-rpl

</pre>

</div><p>This is the
<b>smime-signed-enc-complex-hp-baseline-1gc-rpl</b>
message.</p>

<p>This is a signed-and-encrypted S/MIME message using PKCS#7
envelopedData around signedData. The payload is a
multipart/alternative message with an inline image/png
attachment. It uses the Header Protection scheme from RFC 9788
with the “hcp_baseline’ Header Confidentiality Policy with a
"Legacy Display" element.</p>

<p><tt>-- <br>Alice<br>alice@smime.example</tt></p></body></html>
--828--

--bed

Content-Type: image/png
Content-Transfer-Encoding: base64
Content-Disposition: inline

1VBORWOKGgoAAAANSUhEUgAAABQAAAAUCAYAAACNiIRONAAAACEIEQVR42uVTOXbA
MAgS739n03TpRw20dgpbfARQE jOywiwYnCtkDKnbcLk66sqlT+zt9cidkE+6KwkZ
sgrzfcqVMpL2jo0447gYDpeArk+0OnJHkIhAfTPRicihAf5YJrw7vjveZWRWM/uli
vdPf1QZ2kDD9xppd8wAAAABJRUSErkJggg==

--bed--

C.3.15. S/MIME Signed-and-Encrypted Reply over a Complex Message, Header Protection
with hep_shy

This is a signed-and-encrypted S/MIME message using PKCS#7 envelopedData around
signedData. The payload is a multipart/alternative message with an inline image/png
attachment. It uses the Header Protection scheme from RFC 9788 with the hcp_shy Header
Confidentiality Policy.

It has the following structure:

L— application/pkcs7-mime [smime.p7m] 10445 bytes
1 (decrypts to)
L— application/pkcs7-mime [smime.p7m] 6720 bytes
4 (unwraps to)
L-multipart/mixed 2273 bytes
multipart/alternative 1118 bytes
text/plain 380 bytes
text/html 475 bytes
image/png inline 236 bytes

Its contents are:

Content-Transfer-Encoding: base64
Content-Type: application/pkcs7-mime; name="smime.p7m";
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smime-type="enveloped-data”
Subject: [...]
Message-ID: <smime-signed-enc-complex-hp-shy-reply@example>
From: alice@smime.example
To: bob@smime.example
Date: Sat, 20 Feb 2621 17:18:02 +0000
User-Agent: Sample MUA Version 1.0
In-Reply-To: <smime-signed-enc-complex-hp-shy@example>
References: <smime-signed-enc-complex-hp-shy@example>

MIIeHAYJKoZIhvcNAQcDoITIeDTCCHgkCAQAXxggMQMIIBhAIBADBsMFUXDTALBgNV
BAOTBE1FVEYXETAPBgNVBASTCEXBTVBTIFAHMTEWLWYDVQQDEYhTYW1wbGUgTEFN
UFMgUINBIEN1cnRpZmljYXRpb24gQXVOaG9yaXR5AhMPLSWOETMXSs5CVIeh7 00
BogOMABGCSqGSIb3DQEBAQUABIIBAI9iPH5/b2KLsDb1+Gv6Q/y0jrEsmu76WuOA
rQu6BKFkeKtgemTUgvvcbc//DMQLgFXrciCBw2LNPzg6pxpgaaS8xFcvHttAtd4 j
pci1Tn9SJvAggSTzU+vaHUEdgf/PTP5mBDy82PbZx4cZbuIM4prBqg6/haUnmxARs4
xSEbfQliaYCSFRt+3GAhXLSI2y+60diA/0Dx1tHq+PiTc2SGn1BVyNyxeNpxbAkm
G38L96SPP31geb1oV2F6aEmwBKUeMoHoFPfGz3L7aCKCcbaXgp+phC+8qlMPJxol
sPgSToVMCakQBk /O0aveXL5HaMHYd63p2G5vBUcjvUsEsyP5NOj4wggGEAgEAMGwWW
VTENMAsSGATUEChMESUVURJERMA8GATUECXMITEFNUFMgVOcxMTAVBgNVBAMTKFNh
bXBsZSBMQU1QUyBSUBEgQ2VydG1lmaWNhdGlvbiBBdXRob3JpdHkCEzB8ROAPhiY6
HGLS64Mv1sDXhpQwDQYJKoZIhvcNAQEBBQAEggEANQrNiuXf9Kn9FiuopsfQYQTO
L6éeuHgh4ENdEQeBLZUsvma098ngFOSc6Pe9QK1IJbnFFBHLGD/52Sv5vZH5alUgh
BCeM5YiBg6J5Di8EmME2071tptn1+mDColCceMsCpiBiSohczFNY4MEBYd30NsYcY
gEr1TbT8/CqmSBtJrkVVNAi+XCYPYo4yQT1RjneBRO66DaPvMsR4G1YZSb/xcKih
5w49gwQ04qf7N7CH3t79F 0+OPRWRDF TMWVMTK3L4BAZzH/ /M4+h3w3u8XzM2djUK
/4YQ9EYFfhoTGrbilo7KsZV/fM1mGxaldtdQ+zny1ZzGijJGBGjKbJ7fxjCHkzCC
Gu4GCSqGSIb3DQEHATAdBglghkgBZQMEAQIEECPpXxXzgAYIhfW/zQN9X10hiAghrA
gmLziupytMbQFUjii3dvaXG3GoyMPL4f+eEcPVkk+YShdVj5yKdvuD+Ck4hz7YAw
GXVYDWVT1W50fL+YdOiW5/0YwJ/6Q1i8gEmf13JTnjSA3vIX9wP1bu8K5hS4eyd8
dNbb2AwprX/Fwd1hSiTsnJBeov9RcdmmTLhyD7yG6VVMZ85ZhJE71i6IygHxq8M1F
Cef4x0QJf7XHmdO2Hi4t/7yjSf/HsaSNct2jp+XB43tNtYplir3acsibOvP41Ap/
XZuR3tvUNeXL/NTp5ulMgfIQLLKCI9AhBzNPX8H7g9ccTPigB9nm8gWeaOMyiJ9Vm
/jPJIPN6XPTJT3 jXEMXj9VODmM1kG4aHhkf74vfQKPNt/1x5T179Cit73SwBajCqgF
IOPeyvUww7u4kGXhTx1v+CirX6W7wPGPdQku7PXwl5r2I8iBWFa0iqPhuoluaWnK
CRN9QQOABPAScDZxyHB+Z0OE4JMgzt7rwDiGChcZn/OwYMYEQZW75N6kA2Ptc2pfw
+919AXkRIJcUBt3p3Kk9JiFC/AinLP2XfseuQYvtEUviB1D6snMquAkdkvlsI1po
SjJINHyPqC1+x/03jVqquEpDVhHQ7JYci4CfzTaEGxvtpGMtAYgHX01Te34+xqvg7/
Vwjs+NJOQVT10j+bQAu1IbtAdgThE6PHCWY2S12E j5SwWvbrtoyi/9b8hBoGGnLIi
mRDKj2PiA0dGKi0q0d4tIzmKnzRUPugVwjLEpWOBBP6p@BcNYBbBKAOQvmOdhlkb
V2rggBQdIUeDvb9bgM7090CZIokmJqUDVrD75VTWPel1hPv4ab8XMO9y81C/+4R2
8X8NJyLf2RLGmRhvVvAYi4LYRaP4db7pEDCK3cEZ+hBOMG20Lfuzoe1RmOtUSEU+4
8DUUW+7a0M+72 /px1p3v2YrufdvX9EZJJidWngOXNcopts50IMjwvKfpW17fzrBX
JUhpTgaycis/SAHAPdom02aS6tDMYS1hv9hLTCrsTnyFBO4A0OV+j8R834An3VRZV
S+Qw8M3j1WD1TurHPGpQAdmvRUjKzXOnXA/Ior2MdEvkOOb1uFHTVCqC3HRXx1+eV
IwuHNTcWedC5EYfIzIfKgjkKf3gq6MRd5SwTjqPCCN/WVDIHGCMs3BZJVAX+1aXqu
5GXgijOn913v1iknqGz+FqPBRNS2kGjeW+6A/3fq2+T6R7xbM1OwwcziXZAEWIYQ
MmhqOpy4FqGKh8Xd9RMZ /w+XEOLFY56Fzv1kWoL1tF5gvpcNtInyfszUdvyyyWB9
mT408LwdgZap/bvHOeU2JsfcxLd2E51ssXhqYaE89mR11BZ2hhyUTKRwbsALwJhr
F6jEyqtWAKn1v55ZyoHBKLmvCRkvi8iQ61VOKZ787sCmVduFEieMzzw4BhupwpgX
nyKAdiFZca44nw60vHSUiALT9um1lg5mGnomqI/Ka13/fzjz9dKJ6NcCi6C56ty+p
ZhoOCuMQ2n90474Re5t1q1lQjwVZwAPnSKBchQUW+tjbnOTWZ /QnnpCuKTdQqqgkdL
ilQJZZkB2qE55zybR/PFELI53Xj+RqL3Zzcv+FHUOU9Ykv+fmRMiVon@Fd1lh/G5C
/je2+oFF8mmcKd2Rbm8Jh+xcRAvXeXJRKNSz2NVfO0ofMrCzydb+WeKF4c04xIRi2
fhbQiqcW7WcDpBVg5XtLJKLGGkx4speDOf4HQ6RatuKfmOVfHcHNRDTzahdLtdoJ
uiQDBbn4ymQFbVTR9h21VecncUz1MBBeCTYVh9BA6kUbVxoctzKUonhl@r6pKWsTD
MODLUTRJUiBR5EsFbMkA9nRaMflcvkDOFRY27PPqwWAjgnBNUIZe04gMXw/yM1gc
hmTw6iWgPREtmAXfoS/rDay3sH5GKzY+Be7kdVInlGFQjEaLnalLuedI3t0ZQ5¢cfF
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rLpAM6rD8to020+KcdOhRF3US/kPTVBcXxVJhL5/k4HpPL8bmnls+qzoQojJCTFkR
ztOGEUV1nxohyrPfEjr2UQ9s/+edUwXwTaDbWA+JPaaDkxC5X9Asbxain9tj322c
8u08kROdqCMtVo4ihyABJhk8d1hETuzYAegeSXT7/UPoWO1P0Of0006pVn2/TG+os
v736v8ty7ytVOyR1XVRaTmxSHOZhamStm81R1mwIgqbYcYT21jrp5pTSth4GpyVd
ave/jHOGXIe5R6R1jm3kzmkWHi119Z5FKBpHgMk sUHmOmt1WAGa /DrsFqFuG4tNVU
FRIpgZbGXPgTVgMzfnhe/COBjnBuFMggGpYSX8MTu8rznuiSfSoRffSLMP3VRD8P
n+nCqncj9Z+kBc9y58Sg61ice7iiBgsjFzh49HHB4h4ft19xtySOLMIXpCVR+cY+
SIAqgRgXNnx+3jMPCKfODQMgAEBC5XmztiSG7XW1E3ufSOGw9IzSWxoHFbPinbU8nc
8vokU2Jk7rJujoNjwNelLc6UgnsixtpQlUINhC9apAZo/6QzUiVkyZh30I7E3GNZp
I1vBhD1pGbbxBkewC7L3rfA5TbAci7tNNX46beoEfbI73HqtN7+EnAkxCVsSE6mH6
JUNSPJI7RJu3/sFyq8KyV2EzYfwhb+ww9tPYhKCaokeluvmEqzb1gMw4atpSBWUG
Inyku3ffndauOWOMVpMmbtlVMqz2NFJcfAm132PQdHSs5Hxc4XiStJBZ6/EeGn/a
1bhjdpYf5Df73zb1icUxU/E15Gkws+S20loCa2d@XbjYOngr/9128xJJLEyBQDV9
Gx1sULgjM+ipoQb1PfhHOUQOH3HGTdd7Ko3YcoiGhN2Fx/mddOvbROJWbx10sV49
alLxozsMx7/CTXNB5IQz0OVvyF/8B3ChncqJTfBETRfUB2m1p8MehfP4ZKSVCSnRmJ
9gasdKFk7m3etaqc6VdoX0deVOAAL6AVGVEA/cXymmyNIXdw1+Aet4StR12Yz1muR
SkXmXmOUWIZ1s1jqCz5plFuKKDaPTMFdqESMIUBewJ2ETRIZKjkgW62YUm9tToGD
z9ualpxFd17Y6/kmelLrVjiesHDpvA4dfkCtIekOu+HpOzjVOrul6rJC6a0C6NURW
/qyQZ459RUBATbrtE9//7aBghXAUzzgZ5C0u@0PgFeNikBh1UJNeCceypG7kFDn5
EynDYo7WAGhOOEaurGBOF+Zb6QBWMGIYQpaueSE18BZcXMwVKGeGdVA9oW/X5pvP
nvQDvgJ2TZmBUpZ4bIHgi2dtMAb+oXnkYREqAYqc+nxqFh51M+gdVstRL248njRW
P5y3NAXRxnkGb41p4rUQnb5i9hrtqeJrugWFK1bQ78rNc5qjbyFN2LARRmDDtXDZ
UgC2553rSgZycE050JkC7JVD016V4qGTtBxTnpXrXS3WEJjNyP8ZkwvHKXEGIxyQ
hgYf27vBcss2SPws633HkXmyCRpturu5J/AQGzfjb2kvnHh3s7usQkilUqcP@/ADO¢c+
sY68S2ZsRrPjKNpSiI70MRpSBfaQ1L7gGzCNUdG86geJIkUUwWORi+wv /PCyXmYQX
7POxtHUBWwWLNXxKdViVpfT2juS0Q2+LD/pOwag5FaPsBsSmdb4a8kLAZfNyFyrdGL
SnzLBCipUe@9ImfbCscMtAJEyh6zvETUbiMOURCC3iZDprXPU3TDUVT9Vmfba88ic
hCwKk+4Rz2QU1E jdaUJwsbW3SUft02U231x71BRf/D+LDZmUy/BhSe9+6x+Z7up0
v5BCrvEb4F1MTyenODG+JU+Vev7rZp4A6eJTOGNDpq9AKI3rI1GrtVFGg18cga7P
EQgqUWIstSL2B9HpZrTCuor3g1kzQNFcCDpo3KvbmJOFcLG3NTm3YSFcXrAipbhT
uz+4gmThKBi1ncX1Kp1p5NXXbnCD7JF9hOvTdVMA+eIYGufu/YjaVrmejfhkcESk
k8rhAae91JgXKD+tUXkRPV361lLpXVAhnohPQnbWwnVdJ+gPchJS3RyABFzvni2lz
309Sjg2r4Nebt4xJm2F7T42373w60JpHJO8RFNSNppqyVX3AD/311gAb9kTB4xy /
n10+je8faJ2zvoD3BZqDF2/8gacvEBU3xBUBJi68AaBlhhciNY7SicG/SS/wRgRi
nNNj1hHX/2SRf5vGb64 /4RVNAWqUCEMG4Am1Zs1e9352A9Mi7gs17ITMwDKCrCSQs5
d3fbhcniS/29E1rxMxu3LNXAzebs1bY4+NYeROp79rQwGFFH11vJwehwdLxjhE+H
HjJ3F@1lmIwj/TSD56JVDrdzASZEFWoTQOj4Wb+dnvLRFYQJAuLgJUc4But5/rYPZ /PjOp8dSWcdsKIe7KdF
PuFApDm3vtsDpEyvX60cfS8J6xyQnJdzIqyWodc1d8FU4/dYJIzZNFNHtEmoC+Vies
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ssW5H7zPZFPuEsMzGfJtnuEHhkWNhNavbsVo2 jK+LPXfQNOZ+c89Bc2d85pyFNeQ
kyAw5t10YMoaveWqBrb+rs4dXS0A17WKJcPypn7c2tZjoz87qFYmre+3frC+oegc
WQyMEPB48xuFgRB7J3+usCv+7pOUr90Mnvb1364N9hxfdJtJ3cgDoIigx5ssspln
Z8GyabmqGqoOuvneIys9+wbYDjNYFQLXUwL6Fgzj/qldPoF/YdrMBnSRSUm/a5E2
CPGOJgJc/krcLOYkSF3gJ3verbcoycX99kU1o/HLIGL5DLro1A901D9HaUg10KPY2
pA2k+yAIv5z0j/4es6UndtxnLj2CEun00jzEGQy46kVkfgYVfx76UnWex16k/E1C
ZKu4gOL4N+jbDwu@Pw3j8eW3Q/3esPTfEQOAJZzZRTtgkGdI6Ub rNKkNXVWxfKDLchgW /FLxH7hq7YFfdFaTeUaU9
VCEugvwN5Z1+VdXAWp3egdU3fY3yDgrIDqTfkH8mlk /Sk8XEhhMnYFeYPQ8sDmkT
8ZwI+P8D5RTfPBTMRAAG11rCPm9woeXA9JEGNTBtKpEMEez2am99nKfIbkLOxVvj+e
yZTOEk jDVXtugIbUf7RMmGoF j40oHQa69cDWDTfMXPJoXtF99LUI62Dr4rDGrSPVUL
dgVwS8IWPahbRPNO9Nix01rb+Q1+3UyUcovJuNwia8RT8jH5z11SL4s5CwC77jLb
PCzez5nGgm6tuFLQ48togUaMbkwmGxhxE3mLVD10h/rQ2cndcvHNwkhUJpo3A9Dc
mn5wb50YXknZBjqv9Zi+6xufiTKUpoFXG7YvyKp2Wj3xNSBDDLi20ovA6BVCNsRnl
jjWeVtjcCg2cmm8nKEix2KXb7VbiYkzV6selYCZC2LTpr1lJxIwzRH80KM5SmmROUE
OmXtEhiUbSPrIYEJKgBS9x/541nFj6zPR8VDWPBC/z+Jz/+pQGjO1tn8Cw3yaZoH
aNAg6NWu9794WdiOras+rAXsrccFofWL7NDC8YhQO7a404cLz9Y+sG99CxMrd00G
LéiachPXuUyjpTxqE1g5U9bIGqoZk rmDkv9ZjGxidFA/ofjXZ/kVezfQOR1TZ8g7
/EMhFMLtcWu+SCP17IxBgGK14wEUN4gJdBVWbNVXIty0OSSngCEBwW1G+cqZxtzHvO0
S+1rIEtuFP1ziPKXisDekR1J2n9ySsGz3ff4SQYHvv2f50JpjK3niOtzXrhzjqQR
E7LXJ1AYxc/SdKkB2N8ajO0G7v1d5ydA5dDZM1cbdNkeGgxaCZd6hDb@8Lc52H1j6
BONQgygtFOINFNEUvVIrVsI3SJKSrQAeafppe7/RrCI9FsuwDe2582BKbX9NnCXQamI
ND3HDvVFLi7tnaJ71uGtQvqV4BHsF6WNbJTisWxTJtuhqQ3N7LvyBGO8DJnwzUF j
DOvaWHTdeMmsvkQz8J0/fMxq1GxGnHk jjg8BmmkymS2sA/RXLPJAFIGgPg1eNymY
6IphFEpTwyoWT1IYFIROIW6KiVArA4N81YpoMeprz008I8MA5GTIXoRJRpLM02z0f
hJéUCY02rgunUaa4kMbpSW+1+7wUPEgbxM47UQKZ6FRjUB1MNmYNxHNnoJIOCHJ4R
OnP0200dEYk8qYe+YSGsVab6d/dGskOBK5YrZeXmSiTHiZemAyahE38rZJIZrwC6n
Kjm1MDaTiS0QhtNSVctjNYqJzkesSJr7ihxP7M8uvBONV9hs3dpiJr7o0XFKPR3gU
mE/JjégtBe+xcuhlugqPvwLPRiM6rZEHisjct8KYVzSFhXMZ/LgM/r4SAnDTHoM1p
PJ0QzqUqUSDrZp6FefbzrHMKvmh/BjCPYVYrtRhnCyeq90h6D7pUjsdKV81MzX40
TeIfRALpv5VVJIN9A7QItE9sCvT63bIMT19YIHLItZLrZI60AURLVUXx0TphgJnuH9Q
NrDV1hFYzmcIIz5zeHcSRLANE4XhHY9eNbBkf r+0kSmzY011j/z0kWs82ZxFsCv/
X8m9r88mMAO8UjvSSdaXaU4QMpgyjQjdIDYp8bzX/sySZsSwue6Xfz8+HV18Kmo/
aurM5Cnt4pPCyecHh6d3ktpBatLFfAgkvXRy1qeB/HQ2FpH6WbZTxdqBAKKsPHpJ
Q9E9KwXmooTajSKyLamS/e072pQ5G715KDaEkaG/07LRXS/gmKhk+yrfULj2uMAF
3Z21f/irjt2ablY00fpQtk0396ZjR1pTb5Z0YWA9Z/h8nDiKils7wm7a0r4MFU863
64FshXZDst8UhD2fg+FErcxLn@cBsgBAwoQ/dVyAThn5yg2 /RdQUXb+1bUdoWQsa
KjA2/fCE+MWIVNI/7kVOJuloF /kIhKb2GMS4qP+mL7iyGRexfKuXg9t2ZPcrzDVQ
DJ+U8ShhTwbwxKow+MYEa6tyNr5n//R3XOPqQWEh2Nm4i3RHsHA1y T5y4XAFV4bqw
8A+7j/Is0Yb6YONXSmPcAqapvfpBkmFYVmKeKENX0qvurU9WnWIPUVex21ZORXWpm
Z0rJpkGeJBQz1+1UT1lyzDv3FO0Yfu2YMB87UwDjusFXkZx4qOusORR1IHOivRhsSm
fVPVCEJpPP+IkbKCOrnTNDRYHZXe@fwLOBayXeP5vzuBxhTPj2scw7xGGQXSV /K7
rXZIyp21dUgWPvtC6GsnaqqB60ulY7Z4RyGIROF+dpIqGPa7cT5DWaxFZxA28zCe
my2SjL2+P8Ci000cynhFSW+RkxwemTxUIcorFeRbwY/QGJPx0t3zYd8Ac3xMUpl6
5e8105xVK4nonot1XfxBEb3KLU5szkNMTKzoXNFxjvnfiwrSX8UNGWAvmDWiGWut
7D7b2mazbiAoTMEOmMX43as1FHeco30DjeoEiYyc8b/6nLj9/SMSkxzgncrxVEEAG
amhJ49wnRgOUWYkZzy00aCQqA4xnG184Dj3tQyvafpE=
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C.3.15.1. S/MIME Signed-and-Encrypted Reply over a Complex Message, Header Protection
with hcp_shy, Decrypted

The S/MIME enveloped-data layer unwraps to this signed-data part:

Content-Transfer-Encoding: base64
Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="signed-data"

MIITEgYJKoZIhvcNAQcCoIITAzCCEV8CAQEXDTALBglghkgBZQMEAgEwggk7Bgkq
hkiG9weOBBwGgggksBITIJKE1JTUUtVmVyc21vbjogMS4wDQpTdWJqZWNBOiBzbW1t
ZS1zaWduzZWQtZW5jLWNvbXBsZXgtaHAtc2h5LXJ1cGx5DQpNZXNzYWd1LULEOiA8
c21pbWUtc21lnbmVkLWVuYy1jb21wbGV4ALWhwLXNoeS1yZXBseUBleGFtcGx1PgoK
RnJvbTogQWxpY2UgPGFsaWN1QHNtaW11LmV4YW1wbGU+DQpUbzogQm9iIDxib2JA
¢21pbWUuZXhhbXBsZT4NCkRhdGU6IFNhdCwgMjAgRmViIDIWMjEgMTI6MTg6MDIg jANCKkNvbnR1bnQtVH1wZTogbXVsdGlwYXJOL2F sdGVybmFBaXzZ1 jwvcD4NCjxwP1RoaXMgaXMgYSBzaWduzZWQtYW5kLWVuY3J5cHR1ZCBT
LB1JTUUgbWVZzc2FnZSB1¢21uZyBQSONTIzcNCmVudmVsb3B1ZERhAGEgYXJvdW5k@aBRLbmJjTGs2NnNxbFQrenQ5Y21kaBUrNkt3aT1oNCnNncnpmY3FWTXBM
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MmpvMDQON2dZRHB1QXJrK@9uSkhrSWhBZ1RQUm1jaWhBZjVZSnJ3N3ZqdjBaV1JX
TS91bGkNCNnZKkUGYxUVoya®REOXhwcGQ4dOFBQUFCS1JVNUVya®pnZ2c9PQOKDQot
LTIzMCOtDQqgggemMIIDzzCCAregAwIBAgITDYO@1vRE510r0Q1SHoe49NAaKtDAN
BgkghkiG9weBAQBFADBVMQOwCwYDVQQKEWRJRVRGMREWDWYDVQQLEwhMQU1QUYBX
RzZEXMC8GATUEAXxMoU2F tcGx1IExBTVBTIFJTQSBDZXJ0aWZpY2F0aWOuIEF1dGhv
cmlOeTAgFWOXOTEXMjAwWNjUBMThaGA8yMDUyMDkyNzA2NTQxOFowOzENMASGATUE
ChMESUVURJERMABGATUECXMITEFNUFMgVOcxFzAVBgNVBAMTDkFsaWN1IExvdmVs
YWNIMIIBI]jANBgkghkiGOwOBAQEFAAOCAQ8AMIIBCgKCAQEAmMpUp+ovBouOP6AFQ
J+RpwpODxxzY60n11J53pTeNSiJ1Wkwtw/cxQqOt4uD2vWYB8gOUH/CVt2Zpic+a
uzPKJ2Zu5mY6kHm+hVB+IthjLeI7Htg6rNeuXq50/TuTSxX5RTITEXGt8p6hAQVe
A50Z2afHg4b97enV8gozRO/Nkug4AkXmbk7THNc8vvjMUJanZ /VmS4TgDgXjWShp
1cI31cvvBZMswt41/0HJvmSwqpS60QcAx3Weag@yCNj1VIOVIyu/3DjcYbwW21Jf5
NbMHbM1LY4X5chWfNEbkN6hQury/zxnlsukgn+fHbqvwDhJLAgFpW/jA/EB/WI+w
hUpqtQIDAQAB0o4GvMIGSMAWGATUdEWEB/wWQCMAAWFwYDVROgBBAWD jAMBgpghkgB
ZQMCATABMB4GATUdEQQXMBWBE2F saWN1QHNtaW11LmV4YW1wbGUWEWYDVRO1BAww
CgYIKwYBBQUHAwWQwDgYDVROPAQH/BAQDAgUgMBBGAT1UdDgQWBBSiUBGHVRDYAKRV8
ASPw546vzfN3DzAfBgNVHSMEGDAWgBSRMI58BxcMp/EJKGU2GmccaHbBWTANBgkq
hkiG9wOBAQBFAAOCAQEAgU140JyxMpwWpAy10vK6NEbM11gD5HT14EC4Muxq1u@q2 jZTCCASIwDQYJKoZIhvcNAQEBBQADggEPADCC
AQOoCggEBALTOiehYOBY+TZp/T5K2KNIO5HWr+E3wP6XTvyi6WWyTgBKOLCOWI2 ju
wdRrjFBSXkk7pWp jXwsA3A5G0tz0BFpfgyC70xsVcF7q4WHWZW1eYXFK1QHJD73nQ
wXP968+A/3rBX7Ph00DBbZnfitOLPgPEwW]jTtdgeVQQ6Wz+CRQ/YbHPKaw7aRphz0
63dKvIKp4cQVtkWQHi6syTjGsgkLcLNau5LZDQUdsGV+SAo3nBAWCRYV+I65x8K T
4hCxqqmjV3d/2NKRuBBXnDe /N+iDz3X0zEojOfqXgq4SWcCOnsG11lyyXt1TL2701
6ATKRGJWiQVCCpDtcONT6vdJ45bCSzsCAWEAAaOBrzCBrDAMBgNVHRMBAT8EAjAA
MBcGATUdIAQQMA4wDAYKYIZIAWUDAQEWATAeBgNVHREEFzAVgRNhbG1jZUBzbW1t
ZS51eGFtcGx1MBMGAT1UdJQQMMA0GCCsGAQUFBWMEMA4GA1UdDWEB /wQEAWIGWDAd
BgNVHQ4EFgQUu/bMsi®dBhIcl64papAQ@yBmZnMwHwWYDVROjBBgwFoAUKTCOfAcX
DKfxCSh1NhpnHGh29FkwDQYJKoZIhvcNAQENBQADggEBAHOJojanzgmgaSN3/gqS
Q4cbbmdj/R40BEPr+gXT+xiidfZ2iLNwYyTneuK6AChwKfnNvOFb81V1iffRTF/K
tmVEDMR/sYeqAH83KM5p3e121Vh40HhyIOgNuz50ShNaACSioQ23WxHGVy9vsdVf
nbhsplrWg9NQ2WbpCmK+20Mh20Y10Z /wvXMt9cG6 jbMvcdH4zOIOvg6mr YKKTM/R
CGnumghxwYToj10yD5Gs4D2IJCw+fX50Dxh52MbNRYXTus2ZPRPM8JXNQC4GWv4k
m3M4rKnJDdéhnoQ9rNeozIcBVyybQYjfrgg4DRvwIKsk220H4Con1lB8f7R7s1LM2
cSYxggIAMIIB/AIBATBSMFUXDTALBgNVBAOTBE1FVEYXETAPBgNVBASTCEXBTVBT
IFdHMTEwWLwWYDVQQDEYhTYW1wbGUgTEFNUFMgUINBIEN1cnRpZml1jYXRpb24gQXVe
aG9yaXR5AhM3QQV57XV/QqmiXDr@+GrOmgnXMAsGCWCGSAF1AwQCAaBpMBgGCSqG
SIb3DQEJAZELBgkghkiG9wOBBWEWHAYJK0oZIhvcNAQkFMQ8XDTIXMDIyMDE3MTgw
MlowLwYJKoZIhvcNAQKEMSIEIJqUXzgD6DHL5QxaWDH8cjQd+BnWEDsqfNBB2TB1
TAOkMABGCSqGSIb3DQEBAQUABIIBACXiUOFE8dQ6qbdByg97uCG1mOthKkgEMr50
RkpoX6ntzZW8Bzj3x0t6febwwhxExszASuxNeSTebics6GRcN/EzXV/SUDEOW7Y6
gK8c4LiuNfD76ZQLHbPhIMYDidhYb51D04MZCJosGPFCgGitf5V089h6WjZMY26F
YpL51QfXgVAPBA4Y+2f8RaEP4Fsh8SLcV/EzniT2xCNCEUZwSETA650nGJ6A6KtM
1jaEywaYkm@bVFuJ2ml14x0YDd/pZpr7CIgDtzh/97x39apgnNOnzTGnGgZi2T6yK
4f1YxBHvYI531Ud/ub1SQMH/+X4zLOsbfb5+idTt10u1pNOQch8=
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C.3.15.2. S/MIME Signed-and-Encrypted Reply over a Complex Message, Header Protection
with hcp_shy, Decrypted and Unwrapped

The inner signed-data layer unwraps to:

MIME-Version: 1.0
Subject: smime-signed-enc-complex-hp-shy-reply
Message-ID: <smime-signed-enc-complex-hp-shy-reply@example>
From: Alice <alice@smime.example>
To: Bob <bob@smime.example>
Date: Sat, 20 Feb 2621 12:18:02 -0500
User-Agent: Sample MUA Version 1.0
In-Reply-To: <smime-signed-enc-complex-hp-shy@example>
References: <smime-signed-enc-complex-hp-shy@example>
HP-Outer: Subject: [...]
HP-Outer:
Message-ID: <smime-signed-enc-complex-hp-shy-reply@example>
HP-Outer: From: alice@smime.example
HP-Outer: To: bob@smime.example
HP-Outer: Date: Sat, 20 Feb 20621 17:18:02 +0000
HP-Outer: User-Agent: Sample MUA Version 1.0
HP-Outer: In-Reply-To: <smime-signed-enc-complex-hp-shy@example>
HP-Outer: References: <smime-signed-enc-complex-hp-shy@example>
Content-Type: multipart/mixed; boundary="230"; hp="cipher"

--230
MIME-Version: 1.0
Content-Type: multipart/alternative; boundary="4c8"

--4c8

Content-Type: text/plain; charset="us-ascii”
MIME-Version: 1.0

Content-Transfer-Encoding: 7bit

This is the
smime-signed-enc-complex-hp-shy-reply
message.

This is a signed-and-encrypted S/MIME message using PKCS#7
envelopedData around signedData. The payload is a
multipart/alternative message with an inline image/png
attachment. It uses the Header Protection scheme from RFC 9788
with the “hcp_shy' Header Confidentiality Policy.

Alice

alice@smime.example

--4c8

Content-Type: text/html; charset="us-ascii”
MIME-Version: 1.0
Content-Transfer-Encoding: 7bit

<html><head><title></title></head><body>

<p>This is the

<b>smime-signed-enc-complex-hp-shy-reply</b>

message.</p>

<p>This is a signed-and-encrypted S/MIME message using PKCS#7
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envelopedData around signedData. The payload is a
multipart/alternative message with an inline image/png

attachment. It uses the Header Protection scheme from RFC 9788

with the “hcp_shy® Header Confidentiality Policy.</p>

<p><tt>-- <br/>Alice<br/>alice@smime.example</tt></p></body></html>
--4c8--

--230

Content-Type: image/png
Content-Transfer-Encoding: base64
Content-Disposition: inline

1VBORWOKGgoAAAANSUhEUgAAABQAAAAUCAYAAACNiIRONAAAACEIEQVR42uVTOXbA
MAgS739n03TpRw20dgpbfARQE jOywiwYnCtkDKnbcLk66sqlT+zt9cidkE+6KwkZ
sgrzfcqVMpL2j00447gYDpeArk+0OnJHkIhAfTPRicihAf5YJrw7vjvlZWRWM/uli
vdPf1QZ2kDD9xppd8wAAAABJRUSE rkJggg==

--230--

C.3.16. S/MIME Signed-and-Encrypted Reply over a Complex Message, Header Protection
with hep_shy (+ Legacy Display)

This is a signed-and-encrypted S/MIME message using PKCS#7 envelopedData around
signedData. The payload is a multipart/alternative message with an inline image/png
attachment. It uses the Header Protection scheme from RFC 9788 with the hcp_shy Header
Confidentiality Policy with a "Legacy Display" element.

It has the following structure:

L— application/pkcs7-mime [smime.p7m] 11530 bytes
1 (decrypts to)
L— application/pkcs7-mime [smime.p7m] 7520 bytes
3 (unwraps to)
L-multipart/mixed 2834 bytes
multipart/alternative 1629 bytes
text/plain 580 bytes
text/html 752 bytes
image/png inline 236 bytes

Its contents are:

Content-Transfer-Encoding: base64

Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="enveloped-data"

Subject: [...]

Message-ID:
<smime-signed-enc-complex-hp-shy-legacy-reply@example>
From: alice@smime.example

To: bob@smime.example

Date: Sat, 20 Feb 2621 17:19:02 +0000

User-Agent: Sample MUA Version 1.0

In-Reply-To: <smime-signed-enc-complex-hp-shy-legacy@example>
References: <smime-signed-enc-complex-hp-shy-legacy@example>

Gillmor, et al. Standards Track Page 190



RFC 9788 Cryptographic MIME Header Protection June 2025

MIIhPAYJKoZIhvcNAQcDoIThLTCCISkCAQAXxggMQMIIBhAIBADBsMFUXDTALBgNV
BAOTBE1FVEYXETAPBgNVBASTCEXBTVBTIFAHMTEWLWYDVQQDEYhTYW1wbGUgTEFN
UFMgUINBIEN1cnRpZmljYXRpb24gQXVOaG9yaXR5AhMPLSWOETMXSs5CVIeh7 00 fh4HHEXFFNJ9n6aTaNCUW1AsFCyi1y3H+
dPBY35mB909NB6L0/B95yjJ5cJcfOf3c1ANXMBZWvrbof94epVrOput19dQMCNiB
aGd1lvI11g2pXDyeNYWR5jpdTBAN7Bfmg9MPQBWzRT6Deq9gkD6aLwOJWO6dMW4hh
fLCOEWGUMe6UEh8hvsx3gVF7A5wZ /fbs9pZvrHSDDU49+Hk fORBvBepPtgXt1dxC
kEXd1sXae1z/ZrUVkBjWLoZ8HHPYEhoEQz6GtXxR19yffDA3eRBoaaTPUJJaU620L
0oJw1lGb9efDum6 jmbG5cHTBCE jWAja3NK7ZX0ORmG+kxa4nDZuKOw57DhbtVJhHsTU
0czBvZK/EqRDHXiPnxXysHM3VB92vmW1Y2GKhNCqFG1+5AGiGcZ9SxgZ3tbMWVMi
YkSSf/pU4h+MCPYKIgXs8suP8XalLyvk+nWnAitf+emaI8bootKazlEWSGtIqC2M8
6DwNaRI2aZc9RkgwFd3MU7uYhM5ghp5cvglxWec/Rg30LyOmOV+GLza+3AhiMVPo9
YNuoB2TxfaStJeC5jaEd2212Zm/0Z0gbvDw+1AD8DC31i3uDgui3xtcBLjc5DzigA
/usC5p12hjw9vcG1puqDW0z20iDwvtasiRIm7k5CN+ViSSKt2brNAx4agbu0321f
UcsxeDZ8pUDs+SAm+zuHMUcbWczHW1bRY1o0DehOvaPb0X8qxhJ98JnNdNooG2ko
5U311iT23s9rTH6 /Ebcsn5BJe0OVvHkIDFX+Mz19+k9phWiihxn4zTRXvgDC+L3GBy1l
EIhWRE2hgG32fKmGeAaOptLW35RPYZDNidMQzD9eEc04Gn9kNO1Jq3ETvwLixx+7
PcgTdVuyPJvmRpJ2TaLJFM3bN+ywyUY8bVFsweaaAXzr4onnC2HJShKaUGuOTbnO
RPJOgpZ0BBujNdqZsJjnyeUT1kwg8IxzsfIP6UljfJINrHR78quPmNJwgRN+9ycEo
2GuHtfYixeBVucNptDx708p/+K21MgGFcDtCmubVzQzm82QW3xvBaUBmVQUEBmMqD
xnC8pcb6UvVnXK6LBqyDzbBWk6UxgHDIwimtst4P12K0Z /MJVmMBOWyyef3PcIgSz
5D5seDL /ZkzEmnypKFcMYPQMr rLWwcSiYuCXKKqjh@eKWkt2ioPrrdPUDNs12aU1
U7LUrqviOb+ajNQ/uBOBmqSwGlsot7Tz9+x8sM4ywWhJ/9kAZt0zZ01VoIIcbX6y
XW80NC+AOk /nSyHX5vbQ5¢c9paHif3s01Dxalcn4T5PmZ7vsG3TkR97N7Bbas64rz
zjL3Y1sY2sxSVhM15E+RzF1bcJXT9vqS2n6tZmQdLIK2 r3xEa2MQm;j1D0281FDF2
4ckMsHxmhw+IdwS9JHG7mdmOLHYMt9QLMsxdb9ptfUqZw8jpwIxZ5gjCIwIPLGgQ
n7ZTm5eNRzfyCi37prI3oR6j8s8H5NS40eygduGjkSUENnsap8iovsRmb+SX1y67k
Ti7Pvtqc750/1FelnnWudpnbSd4ZTnfHi+D6Qe7UUmz80JKF8B6Z69+Y+v6qCS/q
jF+6JxVz3SoJUbyMJQY /EXCwd5Ft+kyYVbCpc/YK4Rjg5XGAZrIdHqorgXJDLs7+
3DPx65mIeyIkFoJRsh2UBHWGOwW1W+e722h21x/gyGOroN11tcDqfhIZJHVTEr8LY
w02gWpWMZXoSRHXyy fcdJ3kUmdjXUHCmVMoKAp5zuBNiT1H6Fn@+iux4qQMSMésg
NTt1rRuH/9hc7hBKfHbCAXVj+TJzs74ChtNCHPzZqsdPup36y9YUTQ/CC/pLUOHX
FEcIR+PayJIszHa//x90kL+gzhRf4HD+vTUc51M2hpScoZyj15yFZz58LWKAG/1F
fYB/upejDYznM10+bNwYh3pJ1NpPfciWVZ2DajxMS5g71T3JJfJKem6FxAWNoBAK
vgCjghD5rIIEfhD2gn@FZphYMbakpDcijFFIkmSMzcAWLBJN6IW1BQrJZs+S2g6n
xdR/d5CSO1SNtSSQVE9KqwpiD7nt2Ux2CDJRXITcsLhowgDM9GQ+iEHWI1RT7JzcP
DeminbPX0gGmE6LUmMgKhNY8wWUxc+HUTenvHwW9 /x3+0wcg3T1aptvoIljexN9kkLMx
8U854Za+/08+3f+Imbégpz50rRWs1+EFDrH8ChCM180vuT44HWIVIW828zMxTcBfU9
/Pb8dSZNnNB63zJbx39PDH9aN5FROXQNLODTVFQ6RN149NGMqvaHiNuJ7y5ZUVgK
S6HTusbIujitQOKJ091qEU7WQXHLP7STTFO+s1JpST/zm7HOLT1uZd0/vGZrzz0Jp
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WzP80OUNAk2U2kc5kkc /dhsmTIQdxN1GmNOKdv7L6XbWgHt+JjuK8BC5WGNCYgrLW
fOIfkyLdwTOOP+vf1QJoY5c9ACVHrém/mrzHDDai2xxrilQRdxuFcoMFOpGO1Cw1
IcucA8FDO4z+F/DedbsVxf89HUauVFIPMpv2QFfF576IS8/VpJ1IMtUHb16R/I5QV
UcAPa4+CbT8Ldm/mKDdH8JfH2tK4x/c710tSojz+vJ8kFBOwi/rF9PAsaABXfCDL
9zhdoEYBogXtPggzOfpWRi/ksW3P2SyBEZKHHN9mvyyLSFKpgNKSqRxJqAb608/H
OyM7mTiIWZtZM84Wk1raN@TCFvkHGTOsSMI1xf7+ukicoNevX6ZVHjzu63j168MSOE
TjLMUzZ1hXFLVOeEsPBkS1P/auYqKaj1c0gOxSyAvjoyE703zMurfxNjoGBGsaRh
I01wL /DeDypkNfpcTnyqBK8PbrozDSuSZ0Q6zVSurHvg5PQs0fb8yKcKkgdyztPA
stv1geh/ZI110QZprXVK7WE9OHLhg9z0a8AWiyvi4tMfDwul4POOXyX/HzK257kA
OwtLZQXUfrfj5PK6u4QzZsfaURHOd/87S8fhIyskmAjzjFbdOVSQQyFUECWSRWwnN j
5+q@almwJV4yRPSm44bcdPXHBiZHKqq2v /wW8YfzTWSIM62VX+VUZMY riyIXxq8d
VJKPfy/177JfnfOvLshh1DLwt87nZCrkjX1EazUtcZOkbgXb6VJwIWt6CY6fsTjy
YtVUNaPuw4u+0qiFyIYdHLTfIEF7ERVQEN9HcQZpIVJ+txyBlyExLViz6MYVLGMEa
EvKkDX/aFNQb501wi7sDivcL6M2c8hAuZYzFOx8DuPiuEovicWQASsS/odhsfEVp
tKMgB2woHSX6J4a0QDfQ4SUDUrXHqcTygDiygX1cYi1pHZ/vCN1MQ70VrgDyCql3
5zisTrvcITKX6HU9T4UnyeK5HPP5SB6KTfHp2Br7VPe1GAR0OOWXGmMR7FnI+hjo++Y
ZABKQRj4ky8iq2uzbonTgmuQNtMBMN5c4sez4xPfJE/zFk57NM6VXvt9Ya7Q+2p3
RUbz5QzI1/1M/FLTfOKN2LDyL /FxdHx15t99dwoIieDJD0o12V6xvpQCOBZhgoGGuMQ
RJLuXzkR+0KzaWmV6dSNVHOCW+y rvwg4oyZqoiRaCZsECxYe3ur+coIz@MPb0iOf
RnNKYVn24AqTZ1rTcuBUxj70eSLGCFvZKLGZ1i8bUabyCKr54gwaxrQRy9UZxTXal
1XsyDz1fm5XkcciUZn6rF1lwvNxbYDmis14s19R/7wOUhw87k0Z9Bt1sDg4zp0roX
+UsbTySGKWS/NTh6BaYrAeNuJz6ThXTghrW7NhNn5gcPht4jwbAajgcF/tIBmwZn
ad60huhtoK35b5EoNI+xYgAsntzccPCmKbQ3wHN20aziQQ5pTGb+XYAOfmLUWUWS
cWuemvYfDQntdcEGY1leE4UBdWpszd9bXzodgzHBghzI8RnpxDQ5heYbWdcsNCkKm
HcduBeUegEBNMgSzIC+ae5DNs57kqQGFah@l/JMQ+ek+MdrXcqEfHIcuJcE8DICh
WX4UpITxyQ71F4/BPd/Wxc1eK70yGSCGEYSG366ywtkBIDHVzJmyAtgxAcPPJkpu
DcJ9kIKqtGz0z9gmNrYopT+hztesZTNwfiXd96bUyd67ny07dedM9epPxdSiDtn0
PtedT/epOTrN/wkX6N5uyY7uE53mOXwQRUCCVS7cTAdHRPAZ7pp718FzAwnM/9p/
vk1dsafHWL5IpbfBUTTX052WIRiXqXYPfeFVO2TkmCwFvOQLtK6H88DRzVDUF+IA
DVD1QrVZ5EBKopm/AF /cNgfkWDwSp2hMABI5SBHFU9NhLRQqzRL6TZ01B0XANBUDe
17AKdmHgSUwFuIwocdpPULgKV18eIw0OtUKSZre8uqghLPYu5SsGQ8V+4jitMD+Equ
ctdTPsTafX/8v+186N0O5XDKbnxMTNelYbyMETwAHQmMeaYGz jbFqoc4LzQhKh5W1
VjeQ0ZxKtzUgtKuQkI2rinI+1WPd56XbsCJ21H+padtAB7thMYiinf91v86GTyCt
nzzeLdHiW6F /19WGmiKBNk6aMG+C85Bk /GbMmHcC+Xd1i94NK012kPyIEG84N6BNq
kdCN8z0f2kYQLCwnhCV6t9cEsq6XsIIfzL5ULbaPY7DqO17XWH5T2+2DZ1uEII9N
LDY0BocZhiCHpBGeiEy4sX8b5tWSgZvj8U3uVe5PfcMePCXpvuF1xf3SWswE1hEJ
LAgpW1C1sCS7nFSxH7M3FVALw/egqd+TSZ3hPEu1QaGY5EZ4T9gdF65MCEihsC67
UByS5C8BKXZkmsL++E4J9Qk jnANRSjT1Poxvi9ZUvmIiTDODx3Mn7Gkprgm/WJwmK
KbazwoQtBSYpooNXcJQAut31Hh15erm5sGwtRZb63uA5kNBty6/1tVsPDVntVrQu
P1L1AQ/XUuO1NA1V2L0Qck6YwF3HusBeCjZ1xNZWJC3 jbUhsXkwxx2IffNcfJREh
fuANjE/GytAK1Z3VdJFgKGPD3qlG8t8xGWLGrA1T/0QdsqAKhTVROrWShj5NKaoZ
P4MBQz8tWc1V1L36t1irD93YIcqquefVJvHSV65MCZMnoe67ke1pdcYKBOWZzvd+r
RBuOe4vbvGI5YstRAKLSLdcQBXxqfiVqChxKPQdeXfEjKoyL64vymFuHibrENpaP
17I0Xz0ONKoluj55xyTUzdzBTOe /WKJRpDpali2ZknrUkcXIzLRpnqC53EmMNRJ4Qv
s2B1hFpYrC4VWSBppu2Du2B1TtVDOxqad2woWordPIiex6dGb5+dqaOLSV6DH+Wu
IRc7gCfTO7KGHVTZ+JkCZaoXG4qGFiRqEob8MwydAKT0oS5L47BVxgPZXxJW2T1m5H
nz1W9CJrJ3kM1IdagWUweiCjqnhgC4W175qoRvh5DxV3DhM429YVR4+080S3FwDxh
/1JgNTWg4R0ZRI5drPfjUdaS1XopMJ4GJPN6DM7tQMuoGd3Sk+2Vni5fEgy jMwia
en79UkQz9x6KD29n0mBbpNBzNhjBfps13bYGXxqMIZMWAwWpY2yq8DR3QWo6Z2BMoZ
Tsbs5THzpRbOR17s1X4rmjg/X+1SAFzTxhxpyrULS3VF4n9NYB1gKyyNWUI9S46G
F6rXrxZaxZ1R9EvpXU1ATo3ZV94BhP90of5z0drytS3zAXwT7E4ajJWsSGLIrvdx8
83PvvVisD4AhqzfHS3DPhgJd9bXLMAABt+bLtQqUT56d7R97A0fgnM4L1C2xRTIK
pobr29Nt7bQuKluMoh4NHjexc4QiU2DZIy79G880AuUDf53z3NYcbY93foyKXhYk
/WfJD33tao1cjFbCcrJR3/LY8FTdtYOAPjPQwfmp967y/98yvrPqvJvHeuUFWe1r
QmaCVLgwKEGBD3q+hs14APAWMBHc519UMJBQ610bMmsMCw7VMKpg3oCghXabyctq
WJ1akVeBo6usYSnnknLN9+6WMsqiNmeb15M052iYyZaU77 jeDFRfIs7+B+yyycdZ
3X9IN7XyTbqGZr6UUJYubINE6Uc1BOBXSRiBsm2 /VVFLBJRfckFMvPkK7IccmY4NL
2e6quWM12fadmBOJaMOztUjfRCDdoaBBOSw24fh4zfHyyGJYzbLoznuCPeCgOB7b
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E4fJg5tIADSJiv136YIy0CGqpj4768yvijzzjg+rz141TVedsi5GhFgXADW7LtkFb
08EGRWDDAOXCG5st4HMz /1YEjm90jyqRJe@BV91Dt4rWjzmADiOT5BZnbVoso5Ie?
+hB4WgaP31N2eipER1OSGHiMNOsibXgQyvz3IMmstq5u70U5QeT1gPI0OYjNFi9dv3
tcxIz3mOpaTMQRzIBx0QdF5421AUx1jPC3dGkt jROPE1pdgPzpfPHX3LDda26ibD
9c12AZFCsxap68AFiGNPpx9e2EzrAk8BM3L+T3DszTAM4jb+rp0gljEJH/pLnT4H
hRYhCUBPTMUXxmf3b2WJU5UMuf60M2ZPTOWoWYBCKRO5LPoBuB8gDQdCpkHrDEDtB
UojQaiAjJ2But/ox1gM4PREt+1Bw6JTvkZ0ZdttDbmTA2nKFbVUFXH2Nh3VykRN8
50917¢c++CZX7Gg3F3p6YBCzkqIICOVVS3bkP1P5ZimETngRSTJSDWE6G /5N5zhM3J
sUKTfMOBaGQGm3D4cTrYpcZaomPrnFmkKyrUv1BkGt3oyJM2EENTX6z01kod3dZ90
kH90BLRjR3siJfUulodi5iFOPn@gZeHzqHKMINKknAWVVg20Vnpxuujy42NYNwnx7
askd280vZAgF240sGkrZCX/zQXfqLhNEFseKtGQEqZhy6 /Ew+rkk /w2Z7gkFoob4
xr2rcyYW2JsyMtErWp6KQPVNEdYzXi+qJBwWPXas3pzH16hMjHD4d2Q8pCfUYKOS
YGW1xU69cEMtgSs8Qc9IVCIowL ttDKBQOBU2eHTMVRGO6BgowKqC /WgtmA9rRanmA
3x+rEAxPncGrdFOUOEMXEN/Maw61V3RWZec20Se9geH/AYj5Q0TDmHLpOj311Qyj
g3CJIsUXhKPgjSRnxPYqYOFUUACNaoAXD9PYRZqem7G6zHIiRqGCx7iMjpiSBND4
TUVWKWiuC2rvSgBmB6ohuTRt+tWshZ5Ksvi31eCCJSDB48XY7pU5SN5Itfo1kB8V1
F9j1bhzuAnCczqy6PHi7HB5+ulWLbeh1S2EM1zIqM+MziEiFUHoMuh+isfM4803C
JsBv200yUz6XhmXxQesMMz2pM9Y2Lc+tcXh6QSX+RXcDMHZY5I1aNUk@gBV1o02cs
0+h6v/W/nRzSiB3f8YZJr2c2hUt9EAUj9TvCQa8SrPTen6K9WFNHOQWdd+bqgbdL3
QiMh+8pLNbIiQfonsPgW7UXi8M7r5K5PewR1+VHFU89UVNUThnu+JAbhOCVF3LCb
Yi+jFiM9uSeovg@ytMrgqa9quUtcNonoKP3Q8GHhOZQrX00F8S7jG9E11e0Y1RqJ4J
0Ys8sscjyYYF515irOV7t9R5wRDf4Syr/rhZzeHBUANGevqyHkH91nTUDs33FAquc
NCPUGEThKi3+pEoV9eIcobGjSIcWd+sh4M5akRrquUXvcb01+6Vel/yZrUfC+tL8
Z+RE+qzLsGUfkfOhwbwEprtuyaSQPIpfe6v7G1HMYtS7WINAOSZbJ7KJIbKtdOcO
CMtiWxcAszutTulsst5ac1syV8TwgsPSkitp5qlJW7rH19vaf3A+wLcDrn9kxCAf
/IzwKfGgKjbRc50vN6CZwD2wGS2e /AaQn8XVHXNLZz7t/SuBiP10BpJmvtRtnESES
zZWivISOrTh5qpdDbp3Gylec/81tglYu9c+NL53R3KEq6AkzPRWC44yTzO0PBLk+M
HkPCnWorX7rMGy2NPWaUa40meEnHeAQYVRF3I3KdKIEi9i1IM+hpjjftq9+8SqhM
0VQ315+s1COy5Rdsowb0ZZDF /MISYHa91oTGX6DryeW6c39g4yzn2tyfécarMycq@3mbbmFa90oFh9e8zQ0oUia9L
43TQo1X67p6s6KpI901r5/bUzNYtNr02;jVd8TjCmg7m6JkusTBXktJDs/iwCJWCn
ZQI/ghEtYaBtDGHfal8xiY/B/g6v8YkezPf8VXx1IUOrGTfzk3zk/PD3TnbRLy3N
0t49sr1uKpYYdofnGfleclXBVbvAVZsm3I58Mpjd0CQsLCxYNgxVPIhFkptUUjKf
/4nQ/X8kdmH5gSs97JF7P2+pw6EimubVOVHTX+gKbp1rHzWUEUtH4JQLssH+8v+H
hoJtKrmhoEPysT+tjPJtbWMsptslap14bwHCfNrt1lQnhsE6jrrPFIUB7a7DNL7D8
FDfRazcq1w@JGs4un6GaJ7d1CYzHrOVKROc1T201uIwzJOyXU3+YgMYfWqIYViW1
AGwWZ j1PPXM8aICmdOyVpWomBq2tUaBfCSHSD//11tDpr3sTGahPvbV8c1lhQZhHkF
jyYq5D83dsNKFbcSnsctx4SP71LMaKZw9ttsEzHRRUBduUI149uKpRUBCiGPsSEc
gHhBEgKruGdxX9zWeGEFuBzrgpu3C3LXRbh1GNS7RbF1IIR8WZoDOCcMPEVrOt4Y9
pOGM11/8LiwQFeznZhQVIjLbjWcjDcqzgqxscBh1TJKrjl26Le1tFMmHaY147Sfi0
PORZOLmnvQxdAaFeN4c+U9pU8DZPMZFa3f3EmoMgi/t16vnwoOF /eFywz4GjNLgEt
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d27PzhPuqYPupgCu95ZLVo3727BMwFO+Z+Noqv /X5RFABW3wXX6CwBJsSYBp6Xno
/HP6a5LoHU3yku+sC2C9EVVUPVEY/51uk70IyT0OpC6T830a/mQ7xMMSfuzVesKK
YLVHwWwvXZK6kbkyNSOryODEOwwXoC1UnJ5PEX7V+0ondyRxe@D5SNIGAIR/Sy11M
qzSYcMRUGBmMK56I1irKZ0XmoM34Gv92Z7TNMUZLReIAOTqUHMi0IfaZ1Tp7gbgBZq
5P6nHYB/zZ7qHM/LPSZdWA==

C.3.16.1. S/MIME Signed-and-Encrypted Reply over a Complex Message, Header Protection
with hep_shy (+ Legacy Display), Decrypted

The S/MIME enveloped-data layer unwraps to this signed-data part:

Content-Transfer-Encoding: base64
Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="signed-data"

MIIVWAYJKoZIhvcNAQcCoIIVSTCCFUUCAQEXDTALBglghkgBZQMEAgEwgguBBgkq
hkiG9weBBwGgggtyBIILbk1JTUUtVmVyc21vbjogMS4wDQpTdWJqZWNBOiBzbW1lt
ZS1zaWduZWQtZW5jLWNvbXBsZXgtaHAtc2h5LWx1Z2F jeS1yZXBseQOKTWVzc2Fn jeS1yZXBseQOKbWVzc2Fn
ZS4ANCgBKVGhpcyBpcyBhIHNpZ251ZC1hbmQtZW5jcnlwdGVkIFMVTUINRSBtZXNz
YWd1IHVZzaW5nIFBLQTMjNwBKZW52ZWxvcGVKkRGFOYSBhcm91bmQgc21nbmVkRGFO
YS4gIFRoZSBwYX1sb2FkIG1zIGENCm11bHRpcGFydC9hbHR1cm5hdG12ZSBtZXNz
YWd1IHdpdGggYW4gaW5saW51IG1tYWd1L3BuZwoOKYXROYWNobWVudC4gSXQgdXN1
cyB0aGUgSGVhZGVyIFByb3R1Y3Rpb24gc2NoZW11IGZyb20gUkZDIDk30DgNCNndp
dGggdGh1lIGBoY3Bfc2h5YCBIZWFkZXIgQ29uZmlkZW50aWFsaXR5SIFBvbG1jeSB3
aXRoIGEgTkx1Z2F jeQOKRG1zcGxheSIgZWx1bWVudC4ANCgOKLSOgDQpBbG1ljZQeK
YWxpY2VAc21pbWUuZXhhbXBsZQOKLSTkYTcNCk1JTUUtVmVyc21vbjogMS4wDQpD
b250ZW50LVRYYW5zZmVyLUVuY29kaW5n0iA3Ym10DQpDb250ZW56LVR5cGU6IHR1
eHQvaHRtbDsgY2hhcnN1dDOidXMtYXNjaWkiOwOKIGhwLWx1Z2F jeST1kaXNwbGF5
PSIxIgOKDQo8aHRtbD48aGVhZD48dG1ObGU+PC90aXRsZT48L2h1YWQ+PGJvZHk+
DQo8ZG12IGNsYXNzPSJoZWFkZXItcHJvdGVjdGlvbi1sZWdhY3ktZGlzcGxheSI+
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DQo8cHJ1PgoKU3ViamVjdDogc21pbWUtc21nbmVKLWVuYy1jb21wbGV4ALWhwLXNo
eS1sZWdhY3ktcmVwbHKkNCkZyb206IEFsaWN1ICZsdDthbGljZUBzbW1tZS51eGFt
cGx1JmdBOwBKVG86IEJvYiAmbHQ7Ym9iQHNtaW11LmV4YW1wbGUmZ3Q7DQpEYXR1
0iBTYXQsIDIWIEZ1YiAyMDIXIDEYOjE50jAyICOWNTAWDQo8L3BYZT4NCjwvZG1l2
PjxwP1RoaXMgaXMgdGh1lDQo8Y j5zbW1tZS1zaWduZWQtZW5jLWNvbXBsZXgtaHAt
c2h5LWx1Z2F jeS1yZXBseTwvYj4NCm11lc3NhZ2UuPC9wPgOKPHA+VGhpcyBpcyBh
IHNpZ251ZC1hbmQtZW5jcnlwdGVKIFMVTUINRSBtZXNzYWd1IHVZzaW5nIFBLQ1M]
NwOKZW52ZWxvcGVkRGFOYSBhcm91bmQgc21nbmVKRGFOYS4gIFRoZSBwYX1sb2Fk
IG1zIGENCm11bHRpcGFydC9hbHR1cm5hdG12ZSBtZXNzYWd1IHdpdGggYW4gaWss
aW51IG1tYWd1L3BuZwOKYXROYWNobWVudC4gSXQgdXN1lcyBOaGUgSGVhZGVyIFBy
b3R1Y3Rpb24gc2NoZW11IGZyb20gUkZDIDk30DgNCndpdGggdGhlIGBoY3Bfc2h5
YCBIZWFkZXIgQ29uZmlkZW50aWFsaXR5IFBvbGljeSB3aXRoIGEgIkx1Z2F jeQOK
RG1zcGxheSIgZWx1bWVudC48L3A+DQo8cD48dHQ+LSOgPGJYyPkFsaWN1PGJyPmFs
aWNIQHNtaW11lLmV4YW1wbGU8BL3ROPjwvcD48L2JvZHk+PC90dG1sPgBKLS1kYTct
LQOKDQotLTIBMgoKQ29udGVudC1UeXB10iBpbWFnZS9wbmcNCkNvbnR1bnQtVHJh
bnNmZXItRW5jb2Rpbmc6IGJhc2U2NABKQ29udGVudC1EaXNwb3NpdGlvbjogaWss
aW51DQoNCm1WQk9SdzBLR2dvQUFBQUSTVWhFVWdBQUF CUUFBQUFVQBFZQUFBQO5p
UjBOQUFBQWNFbEVRV1IOMNVWVE94YKENCk1BZ1M3Mz1uTzNUcFJ3MjBkcXBiZkFS
uuvqT313aXdZbkNOaBRLbmJjTGs2NnNNxbFQrenQ5Y21kaBUrNkt3a1oNCnNncnpm
Y3FWTXBMMmpvMDQON2dZRHB1QXJrK@9uSkhrSWhBZ1RQUm1jaWhBZjVZSnJ3N3Zq
djBaV1JXTS91bGkNCnZkUGYxUVoya®REOXhwcGQ4dBFBQUFCS1JVNUVyaBpnZ2c9
PQOKDQotLTIBMi0tDQqgggemMIIDzzCCAregAwIBAgITDYO1vRES510r0Q1SHoe49
NAaKtDANBgkghkiG9wOBAQOFADBVMQOWCwWYDVQQKEWRJRVRGMREWDWYDVQQLEwWhM
QU1QUYBXRzEXMC8GATUEAXMoU2FtcGx1IEXBTVBTIFJTQSBDZXJBaWZpY2F@aW9u
IEF1dGhvcmleeTAgFWOXOTEXMjAWNjUBMThaGA8yMDUyMDkyNzA2NTQxOFowOzEN
MAsGATUEChMESUVURjERMA8GATUECXMITEFNUFMgVOcxFzAVBgNVBAMTDkFsaWN1
IExvdmVsYWNIMIIBIjANBgkghkiGOwOBAQEFAAOCAQ8AMIIBCgKCAQEAmMpUp+ovB
oUOP6AFQJ+RpwpODxxzY60n11J53pTeNSiJ1Wkwtw/cxQqOt4uD2vWYB8gOUH/CV
t2Zp1c+auzPKJ2Zu5mY6kHm+hVB+IthjLeI7Htg6rNeuXq50/TuTSxX5RT1ITEXGt
8p6hAQVeA50Z2afHg4b97enV8gozRO/Nkug4AkXmbk7THNc8vvjMUJanZ /VmS4Tg
DgXjWShplcI31lcvvBZMswt41/0HJvmSwqpS60QcAx3Weag@yCNj1VIVOyu/3DjcY
bwW21Jf5NbMHbM1LY4X5chWfNEbKkN6hQury /zxnlsukgn+fHbqvwDhJLAgFpW/jA
/EB/WI+whUpqtQIDAQAB04GvMIGsMAWGATUdEWEB/wQCMAAWFwWYDVROgBBAWD jAM
BgpghkgBZQMCATABMB4GATUdEQQXMBWBE2FsaWN1QHNtaW11LmV4YW1wbGUWEWYD
VRO1BAwwCgYIKwYBBQUHAwWQwDgYDVROPAQH/BAQDAgUgMBOBGA1UdDgQWBBS1iUBHV
RDYAKRV8ASPw546vzfN3DzAfBgNVHSMEGDAWgBSRMI58BxcMp /EJKGU2GmccaHbo 1NDE4WhgP
MjATMjASMjcwNjUBMThaMDsxDTALBgNVBAOTBE1FVEYXETAPBgNVBASTCEXBTVBT
IFdHMRcwFQYDVQQDEwW5BbG1jZSBMb3Z1bGF jZTCCASIwDQYJKoZIhvcNAQEBBQAD
ggEPADCCAQoCggEBALTOiehYOBY+TZp/T5K2KNIOSHWr+E3wP6XTvyi6WWyTgBK9
LCOWI2juwdRrjFBSXkk7pWpjXwsA3A5G0tzOFpfgyC70xsVcF7q4WHWZW1leYXFK1
QHJD73nQwXP968+A/3rBX7Ph0BDBbZnfitOLPgPEW]jTtdgoVQQ6Wz+CRQ/YbHPKa
w7aRphZ063dKvIKp4cQVtkWQHi6syTjGsgkLcLNau5LZDQUdsGV+SAo3nBdWCRYV
+I65x8Kf4hCxqqmjV3d/2NKRu@BXnDe /N+iDz3X0zEojOfqXgq4SWcCOnsG11lyyX
t1TL270I6ATKRGJWiQVCCpDtcONT6vdJ45bCSzsCAWEAAaOBrzCBrDAMBgNVHRMB
Af8EAjAAMBcGATUdIAQQMA4wDAYKYIZIAWUDAGEWATAeBgNVHREEFZzAVgRNhbG1 j
ZUBzbW1tZS51eGFtcGx1MBMGAT1UdJQQMMA0GCCsGAQUFBWMEMA4GA1UdDWEB /wQE
AwIGWDAdBgNVHQ4EFgQUu/bMsifdBhIcl64papAQOyBmZnMwHwWYDVROjBBgwFoAU
kTCOfAcXDKfxCSh1NhpnHGh29FkwDQYJKoZIhvcNAQENBQADggEBAHOJojanzgmg
aSN3/gqSQ4cbbmdj /R40BEPr+gXT+xiidfZ2ilLNwYyTneuK6AChwKfnNvOFb81V1
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iffRTF/KtmVEDMR/sYeqAH83KM5p3e121Vh40HhyIOgNuz50ShNaACSioQ23WxHG
Vy9vsdVfnbhsplriWgINQ2WbpCmK+20Mh20Y10Z /wvXMt9cG6 jbMvcdH4z0I0vg6m
rYKKTM/RCGnumghxwYToj10yD5Gs4D2IJCw+fX50Dxh52MbNRYXTus2ZPRPM8JXN
QC4GWv4km3M4rKnJDd6hnoQ9rNeozIcBVyybQYjfrgg4dDRvw9Ksk220H4Con1B8f
7R7s1LM2cSYxggIAMIIB/AIBATBsSMFUXDTALBgNVBAOTBEIFVEYXETAPBgNVBAST
CExBTVBTIFdHMTEwWLwWYDVQQDEYhTYW1wbGUGTEFNUFMgUINBIEN1cnRpZmljYXRp
b24gQXVBaG9yaXR5AhM3QQV57XV/QqmiXDro+GrOomgnXMAsGCWCGSAF1AwQCAaBp
MBgGCSqGSIb3DQEJAZELBgkqhkiG9wOBBWEWHAYJKoZIhveNAQkFMQ8XDTIXMDIy
MDE3MTkwMlowLwYJKoZIhvcNAQKEMSIEIEUN8SMCE /gE8VaUW0OZYNyiuSDKZahJOb
CB59LQgqpU11MABGCSqGSIb3DQEBAQUABIIBAEK7Y6K+3YZB+tri+EVQFLmb1N5K
CUsnwbyLw19bH3bv+8MFEYqYmiATHzimOxdQNB18c6HR7GqnMQVJIZ+0EYiL1fz/
Ej7Up3VQzyR1Kvb1LAXtTW7+ITh/61Ax1j1W48US9pMR+05Rz+cfVATN77voVNs3
fNOB8EsjPoVM708f /xKD51wHv/72Mg1fUTs3YMaqabplXdABkdp11QhZ6za+N3/k
yEYSmxz00wd4JRKuAIdbzdFIC57BIGFICQXONr1c3aZ/wHvNvH2x0Ap1cQ7M6NuU3
KImZs860BQmcOKdk8AzE4sBo8mtf3uhU+ed/23FWjMYpGdgHalu90GMnKnM=

C.3.16.2. S/MIME Signed-and-Encrypted Reply over a Complex Message, Header Protection
with hcp_shy (+ Legacy Display), Decrypted and Unwrapped

The inner signed-data layer unwraps to:

MIME-Version: 1.0
Subject: smime-signed-enc-complex-hp-shy-legacy-reply
Message-1ID:
<smime-signed-enc-complex-hp-shy-legacy-reply@example>
From: Alice <alice@smime.example>
To: Bob <bob@smime.example>
Date: Sat, 20 Feb 2021 12:19:02 -0500
User-Agent: Sample MUA Version 1.0
In-Reply-To: <smime-signed-enc-complex-hp-shy-legacy@example>
References: <smime-signed-enc-complex-hp-shy-legacy@example>
HP-Outer: Subject: [...]
HP-Outer: Message-ID:
<smime-signed-enc-complex-hp-shy-legacy-reply@example>
HP-Outer: From: alice@smime.example
HP-Outer: To: bob@smime.example
HP-Outer: Date: Sat, 20 Feb 20621 17:19:02 +0000
HP-Outer: User-Agent: Sample MUA Version 1.0
HP-Outer:
In-Reply-To: <smime-signed-enc-complex-hp-shy-legacy@example>
HP-Outer:
References: <smime-signed-enc-complex-hp-shy-legacy@example>
Content-Type: multipart/mixed; boundary="242"; hp="cipher"

--242
MIME-Version: 1.0
Content-Type: multipart/alternative; boundary="da7"

--da7

MIME-Version: 1.0

Content-Transfer-Encoding: 7bit

Content-Type: text/plain; charset="us-ascii";
hp-legacy-display="1"

Subject: smime-signed-enc-complex-hp-shy-legacy-reply
From: Alice <alice@smime.example>
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To: Bob <bob@smime.example>
Date: Sat, 20 Feb 2621 12:19:02 -0500

This is the
smime-signed-enc-complex-hp-shy-legacy-reply
message.

This is a signed-and-encrypted S/MIME message using PKCS#7
envelopedData around signedData. The payload is a
multipart/alternative message with an inline image/png
attachment. It uses the Header Protection scheme from RFC 9788
with the “hcp_shy' Header Confidentiality Policy with a "Legacy
Display" element.

Alice

alice@smime.example

--da7

MIME-Version: 1.0

Content-Transfer-Encoding: 7bit

Content-Type: text/html; charset="us-ascii";
hp-legacy-display="1"

<html><head><title></title></head><body>

<div class="header-protection-legacy-display">

<pre>

Subject: smime-signed-enc-complex-hp-shy-legacy-reply

From: Alice &1t;alice@smime.example&gt;

To: Bob &I1t;bob@smime.example&gt;

Date: Sat, 20 Feb 2021 12:19:02 -0500

</pre>

</div><p>This is the
<b>smime-signed-enc-complex-hp-shy-legacy-reply</b>
message.</p>

<p>This is a signed-and-encrypted S/MIME message using PKCS#7
envelopedData around signedData. The payload is a
multipart/alternative message with an inline image/png
attachment. It uses the Header Protection scheme from RFC 9788
with the “hcp_shy’ Header Confidentiality Policy with a "Legacy
Display" element.</p>

<p><tt>-- <br>Alice<br>alice@smime.example</tt></p></body></html>
--da7--

--242

Content-Type: image/png

Content-Transfer-Encoding: base64

Content-Disposition: inline
1VBORWOKGgoAAAANSUhEUgAAABQAAAAUCAYAAACNiRONAAAACEIEQVR42uVTOxbA
MAgS739n03TpRw20dgpbfARQE jOywiwYnCtkDKnbcLk66sqlT+zt9cidkE+6KwkZ
sgrzfcqVMpL2j00447gYDpeArk+0OnJHkIhAfTPRicihAf5YJrw7vjvlZWRWM/uli
vdPf1QZ2kDD9xppd8wAAAABJRUSE rkJggg==

--242--
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C.3.17. S/MIME Signed-and-Encrypted over a Complex Message, Legacy RFC 8551 Header
Protection with hcp_baseline

This is a signed-and-encrypted S/MIME message using PKCS#7 envelopedData around
signedData. The payload is a multipart/alternative message with an inline image/png
attachment. It uses the legacy RFC 8551 Header Protection (RFC8551HP) scheme with the
hcp_baseline Header Confidentiality Policy.

It has the following structure:

L— application/pkcs7-mime [smime.p7m] 9580 bytes
1 (decrypts to)
application/pkcs7-mime [smime.p7m] 6082 bytes
4 (unwraps to)
L message/rfc822 1876 bytes
L-multipart/mixed 1828 bytes
multipart/alternative 1168 bytes
text/plain 393 bytes
text/html 491 bytes
image/png inline 232 bytes

Its contents are:

Content-Transfer-Encoding: base64

Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="enveloped-data"

Subject: [...]

Message-ID:
<smime-enc-signed-complex-rfc8551hp-baseline@example>
From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 12:28:02 -0500

User-Agent: Sample MUA Version 1.0

MIIbnAYJKoZIhvcNAQcDoIIbjTCCG4kCAQAxggMQMIIBhAIBADBsMFUXDTALBgNV
BAOTBE1FVEYXETAPBgNVBASTCEXBTVBTIFAHMTEWLWYDVQQDEYhTYW1wbGUQTEFN
UFMgUINBIEN1cnRpZmljYXRpb24gQXVOaG9yaXRSAhMPLSWOETMXSs5CVIeh7j00
BogOMABGCSqGSIb3DQEBAQUABIIBAANFe+QhN1IuF /acKoQk/CrT7s6ncIXk72bZ
yqANUj5IWD/YQPJMczB4khaPZRacFIWSbcn3RHR8H9kaincGgBBF3pw+Ju1CaD5x
Lj8pX3ry1b2BNFPEMhbHQy4RsrZpwmL6qSc5X/gqWbJNVA83xnnE+avEzWAJFwHT1
RRABOCiNe+1RF7L+X/kqJLOoALWBWLN10sfK5AwCg3Vao4uyRUtRbC8P4Q7v+KPi
6qYEwXAe6gz1LCwD/EPyiDnMB1bNBid0@g8nC8pt2Ymbz+S1jAWOFDvOXyv8iJuXT
+0X0g18pfBA1a4zKGiRZrKNOPDfONUh13p/Bh7Wd/322eR+FTuwwggGEAgEAMGwWwW
VTENMAsSGATUEChMESUVURJERMA8GATUECXMITEFNUFMgVOcxMTAVBgNVBAMTKFNh
bXBsZSBMQU1QUyBSUBEgQ2VydGlmaWNhdGlvbiBBdXRob3JpdHkCEzZB8ROAPhiY6
HGLS64Mv1sDXhpQwDQYJKoZIhvcNAQEBBQAEggEAHNOf6aUb4tfH2tbBOWz678eY
tSs1VolgGLYIrJcX3Xz0ZVEg7EHJfwMMrfzuvaXtMu3VR26TZpJxJrUQy5bplIKf
rb4ZF95XeC1KMC5E88kp0X3qb+ALpsnRbUv1dPfaG17GQL1LXRML16Xvw2BdQ/p3
03EhpITTSdzFYJOjW8J58JGe1M6sjsymIOKJIZAEtvG77dNhNAXZ fmbf+fBUZ+237
KcOnbd3dWtNmriJONPKwKSqF1UO01JHhGX8/UquWY7bjXYv/kHI9YYZUnR3VCNFQZn
KndxvfG/jJ3HofDM6XgEZf+hogg9JVgILN5IGmdmau7/YSt/7q8k53AL3YS7ADCC
GG4GCSqGSIb3DQEHATAdABglghkgBZQMEAQIEENLhBGpw6GdtyReA3vbppXaAghhA

Gillmor, et al. Standards Track Page 198



RFC 9788 Cryptographic MIME Header Protection June 2025

yG+aQIQUVygKLKkRUL7c+MZNMNUhD+I7X91WOHM1TQnrHagQoCx1Kw9b3v7LCUbCL
SabxdNhhBnQwFpgec8aHPFojjM5927g/7AnYYDgMAttYhoabFG7wSg7+nt1JB/AX
CGFWd1ILOTHr/PghR4rgOm05/FosuVOPdfBrshG2CoOWzeLtFhzUle1iVtgxq+1z
Varyg1qLwtxMAKMPO52WmVhgNwOWSsvIxXVYcjWdbn7g+1J5N1BfcjHXnjn8AjL9
1IzHmuHh4ZW9C8S95gdrn8ipdBoee1Ubpu7KP5C/W1HIMDU8cesFcMmUt /WLNxeb
09fVOILaXDbnLIVTQ3xHdoQzg+TQCB4300i2Wvp6UhPN1E6Ap5mexGvObWIIIWEF
RKO41WVNxXE0oGB223n10LH6MqJxpiqUKISYIhNCfo8uxIdZ5R49B2jbzC8e10wefm
i1QII6ZVnwP1tALSvxil97GSHG/32YmITrsZBpTitY7Q4tcDgzfFGRV23R89yorp
AuseNYbGJ5Mb1gFtbQZKycW+2RX16qt4hlcsf6wYBCzI9x0zsSCHJWAKVZcI9GuIu
0Cmc3M5mFgrWwKhCvdJBo6fLwSqTTj6moGmgBLIZTouiam00zxY+VBrpLNSrnnKf
SdEUgsHuJKo+A+oy@vhHYZqusnoE406vE5Sd/R11q6550/jI6ngCE70yZpcCxKV5
0JgsFeUSjBLtIqGVGPwKRAreug/2rcRWDB1WAQTZOYuw7Zu/xVPkAevp8Hn6veOC2
rxEpaXnhzITeCsSOqLN+G+vuQAzDxz4S1pWxx6HajBToje79ZtuF/YzAZfJTWsKO
Mzx08hOCxE1/7z355AmXrKFOubZj+/Y9UTX1SqUUXV/5bBL98xUSNoAaAhzssysb
fXLHgi1CXMNZBUL6Ukv20vWz/9ICXHd3GdmNUW10IFRmPdY40bnMtCNeJpkrbz81l
2UilueBVtsvsAmhfzgo/v7MMAoeFLkc+idCOexM3v4H2tQ1J1V8MB+yz3IbMARMA
UvnAn1fxjsR7Scsg@txauodFltdywA+FnjPJwT9if73HZ2/Lb8bs8ri5iv5J1+X0
FjsmhyKMUeEm1UXbJ2omjDnnYmYzogYXTs5XSmrZr jvoIbQAKtmxSKywQRNfHjei
81VcyyWadLUCZn7PdoQ5qtxSHPRr7upARLAHH1 jWALO8MHTJSNYN93 jK1Ktxkefk
9/k7WAWsYvkynhGBBolvydzUpK8GwS06+at+UGgUHOTs69RrwNWPwJ juw2sS9hX8
DHy@eGAKKAIrhMcNNJqjnQ3aEP5imIVhT1h9ZEKQzF3ywpnlpAfGdBheQkg4cn@p /vHa9Qk riWHUS4QuX/h@aFYDX/bwAg036
wsYK8WUVTtpItYfV3jTMbfAuLL8EN8qYgJNPQcb1S00C9Sv8qBgOPS1SRQhpG+oW
1kWTWEKON4X0hfV2uo4XMIf93SMvRss8vmmBOKjryr92tGX3CdjWJTjFJAtcNBVO
70z51D84LLJWBVYGMvZ4trxnbV1g9REopeDVg2BJeznYHz0QoawXVM4n8ZBvgp4m
x11eVprwb8nmVUyOvxozr@9V/ki9aSwZIFnHdMaVX3qwXUZ/1euBAJJ395Eab6M40 /veje9C7y0QMyJcqOFWukw6by /BHOO6M6q/ /
y+S9yMevzh8oxjkjCsx/1rM8kueF2k1UxG/Xzm+uR3Peijqlus961Lx5d4qY2XQk
gIVsKphv1I47AYxtDTPx+mXR1m14NV11skrcOppwfAvXwUBiEuxBrVrrBafj416M
VszKHsELw6Ub1/6NjEkp/C72s0bqRkDnabQ41s3s1N23wy10kWooujWI+w1r9E1Q
RT8u4kWJtgBJYGmiBRWN9 jMxaOpcf4VrUBHpxNpY7hITQ4b6/KB/28UESEB+cFp/
NmC6+vx0jKPgGsLYGeBeaZoUUVXW19PmV+tbvRbRSxcLDSzsBRvCsEoeK+KBc+r3
7/n9Z5BVH50RQx31K1AEadF1LXVVANh/ZHBrC4ATBTaFMGvgJjQZJ3Eax/RKkS50N
/APYHW3zDNFWyhtXRtLOtEG20yppspUmfG1ZwlAlrMa9dBOkRr3iK1V1yW91t0Qu
8Q8gDHcdNahMDHATAIeb5bU5nd7Qr /2uyHIg8sswxWHOjI+137Qq6sgbwNfq6Xhu
t01/MHofcQlMiQGVucZIaQR82TjNzo99ezyu9ZAbu3J4pm2pLmHeQjg2m1+TOINA
jdctddks6cbw/bL2yFGw3 juupSLTYtYGK9uWqvHSp306zLS2b2ihEPBhe5V2UgLh
Xc/CvGAWbLTJggM64FuUPsDjXByGcGreSA3bIG4AUShhD+SwSoaFES53Qw6FETH4K
BVcGedXnmvkDZ rDxwSoRpAgHAKPdrxY+yt71Fiv/dGtfQtMCYv8f1AP/bVtWNung
wZODrmwI6rJj100ub+PIT31MXmm+FbMéyFq3EtfZbg2bKivzHUZpiwlL7afe8s+RD
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r1Zoz4y2v0OJwi/REMIDLk1qg4RnFcc+FH/ZaG+gMdfkduYBiGfyqIIJeQx5HXhTDV
gxo0y356pQ7QCVdAUoyP/7xp9gKgHbaNFt77ZM+68KGPKuEi6byYJki1gXrB9oJL4
JmF1jQSZMYqj+FgZBbrc9G8t7vTiF+80xfxxs3G+GVACGAE jhz4dQww1o4vIBmdy
mrsTEs205qD7As10du43DZrXSBtOppfTXTEjrosTzRD8Skd9AVhFGKhtSFGePNL3
8UgnQE6 jmbHHKQt7Z4DJTQ/ZyheYUawAPLLbpX4COwUHDo8YawF+vghitdt8K2+v
4dkQh9BdyFXpfgXSBDa6XcQPscLxHwjFJPczCeATuycA7 /bNguS47InBGg5n+Z2/
nebOemWFi0d9Fg5uMOBruCHeHCNPN9BZ66RQ7FL+jbX039Tq+QX/NnzW3WBnoTDJ
GEzULm2VjTn18gM1f1VRjNENOC1yUH3E9jWMN8LEUTNUXTqfEfkkj91wUXQxNeYf
uVvJ95gDas8aC/0/MmHLc6CFfqO19MGU4FYXMfRon6cfJZCpgfXQnJAgx1xMb4wI
gMUyCSzZ3umKCD+UAf7MIMyCMEdOMLFoO6LoNofF jNooKB11sR4qJcM/zXiFZQa0
eCoxyIBESCv2h/LeGRW6Sx7iacntg4Se12zPlaG7ckuiz6PCY92g3WGj9E4ARWIB
VDIkJo74MDUSNn1osHHojKd131qdAH7Am2UjoIVogx8cE9cSEnmZfwZBf2Pb2TxwF
FTWG7TgheJzJxWzj14sjMPwBZRJQCdmscn8XWEeEk7BBUEGbZ1i/3Y+PIMe9G1ZYF
3bu9GNmM4JcSAHIFXONSUdQQrgqDey+C+UCjFD1GWY1Ja18vHK1C3ssWd3wWFBLF
e3/Vg4GZhYPSgmTVRKkO10pGR7XgMEBbGGZgloknFBet1J8F6qIXy1DNsMTQ9tNJ6
rBy@Ite6Qcvma+bz4CSR+y/FWcy93BFKVFC6y/izfdK5InH1rgBEZugR2rROoPsJ
wXaoSHrkzal1TiW/CsghAx1bjQ4Z1YtMaSfC003nKQ4z32hFcxm/de3ZUJW1laEp50
woc7kqIzfD2w+UvtcceDo8uc7weRtiYi99K8x0ZtXTfSjWwcJcH5Unpcd3d0OXVko
x+ag8enG3DfmVmBvXxsyCboqXJj7FWhFyLcPkZXe+0GDj5Ms3wno8JHB8aKVdrSYR
XmNzsJP9a2CMSEDhaXfaWHQqYSrV3Eg2WXeCbGHUHPCUF5fBuc9RXNNOWtb /MBuv
dcCNytFxYNgT21vpQ9VXLVFjw7TtONjLa9URRObzZrd9I9gOMJrmw59DJm2kbBoX
3qcIq4B693ajEaJC2qpBAszTCEqOAcUzAaf4KUNESLWGY /iYzxngRiIWTELjyPY+F
wYGgIY8hMkQsZfgwBnzZvr9jhq@s715VEIAMJY4cd1IMhRVUf+nViVTxHqSOraX1R
I886EZmgNgMIXoJQinAaitUNiUcxft+vrfXBhBnGOnvIQI8O7wY2CHQhcrTbLX5v
hgNnKY2Hd6EQyYnWRXGL59 jgACyfjodbdEsWtva20reWMx5fcPkVQ500HOE2hdfa
yBzIJxvOvkSLLwWsLWPxcbuBS92YnFr2Fr07+Gew99F jGT/xnOhVEwkvzHjFzzzlo@mpP5JxK4f6cvMPih09rNItSqESUK
60DyXjXzJaYblhrOJkOkVp4gjpHMmcsc1oruQDzWXMUNpdvPUNYnZOyYKhmdbHoO
n+AKgwh3tmgItejAdRLthS3bwMdwgEEXx2sfnnnKwEy6Xqdu50aB8rVRtKcMxFIvA
NVefdCft4+2brFXPQv2HsQWYdVcdZMdUT8WLL7VUJ2mXiVP5422LEspTxFgBb6cV
jbfKub6btpQOdIEux9YkD9zH5ye54Dk /FcE1FQah9MGZ0OGS2P3AKFLcLLXxmprHWFv
2SE2EEKTQzp25¢67nzd3/r8LNAmupkqTVHUuIvuMZgP9xIiOuYUzGrUL7k5EJTWk
OMPRQeYS8iv9v3QEarSPCJLyeUpZjXVu50ulkKgLAuA/s32/aVwGuTCUMNgGQx2q
jpozo5jYDAUV319EitrcMIX9WxvYP30rsVs4kNvRMBBRR2wfs6sHb//t49x0L3hW
mbpAXbFzTWXIE+VvV009ZCsXx3JBRkWxyxoUpDibijBQirYkwWx+TdDm4DP27KdM
w70bRhM5jVqsYUgIfA756WFIpoaXrRpCHja1ZXyaFs8pyoSr7XZIZ380A8kexEB7
XsKfB3vBfOgcJsYVn3ebojEpFSjC4ayUxJxiNZVtluyIcz8gGdo5AWGo/0Bstf1lI
NFbx+4D7xH2SwPC2XQIXrYJnsawqEbBH4+hPVgaC5fnqK7QrjVWLKx2b64z+VowI
xHyiHfWrcAfMygh5YBAQp/XoLzDL65VWKYbCVOUzFy2iwfoTs1RbgqcAPRhj jdMJS
U/ep/EBPa8bF5KNKdq8G80hcTOY3iFEW4A5k06E6kXs2w3NgHKhrUTwY3FLDD/w1u
f7SjMtPVNTHEhrQoEUGP14fztUBRuUC6I2vy0jiJORaJG+TU2Z1Ks2sE5ey1EUKNnk
dvETYA8Qjso3JYb7WWMRKTtiaXj/tPMVGvqfD50QXNLGcvS1qjds5eNMuXHuoflC
fyubtOU6FMS20ThM6r6/K17GXjg7Usui1XtL8ATUKMKN7nQGBzQJpFeDawJER6KB
8vTrjgY1lzQkni25eIiOLH1XpaJXUIDWIyOeDxYCr19BQHuKfOalo5f7WQ56cp2M7
if3rUpGk+50tx2RWB1WvzVJtF5HEB+1xbaaEaMCqS80exHWQUcZApzhnQC9NeniN
80elLZkojmOPHUNZti41zBwqJvVj4Ag455hWXFMzy81qlz0ivvfYzIquQOYaxozXS
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m1PRhaYLW4WkYUnM1+J40IZAecidJQ5iEEaYwdobd2LL39eURvAOaPdSQwO9sZTG
CLhkzY/8LkshqjQaYGghQpnpGsdTUTvXqWoDW3cGZmk6neKVFtkwK/JmxT55kkCw
jig7s8ksL+8f/s0sIOI83n8EEO7ymicvVuYrAMxy3bYXeh+nsrQYgbrNwJxdU9CS
0oPJGXgnV9iXVHbTXevXGyccoq7whEJeE1q8E9Yi1V1FSct0d63f3BsZ70r8qKAYW
A7hG5SUmKYqgajY1DwPqFJmX72s00fNh8qdn4K1P7zzf0jzi0Zs9mBqmAzG6U+Ciu
pYWRzQALIHdR2u50HhnGU4sqIXXyN+RrRL4Z8zaX7ECij4TuD1Fiu/rGoarnirn9
OMFF1LZvBGlweg8kIBNPCbEZYy0B3EQBBjUhqSuXdo5MNH1ZRfGtV@ea1pUKOMZE+
2syqc0TOiR4itBy2uqxReGVDpOVI8YM3iY+CLf4d+cZXTR1+ep27QWAEZzz865yRf
4d1sRczE/igpjcXuERcgLN7fr+210b3JFSq51iTs568sVnLyX6JtZCi4DLxtSSDJ
LXhBbYnUw7+x30zmP9zNMTK+6fsalN46iD/+MmnSC4h2/aCYBHplYPyFzPMUbSDk
+0uS/NB34Py jK+ZX0ouEo+fSvM/TFWNBHV1biFZZL58/+F7Jk2f+0jtViMTrgHZt
j+VEd4UwxKLV/jgAT5ktM3WYSGDz1gLxVXgFAST6TYZzGhGaxNkLUWBXfuNPOk1Nz
PwSS2ychxCl+jUgjtHtenhfVfQtyG/NzKnx@s5vazdSRe4bnVBmgm8i+dsUqyPCd
FYDZOpfnljZ1ywCw30yaeA==

C.3.17.1. S/MIME Signed-and-Encrypted over a Complex Message, Legacy RFC 8551 Header
Protection with hcp_baseline, Decrypted

The S/MIME enveloped-data layer unwraps to this signed-data part:

Content-Transfer-Encoding: base64
Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="signed-data"

MIIRQgYJKoZIhvcNAQcCoIIRMzCCES8CAQEXDTALBglghkgBZQMEAgEwggdrBgkq
hkiG9weBBwGgggdcBIIHWE1JTUUtVmVyc21vbjogMS4wDQpDb250ZW50LVR5cGU6
IG11c3NhZ2UvemZjODIyDQoNCk1JTUUtVmVyc21vbjogMS4wCkNvbnR1bnQtVH1w
ZTogbXVsdGlwYXJOL21peGVkOyBib3VuzZGFyeTOiMTQOIgpTdWJqZWNBOiBzbW1t
ZST11bmMtc21nbmVKLWNvbXBsZXgtcmZ jODUTMWhwLWJhc2VsaW51Ck11c3NhzZ2Ut
SUQ6CiA8c21pbWUtZW5jLXNpZ2517ZC1jb21wbGV4LXJImYZzgINTFocCT1iYXN1bGlu
ZUBleGFtcGx1PgpGem9t0iBBbG1jZSA8YWxpY2VAc21pbWUuZXhhbXBsZT4KVG86
TEJvYiA8Ym9iQHNtaW11LmV4YW1wbGU+CkRhdGU6IFNhdCwgMjAgRmViIDIwWMjEg
MTI6Mjg6MDIgLTATMDAKVXN1ci1BZ2VudDogU2FtcGx1IE1VQSBWZXJzaW9uIDEu
MAOKLSOXNDQKTULINRSTWZXJzaW9uOiAxL jAKQ29udGVudC1UeXB10iBtdWxBaXBh
cnQvYWxBZXJuYXRpdmU7IGJvdW5kYXJ5PSITNzkiCgotLTU30QpDb250ZW50LVR5
cGU6IHR1eHQvcGxhaW47IGNoYXJzZXQ9InVZzLWFZzY21pIgpNSUTFLVZ1cnNpb246
IDEuMApDb250ZW50LVRYYW5zZmVyLUVuY29kaW5n0iA3Ym10CgpUaGlzIG1lzIHRo
ZQpzbW1tZS11lbmMtc21lnbmVkLWNvbXBsZXgtcmZjODUTMWhwLWJhc2VsaW51Cm11l
c3NhZ2UuCgpUaGlzIGlzIGEgc21nbmVkLWFuZC11bmNyeXBOZWQgUy9NSUTFIG11
¢3NhZ2UgdXNpbmcgUE tDUyM3CmVudmVsb3B1ZERhdGEgYXJvdW5kIHNpZ251ZERh jwvcD4KPHA+
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PHROPi0tIDxici8+QWxpY2U8YnIvPmFsaWNI1QHNtaW11lLmV4YW1wbGU8SL3ROPjwv
cD48L2JvZHk+PC90dG1sPgotLTU30SOtCgotLTEBNApDb250ZW50LVR5cGU6IGLt
YWd1L3BuZwpDb250ZW50LVRYYW5zZmVyLUVuY29kaW5n0iBiYXNINjQKQ29udGVu
dC1EaXNwb3NpdGlvbjogaW5saW51CgppVkJPUncwS@dnbOFBQUFOU1VoRVVNQUFB
Q1FBQUFBVUNBWUFBQUNOaVIwTkFBQUF jRWxFUVZSNDJ1V1RPeGJBCk1BZ1M3Mz1u
TzNUcFJ3MjBkcXBiZkFSUUVqT313aXdZbkNea®RLbmJjTGs2NnNxbFQrenQ5Y21k
alBUrNkt3aloKc2dyemZjcVZNcEwyam8wNDQ3Z11EcGVBcmsrT25KSGtJaEFmVFBS
aWNpaEFmNV1Kcnc3dmp2MFpXU1dNL3VsaQp2ZFBmMVFaMmtERD14cHBKOHABQUFB
QkpSVTVFcmtKZ2dnPTOKCi0tMTQOLSOKoIIHp jCCA88wggK30AMCAQICEW8tJbAR
0ZdKzkJUh6HUPTQGirQwbDQYJKoZIhvcNAQENBQAWVTENMAsSGATUEChMESUVURJER
MA8BGATUECXMITEFNUFMgVOcxMTAVBgNVBAMTKFNhbXBsZSBMQU1QUYyBSUBEgQ2Vy
dG1maWNhdGlvbiBBdXRob3JpdHkwIBcNMTkxMTIwMDY 1NDE4WhgPMjATMjASMjcw
NjUBMThaMDsxDTALBgNVBAOTBE1FVEYXETAPBgNVBASTCEXBTVBTIFdHMRcwFQYD
VQQDEwW5BbG1jZSBMb3Z1bGF jZTCCASIwDQYJKoZIhvcNAQEBBQADggEPADCCAQoOC
ggEBAJqVKfglLwal j j+gBUCfkacKTg8cc20tJ9ZSed6U3jUoiZVpMLcP3MUKtLelg
9r1mAfID1B/wlbdmadXPmrszyidmbuZmOpB5voVQfilYYy3i0x7Y0qzXr16udP@7
k@sV+UdSNRFxrfKeoQEFXg0aGdmnx40G/e3p1fIKMOdPzZLoOAJF5m500xzXPL74
ZFCWp2f1ZkuE4A6141koaZXCN5SXL7WWTLMLeNT9Byb5ksKqUugEHAMdTnmoNMgjY
9VfVfcrvow43GG8F tpSX+TWzB2zNS20F+XIVnzRG5DeoULq8v88Z5bLpIJ/nx26r
8A4SSwIBaVv4wPxAf1iPsIVKarUCAWEAAaOBrzCBrDAMBgNVHRMBAT8EAjAAMBCG
ATUdTAQQMA4wDAYKYIZTIAWUDAQEWATAeBgNVHREEFzAVgRNhbG1jZUBzbW1tZS51
eGFtcGx1MBMGA1UdJQQMMA0GCCsGAQUFBWMEMA4GA1UdDWEB /wQEAWIFIDAdBgNV
HQ4EFgQUo1NB1UQ8gCkVfAE j80e0r83zdw8wHwYDVROjBBgwFoAUKTCOfAcXDKTx
CSh1NhpnHGh29FkwDQYJKoZIhvcNAQENBQADggEBAIFJeKCcsTKcFqQMpTryujRG
zJdYA+R9eBAuDLsatbtKt14FzkgRy0g31/+Cw7H8e30iLrPIF1WN1qjHrjgOyIs5
AQ/hgxLvLir3hEUV2Z3MRsMtjH2x9SG91PEMO46gfPnc9gMGHjMTg1qvaKcLQP5U
ZpEYPLror2X4P5uXxaPOLIZRzWmkw1RF7FOD7PfB5v94M5274XYxW2W4uKGd7QGn
UZROSvSYkGiWDp1JhgXwfDz8ABenITGXnoEkAFvvjiCqh64P1hIeMorj36pgL190
WZD6YrzSWHUz1F@0juyu0fQsqméhvrDTgNpHNZO15f0URza1SkCvi9GFmNUPoVgw
ggPPMIICt6ADAgGECAhM3QQV57XV/QgmiXDrB+GrOmgnXMABGCSqGSIb3DQEBDQUA
MFUxDTALBgNVBAOTBE1FVEYXETAPBgNVBASTCEXBTVBTIFAHMTEWLWYDVQQDEYhT
YW1wbGUgTEFNUFMgUINBIEN1cnRpZmljYXRpb24gQXV0aG9yaXRSMCAXDTESMTEyY
MDA2NTQXxOFoYDzIWNTIwOTI3MDY 1NDE4WjA7MQOwCwYDVQQKEWRJRVRGMREWDWYD
VQQLEwhMQU1QUYBXRzEXMBUGATUEAXMOQWxpY2UgTG92ZWxhY2UwggEiMABGCSqG
SIb3DQEBAQUAA4IBDWAWggEKAOIBAQCO9INoWDgWPk2af@+StijSNORSK/hN8D+1
0780ullsk4ASvSwjsCNo7sHUa4xQU15J06VqY18LANWOR]j rc9BaX4MguzsbFXBeb
uFhTmVpXmFxSpUBYQ+950MFz /evPgP96wV+z4TtAWW2Z34rTiz4DxMIB7XYNFUEO
1s/gkUP2Gxzyms02kaYWTut3SryCqeHEFbZFkB4urMk4xrIJC3CzWruS2QOFHbB1
fkgKN5wXVgkWFfiOucfCn+IQsaqpo1d3f9jSkbtAV5w3vzfog8919MxKI9H614Ku
E1lnAtJ7BtZcs17dUy9u9COgEykRiVokFQgqQ7XNDU+r3SeOWwks7AgMBAAGjga8w
gawwDAYDVROTAQH/BAIWADAXBgNVHSAEEDAOMAWGCmCGSAF1AwIBMAEWHgYDVROR
BBcwFYETYWxpY2VAc21pbWUuZXhhbXBsZTATBgNVHSUEDDAKBggrBgEFBQcDBDAO
BgNVHQ8BAf8EBAMCBsAWHQYDVROOBBYEFLv2zLItHQYSHJeuKWqQENMgZmZzMB8G
A1UdIwQYMBaAFJEwjnwHFwyn8QkoZTYaZxxodvRZMABGCSqGSIb3DQEBDQUAA4IB
AQBziaI2p86poGkjd/4KkkOHG25nY /0eNARD6/0FB/sYonX2doizcGMk53riugAo j
woc1AH4Hb7QkNHQg@v5DSuvgN1/QoIHpGvFBatFONXKOirYFGIZmeytKJJIWR67A1
Myuh/Yi8aaUDheliEIPsD+59pFRHDZIcM1MkNuSJGW6LHMCHSA9p7WggrLrD8trC

Gillmor, et al. Standards Track Page 202



RFC 9788 Cryptographic MIME Header Protection June 2025

rR/xL2ZWbswb5sr3Y6NucbZS51e0UAy2fKzxK/CUFG/M4VhFQF1UgUZU/6hwXHMg
ffr7xEDPeco1Tq7/fCLCVYZz5Ixf+RfC0id7Gps07qsQLlMIV/awPSekvMyg93ngDv
EST1xMiED

C.3.17.2. S/MIME Signed-and-Encrypted over a Complex Message, Legacy RFC 8551 Header
Protection with hcp_baseline, Decrypted and Unwrapped

The inner signed-data layer unwraps to:

MIME-Version: 1.0
Content-Type: message/rfc822

MIME-Version: 1.0

Content-Type: multipart/mixed; boundary="144"

Subject: smime-enc-signed-complex-rfc8551hp-baseline
Message-ID:
<smime-enc-signed-complex-rfc8551hp-baseline@example>
From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2621 12:28:02 -0500

User-Agent: Sample MUA Version 1.0

--144
MIME-Version: 1.0
Content-Type: multipart/alternative; boundary="579"

--579

Content-Type: text/plain; charset="us-ascii”
MIME-Version: 1.0

Content-Transfer-Encoding: 7bit

This is the
smime-enc-signed-complex-rfc8551hp-baseline
message.

This is a signed-and-encrypted S/MIME message using PKCS#7
envelopedData around signedData. The payload is a
multipart/alternative message with an inline image/png
attachment. It uses the legacy RFC 8551 Header Protection
(RFC8551HP) scheme with the “hcp_baseline’™ Header
Confidentiality Policy.

Alice

alice@smime.example

--579

Content-Type: text/html; charset="us-ascii"
MIME-Version: 1.0
Content-Transfer-Encoding: 7bit

<html><head><title></title></head><body>

<p>This is the
<b>smime-enc-signed-complex-rfc8551hp-baseline</b>
message.</p>

<p>This is a signed-and-encrypted S/MIME message using PKCS#7
envelopedData around signedData. The payload is a
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multipart/alternative message with an inline image/png

attachment. It uses the legacy RFC 8551 Header Protection
(RFC8551HP) scheme with the “hcp_baseline’ Header

Confidentiality Policy.</p>

<p><tt>-- <br/>Alice<br/>alice@smime.example</tt></p></body></html>
--579--

--144

Content-Type: image/png

Content-Transfer-Encoding: base64

Content-Disposition: inline
1VBORWOKGgoAAAANSUhEUgAAABQAAAAUCAYAAACNiRONAAAACEIEQVR42uVTOxbA
MAgS739n03TpRw20dgpbfARQE jOywiwYnCtkDKnbcLk66sqlT+zt9cidkE+6KwkZ
sgrzfcqVMpL2j00447gYDpeArk+0OnJHkIhAfTPRicihAf5YJrw7vjvlZWRWM/uli
vdPf1QZ2kDD9xppd8wAAAABJRUSE rkJggg==

--144--

Appendix D. Composition Examples

This section offers step-by-step examples of message composition.

D.1. New Message Composition

A typical MUA composition interface offers the user a place to indicate the message recipients,
subject, and content of the message. Consider a composition window filled out by the user like so:
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~

Composing New Message
To: Alice <alice@example.net>

Subject: Handling the Jones contract

Please review and approve or decline by Thursday, it's
critical!

Thanks,
Bob

Bob Gonzalez
ACME, Inc.

Figure 1: Example Message Composition Interface

When Bob clicks "Send", his MUA generates values for the Message-ID, From, and Date Header
Fields and converts the message content into the appropriate format.

D.1.1. Unprotected Message

The resulting message would look something like this if it was sent without cryptographic
protections:

Date: Wed, 11 Jan 2023 16:08:43 -0500

From: Bob <bob@example.net>

To: Alice <alice@example.net>

Subject: Handling the Jones contract
Message-ID: <202301117210843Z.1234@1hp.example>
Content-Type: text/plain; charset="us-ascii"
MIME-Version: 1.0

Please review and approve or decline by Thursday, it's criticall!

Thanks,
Bob

Bob Gonzalez
ACME, Inc.
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D.1.2. Encrypted with hcp_baseline and Legacy Display

Now consider the message to be generated if it is to be cryptographically signed and encrypted,
using HCP hcp_baseline, and the legacy variable is set.

For each Header Field, Bob's MUA passes its name and value through hcp_baseline. This
returns the same value for every Header Field, except that:

hcp_baseline("Subject", "Handling the Jones contract")yields"[...]".

D.1.2.1. Cryptographic Payload

The Cryptographic Payload that will be signed and then encrypted is very similar to the
unprotected message in Appendix D.1.1. Note the addition of:

o the hp="cipher" parameter for the Content-Type
* the appropriate HP-Outer Header Field for Subject
* the hp-legacy-display="1" parameter for the Content-Type

o the Legacy Display Element (the simple pseudo-header and its trailing newline) in the Main
Body Part

Date: Wed, 11 Jan 20623 16:08:43 -0500

From: Bob <bob@example.net>

To: Alice <alice@example.net>

Subject: Handling the Jones contract

Message-ID: <20230111T7210843Z.1234@1hp.example>

Content-Type: text/plain; charset="us-ascii"; hp-legacy-display="1";
hp="cipher"

MIME-Version: 1.0

HP-Outer: Date: Wed, 11 Jan 2023 16:08:43 -0500

HP-Outer: From: Bob <bob@example.net>

HP-Outer: To: Alice <alice@example.net>

HP-Outer: Subject: [...]

HP-Outer: Message-ID: <202301117210843Z.1234@1hp.example>

Subject: Handling the Jones contract
Please review and approve or decline by Thursday, it's criticall!

Thanks,
Bob

Bob Gonzalez
ACME, Inc.
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D.1.2.2. Outer Header Section

The Cryptographic Payload from Appendix D.1.2.1 is then wrapped in the appropriate
Cryptographic Layers. For this example using S/MIME, it is wrapped in an application/pkcs7-
mime; smime-type="signed-data" layer, which is in turn wrapped in an application/pkcs7-
mime; smime-type="enveloped-data" layer.

Then, an Outer Header Section is applied to the outer MIME object, which looks like this:

Date: Wed, 11 Jan 2023 16:08:43 -0500

From: Bob <bob@example.net>

To: Alice <alice@example.net>

Subject: [...]

Message-ID: <202301117210843Z.1234@1hp.example>

Content-Transfer-Encoding: base64

Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="enveloped-data"”

MIME-Version: 1.0

Note that the Subject Header Field has been obscured appropriately by hcp_baseline. The
output of the CMS enveloping operation is base64 encoded and forms the Body of the message.

D.2. Composing a Reply

Next, we consider a typical MUA reply interface, where we see Alice replying to Bob's message
from Appendix D.1.

When Alice clicks "Reply" to Bob's signed-and-encrypted message with Header Protection, she
might see something like this:
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4 N

Replying to Bob ("Handling the Jones Contract")
To: Bob <bob@example.net>

Subject: Re: Handling the Jones contract

On Wed, 11 Jan 2023 16:08:43 -0500, Bob wrote:

Please review and approve or decline by Thursday,
it's critical!

Thanks,
Bob

Bob Gonzalez
ACME, Inc.

VV V VYV VYV VYV

Alice Jenkins
ACME, Inc.

Figure 2: Example Message Reply Interface (Unedited)

Note that because Alice's MUA is aware of Header Protection, it knows what the correct Subject
Header Field is, even though it was obscured. It also knows to avoid including the Legacy
Display Element in the quoted/attributed text that it includes in the draft reply.

Once Alice has edited the reply message, it might look something like this:
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Replying to Bob ("Handling the Jones Contract")
To: Bob <bob@example.net>

Subject: Re: Handling the Jones contract

~

On Wed, 11 Jan 2023 16:08:43 -0500, Bob wrote:

> Please review and approve or decline by Thursday,
> it's critical!

I'l1l get right on it, Bob!

Regards,
Alice

Alice Jenkins
ACME, Inc.

Figure 3: Example Message Reply Interface (Edited)

June 2025

When Alice clicks "Send", the MUA generates values for the Message-ID, From, and Date Header
Fields, populates the In-Reply-To and References Header Fields, and also converts the reply

content into the appropriate format.

D.2.1. Unprotected Message

The resulting message would look something like this if it were to be sent without any

cryptographic protections:
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Date: Wed, 11 Jan 2023 16:48:22 -0500

From: Alice <alice@example.net>

To: Bob <bob@example.net>

Subject: Re: Handling the Jones contract
Message-ID: <202301117214822Z.5678@1hp.example>
In-Reply-To: <202301117210843Z.1234@1hp.example>
References: <202301117210843Z.1234@1hp.example>
Content-Type: text/plain; charset="us-ascii”
MIME-Version: 1.0

On Wed, 11 Jan 2023 16:08:43 -0500, Bob wrote:

> Please review and approve or decline by Thursday,
> it's critical!

I'll get right on it, Bob!

Regards,
Alice

Alice Jenkins
ACME, Inc.

Of course, this would leak not only the contents of Alice's message but also the contents of Bob's
initial message, as well as the Subject Header Field! So Alice's MUA won't do that; it is going to
create a signed-and-encrypted message to submit to the network.

D.2.2. Encrypted with hep_no_confidentiality and Legacy Display

This example assumes that Alice's MUA uses hcp_no_confidentiality, not hcp_baseline. That
is, by default, it does not obscure or remove any Header Fields, even when encrypting.

However, it follows the guidance in Section 6.1 and will make use of the HP-Outer field in the
Cryptographic Payload of Bob's original message (Appendix D.1.2.1) to determine what to
obscure.

When crafting the Cryptographic Payload, its baseline HCP (hcp_no_confidentiality) leaves
each field untouched. To uphold the confidentiality of the sender's values when replying, the
MUA executes the following steps (for brevity, only Subject and Message-ID/In-Reply-To are
shown):

» Extract the referenced Header Fields (see Section 4.2):

> refouter contains:

=Date: Wed, 11 Jan 2023 16:08:43 -0500

*From: Bob <bob@example.net>

*To: Alice <alice@example.net>

*Subject: [...]

= Message-ID: <202301117210843Z.1234@1hp.example>
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o refprotected contains:

*Date: Wed, 11 Jan 2023 16:08:43 -0500

*From: Bob <bob@example.net>

*To: Alice <alice@example.net>

=Subject: Handling the Jones contract

= Message-ID: <202301117210843Z.1234@1hp.example>

* Apply the response function:
> respond(refouter) contains:

*From: Alice <alice@example.net>

*To: Bob <bob@example.net>

*Subject: Re: [...]

= In-Reply-To: <202301117210843Z.1234@1hp.example>
= References: <202301117210843Z.1234@1hp.example>

> respond(refprotected) contains:

*From: Alice <alice@example.net>

*To: Bob <bob@example.net>

=Subject: Re: Handling the Jones contract

* In-Reply-To: <20230111T7210843Z.1234@1hp.example>
= References: <202301117210843Z.1234@1hp.example>

* Compute the ephemeral response_hcp (see Section 6.1):

> Note that all Header Fields except Subject are the same.
> confmap contains only ("Subject", "Re: Handling the Jones contract") -> "Re:

[...]"

Thus, all Header Fields that were signed are passed through untouched. The reply's Subject is
obscured as Subject: Re: [...]if and only if the user does not edit the Subject line from that
initially proposed by the MUA's reply interface. If the user edits the Subject line, e.g., to Subject:
Re: Handling the Jones contract ASAP, the response_hcp will not obscure it and instead
pass it through in the clear.

For stronger header confidentiality, the replying MUA should use a reasonable HCP (not
hcp_no_confidentiality). Also recall that the local HCP is applied first and that response_hcp
is only applied to what is left unchanged by the local HCP.

D.2.2.1. Cryptographic Payload
Consequently, the Cryptographic Payload for Alice's reply looks like this:
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Date: Wed, 11 Jan 2023 16:48:22 -0500

From: Alice <alice@example.net>

To: Bob <bob@example.net>

Subject: Re: Handling the Jones contract

Message-ID: <202301117214822Z.5678@1hp.example>
In-Reply-To: <202301117210843Z.1234@1hp.example>
References: <202301117210843Z.1234@1hp.example>

Content-Type: text/plain; charset="us-ascii"; hp-legacy-display="1";
hp="cipher"

MIME-Version: 1.0

HP-Outer: Date: Wed, 11 Jan 2023 16:48:22 -0500

HP-Outer: From: Alice <alice@example.net>

HP-Outer: To: Bob <bob@example.net>

HP-Outer: Subject: Re: [...]

HP-Outer: Message-ID: <2023011172148227.5678@1hp.example>

HP-Outer: In-Reply-To: <20230111T7210843Z.1234@1hp.example>

HP-Outer: References: <202301117210843Z.1234@1hp.example>

Subject: Re: Handling the Jones contract
On Wed, 11 Jan 2023 16:08:43 -0500, Bob wrote:

> Please review and approve or decline by Thursday,
> it's critical!

I'll get right on it, Bob!

Regards,
Alice

Alice Jenkins
ACME, Inc.

Note the following features:

» the hp="cipher" parameter to Content-Type
o the appropriate HP-Outer Header Field for Subject
* the hp-legacy-display="1" parameter for the Content-Type

o the Legacy Display Element (the simple pseudo-header and its trailing newline) in the Main
Body Part

D.2.2.2. Outer Header Section

The Cryptographic Payload from Appendix D.2.2.1 is then wrapped in the appropriate
Cryptographic Layers. For this example using S/MIME, it is wrapped in an application/pkcs7-
mime; smime-type="signed-data" layer, which is in turn wrapped in an application/pkcs7-
mime; smime-type="enveloped-data" layer.

Then, an Outer Header Section is applied to the outer MIME object, which looks like this:
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Date: Wed, 11 Jan 2023 16:48:22 -0500

From: Alice <alice@example.net>

To: Bob <bob@example.net>

Subject: Re: [...]

Message-ID: <202301117214822Z.5678@1hp.example>
In-Reply-To: <202301117210843Z.1234@1hp.example>
References: <202301117210843Z.1234@1hp.example>

Content-Transfer-Encoding: base64

Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="enveloped-data"

MIME-Version: 1.0

Note that the Subject Header Field has been obscured appropriately even though
hcp_no_confidentiality would not have touched it by default. The output of the CMS
enveloping operation is base64 encoded and forms the Body of the message.

Appendix E. Rendering Examples

This section offers example Cryptographic Payloads (the content within the Cryptographic
Envelope) that contain Legacy Display Elements.

E.1. Example text/plain Cryptographic Payload with Legacy Display
Elements

Here is a simple one-part Cryptographic Payload (Header Section and Body) of a message that
includes Legacy Display Elements:

Date: Fri, 21 Jan 2022 20:40:48 -0500

From: Alice <alice@example.net>

To: Bob <bob@example.net>

Subject: Dinner plans

Message-ID: <text-plain-legacy-display@lhp.example>
MIME-Version: 1.0

Content-Type: text/plain; charset="us-ascii"; hp-legacy-display="1";
hp="cipher"

HP-Outer: Date: Fri, 21 Jan 2022 20:40:48 -0500

HP-Outer: From: Alice <alice@example.net>

HP-Outer: To: Bob <bob@example.net>

HP-Outer: Subject: [...]

HP-Outer: Message-ID: <text-plain-legacy-display@lhp.example>

Subject: Dinner plans
Let's meet at Rama's Roti Shop at 8pm and go to the park

from there.

A compatible MUA will recognize the hp-legacy-display="1" parameter and render the Body
of the message as:
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Let's meet at Rama's Roti Shop at 8pm and go to the park
from there.

Alegacy decryption-capable MUA that is unaware of this mechanism will ignore the hp-legacy-
display="1" parameter and instead render the Body including the Legacy Display Elements:

Subject: Dinner plans

Let's meet at Rama's Roti Shop at 8pm and go to the park
from there.

E.2. Example text/html Cryptographic Payload with Legacy Display
Elements

Here is a modern one-part Cryptographic Payload (Header Section and Body) of a message that
includes Legacy Display Elements:

Date: Fri, 21 Jan 2022 20:40:48 -06500

From: Alice <alice@example.net>

To: Bob <bob@example.net>

Subject: Dinner plans

Message-ID: <text-html-legacy-display@lhp.example>
MIME-Version: 1.0

Content-Type: text/html; charset="us-ascii"; hp-legacy-display="1";
hp="cipher"

HP-Outer: Date: Fri, 21 Jan 2022 20:40:48 -0500

HP-Outer: From: Alice <alice@example.net>

HP-Outer: To: Bob <bob@example.net>

HP-Outer: Subject: [...]

HP-Outer: Message-ID: <text-html-legacy-display@lhp.example>

<html><head><title></title></head><body>

<div class="header-protection-legacy-display">
<pre>Subject: Dinner plans</pre>

</div>

<p>

Let's meet at Rama's Roti Shop at 8pm and go to the park
from there.

</p>

</body>

</html>

A compatible MUA will recognize the hp-legacy-display="1" parameter and mask out the
Legacy Display div, rendering the Body of the message as a simple paragraph:

Let's meet at Rama's Roti Shop at 8pm and go to the park
from there.
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Alegacy decryption-capable MUA that is unaware of this mechanism will ignore the hp-legacy-
display="1" parameter and instead render the Body including the Legacy Display Elements:

Subject: Dinner plans

Let's meet at Rama's Roti Shop at 8pm and go to the park
from there.

Appendix F. Other Header Protection Schemes

Other Header Protection schemes have been proposed in the past. However, those typically have
drawbacks such as sparse implementation, known problems with legacy interoperability (in
particular with rendering), lack of clear signaling of sender intent, and/or incomplete
cryptographic protections. This section lists such schemes known at the time of the publication
of this document out of historical interest.

F.1. Original RFC 8551 Header Protection

S/MIME [RFC8551] (as well as its predecessors [RFC5751] and [RFC3851]) defined a form of
cryptographic Header Protection that has never reached wide adoption and has significant
drawbacks compared to the mechanism in this document. See Section 1.1.1 for more discussion
of the differences and Section 4.10 for guidance on how to handle such a message.

F.2. Pretty Easy Privacy (pEp)

The pretty Easy privacy (pEp) [PEP-GENERAL] project specifies two different MIME schemes that
include Header Protection for Signed-and-Encrypted email messages in [PEP-EMAIL]: One
scheme -- referred as pEp Email Format 1 (PEF-1) -- is generated towards MUAs not known to be
pEp-capable, while the other scheme -- referred as PEF-2 -- is used between MUAs discovered to
be compatible with pEp. Signed-only messages are not recommended in pEp.

Although the PEF-2 scheme is only meant to be used between PEF-2-compatible MUAs, PEF-2
messages may end up at MUAs unaware of PEF-2 (in which case, they typically render badly).
This is due to signaling mechanism limitations.

As the PEF-2 scheme is an enhanced variant of the RFC8551HP scheme (with an additional MIME
Layer), it is similar to the RFC8551HP scheme (see Section 4.10). The basic PEF-2 MIME structure
looks as follows:
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application/pgp-encrypted
application/octet-stream inline [Cryptographic Payload]
1 (decrypts to)

multipart/mixed

text/plain

message/rfc822

[Inner Message]
application/pgp-keys

L]E—:?mltipart/encrypted [Outer Message]

HIOTMmOO W >

The MIME structure at part H contains the Inner Message to be rendered to the user.

It is possible for a normal MUA to accidentally produce a message that happens to have the same
MIME structure as used for PEF-2 messages. Therefore, a PEF-2 message cannot be identified by
the MIME structure alone.

The lack of a mechanism comparable to HP-Outer (see Section 2.2) makes it impossible for the
recipient of a PEF-2 message to safely determine which Header Fields are confidential or not
while forwarding or replying to a message (see Section 6).

Note: As this document is not normative for PEF-2 messages, it does not provide any guidance
for handling them. Please see [PEP-EMAIL] for more guidance.

F.3. "draft-autocrypt" Protected Headers

[PROTECTED-HEADERS] describes a scheme similar to the Header Protection scheme specified in
this document. However, instead of adding Legacy Display Elements to existing MIME parts (see
Section 5.2.2), [PROTECTED-HEADERS] suggests injecting a new MIME element "Legacy Display
Part", thus modifying the MIME structure of the Cryptographic Payload. These modified
Cryptographic Payloads cause significant rendering problems on some common Legacy MUAs.

The lack of a mechanism comparable to hp="cipher" and hp="clear" (see Section 2.1.1) means
the recipient of an encrypted message as described in [PROTECTED-HEADERS] cannot be
cryptographically certain whether the sender intended for the message to be confidential or not.
The lack of a mechanism comparable to HP-Outer (see Section 2.2) makes it impossible for the
recipient of an encrypted message as described in [PROTECTED-HEADERS] to safely determine
which Header Fields are confidential or not while forwarding or replying to a message (see
Section 6).
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