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Status of this Meno

This meno provides information for the Internet conmunity. It does
not specify an Internet standard. Distribution of this nmeno is
unlimted.

Overvi ew

The Energy Sciences Network (ESnet) is a nation-wi de conputer data
conmuni cati ons networ k managed and funded by the United States
Department of Energy, O fice of Energy Research (U S. DOE/ CER), for
t he purpose of supporting nultiple program open scientific research.
ESnet is intended to facilitate renote access to major Energy
Research (ER) scientific facilities, provide needed information

di ssem nati on anong scientific collaborators throughout all ER
prograns, and provide w despread access to existing ER superconputer
facilities.

Coordi nati on of ER-wi de network-related technical activities over the
ESnet backbone is achieved through the ESnet Site Coordinating
Committee (ESCC). This conmittee is conprised of one technical
contact person from each backbone site, as well as sone nenbers of

t he ESnet managenent and networking staff. As the need for new

| evel s of ESnet services arise, the ESCC typically creates task
forces to investigate and research issues relating to these new
services. Each task force usually results in a whitepaper which
makes reconmendati ons to the ESnet community on how t hese services
shoul d be depl oyed to neet the nission of DOE/ OER

This RFC is a near verbatimcopy of the whitepaper produced by the
ESnet Site Coordinating Conmittee’ s X 500/ X 400 Task Force.
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1. Introduction
1.1. Abstract and | ntroduction

Thi s docunment recommends an initial approach for the Phase

depl oynent of OSI Directory Services (X 500) and CSI Message Handling
Services (X 400) within the ESnet community. It is anticipated that
directly connected ESnet backbone sites will participate and foll ow

t he suggestions set forth in this docunent.

Section 7 of the "ESnet Program Pl an" (DOE/ OER-0486T, dated March
1991) cites the need for further research and investigation in the
areas of electronic nmail and directory services. The ESCC

X. 500/ X. 400 Task Force was created to address this need.

Additionally, the task force is addressing the issues of a

coordi nated, interoperable deploynment of OSI Directory Services and
OSlI Message Handling within the entire ESnet community. Since only a
smal | subset of this community is actively pursuing these avenues,
consi derabl e effort nust be nmade to establish the necessary "base" to

build upon. |If directly connected ESnet sites participate in these
services, a consistent transition path will be ensured and the
services provided will be rmutually val uabl e and usef ul

X. 500 and X. 400 are continuously evolving standards, and are
typically updated every four years. U S. GOSIP (CGovernnent OS|
Profile) Requirenents are updated to define additional functionality
as needed by the U S. Federal Government, usually every two years.
As the X. 500 and X. 400 standards evolve and U. S. GOSIP Requirenents
are extended, consideration must be given as to the effect this my
have on these existing services in the ESnet conmunity. At these
cross-roads, or when a sizeable increase in service functionality is
desired, another "phase of deploynent” may be in order. 1In this
sense, there isn't a specific "final phase" goal, but rather severa
new rel eases (updates) to the level of existing services.

1.2. Structure of this Docunent

X.500 is presented first. The issues of DSA (Directory Service
Agent) depl oynment, DSA registration, nam ng schema, involvenment in
the PSI White Pages Pilot Project, recomended object classes,
recommended attribute types, information security, search

optim zation, user friendly nam ng and update frequency are

addr essed.

In the area of X 400, issues relating to MIA (Message Transfer Agent)
depl oynent, ESnet X. 400 well-known entry points, ESnet backbone site
X. 400 wel | -known entry points, MIA registration, nam ng hierarchy,
PRVD peering, bidirectional X 400-SMIP rel aying and
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2.

2.

private/conmercial X 400 routing are discussed.

Finally, the issues in nane registration with ANSI (Anerican Nationa
Standards Institute), GSA (Ceneral Services Adninistration) and the
U S. Departnment of Conmerce, Patent and Trademark O fice (PTO are
di scussed.

X.500 - OSI Directory Services
1. Brief Tutorial

X.500 is a CCITT/1SO standard which defines a global solution for the
distribution and retrieval of information (directory service). The
X. 500 standard includes the follow ng characteristics: decentralized
managenent, powerful searching capabilities, a single globa
nanespace, and a structured framework for the storage of information
The 1988 version of the X 500 standard specifies four nodels to
define the Directory Service: the Infornmation Mdel, the Functiona
Model , the Organi zational Mdel and the Security Mddel. As is the
nature of International standards, work continues on the 1992 X 500
standard agreenents.

The Informati on Mbdel specifies howinformation is defined in the
directory. The Directory holds information objects, which contain

i nformati on about "interesting" objects in the real-world. These
objects are nodeled as entries in an informati on base, the Directory
Informati on Base (DIB). Each entry contains information about one
object: ie, a person, a network, or an organization. An entry is
constructed froma set of attributes each of which holds a single

pi ece of information about the object. For exanple, to build an
entry for a person the attributes nmight include "surnane",

"t el ephoneNunber”, "postal Address", "rfc822Mil box" (SMIP mai l
address), "mhsORAddresses" (X 400 neil address) and

"facsi m | eTel ephoneNunber". Each attribute has an attribute syntax
whi ch describes the data that the attribute contains, for exanple, an
al phanuneric string or photo data. The OSI Directory is extensible
in that it defines several common types of objects and attributes and
allows the definition of new ones as new applications are devel oped
that nake use of the Directory. Directory entries are arranged in a

hi erarchi cal structure, the Directory Information Tree (DIT). It is
this structure which is used to uniquely nane entries. The name of
an entry is its Distinguished Name (DN). It is forned by taking the

DN of the parent’s entry, and adding the the Rel ative Distingui shed
Name (RDN) of the entry. Along the path, the RDNs are coll ected,
each naning an arc in the path. Therefore, a DN for an entry is
built by tracing the path fromthe root of the DIT to the entry.

The Functional Mdel defines howthe information is stored in the
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directory, and how users access the information. There are two
conponents of this nodel: the Directory User Agent (DUA), an
application-process which interacts with the Directory on behal f of
the user, and the Directory System Agent (DSA), which holds a
particul ar subset of the Directory Information Tree and provi des an
access point to the Directory for a DUA

The Organizational Mdel of the OSI Directory describes the service
in terms of the policy defined between entities and the information
they hold. The nodel defines how portions of the DIT map onto DSAs.
A Directory Managenent Domain (DVD) consists of one or nore DSAs,
whi ch collectively hold and manage a portion of the DI T.

The Security Mdel defines two types of security for Directory data:
Si mpl e Aut hentication (using passwords) and Strong Authentication
(using cryptographic keys). Authentication techniques are invoked
when a user or process attenpts a Directory operation through a DUA

2.2. Participation in the PSI Wite Pages Pil ot Project

The PSI White Pages Pilot Project is currently the nost well -
established X. 500 pilot project within the United States. For the
country=US portion of the DIT, PSI currently has over 80 organi zation
nanes regi stered. O these, several are ESnet-rel ated.

The PSI White Pages Pilot Project is also connected to the Pil ot
International Directory Service, PARADI SE. This pilot project

i nterconnects X. 500 Directory Services between Australia, Austria,
Bel gi um Canada, Denmark, Finland, France, Germany, G eece, |celand,
Ireland, Israel, ltaly, Japan, Luxenbourg, Netherlands, New Zeal and,
Norway, Portugal, Spain, Sweden, Switzerland, United Ki ngdom and
Yugosl avia. The conbined totals for all of these countries
(including the United States) as of Decenmber 1991 are:

DSAs: 301
Organi zat i ons: 2,132
White Pages Entries: 581,104

Consi dering the |l arge degree of national, and international
connectivity within the PSI Wite Pages Pilot Project, it is
recommended that directly connected ESnet backbone sites join this
pil ot project.

2.3. Recommended X. 500 | npl enentation
Interoperability testing has not been perforned on nost X 500

i npl ementations. Further, some X 500 functions are not mature
standards and are often added by inpl enentors as noni nt eroperabl e

ESCC X. 500/ X. 400 Task Force [ Page 7]



RFC 1330 X. 500 and X. 400 Pl ans for ESnet May 1992

ext ensi ons.

To ensure interoperability for the entire ESnet comunity, the

Uni versity Coll ege London’s publicly available X 500 inplenentation
(QUIPYU) is reconmrended. This product is known to run on severa

UNI X-derivative platforns, operates over CLNS and RFC-1006 (with
RFC- 1006 being the currently recommended stack), and is currently in
wi de- spread use around the United States and Europe, including
several ESnet backbone sites.

Appendi x C contains information on how to obtain QU PU

A | ater phase depl oynent of X 500 services within the ESnet comunity
will reconmend products (either comercial or public domain) which
pass conformance and interoperability tests.

2.4. Naming Structure

As participants in the PSI Wite Pages Pilot Project, ESnet backbone
sites will align with the nam ng structure used by the Pilot. This
structure is based upon a nami ng schenme for the US portion of the DIT
devel oped by the North American Directory Forum (NADF) and documnent ed
in RFC-1255. Using this scheme, an organization with nationa
standi ng would be listed directly under the US node in the gl oba

DIT. Oganizations chartered by the U S. Congress as well as

organi zati ons who have al phanuneric naneforns regi stered with ANS

are said to have national standing. Therefore, a backbone site which
is a national |aboratory would be Iisted under country=US

@=US@=Lawr ence Livernore National Laboratory

As would a site with an ANSI-regi stered organi zati on name:
@=US@=Nat i onal Energy Research Superconputer Center
A university would be listed below the state in which it is |ocated:
@=US@t =Fl ori da@=Fl orida State University
And a commercial entity would be listed under the city or state in
which it is doing business, or "Doing Business As", dependi ng upon
where its DBA is registered:
@=US@t =Cal i f or ni a@=General Atonics
@E:US@Bt:CaIifornia@D:ggL)D ego@=Ceneral Atonics

A list of the current ESnet backbone sites, and their |ocations, is
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provi ded in Appendi x E

Directly connected ESnet backbone sites will be responsible for

adm ni stering objects which reside below their respective portions of
the DIT. Essentially, they nust provide their own "Nane Regi stration
Authority". Although this nay appear as an arduous task, it is
not hi ng nore than the establishnent of a procedure for naning, which
ensures that duplicate entries do not occur at the sane level within
a sub-tree of the DIT. For exanple, the Nane Registration Authority
for MT could create an Organi zati onal Unit named "Conputer Science"
This would appear in the DIT as:

@=US@t =Massachuset t s@=M T@u=Conput er Sci ence

Similarly, all other nanes created under the

"@=US@t =Massachusetts@=M T" portion of the DIT would be
adm ni stered by the sane M T Name Registration Authority. This
ensures that every Organizational Unit under

"@=US@t =Massachusetts@=MT" is unique. By default, each ESnet
Site Coordinator is assumed to be the Nane Registration Oficial for
their respective site. |If an ESnet Site Coordi nator does not wish to
act in this capacity, they may designate another individual, at their
site, as the Name Registration Oficial

2.4.1. Inplications of the Adoption of RFC 1255 by PSI

The North Anerican Directory Forum (NADF) is conprised of comercia
vendors positioning thenselves to offer comercial X 500 Directory
Services. The NADF has produced several docunents since its
formation. The ones of notable interest are those which define the
structure and naming rules for the commercially operated DI T under
country=US. Specifically, for an Organization to exist directly
under c=US, it nust be an organization with national-standing. From
pages 12-13 of RFC- 1255, national-standing is defined in the

foll owi ng way:

"An organi zation is said to have national-standing if it is
chartered (created and naned) by the U S. Congress. An exanple
of such an organi zation m ght be a national |aboratory. There
is no other entity which is enpowered by governnent to confer
nati onal - st andi ng on organi zati ons. However, ANSI maintains an
al phanuneri c nameformregistrati on of organizations, and this
will be used as the public directory service basis for
conferring national -standing on private organizations."

Thus, it appears that National Laboratories (e.g. LBL, LLNL) are

consi dered organi zati ons wi th national -standi ng. However, those
ESnet backbone sites which are not National Laboratories may w sh to
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register with ANSI to have their organization list directly under
c=US, but only if this is what they desire. It is inportant to note
that NADF is not a registration authority, but a group of service
providers defining a set of rules for information sharing and nutua
interoperability in a commercial environnment.

For further information on registering with ANSI, GSA or the U S
Patent and Tradenark office, refer to Section 4 of this docunent.
For nore information on PSI, refer to Appendix A

2.4.2. Uni versities and Commercial Entities

Several of the ESnet backbone sites are not National Laboratories
(e.g. CT, FSU GA ISU MT, NYU UCLA and UTA). Typically, at
these sites, a small collection of researchers are involved in
perform ng DOE/ CER funded research. Thus, this set of researchers at
a given site may not adequately represent the total X 500 comunity
at their facility. Additionally, ESnet Site Coordinators at these
facilities may not be authorized to act as the Nane Regi stration
Oficial for their site. So the question is, how do these sites
participate in the reconmended Phase | depl oynent of ESnet X 500
services. There are two possible solutions for this dil ema:

1. If the site is not currently operating an X 500 DSA, the ESnet
Site Coordinator nay be able to establish and admi nister a
DSA to master the DOE/ CER portion of the site’'s local DT,

e.g. "@=US@t =<st >@=<si te>@u=Physi cs". Before attenpting
this action, it would be prudent for the Site Coordinator to
notify or seek approval from sone responsible entity. At such
tinme that the site wishes to nanage its own organi zation
within the X.500 DIT, the ESnet Site Coordi nator would have to
make arrangenents to put option 2 into effect.

2. If the site is currently operating an X. 500 DSA, the ESnet
Site Coordinator may be able to work out an agreement with the
current DSA administrator to adnminister a portion of the
site’s local DIT which woul d represent the DOE/ CER comunity
at that site. For exanple, if the site were already
adm ni stering the organi zati on "@=US@&t =
Massachusett s@=Massachusetts Institute of Technol ogy", the
ESnet Site Coordinator m ght then be able to admi nister the
organi zational unit "@=US@&t =Massachusetts@=Massachusetts
Institute of Technol ogy@ ou=Physi cs"

2.4.3. Nanming Structure Below the o=<site> Leve

The structure of the subtree below the organization’s node in the DIT
is a matter for the local organization to decide. A site’s DSA
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manager will probably want to enlist input fromothers within the
organi zation before deciding howto structure the local D T.

Some organi zations currently participating in the Pilot have
established a sinple structure, choosing to linmt the nunber of

organi zational units and levels of hierarchy. Oten this is done in
order to optinize search performance. This approach has the added
benefit of insulating the local DIT fromadm nistrative restructuring
wi thin the organi zation. Ohers have chosen to closely nodel their
organi zation's departnmental structure. Oten this approach seens
nmore natural and can enhance the information obtained from browsing
the Directory.

Bel ow are experiences fromcurrent DSA nanagers, describing the way
they structured their local DIT and the reasons for doing so. Asite
may find this information hel pful in determ ning howto structure
their local DIT. Utimtely this decision will depend upon the needs
of the local organization and expectations of Directory usage.

Val dis Kl etnieks of the Virginia Polytechnic Institute:

"For Virginia Tech, it turned out to be a reasonably
straightforward process. Basically, the University is

organi zed on a Col | ege/ Departnment basis. W decided to nodel
that "real" structure in the DIT for two nmj or reasons:

"“(a) It duplicates the way we do business, so interfacing the
X.500 directory with the "real world" is easier.

"(b) Wth 600+ departnental units and 11, 000+ people (to be
30, 000+ once we add students), a "zero" (everybody at top) or
"one" deep (600 departnents at top) arrangenent just didn't
hack it - it was deened necessary that you be able to do a
some 120 or 140 county office entries under the Extension
service, it’s a BIT unwieldy there). However, with sone 20
coll ege-level entries at the top, and the "average" college
havi ng 30 departnents, and the "average" departnent being from
10 to 40 people, it works out pretty well."

Jeff Tannehill of Duke University:
"Qur DITis flat. W get the entire database of people at Duke
from Tel -Com and just put everyone directly under "O=Duke
Uni versity".
"Actually, there is an exception, when the DSA was first set up

and we had not received a database yet, | configured the DIT to
i ncl ude "QOU=Conputer Science", under which nyself and one other
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System Adm ni strator have entries. Upon getting the database
for everyone else | decided not to attenpt to separate the
people in the database into nultiple ou's."

Joe Carlson of Lawrence Livernore National Laboratory:

"Wt tried both flat (actually all under the sanme QU) and
splitting based on internal departnent name and ended up with
flat. Qur primary reason was |oad and search tinmes, which were
2-3 tinmes faster for flat organization."

Paul Mauvais of Portland State University:

"We originally set up our DIT by sinply |oading our canpus
phone book into one | evel down fromthe top (e.g. OUFaculty
and Staff, OU=Students, OU=Conputing Services)

"I"d love to have an easy way to convert our flat faculty and
staff area into departnents and coll eges, but the tine to
convert the data into the separate QU s is probably nore than |
have right now. "

Mohaned El | ozy of Dana- Farber Cancer Institute:

"Here we have a phone database that includes departnent, so we
got the ou's with no effort. W thus never went the flat space
\I\ay_ n

Dan Mol ine of TRW

"Well - we're still in the process of defining our DIT. TRW
cones under the international conmpanies DBA. CQur part under
the PSI White Pages Pilot defines the DIT for our space and
def ense organi zation here in Redondo Beach (however,

organi zed the structure to adhere to TRWcorporate). W input
fromour manpower DB for our S& personnel. W’'re trying to
get corporate’'s DB for possible input.

"However, arranging your DI T by organi zations (at |east for
corps) presents a problem things are always being reorgani zed!

W were DSO now we’'re SSO!'!  We still have some of our old
domain nane for DNS tied to organi zations that have not existed
for years!

"So we are currently redesigning our DIT to try to fit NADF 175
(somet hi ng nore geographically). Qur reasoning was that
organi zati ons may change but buildings and localities do not."
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Rut h Lang of SR

"There has been no SRI-wi de policy or decision to participate
in the PSI Wite Pages Pilot. @=US@-=SRI |nternationa
supports the information for one QU only (i.e., a local policy
and decision). In order to not give the false inpression that
all SRl information was contained under this O=SRl
International, | used OU=Network |Information Systens Center

If I were to structure the DIT for all of SRI, |I'msure that ny
thi nking woul d yield a nmuch different structure.”

Russ Wight of Law ence Berkel ey Laboratory:

"Since we don't have nmuch organi zational information in current
staff database, | have to stick to a fairly flat structure.
have two QUs. One is for permanent staff, the other is for
guests (there is a flag in our database that is set for

guest s).

"I may add an additional level of OUs to our current structure.
The top level would contain different 'types’ of information
For exanple, one QU may be ' Personnel’, another may be called
publications). Staff and Guests woul d reside under the
Personnel QU. "

Pet er Yee of NASA Anes:

"I broke up ny DIT at the NASA Center level. NASA is made of
nearly 20 Centers and Facilities. The decision to break up at
this level was driven by several factors:

"1. Control of the local portion of the DIT should reside with
the Center in question, particularly since the Center probably
supplies the data in question and controls the matchi ng DSA.

"2. Each Center ranges in size from1,000 to 16, 000 persons.
This seens to be the range that works well on noderate sized

UNI X servers. Snaller would be a waste, larger would require
too nmuch nenory.

"3. Representatives fromseveral Centers have contacted ne
asking if they could run their own DSAs so that they can
experinment with X. 500. Thus the rel evant DSA needs to be under
their control."

2.5. Information Stored in X 500

The Phase | depl oynent of X 500 should be linmted to "white pages"-
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type informati on about people. Qher types of objects can be added
in |later Phases, or added dynamically as the need ari ses.

To make X. 500 truly useful to the ESnet community as a \White Pages
service, it is recomended that the foll ow ng m ni mum i nfornmation
shoul d be stored in the X 500 database:

I nf ormati on ASN. 1 Attribute Type Exanpl e

Locator Info comonNane Al l en Sturtevant
sur nane St urtevant
post al Addr ess LLNL

P. 0. Box 5509, L-561

Li vernore, CA 94551
t el ephoneNunber +1 510 422 8266
facsi m | eTel ephoneNunmber +1 510 422 0435

E-Mail Info rf c822Muai | box St urt evant @s. net
nmhs ORAddr esses / PN=Al | en Sturtevant/ O=NERSC/
/ PRVD=ESnet / ADMD= [ C=US/
ot her Mai | box DECnet: ESN C.: APS

The above list of attributes conprises a mninumset which is
recommended for a person’s entry. However, you may chose to onit
sonme attributes for reasons of privacy or legality. Note that the

X. 500 standard requires that the surnane and conmonNanme attributes be
present. |f an individual’s phone nunber and/or address cannot be
provi ded, they should be replaced by the site’'s "Information Phone
Number ™ and postal address to allow sone neans of contacting the
person.

2.5.1. Information Security

It is understood that placing this type of information in X 500 is
equi valent to putting the "Conpany Phone Book" on-line in the
Internet. Different sites may treat this infornation differently.
Some may view it as confidential, while others nmay view this data as
open to the public. |In any case, it was recomended that ESnet sites
di scuss the inplications with their respective |egal departnents
before actually making their information openly available. There
currently exists mninmal access control in several X 500

i mpl enent ati ons.

2.6. Accessing the X.500 Directory Service
The PSI White Pages Pilot Project software provides numnerous

interfaces to the information in the X. 500 Directory. Non-
i nteractive access nechanisnms (e.g. WHO' S, FINGER and El ectronic
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Mai |) make use of capabilities or services which already reside on
many wor kstations and hosts. Such hosts could inmediately take
advant age of the X 500 service with no additional software or
reconfigurati on needed. However, since these nethods are non-
interactive, they only provide a way to search for and read
information in the Directory but no way to nodify information

2.6.1. Directory Service via WHO S

The Pilot Project software allows you to configure the X 500
Directory service to be made available via a network port offering an
ermul ation of the SRI-NIC WHO S service. UN X-based hosts and VM5
hosts running Miultinet typically come configured with the WHO S
service. Users at their workstations would then be able to issue a
sinple WHO S conmmand to a known host running a DSA to retrieve

i nformati on about coll eagues at their site or at other ESnet sites.
For exanple, the command:

whois -h wp. | bl.gov wight

will return information about Russ Wight at Lawrence Berkeley Lab
It is reconmmended that all sites which bring up such a service,
shoul d provide an alias nanme for the host running their DSA of the
form <wp. site.domai n> for consistency within the ESnet comunity.

2.6.2. Directory Service via Electronic Mai

The Pilot Project software also allows the X 500 Directory service to
be made available via electronic mail. A user who sends an
electronic mail nmessage to a known host running a DSA containing a
VWHO S- i ke comand on the subject line, would then receive a return
mai | message containing the results of their query.

2.6.3. Directory Service via FI NGER

The X. 500 Directory service could al so be nade avail able via the

FI NGER service. Although this access nethod does not cone with the
PSI Pilot Project software, several sites have already inplenented a
FINGER interface to the X 500 Directory. For ease of use and

consi stency, a single FINGER interface should be selected, then

i ndi vidual inplementations within the ESnet community should conform
to this interface.

2.6.4. Directory Service via Specialized Applications
Many X. 500 Directory User Agents (DUAs) are wi dely available. Sone

of these come with the PSI Pilot Project software. O her DUAs, which
have been devel oped by third parties to fit into the pilot software,
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are publicly available. These user agents support interactive access
to the X. 500 Directory allow ng browsing, searching, listing and

nodi fying data in the Directory. However, in nost cases, use of
these DUAs requires the Pilot Project software be installed on the
host system Only a few of these DUAs and their capabilities are
descri bed bel ow

o DISH - A User Agent which provides a textual interface to the
X.500 Directory. It gives full access to all elenments of the
Directory Access Protocol (DAP) and as such may be conpl ex for
novi ce users. DISH is nost useful to the DSA admi nistrator

o0 FRED - A User Agent which has been optinized for "white pages"
types of queries. The FRED programis nmeant to be sinlar to
the WVHO S network service. FRED supports reading, searching,
and nodifying information in the X 500 Directory.

0 POD - An X-wi ndows based User Agent intended for novice users.
POD relies heavily on the concept of the user "navigating"
around the DIT. Pod supports reading and searching. There are
no facilities to add entries or to nodify the RDNs of entries,

t hough nost other entry nodifications are all owed.

2.6.5. Directory Service fromPCs and MACs

Smal | er workstations and personal conputers |ack the conputing power
or necessary software to inplenent a full OSI protocol stack. As a
consequence, several "light-weight" protocols have been devel oped
whereby the DAP runs on a capabl e workstation and exports a sinpler
interface to other end-systens. One such "light weight" protocol
the Directory Assistance Service (DAS), is incorporated in the PS|
Pilot Project software. Another "light weight" protocol, D X E, was
devel oped at the University of Mchigan. Publicly available User
Agents for both the MAC and PC have been devel oped using the DA-
service and the DI XIE protocol. So |long as you have the Pil ot
Project software running on one host, you can provide these User
Agents on many end-systens w thout having to install the Pilot
software on all those end-systens.

For further information about available Directory User Agents, see
RFC- 1292, "Catal og of Avail able X 500 I npl enentations”

2.7. Services Provided by ESnet

Currently, there are several ESnet backbone sites which are operating

their owmn DSAs within the PSI Wite Pages Pilot Project. It is
anticipated that directly connected ESnet backbone sites wll
eventually install and operate their own X 500 DSAs. 1In the interim
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ESnet will provide conplete support for ESnet backbone sites which
presently do not have the tine, expertise or equipnment to establish
X. 500 services. The nmechanismfor doing this is described in Section
2.7.5 below. Additionally, ESnet will provide a variety of services
in support of the entire X 500 community. These are al so described
in the followi ng sections.

2.7.1. X.500 Operations Miling List

ESnet maintains a mailing list for the discussion of relevant X 500
topics. This mailing list provides a neans for sharing information
experiences, and expertise about X. 500 in the ESnet conmunity. New
sites joining the ESnet X 500 community will be announced on the
mailing list. New DSA admi nistrators will be able to solicit help
fromnmore experienced admi nistrators. Wien a site brings up a new
X. 500 DSA, the DSA manager should notify the ESnet DSA manager so as
to ensure they are pronptly added to the mailing |ist.

Ceneral discussion: x500-ops@s. net
To subscri be: x500- ops- r equest @s. net

2.7.2. Accessing the X. 500 Directory

ESnet has nmade the X 500 service openly available to the entire ESnet
community via each of the access nethods described in Section 2.6
above. Host WP. ES. NET provi des TELNET access, FINGER and WHO S

ermul ations, querying via electronic mail, as well as renote access
via |light-weight protocols. By naking these services w dely
avai |l abl e, we hope to acquaint nore users with the features and
capabilities of X 500.

To try out sone of the X 500 User Agents, sinply TELNET to WP. ES. NET
and login as user "fred"; no password is required. You have the
choi ce of running the Fred or Pod User Agents. Fred provides a
command line interface while Pod provides an X-w ndows based
interface. You can browse through the global X 500 DIT, search for
persons in various organi zations, and even nodify your own entry if
you have one.

Host WP. ES. NET al so provi des access to the X. 500 Directory via

enul ations of the FINGER and WHO S utilities. These interfaces
support a user-friendly-namng (UFN) schenme that sinplifies the
syntax necessary to search for persons in other organizations. The
following WHO S command lines illustrate searching for persons at
various ESnet sites, utilizing the UFN syntax (simlar FINGER command
lines could al so be constructed):
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whoi s -h wp. es. net |eighton, nersc
whoi s -h wp. es.net servey, doe

whoi s -h wp.es.net |ogg,slac

whois -h wp.es.net "russ wight",|Dbl

For further infornmation about User Friendly Nami ng, see Steve
Hardcastle-Kille's working docunent titled, "Using the OCSI Directory
to Achieve User Friendly Nam ng".

2.7.3. Backbone Site Ali ases

As ESnet backbone sites join the X 500 pilot, their organizations
entries will be placed in various parts of the DIT. For exanple,
Nati onal Laboratories will be placed directly under the c=US portion
of the DIT, while universities and comercial entities will nost
likely be placed under localities, such as states or cities.

In order to facilitate searching for the ESnet comunity as a whol e,
ESnet backbone sites will also be |isted as organi zational units
under the node " @=US@=Energy Sciences Network". These entries will
actually be aliases which point to the site’'s "real" organizationa

entry. Therefore, ESnet backbone sites will be listed in two
different places in the DIT and one could search for themin either
| ocati on.

2.7.4. Miltiprotocol Stack Support

OSl applications currently run over many different transport/network
protocols, a factor which hinders conmunication between OSI end
nodes. In order to facilitate comrunication, the | SODE may be
configured at conpile time to support any conbi nation of the

foll owi ng stacks:

RFC- 1006 over TCP/IP

TPO over X 25

TPO over X.25 (84)

TPO over the TPO-bridge
TP4 over CLNP

Wthin the ESnet conmunity, the stacks of interest are RFC 1006 over
TCP/ 1P, TP4 over CLNP, and TPO over X. 25. |If a backbone site’s DSA
is not running over all three of these stacks, it may eventually
receive referrals to a DSA that it can not connect to directly, so
the operation can not proceed. Since the ESnet DSAs will be
configured to operate over all of the "stacks of interest,"” they can
serve as relay DSAs between site DSAs that do not have direct
connectivity. The site’s DSA nanager will need to contact the ESnet
DSA nanager to arrange for this relaying to occur. Backbone sites
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will be encouraged to eventually provide as many of the three stacks
of interest as possible.

2.7.5. Managing a Site’'s X. 500 Information

For sites which do not initially wish to operate their own DSA,
ESnet’s DSA will naster their site’'s portion of the DT, enabling the
site tojoin the PSI Pilot Project and the ESnet X 500 community. In
order to acconplish this, the site nust provide the ESnet DSA nanager
with information about the people to be included in the X 500
Directory. This information can usually be obtained fromyour Site’s
Per sonnel Dat abase.

ESnet will only maintain a linited anount of information on behal f of
each person to be represented in the Directory. The attribute types
listed in the table in Section 2.5 show the nmaxi mum anount of

i nformati on which the ESnet DSA will support for a person’s entry in
the Directory. This set of attribute types is a snall subset of the
attribute types offered by the PSI Pilot Project software.

Therefore, if a site wishes to include additional attribute types,

t hey shoul d consider installing and operating their own DSA

The format of the information to be provided to the ESnet DSA manager
is as follows: the data should be contained in a flat, ASCI| text
file, one record (line) per person, with a specified delinmter
separating the fields of the record. Mre detailed information and a
sanple of a site-supplied data file can be found in Appendi x D

2.7.5.1. Open Availability of Site Information

Al though the PSI Pilot Project allows you to control who may access
Directory objects and their attributes, any information you provide
about persons at your site to be stored in the ESnet DSA wi |l be
consi dered world readable. This policy is necessary in order to

m nimze the adm nistrative cost of managing potentially many

organi zational objects within the ESnet DSA. |f your site decides
that it does not wish to have certain informati on about its enpl oyees
publicly known (e.g. work tel ephone nunber) then you should not
provide this information to the ESnet DSA manager or you shoul d
consider installing and adm nistering your own DSA

2.7.5.2. Access Methods for Local Users

Backbone sites which choose the option of having the ESnet DSA naster
their organization's X 500 information should make the availability
of the X 500 service known to their local users. Al of the nethods
described in Section 2.7.2 are available for use, but none of these
met hods will assunme the query is relative to the local site
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To facilitate querying relative to the local environnment, the site
will need to nake one host available to run the enul ation of the

FI NGER service. Although the resulting query will ultinmately be
directed to the renote ESnet DSA, the search will appear to be |oca
to the users at that site. For exanple, a user on a workstation at
site XYZ could type the following, omtting their |ocal domain name
as this is inplied:

finger jones@p

This will retrieve information about user Jones at site XYZ (wp is
the nane or alias of a host at site XYZ, i.e. wp. XYZ GOV). The site
coordinator will need to contact the ESnet DSA manager to arrange the
set up for this service

2.7.5.3. Linmtations of Using ESnet Services

Since the ESnet DSA will potentially be mastering infornmation on
behal f of nunerous backbone sites, linmits will need to be placed on
the volune of site information stored in the ESnet DSAs. These are
enforced to ensure DSA responsiveness, as well as to reduce

adm ni strative maintenance. The linits are

Item Maxi mum Li mi t

X. 500 Organizations 1

Organi zational Units 50

Organi zational Unit Depth 3

hj ect Entries 5, 000

Updat e Frequency 1 Month

Ali ases n/ a

bj ect/Attribute Access Control n/ a
One week before each nonthly update cycle, a nessage will be sent on
the x500-ops@s.net mailer to remnd the sites that an update cycle
is approaching. If no changes are required to the site information

the reni nder nessage can be ignored and the existing version of this
information will be used. If the information is to be updated, a

conpl ete replacenent of all information nust be supplied to the ESnet
DSA manager before the next update cycle. More detailed information
and a sanple of a site-supplied data file can be found in Appendix D

2.8. ESnet Running a Level -0 DSA for c=US
For ESnet to provide high quality X 500 services to the ESnet
community, the ESnet DSAs nust operate as Level-0 (first |evel) DSAs.

It is currently planned that these DSAs will act as slave, Level-0
DSAs to PSI's master, Level-0 DSAs. Once the ESnet DSAs are in
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production service, it is recomended that directly connected ESnhet
backbone sites operating their own X 500 DSAs configure themw th one
of the ESnet DSAs as their parent DSA. This provides severa

advant ages to the ESnet comunity:

1. The ESnet DSAs will be nonitored by the NERSC s 24-hour
Qperations Staff. Additionally, ESnet plans to deploy two
(2) DSAs in geographically disperse |ocations to ensure
reliability and availability.

2. Al queries to Level-0 DSAs remain within the ESnet hi gh-speed

backbone.

3. If network connectivity is lost to all external Level-0 DSAs,
X. 500 Level -0 connectivity will still exist within the ESnet
backbone.

2.9. X 500 Registration Requirenments

X. 500 organi zati on nanes nust be nationally unique if they appear
directly below the c=US level in the DIT structure. Nationally

uni que names mnust be registered through an appropriate registration
aut hority, i.e., one which grants nationally uni que nanes.

X. 500 organi zational unit nanmes need to be unique relative to the
node directly superior to themin the DIT. Registration of these
names shoul d be conducted through the "owner" of the superior node.
The registration of X 500 nanes bel ow the organi zation | evel are
usually a local matter. However, all siblings under a given node in
the DIT nust have uni que RDNs.

See Section 4 for a nore conplete description of OSI registration
i ssues and procedures.

2.10. Future X 500 |Issues to be Considered

2.10.1. ADDMDS | nteroperating with PRDVDS
This is a problemwhich currently does not have an answer. The issue
of Admi nistrative Directory Managenent Domai ns (ADDVDs) interacting
with Private Directory Managenent Donmains (PRDVMDs) is just begi nning
to be investigated by several groups interested in solving this
pr obl em

2.10.2. X 400 Interaction with X 500

The current |evel of understanding is that X 400 can benefit fromthe
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use of X. 500 in two ways:
1. Lookup of message recipient information
2. Lookup of nessage routing information

X. 400 technol ogy and products, as they stand today, do not support
both of these features in a fully integrated fashion across multiple
vendors. As the standards and technol ogy evol ve, consideration wll
have to be given in applying these new functions to the production
ESnet X 500/ X. 400 services environnent.

2.10.3. Use of X.500 for NIC Infornation

Wrk is currently being performed in the I|ETF to place NIC
information on-line in an |Internet-based X 500 service.

2.10.4. Use of X. 500 for Non-Wiite Pages |Information

The PSI White Pages Pilot Project has caused increasing and popul ar
use of X. 500 as a white pages services within the Internet comunity.
However, the X 500 standard provides for much nore than just this
service. Application processes, devices and security objects are
just a few of the objects to be considered for future incorporation
in the gl obal X 500 database.

2.10.5. Introduction of New X 500 Inplenentations

Thought will have to be given to the use of commercial X 500 products
in the future as QU PU (the inplenentation reconmended in this paper)
may not neet all of the needs of the ESnet community. As conmercia
products mature and becone stable, they will have to be incorporated
into the ESnet X 500 service in a way which ensures interoperability
and reliability.

2.10.6. Interaction of X 500 and DECdns

There is every indication that DECdns and X 500 will interoperate in
sone fashion in the future. Since there is an evol ving DECdns
nanespace (i.e. OWN) and an evolving X.500 DIT (i.e. NADF), somne
consi deration should be given to how these two nanme trees will
interact. Al of this will be driven by the Digital Equi pnent
Corporation’s decisions on howto expand and incorporate its DECdns
product with X 500.
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3. X 400 - Osl Message Handling Services
3.1. Brief Tutorial

In 1984 CCITT defined a set of protocols for the exchange of

el ectroni ¢ nmessages call ed Message Handling Systens (MHS) and is
described in their X 400 series of recommendations. |SO incorporated
these recomendations in their standards (ISO 10021). The nane used
by 1SO for their systemwas MOTI S (Message-Oriented Text |nterchange
Systens). In 1988 CCITT worked to align their X 400 recomendati ons
with | SO 10021. Currently when peopl e di scuss nessagi ng systens they
use the term X 400. These two systens are designed for the genera
pur pose of exchanging electronic nessages in a store and forward
environnment. The principle use being nade of this systemtoday is to
support electronic mail. This section will give an overview of X 400
as used for electronic mail. In the follow ng sections, the term

X. 400 will be used to describe both the X 400 and MOTI S systens.

The basi c nodel used by X 400 MHS is that of a Message Transfer
System (MI'S) accessed via a User Agent (UA). A UA is an application
that interacts with the Message Transfer Systemto subnmit nessages on
behal f of a user. A user is referred to as either an Oigi nator
(when sending a nmessage) or a Recipient (when receiving one). The
process starts out when an Originator prepares a nessage with the
assi stance of their UA. The UA then submits the nessage to the MIS
for delivery. The MIS then delivers the nessage to one or nore
Reci pi ent UAs.

The MIS provides the general store-and-forward nessage transfer
service. It is made up of a nunber of distributed Message Transfer
Agents (MFA). Operating together, the MIAs relay the messages and
deliver themto the intended recipient UAs, which then nmakes the
nmessages available to the recipient (user).

The basic structure of an X 400 nessage is an envel ope and content
(i.e. nessage). The envelope carries information to be used when
transferring the nessage through the MIS. The content is the piece
of information that the originating UA wi shes delivered to the

reci pient UA. There are a nunmber of content types that can be
carried in X 400 envel opes. The standard user nmessage content type
defined by X. 400 is called the Interpersonal (IP) nessage. An IP
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message consists of two parts, the heading and body. The headi ng
contai ns the nessage control information. The body contains the user
nmessage. The body may consi st of a nunber of different body parts.
For exanple one | P nmessage could carry voice, text, Telex and
facsimle body parts.

The Managenent domain (MD) concept within the X 400 reconmendati ons
defines the ownership, operational and control boundary of an X 400
adm ni stration. The collection consisting of at |east one MIA and
zero or nore UAs owned by an organization or public provider
constitutes a managenent domain (MD). |If the MD is managed by a
public provider it is called an Adm nistration Managenent Donain
(ADMD). The MD nanaged by a conpany or organization is called a
Private Management Domain (PRVD). A Private MD is considered to
exist entirely within one country. Wthin that country a PRVD may
have access to one or nore ADMDs.

Each MD nust ensure that every user (i.e UA) in the MD has at |east
one nane. This nane is called the Oiginator/Recipient (OR) Nane.
O R Nanes are constructed froma set of standard attri butes:

o Country Name

0 Adnministration Managenent Donai n

o Private Managenent Donain

o0 Organi zation Name

0 Organizational Unit Nane

o Surnane

o Gven nane

o Initials

0 Cenerational Qualifier

An O R nanme nust | ocate one unanmbiguous O R UA if the nmessage is to
be routed correctly through the Message Transfer Service. Currently
each MD along the route a nessage takes determ nes the next MD's MIA
to which the nessage should be transferred. No attenpt is nade to
establish the full route for a nmessage, either in the originating MD
or in any other MD that acquires the store and forward responsibility

for the nessage.

Messages are rel ayed by each MD on the basis of the Managenent donamin
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portion of their O R Nane until arrival at the recipient MD. At
whi ch point, the other attributes in the name are used to further
route to the recipient UA. Internal routing within a MDis the
responsibility of each MD

3.2. ESnet X 400 Logical Backbone

Currently within the ESnet comunity nmessage handling services are

i mpl emented with a nunber of different mail products, resulting in
what is classically known as an "n-squared" problem For exanple,
let’s say that LLNL only uses QuickMail on site, PPPL only uses
MAIL-11 (VM5 MAIL), and CEBAF only uses SMIP nmail. For LLNL to send
mai |l to PPPL and CEBAF, is nust support MAIL-11 and SMIP | ocally on-
site. Likewise for PPPL to send mail to LLNL and CEBAF, it nust
support MAIL-11 and QuickMail locally. Ildentically, this scenario
exi sts for CEBAF.

To alleviate this problem a |logical X 400 backbone nust be
establ i shed through out the entire ESnet backbone. Then, each ESnet
backbone site will be responsible for only providing connectivity
between it’'s local nmail domains (QuickMail, MAIL-11, SMIP Mail, or
even native X 400) and the |ogical X 400 backbone. One of the |ong-
termgoals is to establish X 400 as the "common denom nator™ between
directly connected ESnet backbone sites.

3.3. Naming Structure

The nane-spaces for X. 500 and X 400 are conpletely different and are
structured to neet different needs. The X 500 name-space is
typically organized to all ow quick, optinized searching; while the
X. 400 ORnane is used to forward an X 400 nessage through severa

"l evel s" of MIAs (X. 400 Message Transfer Agents).

ESnet backbone sites will participate in the X 400 environnent

t hrough one of two options; either participating in the ESnet Private

Managenment Donmain (PRVD) or operating a site PRVD. For nost sites,

utilizing the ESnet PRVD will be the sinpler and preferable choice.
3.3.1. Participating in the ESnet Private Managenent Donain

ESnet backbone sites participating in the ESnet PRVD wi Il have an
X. 400 nane syntax as foll ows:

/...l O=<site> PRMD=ESnet/ ADMD= | C=US/

A few exanpl es of a possible X 400 ORnanmes using the above syntax
are:
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/ PN=Sm t h/ OU=Conput at i ons/ O=LLNL/ PRVMD=ESnet / ADNMD= / C=US/
/ PN=Jones/ OU=Physi cs/ O=PPPL/ PRVMD=ESnet / ADMD= / C=US/

These sites will operate an MIA at the /O=<organization> level in the
nane hi erarchy.

3.3.2. (Qperating a Site Private Managenent Donain

ESnet backbone sites which operate a PRVMD will have an X 400 nane
syntax as follows:

/. ../ C=<org>/ PRVMD=<si t e>/ ADMD= |/ C=US/

A few exanpl es of a possible X 400 ORnanmes using the above syntax
are:

/ PN=Sni t h/ O=Conput at i ons/ PRVD=LLNL/ ADMD= / C=US/
/ PN=Jones/ O=Physi cs/ PRVMD=PPPL/ ADVD= / C=US/

These sites will operate an MIA at the /PRVD=<PRVD> | evel in the name
hierarchy. This MIA will peer with the ESnet PRVD MIA

3.3.3. Detail ed Nane Structure

GOsl P pl aces several limts on allowable ORnanes. After the

/ O=<or gani zati on> nanme, up to four |evels of

/ QU=<organi zati onal _unit> nanmes are allowed. The ORnanme string is
then conpleted with the /PN=<personal nane> fi el d.

Al'l ORnane fields nmust use characters fromthe | SO printable
character set. Additionally, the follow ng nane | ength restrictions

appl y:

PRVD Nanes 16 characters
Organi zati on Nanes 64 characters
Organi zational Unit Nanes 32 characters
Per sonal Nanes 64 characters

NOTE: A 40 character linmt for Personal Names is now being
studied by the CCTT.

Wthin these nane constraints, the architecting of an organization’s
nane space is a local matter. Sites are encouraged to consi der ease
of use and stability when deternining their nam ng structure.

3.4. X. 400 Routing

In the P environment a SMIP MIA coul d use the Domai n Nanme Service
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(DNS) to locate connection infornmation for the host closest to the
recipient. Wth X 400, MIAs nust know the renote MIAs name and
password along with connection information. This is because of
access control requirenents on sone X 400 systens. In X 400 MHS this
information will, at sone future date, be provided by X 500. 1In the
mean tine the routing and connection process within the X 400
community is table driven. This solution requires a coordination and
distribution effort to ensure a quick and reliable update of these

t abl es.

The current thinking on the problemof X 400 routing is to deconpose
the X 400 address space into a hierarchy, with each node in this

hi erarchy representing the entry point for an X 400 donmain. These
nodes have been comonly called Well Known Entry Points (WEPs). Each
of these WEPs represent one X 400 MHS domain. For exanple:

/ O=LBL/ PRVD=ESnet / ADVMD= / C=US/

/ O=NERSC/ PRVMD=ESnet / ADND= / C=US/
/ PRVD=ESnet / ADMD= / C=US/

/ PRMD=ANL/ ADMD= / C=US/

/ PRVMD=PNL/ ADMVD= / C=US/

To m nimze the nunmber of hops between Originators and Recipients it
is the current recommendation of the X 400 community that every PRMD
peer with all other PRMDs.

The ESnet backbone will provide connectivity between nultiple PRVDs
(the ESnet PRMD and any site operated PRVDs), each with associated
wel | -know entry point MIAs. Each of these PRVD-1evel MIAs nust be
configured with routing and nmappi ng i nfornmati on about each other to
enabl e peer-to-peer PRVD routing. These routing tables should be
updat ed i medi ately upon the di scovery of new changed X 400
connectivity information. These tables will be nmade available to the
ESnet conmunity via the ESnet Information Server. Once placed on-
line, a notification nmessage announcing the availability of this new
routing information will be sent to every WEP owner via the E-nai
nmechani sm described in Section 3.5.1. It is recommended that WEP
admini strators should retrieve this new routing information and
update their MIAs within 10 worki ng days.

The wel | -known entry point MIA for each PRVD can route down to an
Organi zational |evel MIA or laterally to the well-known entry point
of a peer PRVD MIA.

For exanple, the ESnet MIA would route a nmessage with the address:

/ PN=Funk/ QU=CS/ O=PPPL/ PRVMD=ESnet / ADND= / C=US/
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to a well-known entry point for PPPL (O=PPPL). PPPL nust own and
operate their own X 400 MIA, and it must be configured to accept
X. 400 nessages fromthe ESnet MIA. Thus, the interpretation of
remai ni ng "/ PN=Funk/ QU=CS" is left to the PPPL MIA to route.

Mail sent fromPPPL’s MIA would be routed to the ESnet’s MIA ( PRVD)
to be eventually routed to its destination.

The ESnet MIA will also route to peer MIAs which are well-known entry
points for other PRMDs (e.g. ESnet backbone site PRVDs, XNREN, Hughes
Air Craft, NASA, CDC). For exanple, the ESnet MIA would route a
message with the address:

/ PN=Smi t h/ OQU=Ms5/ O=RL/ PRVD=PNL/ ADNMD= / C=US/

to a well-known entry point for PNL (PRVD=PNL). PNL nust own and
operate their own X 400 MIA, and it mnust be configured to accept

X. 400 nessages fromthe ESnet MIA (as well as possibly other PRVDs).
Thus, the interpretation of the remaining "/PN=SM TH OQk=M5/ O=RL" is
left to the PNL MIA to route.

Mail sent fromPNL's MIA (PRVD) would be routed to the well -known
entry point for the PRVD indicated in the destination address.

Additionally, a site operated PRVD nust be able to route nmail to any
ot her peer-PRVMD within the ESnet conmunity.

3.4.1. Responsibilities in Operating an X 400 PRVD MIA
If the X. 400 world were to operate exactly as the standard

recommends, PRVDs woul d only peer with other PRVMDs when connectivity
is available and traffic demand is sufficient, and would utilize ADVD

services to reach all other PRMDs. In reality, many PRVDs will not
subscribe to an ADMD service and will only be reachabl e through PRVD
peeri ng.

Most comunities, such as the ESnet, desire the fullest PRVD

i nterconnectivity possible to minimze the need for ADMD services.
Community PRVD operational requirenments stemfroma policy of

achi eving | arge scal e peering anong PRVD operators within the
communi ty.

Wrk is continuing in the | ETF X 400 Operations Wrking Goup to
produce an RFC that specifies the operational requirements that nust
be i npl emented by X 400 Managenment Domains. "Requirenments for X 400
Managenment Donmi ns (MDs) Cperating in the d obal Research and

Devel opnment X. 400 Service", this docunent is listed in Appendix G
ESnet will conply with all the requirenents outlined in this
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docunent. It is the recommendation that all ESnet PRVDs follow the
requi renents specified in this docunent.

As an overview, this docunment specifies that each PRVD will provide
at least one WEP and that all PRMDs must be interconnected. There
are a nunber of PRMDs in the International X 400 service that have
di fferent conmunication stack requirenments. For exanple:

Stack 1 Stack 2 Stack 3 Stack 4
Transport Layer 4 TPO TP4 RFC- 1006 TPO
Net work Service 1-3 X. 25 CLNS TCP/ I P CONS

To neet the requirenent that all PRVDs nust be interconnected a PRVD
nmust support one or nore of the above stacks. For stacks that are
not supported the PRMD nust negotiate with another PRVMD or ADMD to
rel ay nessages to a Managenent Domain that does support the other

st acks.

The PRMD requirenents al so suggest that PRMDs support downgradi ng of
X. 400 1988 to X. 400 1984. Also, the PRVD nust be reachable fromthe
Internet Mail service. This neans the PRVD nust mmintain an | nternet
Mai | / X. 400 gat eway.

In all cases, nenbers of the ESnet conmmunity who operate a PRMD
shoul d notify ESnet of the WEP and MIA information required to
per f orm peeri ng.

3.4.2. Responsibilities in Qperating an X 400 Organi zati onal MA

ESnet will provide PRVD service to the ESnet community. ESnet will
peer with the other PRVDs in the International X 400 service and
provide a WEP for the ESnet community. An Organization/site needs to
decide if they are going to conply with the above PRMD requirenents
or act as an organization associated to the ESnet PRVMD. Mninally,
an organi zational MTA will only have to support one of the protoco
stacks provided by it associated PRVMD. But in all cases, the site
will need to provide a WP and register/list their MIA(s) with ESnet.

3.5. Services Provided by ESnet
ESnet will provide PRVD service to those nmenbers of the ESnet
community who desire it. ESnet will peer with other PRVDs in the
International community (e.g. XNREN, Hughes Air Craft, NASA, CDC) and
provide a WEP for the ESnet comunity; the intent is to provide the
full est PRVD | evel X 400 services.

ESnet will deploy two, PRVD level, X 400 MIAs in geographically
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di sperse | ocations. These MIAs will be able to forward nail for
directly connected ESnet backbone sites, as well as to and fromthe
peered PRMDs.

3.5.1. X 400 Operations Miling List

ESnet will provide an X 400 operations nailer for announcenents and
to allow the sharing of X 400 operational information in the ESnhet
conmuni ty.

Ceneral discussion: x400-ops@s. net
To subscri be: x400- ops-r equest @s. net

3.5.2. MIA Routing Table on ESnet Information Server

ESnet will maintain forwardi ng i nformati on about ESnet conmunity MIAs
at the /PRVMD=<PRVMD> or /O=<organization> | evels (dependi ng on what

| evel the site MIA is operating). This information will be avail abl e
for use in configuring directly connected ESnet site operated MIAs.
This information will be nmade available in a nachi ne i ndependent
format on the ESnet Infornmation Server.

3.5.3. MIA Routing Tabl e For nat

The ESnet staff will deternmine the details of information fornat,
updat e frequency, obtaining, and dissenminating the informtion based
on operational experience and constraints.

3.5.4. CGateway Services and Miltiprotocol Stack Support

The ESnet MIAs will nmininally support bidirectional SMIP-X 400 nail
gateway capabilities, and will operate over the OSI CLNS protocol (as
defined by GOSIP) and RFC- 1006 stacks. Configuration and operation
of mail protocol gateway functions will be governed by the ESnet
staff.

Backbone site MIAs which service ORnanes at the /O=<site> | evel under
the ESnet PRMD nust utilize one of the ESnet PRMD supported protocol
stacks. This requirenment assures that all users of the ESnet PRVD
will be able to comunicate to one another via the ESnet PRVD MIA.

Backbone site MIAs which service ORnanes in PRVDs other than

/ PRVD=ESnet nust utilize the OSI CLNS stack for GOSI P confornance.
Use of the RFC-1006 stack is optional. This requirenent assures that
all PRMDs in the ESnet comunity will be able to peer with the ESnet
PRMD.
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3.5.5. Registering/Listing your PRVD or Organi zational MIA with ESnet

To provide for the connection and routing requirenents in X 400 you
will need to register/list your MTAwith ESnet. This information
will be maintained in tables on the ESnet Information Server. ESnet
will also maintain information on the International X 400 service.
ESnet will use the sane format for information as naintai ned by the

International X 400 service. This is described in detail in a |ETF
X. 400 operations paper "Routing Coordination for X 400 MHS Services
within a Miultiprotocol/Miltinetwork Environment”. This paper is a

working draft, see Appendix G It describes a nachi ne i ndependent
formfor distribution of X 400 infornation.

There are three tables that nust be nmintai ned and exchanged by the
top | evel VEPS.

1. The Conmunity Docunent
2. The WEP Docunent
3. The Domai n Docunent

ESnet will submit these docunents to the International X 400
community on behalf of the ESnet Community. |[|f an ESnet PRVD w shes
to peer with the International PRVDs they will need to subnit these
docunents to that conmunity.

The Conmunity document is used to list the central coordination point
and file server where all MIS docunents will be stored. It also
lists the comuni cation stacks used by the MHS community. This
docunent will be subnitted to the International X 400 service by
ESnet for the ESnet Community. ESnet PRMDs and Organi zations do not
need to subnit this formto ESnet. |If an ESnet PRMD w shes to peer
with the International X 400 service then they nust subnmit this form
to that comunity.

Each ESnet MHS domain will need to submit a WEP and Donmmi n Docunent
to ESnet. The WEP docunent is used to |list the WEPs used by an ESnet
MHS donmain. It will contain all the infornmation that is needed for
MTIA connection and access control. ESnet will submt the ESnet
community WEP and Domai n Docunents to the International X 400
service. The WEP docunent consists of a list of WEPs, with the
following information for each one:

o The MIA Nane

o Password
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0 \Which MIS supported

o Which standard, 84 and/or 88

0o Connection information outbound
o Connection information inbound
o Conmputer systeminformation

o Point of contact

The Donai n Docunent specifies all the X 400 donmai ns managed by a
site. It indicates the person responsible and which WEP services
whi ch Domain. This docunent contains the follow ng information
repeated for each Donain:

0 X. 400 Domain
o Point of Contact
0 Relaying WEP(s)
3.6. X 400 Message Routing Between ADVDS and PRMDS

While ESnet will provide X 400 routing service for systenms, it cannot
provide routing via commercial X 400 carriers at this time. The
FTS-2000 charge for routing X 400 nessages is $.45 (US) plus X 25
packet charges. This could result in a charge of several dollars for
| arge nessages, a real possibility with the nulti-nedia capacity of
X.400. The paynent of this fee is not within the charter of ESnet
and the provision of a charging mechanismto charge menber sites is
not currently contenpl ated

3.7. X 400 Registration Requirenents

It is reconmmended by the CCITT that all X 400 PRVMD nanes be
nationally unique. This is a current CClITT agreement and all ows
direct PRVD-PRMD peer routing. Since national uniqueness is
required, registration should be perfornmed through an appropriate
registration authority (such as ANSI).

X. 400 organi zati on nanes nust be unique within a PRVMD. There is no
need for national uniqueness. Registration of an X 400 organi zation
nane shoul d be conducted through the PRVD operator.

The registration of X 400 nanes bel ow the organi zation | evel are
usually a local matter. Uniqueness within the context of a superior
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3.

3.

3.

3.

4.

nane shoul d al ways be mai nt ai ned.

See Section 4 for a nore conpl ete description of OSI registration
i ssues and procedures.

8. Future X 400 Issues to be Considered
8.1. X 400 Mail Routing to International DOE Researchers

Currently there are DCE researchers located in Switzerland, Japan
Germany, China and Brazil. PRMD |evel connectivity to these

i nternational |ocations does not exist presently. Since ESnet is not
chartered to pay for commercial X 400 services on behalf of the ESnet
community, "buying" this service is not a viable option

There are efforts taking place to provide international X 400 service
over the (international) Internet. Once this becones fully
operational, further research will have to be perforned to see if
this provides the X 400 connectivity needed to support the DCE
researchers | ocated abroad.

8.2. X. 400 (1984) and X. 400 (1988)

The ESnet MIAs will initially support the 1984 version of the X 400
standard. As the use of 1988 X 400 becones nore preval ent, support
for the newer standard will need to be addressed. One inportant

poi nt, once the ESnet MIAs becone 1988 X 400 conpliant, they wll

al so have so support "downgradi ng" to 1984 X 400 to ensure reliable
X. 400 mail delivery to the ESnet conmunity.

8.3. X 400 Interaction with X 500
This is discussed in Section 2.10. 2.
OSI Nane Registration and | ssues

I mpl enenting OS|I services requires that certain informati on objects
(e.g., people, information processing systenms and applications) nust
be unanbi guously identifiable on a global basis. These objects may
be defined by a variety of organizations, e.g., ISOI1EC CCTT,
commer ci al , and gover nnent.

To neet this requirenent 1SO I EC and CCITT have established a

hi erarchi cal structure of nanes (a tree). The top level of the

nam ng tree, shared by 1SO and CCITT, represents the global naning-
domai n. Nam ng domai ns are managed by registration authorities. A
registration authority can del egate authority for part of its

nam ng-domain to another (lower level) registration authority, thus
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formng the tree.

Each object can be given a unique and unambi guous nane by registering
the object’s name with an OSI registration authority at an
appropriate level in the nam ng tree.

CSlI nane registration authorities and their procedures are expected
to change over tinme. Since nanmes are intended to be stable, these
changes (hopefully!) will have minimal inpact on existing OSI nane
regi strations.

This section describes the role of OSI registration authorities, the
di fference between a "registration" and a "notification", and sources
of nationally unique nanes. Information about three OSI nane
registration authorities; the Anerican National Standards Institute
(ANSI), the Ceneral Services Adnministration (GSA), and the U S
Department of Energy (U.S. DCE); are given

Regi stration of a name often requires stating a "right" to that nane.
However, an OSI nane registration does not guarantee | egal name
rights. Nane rights should be reviewed by | egal experts prior to
registration. Information about the U S. Departnent of Conmerce,
Patent and Trademark O fice (PTO (potentially useful in asserting or
defendi ng nane rights) is given bel ow

4.1. Registration Authorities

OSlI nanes are obtai ned through OSI name registration authorities by a
regi stration process. The selection of which particular registration
authority to use is deternined by the desired | evel of the CSI name
in the nami ng hierarchy, possible restrictions on the nanes all ocated
by each registration authority, and the applicability rules (wll
they service your request) of each registration authority.

An OSI nanme registration authority allocates OSI nanmes fromthe
particul ar nam ng-domain it controls. Every registration authority
can trace its naming authority to its parent registration authority,
and ultimately to the top (global) |evel of the naming hierarchy.

4.2. Registration Versus Notification
Regi stering an OSI nane guarantees its uni queness and | ack of
anbiguity. For a nane to be useful however, other parties (besides
the registration authority) will need to be notified of the nane and
its usage.

There is a clear distinction between registration (obtaining an OSI
nane) and notification (informng others of a nane and its use).
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Oten the term™"registration" is used to describe both activities,
this is a potential source of confusion

For exanple, NADF and PSI (see Section 2) are not OSlI registration
authorities. NADF may operate state registration authorities in the
future, if delegated that adnministrative right by the states. PSl
operates an X. 500 pilot project and needs to be notified of

regi stered names when organi zations join their pilot.

X. 400 ADMD operators are also not OSI registration authorities,
al t hough they accept notification of X 400 PRVD nanes used by their
cust oners.

The PTOis not an OS| registration authority. PTO nanes have no
meani ng in an OSI context.

4.3. Sources of Nationally Unique Nane Regi stration

There are four potential sources of nationally unique nanes which are

of interest to the ESnet community. These are ANSI, GSA, U S. DCE
and the states. An overview of the ANSI, GSA, and U S. DCE
procedures are given in |later sections.

In order to maintain national uniqueness "constructed nane syntax"
used by GSA, U S. DCE, and the states. The form of each nane is
shown bel ow, "name" is the name presented to the registration
authority for registration.

1. ANSI names are of the form "nane".
2. GSA nanes are of the form "GOv+nane".
3. U 'S DCE nanes are of the form " GOV+USDOE+nane".
4. State names are of the form " CA+tnanme” (using California).
State nane registration authorities are not in operation at this
time. The use of U S. DOE as a nationally unique nanme registration
source is not recommended due to the awkwardness of a double
constructed nane.

4.4, How to Apply for ANSI O gani zati on Nanes
ANSI is the root U S. source of OSI recognized nationally unique
organi zati on nanes. ANSI registration costs $2500 and results in
bot h an al phanuneric nane and an associ ated nuneric nane. These

nanes nmay be used for a variety of purposes in X 400, X 500, and
ot her OSlI services.
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For ANSI OSI organi zation nane registration forns and instructions,
you shoul d send your request to:

Anerican National Standards Institute, |nc.
Attn: Beth Sonerville

CSl Regi stration Coordi nator

11 West 42nd Street

New Yor k, NY 10036

Phone: (212) 642-4976

ANSI registration procedures include a 90 day public review period
during which name requests can be easily chall enged.

There is a nechanismto forward ANSI requests to the GSA it is
di scussed in the GSA section bel ow

4.5. How to Apply for GSA Organization Nanes

GSA is the registration authority for government use of GOSIP, their
registration services are free for federal governnent organizations.
Names assigned by GSA al ways begin with the characters "GOV+" and are

limted to 16 characters. By agreement with ANSI, these GSA assigned
nanes are national unique.

For GSA OSI Organi zation Nanme registration forms and instructions,
you shoul d send your request to:

CGeneral Services Adm nistration

O fice of Tel econmuni cations Services
Regi stration Services, Room 1221-L KBA
18th and F Streets, N W

Washi ngton, D.C. 20405

4.5.1. GSA Designated Agency Representatives
When preparing the GSA registration forma desi gnated agency
representative nust sign where it says "Registration Oficial Name
and Signature". GSA will refuse requests missing this signature.

The GSA designated Agency Representative for the Departnent of Energy
i s:
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St eve Hacknan

El ectroni cs Engi neer

U S. Departnment of Energy

AD- 241. 3/ GTN

Washi ngton, D.C. 20585

O fice Phone: (301) 903-6111
Ofice FAX (301) 903-4125

E-Mai |l . hacknman@osi p. xosi . doe. gov

4.5.2. Forwarding of ANSI Registrations to GSA

ANSI registration requests can be forwarded automatically to the GSA
This is the equivalent of registering with both ANSI and GSA. The
result is two nationally unique OSI nane registrations, "nane" from
ANSI and " GOv+nane" from GSA

There is no GOSIP requirement for GSA registration but many feel the
additional GSA registration may be useful.

Assum ng your organization is a federal governnment organi zation,
answer the last three questions on the ANSI registration form as
shown bel ow

1. Do you wish the information supplied in the request to renain
confidential ? NO

2. Do you wish to have your organization nanme registered with the
U S. GOSIP Registration Authority (a.k.a. GSA)? YES.

3. Is your organization an organi zation of the Federal Governnent?
YES.

You nust indicate on the application formthe approval of the GSA
desi gnat ed agency representative (Steve Hackman). He does not sign
as "Signature of Requestor"”, but sone notation of his approval nust
be attached or GSA will reject the forwarded application.

4.6. Howto Apply for U S. DOE Organization Names

ESnet sites are encouraged to review the DOE GOSI P procedures and
guidelines in planning their GOSIP activities. This docunent does
not conflict with current DOE GOSI P poli cies.

DCE can assign nationally uni que nanmes which are prefixed by the
string "GOV+USDOE+". Use of this nanme source is not recomended;
there is no apparent advantage in using U S. DOE over GSA as a source
of nationally unique namnes.
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Copies of current U S. DOE GOSIP policies, guidelines, and
registration fornms may be obtained through site DOE nani ng
authorities or Steve Hacknan.

4.7. Wy Apply for a Trademark with the PTO?

Legal issues nay arise concerning the rights to use a desired nane.
CSlI nane registrations are not intended to "legally protect" name
usage rights; that is not their function.

Consul tation with | egal experts concerning the rights to use a name
being registered is strongly advised, this recommendati on does not
of fer specific | egal guidance. Applying for a tradenmark nmay be
considered as a nmeans to assert or protect the rights to a nane.

Per the PTO trademark application instructions there may be several
benefits in obtaining a trademark.

o The filing date of the application is a constructive date of
first use of the mark in conmerce (this gives registrant
nati onwi de priority as of the date).

o The right to sue in Federal court for trademark infringenent.

0 Constructive notice of claimof ownership.

o Limted grounds for attacking a registration once it is five
years ol d.

4.8. Howto Apply for a Trademark with the PTO

You should obtain a tradenark application and detailed instructions
fromthe U S. Departnment of Conmerce, Patent and Trademark O fice.
This can be done by mailing your request to the address bel ow, or
calling the PTO at the phone nunber bel ow

U. S. Departnment of Conmerce
Patent and Tradenmark O fice
Washi ngton, D.C. 20231
Phone: (703) 557-1NFO

NOTE: The following infornmation is based on ESnet experience in
filing for a trademark based on prior use.

After you receive your application, you will need to performthe
foll owi ng steps.

1. Conplete the witten application form If you have nore than
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one nane you are filing, you nust conplete a separate formfor
each nane.

2. Provide a bl ack-and-white drawing of the mark. |In the case
where there is no artwork, only text, the text nust be
centered on the page in uppercase.

3. Provide a check in the anpunt of $175 (for each application)
made payable to the Commi ssioner of Patents and TrademarKks.

4. Provide three specinmens show ng actual use of the mark on or
in connection with the goods or services.

The cl ass of goods/services associated with this trademark nust be
specified on the registration form The currently defined classes of
services are

35 Advertising and busi ness.

36 Insurance and financi al

37 Construction and repair.

38 Conmmuni cati on

39 Transportation and storage.
40 Material treatnent.

41 Education and entertai nnent.
42 M scel | aneous.

So, for exanple, there could be two (or nore) "ESnet" tradenarks,
with each trademark associated with a different service class. Thus,
trademarks are not nationally unique.

Before submitting your form you should see if your trademark is
already registered to someone else (for the service class you
specified). This is typically done by your |egal departnent through
the PTO Trademark Search Library.

Since the PTOformis a | egal docunent, you nust involve your |ega
departnent and the docunents may only be signed by soneone who is a

I egal Iy recogni zed representative of your organization. For exanple,
in applying for the service nmark "ESnet", the "Applicant Nane" was
"The Regents of the University of California", and the legally
recogni zed representative was Dr. John Nuckolls, the director of the
Law ence Livernore National Laboratory.

4.9. Future Nane Registration |ssues to be Considered
4.9.1. ANSI Registered ADMD and PRVD Nanes

There are discussions in the ANSI and CCI TT conmunities revol ving
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around the idea of having a fornmal registration of all ADVD and PRMD
Names (not just ANSI Organization Nanmes). The ideas being exchanged
i ncl ude having a separate ANSI national registry for these nanmes, and
having to pay a periodic "license" fee. This is just in the idea

di scussi on phase now, but it may inpact the cost of ANSI ADMD and
PRVD Nane registration in the near future.

d ossary

AA - See ADM NI STRATI VE AUTHCORI TY.

ADDMD - See ADM NI STRATI VE DI RECTORY MANAGEMENT DOMAI N.

ADMD - See ADM NI STRATI ON MANAGEMENT DOMAI N.

ADM NI STRATI ON - An Adninistration denotes a public tel econmunications
adm ni stration or other organization offering public
t el econmuni cati ons servi ces.

ADM NI STRATI ON MANAGEMENT DOVAI N - An Admini strative Managenent Domain
(ADMD) is a managenent domai n managed by an Admi nistration;
generally one of the common carriers (e.g. AT&T, M, U S. Sprint,
etc.).

ADM NI STRATI VE AUTHORI TY - An entity which has adnministrative control
over all entries stored within a single Directory System Agent
(DSA) .

ADM NI STRATI VE DI RECTORY MANAGEMENT DOVAI N - An Adnministrative Directory
Managenent Donain (ADDMD) is a Directory Managenent Donai n ( DVD)
whi ch is managed by an admi nistration.

AE - See APPLI CATI ON ENTI TY.

ALIAS - An entry of the class "alias" containing information used to
provide an alternative nane for an object.

ANSI - The Anerican National Standards Institute. ANSI is the official
representative of the United States to | SO

AP - See APPLI CATI ON PROCESS.

APPLI CATION ENTITY - An application entity is the OSl portion of an
Application Process (AP).

APPLI CATI ON LAYER - The application layer is the portion of an OS|

systemul timately responsi ble for managi ng comuni cati on between
application processes (APs).
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APPLI CATI ON PROCESS - An application process is an object executing in a
real system (conputer).

APPLI CATI ON SERVI CE ELEMENT - An application service elenment (ASE) is
the building block of an application entity (AE). Each AE consists
of one or nore service elenents, as defined by its application
cont ext .

ASE - See APPLI CATI ON SERVI CE ELEMENT.

ATTRIBUTE - An attribute is the information of a particular type
concerning an object and appearing in an entry describing that
object in the Directory Infornmation base (DI B)

ATTRI BUTE TYPE - An attribute type is that conponent of an attribute
whi ch indicates the class of information given by that attribute.

ATTRI BUTE VALUE - An attribute value is a particular instance of the
class of information indicated by an attribute type.

BASE ATTRI BUTE SET - A mininmum set of attributes whose val ues
unambi guously identify a particular nmanagenment donai n.

BODY - The body of the IP-nessage is the infornmation the user w shes to
communi cat e.

CCTT - An international standards making organi zation specializing in
i nternati onal comunications standards and chartered by the United
Nations. "CCITT" is a french acronym neani ng the Internationa
Tel ephone and Tel egraph Consultative Committee.

CHAINING - Chaining is a node of interaction optionally used by a
Directory System Agent (DSA) which cannot perform an operation
itself. The DSA chains by invoking the operation of another DSA
and then relaying the outcone to the original requestor.

CLNP - The OSI Connectionless Network Protocol. CLNP' s use is required
by GOsI P.

CONTENT - The piece of information that the originating User Agent (UA)
wi shes delivered to the recipient UA. For inter-personal nessaging
(IPM UAs, the content consists of either an | P nessage or an | PM
status-report.

COOPERATI NG USER AGENT - A User Agent (UA) that cooperates with another

recipient’s UAin order to facilitate the conmuni cati on between
originator and recipient.
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DAP - See DI RECTORY ACCESS PROTOCOL.

DELI VERY - The interaction by which the Message Transfer Agent (MIA)
transfers to a recipient User Agent (UA) the content of a nessage
plus the delivery envel ope.

DELI VERY ENVELOPE - The envel ope which contains the information rel ated
to the delivery of the nessage.

DESCRI PTI VE NAME - A nane that denotes one and only one user in the
Message Handling System (IVHS).

DI B - See DI RECTORY | NFORVATI ON BASE.

DI RECTORY - The Directory is a repository of information about objects
and whi ch provides directory services to its users which allow
access to the information.

DI RECTORY ACCESS PROTOCOL - The Directory Access Protocol (DAP) is the
protocol used between a Directory user Agent (DUA) and a Directory
Syst em Agent (DSA).

DI RECTORY ENTRY - A Directory Entry is a part of the Directory
I nformati on Base (DI B) which contains infornation about an object.

DI RECTORY | NFORVATI ON BASE - The Directory Informati on Base (DIB) is the
compl ete set of information to which the Directory provides access
and which includes all pieces of information which can be read or
mani pul at ed using the operations of the Directory.

DI RECTORY | NFORVATI ON TREE - The Directory Information Tree (DIT) is the
Directory Informati on Base (DI B), considered as a tree, whose
vertices (other than the root) are the Directory entries.

DI RECTORY MANAGEMENT DOVAIN - A Directory Managenment Domain (DMVD) is a
collection of one or nore Directory System Agents (DSAs) and zero
or nore Directory User Agents (DUAs) which is nanaged by a single
organi zati on.

DI RECTORY SYSTEM AGENT - A Directory System Agent (DSA) is an OS|
application process which is part of the Directory.

DI RECTORY SYSTEM PROTOCOL - The Directory System Protocol (DSP) is the
protocol used between two Directory System Agents (DSAs).

DI RECTORY USER - A Directory user is the entity or person that accesses
the Directory.
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DI RECTORY USER AGENT - A Directory User Agent (DUA) is an CSl
application process which represents the user in accessing the
Di rectory.

DI STI NGUI SHED NAME - The di stingui shed name of a given object is the
sequence of relative distinguished names (RDNs) of an entry which
represents the object and those of all of its superior entries (in
descendi ng order).

DIT - See DI RECTORY | NFORVATI ON TREE.

DVD - See DI RECTORY MANAGEMENT DOMAI N.

DN - See DI STI NGUI SHED NAME.

DNS - See DOVAI N NAME SERVI CE.

DOVAI N NAME SERVICE - A hierarchical, distributed nam ng service
currently used in the Internet. DNS nanmes typically take the form
of <nmachi ne. site. domai n>, where <.domai n> may be ".COM', ".EDU'
LAV, ".ML", ".NET", ".ORG' or ".<country-code>".

DSA - See DI RECTORY SYSTEM AGENT

DSP - See DI RECTORY SYSTEM PROTOCCL.

DUA - See DI RECTORY USER ACGENT.

ENCCDED | NFOCRVATION TYPE - It is the code and format of information that
appears in the body of an | P-nessage (exanples of coded infornation

types are Telex, TIFO (Group 4 Facsinile), and voice).

ENVELOPE - A place in which the information to be used in the
submi ssion, delivery and rel aying of a nessage is contai ned.

FIPS - Federal Information Processing Standard. FIPS are produced by
NI ST and specify a standard for the federal government, nost FIPS
reference other formal standards from ANSI, | EEE, |1SO or CCITT.

GOSI P - The Government Open System Interconnection (OSI) Profile. GOSIP
is a FIPS which defines the elenents of OSI to be required by
gover nnent purchasers and how those el enents shoul d be inpl enented
GOSI P is based on OSI standards and O Wi npl ementor’s agreenents

HEADI NG - The heading of an | P-message is the control information that
characterizes an | P-nessage

| NTERPERSONAL MESSAG NG - Interpersonal Messaging (IPM is communication
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bet ween persons by exchangi ng nessages.

| NTERPERSONAL MESSAG NG SERVI CE - The set of service el enents which
enabl e users to exchange interpersonal nessages.

| NTERPERSONAL MESSAG NG SYSTEM - An | nterpersonal Messagi ng System
(IPVMS) is the collection of User Agents (UAs) and Message Transfer
Agents (MTAs), which provide the |Interpersonal Messaging Service.

IP - A non-0OSl network protocol, the Internet Protocol, used extensively
inthe Internet. CLNP is the OSI alternative to IP.

| P- MESSAGE - An | P-nessage carries informati on generated by and
transferred between | nterpersonal Messaging (IPM User Agents
(UAs). An | P-nmessage contains a Heading and a Body.

| PM - See | NTERPERSONAL MESSAG NG

| PM STATUS- REPORT - The pieces of information generated by an
I nt er personal Messaging (I PM User Agent Entity (UAE) and
transferred to another | PM UAE, either to be used by that UAE or to
be conveyed to the user.

| PM5 - See | NTERPERSONAL MESSAG NG SYSTEM

I SO - An international standards meki ng organi zati on which, anmong ot her
t hi ngs, devel ops OSI standards.

MANAGEMENT DOVAIN - The set of Message Handling System (MHS) entities
managed by an Adnministration or organization that includes at |east
one Message Transfer Agent (MIA).

MD - See MANAGEMENT DOVAI N

MESSAGE - In the context of Message Handling Systenms (MHSs), the unit of
information transferred by the Message Transfer System (MIS). It
consi sts of an envel ope and a content.

MESSAGE HANDLI NG ADDRESS - An Oiginator/Recipient (OR) address which
is conprised of an Admi nistrative Managenent Domain (ADMD), a
country name, and a set of user attributes.

MESSAGE HANDLI NG SYSTEM - The set of User Agents (UAs) plus the Message
Transfer System (MFS).

MESSAGE TRANSFER AGENT - The functional conponent that, together with

the ot her Message Transfer Agents (MIAs), constitutes the Message
Transfer System (MIS). The MIAs provi de nessage transfer service
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el ements by: (1) interacting with originating User Agents (UAs)
via the subm ssion dialogue, (2) relaying nessages to other MIAs
based upon recipient designations, and (3) interacting with

reci pient UAs via the delivery dial ogue.

MESSAGE TRANSFER AGENT ENTITY - The Message Transfer Agent Entity (MIAE)
is an entity, located in an MIA, that is responsible for
controlling the Message Transfer Layer (MIL). It controls the
operation of the protocol to other peer entities in the MIL.

MESSAGE TRANSFER LAYER - The Message Transfer Layer (MIL) is a layer in
the Application |ayer that provides Message Transfer System (MIS)
service elenents. These services are provided by neans of the
services of the layer below plus the functionality of the entities
in the layer, nanely the Message Transfer Agent Entities (MIAEs)
and the Subm ssion and Delivery Entities (SDEs).

MESSAGE TRANSFER PROTOCOL - The Message Transfer Protocol (Pl) is the
protocol which defines the relaying of nmessages between Message
Transfer Agents (MIAs) and ot her interactions necessary to provide
Message Transfer layer (ML) services.

MESSAGE TRANSFER SERVI CE - The Message Transfer Service is the set of
optional service elenents provided by the Message Transfer System
(MFS)

MESSAGE TRANSFER SYSTEM - The Message Transfer System (MIS) is the
coll ection of Message Transfer Agents (MrAs), which provide the
Message Transfer Service el ements.

MHS - See MESSACGE HANDLI NG SYSTEM

MFA - See MESSAGE TRANSFER AGENT.

MTAE - See MESSAGE TRANSFER AGENT ENTI TY

MIL - See MESSACE TRANSFER LAYER.

MIS - See MESSAGE TRANSFER SYSTEM

MULTI CASTING - Multicasting is a node of interaction which may
optionally be used by a Directory System Agent (DSA) whi ch cannot
performan operation itself. The DSA nulticasts the operation
(i.e. it invokes the operation of several other DSAs (in series or
in parallel) and passes an appropriate outcone to the origina
requestor).

NAME - A nane is a construct that singles out a particular object from
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all other objects. A name nust be unanbi guous (i.e. denote just
one object); however, it need not be unique (i.e. be the only nane
whi ch unanbi guously denotes the object).

NI ST - The national institute of standards, a governnent organization
whi ch devel ops, endorses, and pronul gates standards for use by the
U S. governnent.

O R ADDRESS - See ORI G NATOR/ RECI Pl ENT ADDRESS.
O R NAME - See ORI G NATOR/ RECI PI ENT NAME.

OBJECT (OF I NTEREST) - Anything in sonme "world", generally the world of
t el econmuni cations and informati on processing or sonme part thereof,
which is identifiable (i.e. can be nanmed), and which it is of
interest to hold information on in the Directory Information Base
(DI B).

O W- The CSI Inplenentors workshop. O Wis one of three regional
wor kshops (OW EWDS, AOW, which specifies inplenentation
agreenments for base OSI standards. QO Ws participants are nostly
fromthe Americas and the OWis jointly sponsored by the | EEE
(I'nstitute of Electrical and El ectronic Engi neers) and N ST.

OPEN SYSTEMS | NTERCONNECTION - A termreferring to the capability of
i nterconnecting different systens.

ORI G NATI NG USER AGENT - The Originating User Agent (UA) is a UA that
submits to the Message Transfer System (MIS) a nessage to be
transferred.

ORI G NATOR - A user, a hunan being or conputer process, fromwhomthe
Message Handling System (MHS) accepts a nessage.

ORI G NATOR/ RECI PI ENT ADDRESS - A descriptive nanme for a User Agent (UA)
that contains certain characteristics which help the Message
Transfer System (MIS) to | ocate the UA's point of attachnment. An
Oiginator/Recipient (OR) address is a type of O R nane.

ORI G NATOR/ RECI PI ENT NAME - The Originator/Recipient Name (O R Nane) is
the descriptive name for a User Agent (UA).

OSI - See OPEN SYSTEMS | NTERCONNECTI ON.
PRDMVMD - See PRI VATE DI RECTORY MANAGEMENT DOVAI N

PRIM TI VE NAME - A nane assigned by a nam ng authority. Primtive names
are conponents of descriptive nanes.
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PRI VATE DI RECTORY MANAGEMENT DOVAIN - A Private Directory Managenent
Domain (PRDVD) is a Directory Managenent Domain which is nanaged by
an organi zati on other than an adni nistration.

PRI VATE MANAGEMENT DOVAIN - A Private Managenent Domain (PRVD) is a
managenent domai n nanaged by a conpany or non-commerci al
organi zati on.

PRVD - See PRI VATE MANAGEMENT DOVAI N.
RDN - See RELATIVE DI STI NGUI SHED NAME.

RECI PI ENT - A user, a human being or conputer process, who receives a
nmessage fromthe Message Handling System (IMHS).

RECI PI ENT USER AGENT - A User Agent (UA) to which a nessage is delivered
or that is specified for delivery.

REFERRAL - A referral is an outconme which can be returned by a Directory
System Agent (DSA) whi ch cannot perform an operation itself, and
whi ch identifies one or nore other DSAs nore able to performthe
operati on.

RELATI VE DI STI NGUI SHED NAME - A Rel ative Distinguished Nane (RDN) is a
set of attribute value assertions, each of which is true,
concerni ng the distinguished values of a particular entry.

RELAYI NG - The interaction by which one Message Transfer Agent (MIA)
transfers to another MIA the content of a nessage plus the rel aying
envel ope.

RELAYI NG ENVELOPE - The envel ope which contains the information rel ated
to the operation of the Message Transfer System (MIS) plus the
service el ements requested by the originating User Agent (UA).

RFC - Request for Comments. The RFC s are docunents used to propose or
specify internet comunity standards.

ROOT - The vertex that is not the final vertex of any arc is referred to
as the root vertex (or informally as the root) of the tree.

SCHEMA - The Directory Schema is the set of rules and constraints
concerning the Directory Information Tree (DI T) structure, object
class definitions, attribute types, and syntaxes which characterize
the Directory Information base (DI B).

SDE - See SUBM SSI ON AND DELI VERY ENTI TY.
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SMIP - Sinple Mail Transfer Protocol. An e-nmil protocol frequently
used by the Internet comunity.

SUBM SSION - The interaction by which an originating User Agent (UA)
transfers to a Message Transfer Agent (MIA) the contents of a
message pl us the subm ssion envel ope.

SUBM SSI ON AND DELI VERY ENTITY - The Subm ssion and Delivery Entity
(SDE) is an entity located in the Message Transfer Layer (ML),
co-resident with a User Agent (UA) and not with a Message Transfer
Agent (MIA), and responsible for controlling the subm ssion and
delivery interactions with a Message Transfer Agent Entity (MIAE).

SUBM SSI ON AND DELI VERY PROTOCOL - The Subni ssion and Delivery Protocol
(P3) is the protocol which governs comunication between a
Submi ssion and Delivery Entity (SDE) and a Message Transfer Agent
Entity (MTAE).

SUBM SSI ON ENVELOPE - The envel ope which contains the information the
Message Transfer System (MIS) requires to provide the requested
service el ements.

TCP - A non-QSl transport protocol, the Transmi ssion Control Protocol,
used extensively in the Internet. TP4 is the OSl alternative to
TCP.

TPO - An OSI transport protocol specified by GOSIP and generally used
Wi th connection-oriented networks.

TP4 - An CSI transport protocol specified by GOSIP and generally used
wi th connectionl ess networks such as CLNP.

TREE - Atree is a set of points (vertices), and a set of directed |lines

(arcs); each arc leads froma vertex Vto a vertex V. The
vertices Vand V are said to be the initial and final vertices of
an arc a fromVto V. In atree, several different arcs may have

the same initial vertex, but not the same final vertex.
UA - See USER AGENT.
UAE - See USER ACENT ENTI TY.
UAL - See USER AGENT LAYER

USER - A person or conputer application or process who nakes use of a
Message Handling System (IVHS).

USER AGENT - Typically, the User Agent (UA) is a set of conputer
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processes (for exanple, an editor, a file system a word processor)
that are used to create, inspect, and manage the storage of
nmessages. There is typically one user per User Agent (UA). During
nmessage preparation, the originator comrunicates with his UA via an
i nput/output (1/0O device (for example, a keyboard, display,
printer, facsimle nmachine, and/or tel ephone). Al so by neans of

t hese devices, the UA communicates to its user nessages received
fromthe Message Transfer System (MIS). To send and receive
nmessages, the UA interacts with the MIS via the subm ssion and
delivery protocol.

USER AGENT ENTITY - A User Agent Entity (UAE) is an entity in the User
Agent Layer (UAL) of the Application Layer that controls the
protocol associated with cooperating UAL services. |t exchanges
control information with the Message Transfer Agent Entity (MTAE)
or the Subm ssion and Delivery Entity (SDE) in the |ayer bel ow
The control information is the information the Message Transfer
|l ayer (MIL) requires to create the appropriate envel ope and thus
provi de the desired nessage transfer service el ements.

USER AGENT LAYER - The User Agent Layer (UAL) is the layer that contains
the User Agent Entities (UAEs).

X. 25 - A packet switched network standard often used by public providers
and optional in GOSIP.

Appendi x A1 Current Activities in X 500

NOTE: The following are edited excerpts fromthe IETF Directory
Services Monthly reports as well as a few | ETF scope docunents.
Effort has been taken to nake sure this information is current as of
late 1991. At the end of each section are lists of anonynous FTP
and/ or an e-nail address if nore information is desired.

| ETF DI SI
(Directory Information Services Infrastructure Wrking G oup)

The Directory Information Services (pilot) Infrastructure Wrking
Goup is chartered to facilitate the deploynent in the Internet of
Directory Services based on inplenentations of the X 500 standards.
It will facilitate this depl oynment by producing informational RFCs
intended to serve as a Directory Services "Adm nistrator’s Gui de".
These RFCs will relate the current usage and scope of the X 500
standard and Directory Services in North Arerica and the world, and
will contain information on the procurenent, installation, and
operation of various inplenmentations of the X 500 standard. As the
various inplenmentations of the X 500 standard work equally well over
TCP/ 1P and CLNP, the DI SI working group shall not nandate specific
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i mpl ementations or transport protocols.

DI SI is an offshoot of the OSI Directory Services group, and,
accordingly, is a conbined effort of the OSI Integration Area and
User Services Area of the IETF. The current OSIDS working group was
chartered to snooth out technical differences in infornation storage
schena and difficulties in the interoperability and coherence of
various X 500 inplenentations. The DISI group is concerned solely

wi th expanding the Directory Services infrastructure. As DISI wll
be providing information to facilitate the building of infrastructure
with an eye towards truly operational status, DISI will need to form
liaisons with COSINE, PARADI SE, and perhaps t he RARE WG3

As a final document, the DI SI working group shall wite a charter for
a new wor ki ng group concerned with user services, integration,

mai nt enance and operations of Directory Services, the Operations and
Infrastructure of Directory Services (O DS) G oup.

One particular DI SI docurment you nay be interested in is a catal ogue
of the various X 500 inplenentations:

Title : Catal og of Available X 500 Inplenentations
Author(s) : R Lang, R Wight

Filename : rfcl1292.txt

Pages . 103

This docunent is available on the ESnet Information Server in the
[ ANONYMOUS. RFCS] directory.

Mailing |ist address:
Ceneral Discussion: disi@erit.edu

To Subscri be: di si-request @rerit.edu
Anonyrmous FTP site address: (e-nmil archive is here)
nmerit.edu

| ETF OSI-DS (Csl Directory Service Wrking G oup)

The OSI-DS group works on issues relating to building an CS
Directory Service using X. 500 and its deploynent on the Internet.
Whil st this group is not directly concerned with piloting, the focus
is practical, and technical work needed as a pre-requisite to

depl oynent of an open Directory will be consi dered.

The major goal of this Wois to provide the technical framework for a
Directory Service infrastructure on the Internet. This
infrastructure should be based on the OSI Directory (X 500). It is
intended that this infrastructure can be used by many applications.
Whilst this W is not directly concerned with operation of services,
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close liaison is expected with those groups which do operate pilots
and services.

Li ai sons have been established with RARE W&, N ST, CCITT/I1 SO | EC
North American Directory Forum

X. 500 (1984) / 1SO 9594 does not have sufficient functionality for
full deployment on the Internet. This group identifies areas where
extensions are required.

It is a basic aimof the group to be aligned to appropriate base
standards and functional standards. Any activity should be
undertaken in the Iight of ongoing standardi zation activity. Areas
whi ch shoul d be exam ned i ncl ude:

0 Replication

0 Know edge Representation

0 Schema Managenent

0 Access Control

0 Authentication

o Distributed operations for partially connected DSAs

0 Presentation Address Handling

Mailing |ist address:
Ceneral Discussion: osi-ds@s. ucl.ac.uk

To Subscri be: 0si -ds-request @s. ucl . ac. uk
Anonyrmous FTP site address: (all OSI-DS docunents and e-nmil archive
cs. ucl . ac. uk are here)

FOX (Field Operational X 500 Project)

The FOX project is a DARPA funded effort to provide a basis for
operational X 500 deployment in the NREN Internet. This work is
being carried out at Merit, NYSERnet/PSI, SRI and ISI. ISl is the
mai n contractor and responsible for project oversight.

There are two primary thrusts of the FOX project
1. X. 500 Infrastructure: It is inmportant that multiple
i nteroperable platfornms be available for deploynment. FOX

plans to exam ne and test the interoperability of the QU PU
and NI ST-X. 500 (Custos) inplenentations, and DNANS- X. 500 i f
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possible. In addition, FOX will explore X 500 interfaces to
conventi onal database systens (one target is Sybase), an
alternate OGS platform (VM for X 500 servers, and X-w ndow
based user interfaces.

2. X.500 Applications: A long-range goal is to facilitate the
use of X. 500 for real Internet applications. FOX will first
focus on maki ng network infrastructure information avail abl e
through X. 500. This includes network and AS site contacts,
topol ogy information, and the NIC WHO S servi ce.

A centrally managed X. 500 version will be the first phase of a WHO S
service. Providing an X 500 version of a well-known wi del y-used

servi ce should pronote the use of X 500 by Internet users. In
addition, this effort will provide experience in designing X 500
applications. However, the manageability of this schenme will be

short-lived, so the next step will be a design for a distributed
version of WHO S.

Finally, it is critical for Internet X 500 efforts to be aligned with
directory service efforts that are ongoing in other conmunities. FOX
participants are involved in, or are otherw se tracking these
efforts, and information about FOX activities will be publicly
avai | abl e.

NADF (North Anerican Directory Forum

The North Anerican Directory Forum (NADF) is a collection of
organi zations which offer, or plan to offer, public Directory
services in North America, based on the CCTT X 500 Reconmendati ons.

The NADF has produced a document, NADF-175, "A Nanming Schene for
c=US", which has been issued as RFC-1255.

The NADF- 175 document proposes the use of existing civi
infrastructure for nam ng objects under ¢c=US. This has the advantage
of using existing registration authorities and not establishing any
new ones (the docunent sinply maps nanes assigned by existing
authorities into different portions of the ¢c=US DIT). The docunent
is intended as the basis for X.500 nanes in the U S. for the |ong-
term it is inportant that interested parties get a copy, reviewit,
and return coments.

A second output, which is still undergoing devel opment, is NADF-128,
a prelinmnary draft on "Mapping the DIT onto Miultiple ADDMDs". This
descri bes how the c=US portion of the DIT is mapped onto DSAs and
what service-providers nust minimally share in order to achieve a
working public directory. The next revision of this docunent will
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likely be ASCI|-ized and published as an infornmational RFC
NI ST (National Institute of Standards and Technol ogy)

NI ST is involved in several X 500 activities: standards, pilot

depl oynent, and devel opnent of an X. 500 i npl ementation, Custos. The
objective is to see X 500 wi dely depl oyed and used in the U S.
Governnent. X. 500 is expected to be in the next release of the U S
Governnent OSI Profile (GOSIP). |In the standards efforts, enphasis
is on access control and replication; the other activities are
described in sonme detail bel ow.

0 NI ST/GSA X. 500 Pilot Deploynent: N ST and GSA are
collaborating in the creation of a U S. Governnent X 500 pil ot
depl oynent. To date, two neetings have been held. At the
second, held on April 25th at N ST, significant progress was
made towards refining an initial draft schema devel oped by
NI ST. A nunber of governnent agency requirenents will be
included in the next schema revision. Once the schema is
defined, agencies will begin collecting data for |oading into
the directory. Initially, NIST will offer to host agency data
on Custos DSAs running at NI ST. Eventually, agencies are
expected to obtain and operate DSAs.

0 CUSTCS: The NI ST X. 500 public-donain inplenentation, Custos
is inplenmented on | SODE, although it otherw se bears no
relation to QUPU. One of its nore interesting features is that
the DBVS interface is SQ, and we provide a sinple DBVS as part
of Custos to support the DSA. Information can be optionally
| oaded into nenory, and the nenory usage is reasonably
efficient on a per-entry basis.

A W (CSI | nplenentor’s Wrkshop)

The OSI I nplenmentor’s Wrkshop (OW is an open public forumfor
techni cal issues, concerned with the tinmely devel opment of

i mpl enent ati on agreenents based on energing international OSI
standards. The Workshop accepts as input the specifications of
energi ng standards for protocols, and produces as output agreements
on the inplenentation and testing particulars of these protocols.
This process is expected to expedite the devel opnent of OSI protocols
and to pronote interoperability of independently manufactured data
conmmruni cati ons equi pnent.

The Wor kshop organi zes its work through Special Interest Goups
(SIGs) that prepare technical docunmentation. The SIGs are encouraged
to coordinate with standards organi zati ons and user groups, and to
seek w despread technical consensus on inplenentation agreenents
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t hrough international discussions and |liaison activities.

The Directory SIG of the Wrkshop produces agreenents on the

i npl ementation of Directory protocols based on |1 SO 9594 and CCI TT
X. 500 Recommendations. There are three major areas that the SIGis
working on for 1991: access control, replication, and distributed
operations.

Mailing |ist address:
Ceneral Discussion: dssig@isc.sri.com
To Subscri be: dssi g-request @i sc. sri.com

PARADI SE Proj ect

The PARADI SE project is based at the Departnent of Conputer Science,
Uni versity Col |l ege London (UCL).

PARADI SE is a sub-project of the broader COSINE project sponsored
under the unbrella of EUREKA by ei ghteen participating countries and
aimed at pronoting OSI to the academi c, industrial and governnental
research and devel opnent organi zations in Europe. The countries

i nvol ved are those of the EC, EFTA plus Yugoslavia; that is:

Austria, Belgium Denmark, Finland, France, CGernmany, G eece, Holland,
Ireland, Italy, Luxenmbourg, Norway, Portugal, Spain, Sweden,

Swi tzerl and, United Kingdom and Yugosl avi a.

The partners funded by PARADI SE besi des UCL are:

0 The Networks Group at the University of London Computer Centre
(ULCC), which is a service-oriented organization providing a
range of facilities to the acadenic community in London and the
entry point into the UK for IXlI, the COSINE international X 25
backbone;

0 X-Tel Services Ltd, a software conmpany based in Nottingham
which currently provides service support to the UK Acadenic
X. 500 pilot; and

o PTT Telematic Systens fromthe Netherlands, which in turn has
subcontracted the Swi ss and Finni sh PTTs, and whose invol venent
is to create a forumfor discussion on X 500 anong the European
carrier adm nistrations.

The project also ains to have representation fromall the
participating countries, which in the majority of cases are the
exi sting X 500 national pilots.

O the 18 countries involved, at least 12 are registered in the Wite
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Pages Pilot Project. Most countries are using the QU PU
i mpl enent ati on devel oped at UCL. However, a French group has
devel oped PI ZARRO, which will formthe basis of the emerging French

pilot. In Italy, a Torino-based conpany Systens W zards are using
DirWz, which is currently the sole representative fromltaly in the
tree.

Mailing |ist address:
hel pdesk@ar adi se. ul cc. ac. uk

PSI Wiite Pages Pil ot Project

The White Pages Pilot Project is the first production-quality field
test of the OSI Directory (X.500). The pilot currently has a few
hundred organi zati ons (nore each nonth) and is based on OSI TP4 over
TCP/ I P (RFC- 1006) .

Anonyrmous FTP site address: (Most X 500 pilot project software is
uu. psi . com here as well as nore information)

ANSI ASC X3T5.4 (Directory Ad Hoc G oup)

The American National Standards Institute (ANSI) Accredited Standards
Conmittee (ASC) X3T5.4. This group reviews the Proposed Draft
Anendrment s (PDAMs) for extensions to the International Consultative
Conmittee for Tel egraphy and Tel ephony (CCITT) X 500

Recommendati ons/ I nternati onal Organi zation for Standardization
(1SO/International Electrotechnical Comm ssion (1EC) 9594.

Appendi x B: Current Activities in X 400

NOTE: The following are edited excerpts fromthe | ETF X 400 Services
Monthly reports as well as a few | ETF scope docunments. Effort has
been taken to make sure this information is current as of February
1992. At the end of each section are lists of anonynous FTP and/or
an e-nail address if nore information is desired.

| ETF OSI X400 (I ETF OSlI X. 400 Wrking Group)

The 1 ETF OSI X. 400 Wrking Group is chartered to identify and provide
solutions for problens encountered when operating X 400 in a dual
protocol internet. This charter includes pure X 400 operational
i ssues as well as X 400 <-> RFC 822 gateway (ala RFC 987) i ssues.

Mailing |ist address:

CGeneral Discussion: ietf-osi-x400@s.w sc. edu
To Subscri be: i etf-osi-x400-request @s. w sc. edu
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| ETF X4000PS (| ETF X. 400 Operations Wrking G oup)

X. 400 managenent domai ns are bei ng depl oyed today on the Internet.
There is a need for coordination of the various efforts to insure
that they can interoperate and collectively provide an Internet-w de
X. 400 nessage transfer service connected to the existing Internet

mai | service. The overall goal of this group is to insure
interoperability between Internet X 400 nanagenent domains and to the
existing Internet mail service. The specific task of this group is
to produce a document that specifies the requirenents and conventions
of operational |nternet PRMDs.

Mailing |ist address:
Ceneral Discussion: ietf-o0si-x4000ps@ilot.cs.w sc.edu
To Subscri be: i etf-osi-x4000ps-request @il ot.cs.w sc. edu

| ETF MHS-DS (| ETF Message Handling Services - Directory Services)

The MHS-DS Group works on issues relating to Message Handling Service
use of Directory Services. The Message Handling Services are
primarily X 400, but issues relating to RFC 822 and RFC 822
interworking, in as far as use of the Directory is concerned, are in
the scope of the G oup. Directory Services neans the services based
on X. 500 as specified by the OSI-DS group (RFCs 1274, 1275, 1276
1277, 1278, 1297). The nmajor aimof this group is to define a set of
specifications to enable effective | arge scal e depl oyment of X 400.
While this Goup is not directly concerned with piloting, the focus
is practical, and inplenentations of this work by menbers of the
Group is expected.

Mailing |ist address:
Ceneral Discussion: mhs-ds@rercury. udev. cdc. com
To Subscri be: nmhs- ds-request @rer cury. udev. cdc. com
Anonyrmous FTP site address: (e-nmil archive is here)
mer cury. udev. cdc. com
XNREN X. 400 Pil ot Project

The Internet X 400 Project at the University of Wsconsin is funded
by NSF. W are working on two main areas:

1. Supporting the operational use of X 400.

2. Wrking with others to define organizational procedures
necessary to operate X 400 on a large scale in the Internet.

To support the use of X 400, we are operating a PRVD, assisting sites
in running PP or the Wsconsin Argo X 400 software packages, and
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runni ng an X. 400 Message Transfer Agent (MIA) which is connected to
U S. and international MIAs using RFCL006/ TCP/IP. Internet sites are
invited to join our PRVD or establish X 400 connections with us. The
organi zati onal work is being done jointly by I ETF working groups and
RARE Wor ki ng G oup 1.

Mailing |ist address:
CGeneral Discussion: x400-project-team@s.w sc. edu

RARE W51 (RARE Working Group 1 - Message Handling Systens)

RARE ( Reseaux Associes pour |a Recherche Europeenne) Wrking Goup 1,
Message Handling Systens, creates and pronotes a European
infrastructure for a nmessage handling service within the European
research conmunity, with connections to the gl obal environment.
Menmber ship of the Working Group is by nom nation fromthe nationa
net wor ki ng organi zati ons, together with a nunber of invited experts.

CCTT SG D MHS-MD (CCI TT Study Group D, MHS Managerent Domai ns)
This group initially pursues the developnent of the rules for

regi stering MHS managenent Domain nanes within the US. This group
al so pursues developing a set of voluntary agreenments for North

Aneri can operators of these nmanagenent domains which wll allow
the US to uphold its Tel ecommunications treaty obligations
while the industry nmaintains e-mail as an Information

Processing service. The specific aspect of the treaty that is

i medi ate concern to this group is that subscribers of MHS services
in other countries, especially those countries who treat MHS as a
Tel econmuni cations service, nust be able to reach WMHS wusers in
this country regardless of how their nessage enters the US and
regardl ess of how nany domains are involved in the transfer of the
nmessage to the intended recipient.

The US State Departnent presently considers MHS (e-mail) as an
Information Processing service. Sone other countries consider any
MHS (e-mail) service to be a Telecomunications service and
hence, CCITT treaty obligations apply.

NI ST/ GSA | nt eragency X. 400 Connectivity Project

The goal of this project is to assist the nenbers of the Federa

I nf ormati on Resource Managenent Policy Council (FIRMPoC) in
establishing electronic mail connectivity based on X 400. The
outcome of this project is to continue, as the National Institute of
St andards and Technol ogy (NI ST) has done in the past, providing
Federal agencies with assistance in establishing electronic nai
connectivity. This project is sponsored by the General Services
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Admi ni stration (GSA).
Appendix C. How to Ohtain QU PU, PP and | SODE
| SODE/ QUIPU 7.0

This software supports the devel opnent of certain kinds of CSI
protocol s and applications. Here are the details:

0o The ISODE is not proprietary, but it is not in the public
domain. This was necessary to include a "hold harm ess”
clause in the release. The upshot of all this is that anyone
can get a copy of the release and do anything they want with
it, but no one takes any responsibility whatsoever for any
(m s)use

o The I SODE runs on native Berkeley (4.2, 4.3) and AT&T System V
systens, in addition to various other UN X-1ike operating
systens. No kernel nodifications are required.

0o Current nodul es include:

- OSl transport service (TPO on top of TCP, X 25 and CONS
TP4 for SunLink OSl)

- 0S| session, presentation, and association control services
- ASN. 1 abstract syntax/transfer notation tools, including:

1. Renote operations stub-generator (front-end for renote
oper ati ons)

2. Structure-generator (ASN.1 to Q)
3. Elenment-parser (basic encoding rul es)
- OSl reliable transfer and renote operations services
- OSl directory services
- OSl file transfer, access and managenent
- FTAM FTP gat eway
- OSl virtual terminal (basic class, TELNET profile)

o |SODE 7.0 consists of final "IS" level inplenmentations with the
exception of VI which is a DIS inplenentation. The | SODE al so
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contains inplenentations of the 1984 X 400 versions of RCS and
RTS.

0 Although the | SODE is not "supported" per se, it does have a
probl em reporting address, Bug-|SODE@XTEL. CO. UK. Bug reports
(and fixes) are welconme by the way.

0 The discussion group | SODE@NI SC. SRI . COM i s used as an open
forumon | SODE. Contact | SODE- Request @l SC. SRI. COM to be added
to this list.

0 The primary docunentation for this rel ease consists of a five
vol ume User’s Manual (approx. 1000 pages) and a set of UN X
manual pages. The sources to the User’s Manual are in LaTeX

format. In addition, there are a nunmber of notes, papers, and
presentations included in the docunentation set, again in
either LaTeX or SLiTeX format. If you do not have LaTeX, you

shoul d probably get a hardcopy fromone of the distribution
sites bel ow

| SODE/ QUI PU Di stribution Sites

The FTP or FTAM di stributions of | SODE-7.0 consists of 3 files. The
source and nmain | SODE-7.0 distribution is in the file | SODE-7.tar.Z
which is approximately 4. 7MB in size.

LaTeX source for the entire docunent set can be found in the | SODE-
7-doc.tar.Z file (3.5MB). A list of docunents can be found in the
doc/ directory of the source tree.

A Postscript version of the five volune nanual can be found in the
| SODE-7-ps.tar.Z file (4.3MB).

If you can FTP to the Internet, then use anonynous FTP to uu.psi.com
[136.161.128.3] to retrieve the files in BINARY node fromthe | SODE/
directory.
Addi tional PSI Wite Pages Pil ot Software

The ’usconfig’ program configures a DSA whi ch understands sonme of the
NADF naming rules. This software is primarily intended for creating
directory hierarchies for DSAs from scratch. The add-on software is
avai | abl e via anonynous FTP from uu. psi.comin:

wp/ src/ wpp-addon.tar. Z

Whet her you choose to use 'usconfig or not, please retrieve and
install the addon, and follow the instructions therein. You m ght
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want to retrieve pilot-ps.tar.Z again also, as it contains an updated
Admi ni strator Guide.

Note that the wpp-addon.tar.Z file needs to be installed on top of
the 1SODE 7.0 distribution; it does not duplicate any of the | SODE
7.0, you need to retrieve and generate that too.

PP 6.0

PP is a Message Transfer Agent, intended for high volunme nmessage

swi tching, protocol conversion, and format conversion. It is
targeted for use in an operational environnent, but is also be usefu
for investigating message related applications. Good nanagenent
features are a major aspect of this system PP supports the 1984 and
1988 versions of the CCTT X 400 / |1SO 10021 services and protocols.
Many exi sting RFC- 822 based protocols are supported, along with RFC
1148bi s conversion to X. 400. PP is an appropriate replacenment for

MVDF or Sendnmil. This is the second public rel ease of PP, and
i ncl udes substantial changes based on feedback from using PP on nany
sites.

0o PP is not proprietary and can be used for any purpose. The only
restriction is that suing of the authors for any damage the
code nmay cause is not all owed.

o0 PP runs on a range of UNI X and UNI X-1i ke operating systens,
including SUNCS, Utrix, and BSD. A full list of platforms on
which PP is knowto run is included in the distribution

o Current nodul es include:

- X. 400 (1984) P1 protocol
- X. 400 (1988) P1 protocol

- Sinple mail transfer protocol (SMIP), confornmant to host
requirenents.

- JNT mail (grey book) Protocol
- UUCP mail transfer.
- DECNET Mail-11 transfer

- Distribution Iist expansion and mai ntenance, using either a
file based nechani smor an X 500 directory.

- RFC 822-based | ocal delivery.
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- Delivery tine processing of nessages.

- Conversion between X 400 and RFC-822 according to the | atest
revi sion of RFC- 1148, known as RFC-1148bi s.

- Conversion support for reformatting body parts and headers.
- X-Wndow and |ine-based managenent consol e.

- Message Authorization checking.

- Reformatting support for "mail hub" operation

- X. 500-based distribution list facility using the QU PU
directory.

- FAX interworking

0 No User Agents (UAs) are included with PP. However, procedura
access to the MIA is docunented, to encourage others to wite
or to port UAs. Several existing UAs, such as MH, nay be used
with PP.

o It is expected that a Message Store to be used in conjunction
with PP (PPM5), and an associ ated X- W ndows User Agent (XUA)
will be released on beta test in first quarter 92.

0 The core routing of PP 6.0 is table based. DNS is used by the
SMIP channel . The next version of PP will support Directory
Based routing, which nay use X 500 or DNS

o PP 6.0 requires | SCDE 7.0.

0 X-Wndows rel ease X11R4 (or greater) is needed by sonme of the
managenent tools. PP can be operated without these tools.

0 Although PP is not "supported" per se (but see later), it does
have a problemreporting address (bug reports (and fixes) are
wel cone) :

RFC-822: PP- SUPPORT@CS. UCL. AC. UK
X. 400: S=PP- Support; OU=CS; O=UCL,;
PRVD=UK. AC, ADMD= ; C=GB

0 The discussion group PP-PECPLE@CS. UCL. AC. UK i s used as an open

forumon PP; Contact PP-PEOPLE- REQUEST@CS. UCL. AC. UK to be added
tothis list.
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0 The primary docunentation for this release consists of a three
and a half volume User’s Manual (approx. 300 pages) and a set
of UNI X rmanual pages. The sources to the User’s Manual are in
LaTeX format.

PP Distribution Sites

If you can FTP to the Internet from outside Europe, then use
anonynmous FTP to uu. psi.com[136.161.128.3] to retrieve the file pp-
6.tar.Z in binary node fromthe | SODE/ directory. This file is the
tar imge after being run through the conpress programand is
approxi mately 3Mo in size.

If you can FTP to the Internet from Europe, then use anonynous FTP to
archive. eu.net [192.16.202.1] to retrieve the file pp-6.tar.Z in

bi nary node fromthe network/|1SODE/ directory. This file is the tar

i mage after being run through the conpress programand is

approxi mately 3Mo in size.

| SODE/ QUI PU and PP Platfornms as of Decenber 1991

Machi ne s | SODE PP St acks Not es
CCUR 6000 RTU 5.0 7.0 Yes! TCP 1
CCUR 6000 RTU 6.0 7.0 Yes! TCP 2
X25
CLNS
CDC 4000 Series EP/IX 1.3.2 6. 6+ TCP 3
EP/1X 1.4.1 CLNS
X25
COVPAQ 386/ 25 SCO Unix 5.2 6.0 TCP
COVPAQ 386 BSD 7.0 TCP 4
X25
Convex C120 Convex(s 8.1 7.0 TCP 5
DEC Vax 2nd Berkeley Network rel 7.0 TCP
X25
DEC DECnet - ULTRI X V5. 0 7.0 TCP 6
CLNS
DEC Utrix 3.1D 7.0 5.2 TCP 7
Utrix 4.0 X25
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Utrix 4.1
DEC Utrix 4.2 7.0 TCP
X25
CLNS
DEC VMS v5. X 7.0 TCP
X25
DG Avi on DAUX 4. 30 7.0 TCP 8
Encore Multi max 3xx UMAX V 2. 2h 6.0 TCP 9
Encore Mul ti max 5xx
Encore NP1 UTX/ 32 3. 1a 7.0 TCP 10
X25
Encore PN600O UTX/ 32 2.1b 6.0 TCP 9
Encore PN9000 X25
HP/ 9000/ 3xx HP/ UX 6.0 7.0 TCP 11
HP-UX 7.05 B
HP/ 9000/ 8xx HP- UX 7. 00 7.0 TCP 11
X25
| BM 3090 Al X/370 1.2.1 7.0 TCP 12
| BM PS/ 2 AlX 1.2.1 6.7 TCP 13
| BM RS/ 6000 Al X 3.1 6.8 TCP
Al X 3.0
I CL DRS/ 6000 7.0 5.2 TCP 14
Maci nt osh A/UX 2.0.1 7.0 TCP
Maci nt osh MacGS V6. x 6.0 TCP 15
M ps 4-52 ATT-V3-0 7.0 5.2 TCP 16
Ne XT 7.0 5.2 TCP 17
ORI ON d i pper 6.8 TCP
divetti LSX-3020 X/Cs 2.1 6.7b 5.0 TCP 1
X25
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Pyram d 9800 OSx 5.1 (4.3BSDISVR3.2) 7.0 5.2 TCP 18
Pyramid MS
SEQUENT DYN X V3. 0. 18 7.0 TCP 8
Sony News-1750 NEWS- CS 3.3 6.8 TCP

NEWS- CS 4. Oc
Sun4 SunCs 4.1 7.0 5.2 TCP
Sun3 SunCs 4.1.1 xX25

SunGCS 4. 0. 3¢ CONS

CLNS

Not es:

1. NOT SNWP or VT

2. Little tested

3. Oficial upper |ayer

4. Prototype only!

5. Planned port

6. Being worked on!

7. 3.1D binaries conpiled under 4.2
8. Only QU PU confirned

9. Not QU PU

10. Need "-Dregister=" in CONFI G make

11. Need bug-fix no. 5 from bug-| SODE@t el . co. uk. not SNWP, VT or
FTAM FTP gat eway

12. No VT, QU PU not tested
13. Models 80 and 95

14. NOT SNMP or VT, PP and X. 25 requires patches available from
X- Tel

15. Using MacTCP
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16. Only QU PU tested, built using BSD43 config
17. Need bug-fix no. 6 from bug-| SODE@t el . co. uk
18. Built using BSD config, no VT or SNW

The above tables do not refer to beta releases of |SODE and PP nore
recent than the public | SODE-7.0 or PP-5.2 rel eases. The above table
is generated fromreports sent to bug-1SODE and pp-support. There is
no guarantee the information is correct.

Appendi x D Sanple X. 500 Input File and Restricted Character List

Below is a sanple datafile that illustrates the format for providing
data about persons at your site to be |oaded into the ESnet DSA
Fol l owi ng the sanple datafile is a detail ed expl anati on of the format
and content of the file. W have tried to be as flexible as possible
in defining the format of the file, given the constraints inposed by
an autonated process. We would appreciate feedback on the format of
the file and will try to accombdate any specific needs you may have
to any extent that is reasonable.

#

# Sanple Data File for Bul k Loadi ng X. 500 Dat abase

#

# delimter character is "," 1
# field 1 is comonNane 2
# field 2 i s phone extension 3
# area code for all nunbers is 510 4
# prefix for all nunbers is 422 5
# field 3 is rfc822Mi |l box 6
# field 4 is facsim | eTel ephoneNunber 7
# default facsimleTel ephoneNunber is (510) 422-3333 8
# postal Address for all entries is: 9
# Nati onal Energy Research Superconputer Center 10
# P. O Box 5509 11
# Li vernore, California 94552 12
#

Chri s Anderson, 1915, ander son@ws1. nersc. gov, 13
Lil a Brown, 5680, br ownl @ws2. nersc. gov, 14
Bob Green, 4474, 15
Max Jones, 4488, el vi s@r esl ey. nersc. gov, 5104224444 16
Dave Smith, 9818, snmithd@ws3. nersc. gov, 17
Cat hy White, 4016, snow@hit e. nersc. gov, 18

<end-of-fil e>

Comment lines at the beginning of the file convey relevant formatting
i nformation.
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Fol | owi ng comment |ines, each data |line contains information about
one person.

Fields within a single data line are separated by a delimter
character. You specify the delimter character you wish to use in
the conment section; be sure to choose a delinmiter which does not
appear as a legitimate character in any field of a data |ine.

You nay provide all or part of the attribute types listed in the
table in Section 2.5 (conmonNanme is required). |In the coment
section, you nust indicate which attribute types are contained in
each field of a data line.

Each data line nust contain the sane nunber of fields and the sane
order of fields (i.e. sanme order of attribute types). Two successive
delimters indicated a null value (eof is a considered a field
delimter).

The characters "=", "&", "$", and "#" are NEVER allowed in any
attribute val ue.

Bel ow i s a discussion of relevant |lines of the sanple datafile.

Line 1 The delimter character is identified as a comma (,).

Li ne 2 Field # 1 is identified as containing the conmonName
attribute.

Li ne 3 Field # 2 is identified as containing the tel ephoneNunber
attribute. The actual data value is a 4-digit
ext ensi on.

Lines 4,5 Identify the area code and prefix which apply to al
4-digit extensions in the datafile. If your actua
data val ues already contain area code and/or prefix,
then there woul d be no need to indicate default val ues.

Line 6 Field # 3 is identified as containing the rfc822Mi |l box
attribute.
Line 7 Field # 4 is identified as containing the

facsi m | eTel ephoneNunber attri bute.

Line 8 Identifies the default value for
facsi m | eTel ephoneNunber. If field 4 is missing in a
data line, the default value will be applied.

Lines 9-12 ldentify the value of the postal Address attribute which
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applies to all entries.

Li ne 13 commonNanme= Chris Anderson

sur Nane= Ander son

t el ephoneNunber = 510-422- 1915

rf c822Mai | Box= ander son@ws1. nersc. gov

facsi m | eTel ephoneNunber = 510-422- 3333

post al Address= National Energy Research Superconputer Center
P. O Box 5509
Li vernmore, California 94552

Line 14 comonNane= Lila Brown

sur Name= Br own

t el ephoneNunber = 510-422- 5680

rf c822Mai | Box= brownl @ws2. nersc. gov

facsi m | eTel ephoneNunber = 510- 422- 3333

post al Address= National Energy Research Superconputer Center
P. O Box 5509
Li vernore, California 94552

Line 15 commonNanme= Bob Green

sur Nane= G een

t el ephoneNunber = 510- 422- 4474

rf c822Mai | Box=

facsi m | eTel ephoneNunber = 510-422- 3333

post al Address= National Energy Research Superconputer Center
P. O Box 5509
Li vernmore, California 94552

Line 16 comonNanme= Max Jones

sur Name= Jones

t el ephoneNunber = 510-422- 4488

rfc822Mai | Box= el vi s@r esl ey. nersc. gov

facsi m | eTel ephoneNunber = 510- 422- 4444

post al Address= National Energy Research Superconputer Center
P. O Box 5509
Li vernore, California 94552

Line 17 comonNanme= Dave Snith

surNane= Smith

t el ephoneNunber = 510- 422-9818

rfc822Mai | Box= snit hd@ws3. nersc. gov

facsi m | eTel ephoneNunber = 510-422- 3333

post al Address= National Energy Research Superconputer Center
P. O Box 5509
Li vernmore, California 94552
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Line 18 comonNane= Cathy Wiite

sur Name= Wi te

t el ephoneNunber = 510-422- 4016

rf c822Mai | Box= snow@hit e. nersc. gov

facsi m | eTel ephoneNunber = 510- 422- 3333

post al Address= National Energy Research Superconputer Center
P. O. Box 5509
Li vernore, California 94552

Appendi x E: ESnet Backbone Sites
Gover nnment Agenci es

U. S. Departnment of Energy, Ofice of Energy Research (DCE)
Ger mant own, Maryl and USA

U S. Department of Energy, San Francisco Ofice (SAN)
Gakl and, California  USA

Nat i onal Laboratories

NASA Ames Research Center (AMES, Fl X-\WEST)
Mountain View, California USA

Argonne National Laboratory (ANL)
Argonne, Illinois USA

Br ookhaven Nati onal Laboratory (BNL)
Upt on, New York USA

Conti nuous El ectron Beam Accel erator Facility (CEBAF)
Newport News, Virginia USA

Ferm National Accel erator Laboratory (FNAL)
Batavia, Illinois USA

Law ence Berkel ey Laboratory (LBL)
Berkel ey, California USA

Law ence Livernore National Laboratory (LLNL)
Livernore, California USA

Los Al anpbs National Laboratory (LANL)
Los Al anps, New Mexi co USA

Cak Ridge National Laboratory (ORNL)
Cak Ridge, Tennessee USA
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Paci fic Northwest Laboratory (PNL)
Ri chl and, Washi ngton USA

Princeton Plasma Physics Laboratory (PPPL)
Princeton, New Jersey USA

Sandi a National Laboratory, Al buquerque (SNLA)
Al bugquer que, New Mexi co USA

Stanford Linear Accel erator Center (SLAC)
Menl o Park, California USA

Super conducti ng Super Col |lider (SSC)
Dal | as, Texas USA

Uni versities

California Institute of Technology (CIT)
Pasadena, California USA

Florida State University (FSU)
Tal | ahassee, Florida USA

lowa State University (ISU)
Ames, |owa USA

Massachusetts Institute of Technology (MT)
Canbri dge, Massachusetts USA

New York University (NYU)
Upt on, New York USA

Cak Ridge Associated Universities (ORAU)
Cak Ri dge, Tennessee USA

University of California, Los Angeles (UCLA)
Westwood, California USA

University of Maryland (UVD, FI X- EAST)
Col | ege Park, Maryl and USA

Uni versity of Texas, Austin (UTA)
Austin, Texas USA

Commercial Entities

Ceneral Atomics (GA)
San Diego, California USA
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O fice of Science and Technol ogy I nformation (GOSTI)
CGak Ri dge, Tennessee USA

Sci ence Applications, Incorporated (SAlC)
McLean, Virginia USA

Appendi x F: Local Site Contacts for DOE Nanming Authorities

Belowis a list of all Departnent of Energy GOSIP Site Authorities
for OSI registration and addressing. This information was obtai ned
fromthe DoE GOSIP On-Line Informati on System (DOE-GO S), dated
Novenmber 18, 1991.

Marian F. Sotel

Director, Information managenment Divi sion
U. S. Departnment of Energy

DCE Field Ofice, Al buquerque

Denni s Jensen

Anes Laboratory
258H Devel opnent
Ames, | A 50011-3020
(515) 294-7909

Li nda W nkl er

Argonne National Laboratory
Argonne, |L 60439

(708) 972-7236

R E. Krener

Manager, Resource Autonation
U S. Department of Energy
Bettis Atom c Power |aboratory

Gary Ragsdal e

Manager, Infornmation Services

U. S. Departnent of Energy
Bonnevi |l | e Power Admi nistration
905 NE 11th Avenue

Portl and, OR 97232

Wayne Larson

Head of Data Conmuni cati ons Unit
U S. Department of Energy
Bonnevil | e Power Adm ni stration
905 NE 11t h Avenue

Portl and, OR 97232
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Ceorge Rabinowitz

Head Di stributed Conputing Section
Br ookhaven Nati onal Laboratory

Upt on, New York 11973

(516) 282-7637

Donna A. Dyxin

Communi cati ons Speci al i st
U S. Departnment of Energy
DCE Field Ofice, Chicago
9800 South Cass Avenue
Argonne, |IL 60439

El ai ne R Liebrecht

Syst em Manager and Pl anni ng Super vi sor
EGG Mound Applied Technol ogi es

P. 0. Box 3000

M ani sburg, OH 45343-3000

(FTS) 774-3733 or (513) 865-3733

Jeffrey J. Johnson

Commruni cati ons Super vi sor

EGG Mbund Applied Technol ogi es
P. 0. Box 3000

M ani sburg, OH 45343-3000

(FTS) 774-4230 or (513) 865-4230

Paul P. Herr

U S. Department of Energy
Energy I nformati on Agency
(202) 586-7318

WIlliamH Foster

U. S. Departnment of Energy
Energy Information Agency
(202) 586-6310

Mark O. Kal et ka

Dat a Communi cati ons G oup Leader, Conputing Div.
Ferm National Accelerator Lab

P. O. Box 500

Batavia, |IL 60510

(708) 840-2965

David A. Mackl er

Grand Junction Project Ofice
(FTS) 326-6412
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Wayne L. Selfors
Grand Junction Project Ofice
(FTS) 326-6525

Cerald F. Chappell

Director, |ITSO

U. S. Departnent of Energy
Headquarters

Washi ngton D. C., 20545

(FTS) 233-3685 or (301) 903-3685

Joe Diel
Supervi sor, Bi omat hematics G oup
I TR

David H. Robi nson

Section Supervisor, Information Systens
Al li ed-Si gnal Aerospace Conpany

Kansas City Division

P. O Box 419159

Kansas City, MO 64141-6159

(FTS) 997-3690 or (816) 997-3690

Robert M Jensen

Supervi sory Engi neer, Information Systens
Al li ed-Si gnal Aerospace Conpany

Kansas City Division

P. O Box 419159

Kansas City, MO 64141-6159

(FTS) 997-5538 or (816) 997-5538

Russel I Wi ght

Law ence Berkel ey Laboratories
1 Cyclotron Road

Ber kel ey, CA 94720

(510) 486- 6965

Wlliam A Lokke

Associate Director for Conputation
Lawr ence Livernore National Lab
(FTS) 532-9870 or (669) 422-9870

Philip Wod/ d enn M chel

Los Al anpos National Laboratory
Los Al anps, NM 87545

(FTS) 843-1845 or (FTS) 843-2598
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Robert Bruen

M T Laboratory for Nucl ear Science
Conputer Facilities Manager
Massachusetts Institute of Tech.
Canbri dge, MA

Mark Cerullo
Mor gant own Ener gy Technol ogy Center
(FTS) 923-4345

Hank Lat ham
NVRSN
(FTS) 575-7646

Bill Mrrison

Net wor k Speci al i st

Bechtel Petrol eum Operations, Inc
Naval Petrol eum Reserves California
P. 0. Box 127

Tupman, CA 93276

(FTS) 797-6933 or (805) 763-6933

Mary Ann Jones
DOE Field Ofice, Nevada

Bill Freberg
Conput er Sci ences Corporation
DCE Field Ofice, Nevada

Roger Har dwi ck
Project Director

Roy F. Weston

OCRVWM

3885 S. Decatur Blvd.
Las Vegas, NV 89103
(702) 873-6200

John Gandi

U S. Department of Energy
OCRVWM

101 Convention Ctr

Phase Il Conplex, Suite 202
Las Vegas, NV 89109

(702) 794-7954

Benny Goodman

U S. Department of Energy
OsSTI
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Raynond F. Cook
U S. Departnment of Energy
OsTI

D. M Turnpin

Martin Marietta Energy Systens, Inc
CGak Ridge

P. 0. Box 2009

OCak Ridge, TN 37831-8227

(FTS) 626-8848 or (615) 576-8848

T. E Birchfield

Supervi sor, Electronic Informations Delivery Sect.
Martin Marietta Energy Systens, Inc

Cak Ridge

P. 0. Box 2008

Cak Ridge, TN 37831-6283

(FTS) 624-4635 or (615) 574-4635

Bobby Bruni ey
TRESP Associ at es
DCE Field Ofice, Gak Ridge

M ke Letternman
TRESP Associ at es
DCE Field Ofice, GCak Ridge

S. Dean Carpenter

Department Head, Conmuni cati ons
Mason and Hanger

Pant ex Pl ant

Wayne C. Phillips

Secti on Head, Internal Conmmunications
Mason and Hanger

Pant ex Pl ant

A. J. Lel ekacs

Sr. Networki ng Engineer
Ceneral Electric

Pi nel | as Pl ant

P. OO Box 2908

Neut ron Devi ces Depart nent
Largo, FL 34649-2908
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Paul A. Funk

Site Access Coordi nator

Princeton Plasma Physics Laboratory
P. 0. Box 451

Princeton, NJ 08543

(609) 243-3403

John Mur phy

Branch Chief, Information and Conmuni cati on Mymnt
U. S. Departnment of Energy

DCE Field Ofice, Richland

P. O Box 550

Ri chl and, WA 99352

(FTS) 444-7543 or (509) 376-7543

M ke Schm dt

Tel ecom & Networ k Services | RM
West i nghouse Hanford Conpany
DCE Field Ofice, R chland

P. 0. Box 1970

Ri chl and, WA 99352

(FTS) 444-7739 or (509) 376-7739

Dwayne Ransey

I nf ormati on Resources Managenent Division
U S. Department of Energy

DCE Field Ofice, San Francisco

(FTS) 536-4302

W F. Mason

Central Conputing Systens Manager
Sandi a National Laboratories - AL
P. O Box 5800

Al buquer que, NM 87185

(FTS) 845-8059 or (505) 845-8059

Harry R Hol den

U S. Department of Energy

DOE Field Ofice, Savannah River
P.O Box A

Ai ken, SC 29802

(FTS) 239-1118 or (803) 725-1118
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Reggi e Peagl er

Networ k Security O ficer
Savannah River Site

Bui I ding 773-51A

Al ken, SC 29808

(FTS) 239-3418 or (803) 557-3418

Wade A. Gai nes

Acting ADP Manager

U. S. Departnment of Energy

Sout heast ern Power Admi nistration
Sanuel El bert Buil ding

El berton, GA 30635

Paul Richard
Sout hwest ern Power Adni nistration
(FTS) 745-7482

Dr. R Les Cottrell

Assi stant Director, SLAC Conputer Services
Stanford Linear Accel erator Center

P. O. Box 4349

St anf ord, CA 94309

John Lucero

Systens Anal yst, Managenent Systens
Westi nghouse El ectric Corporation
Waste Isolation Pilot Plant

P. O Box 2078

Carl sbad, NM 88221

(FTS) 571-8459 or (505) 887-8459

Law ence Bl uhm

Sr. Systens Anal yst, Managenent Systens
Westi nghouse El ectric Corporation

Waste |solation Pilot Plant

P. O Box 2078

Carl sbad, NM 88221

(FTS) 571-8459 or (505) 887-8459

Ben Sandoval
Western Area Power Administration
(FTS) 327-7470

John Sewel |

Western Area Power Adninistration
(FTS) 327-7407
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Appendi x G  Recommended Readi ng
RFCs (Request For Comments)

The following RFCs nmay be obtained fromthe ESnet Information Server
They are stored in the directory [ ANONYMOUS. RFCS]. They nmay be
retrieved via anonynous FTP (nic.es.net, 128.55.32.3) or DECnet copy
(ESNIC::, 41.174).

RFC1328 X.400 1988 to 1984 downgradi ng. Hardcastle-Kille, S.E. 1992
May; 5 p. (Format: TXT=10006 byt es)

RFC1327 Mappi ng Between X. 400 (1988) /I1SO 10021 and RFC 822.
Hardcastle-Kille, S.E. 1992 May; 113 p. (Format: TXT=228598 byt es)

RFC1309 Techni cal overview of directory services using the X 500
protocol. Wider, C; Reynolds, J.K; Heker, S. 1992 March; 4 p
(Format: TXT=35694 bytes)

RFC1308 Executive Introduction to Directory Services Using the X 500
Protocol. Wider, C; Reynolds, J.K 1992 March; 4 p. (Fornat:
TXT=9392 byt es)

RFC1295 North Anerican Directory Forum User bill of rights for
entries and listing in the public directory. 1992 January; 2 p.
(Format: TXT=3502 bytes)

RFC1292 Lang, R ; Wight, R Catal og of Available X 500
| mpl enent ati ons. 1991 Decenber; 103 p. (Format: TXT=129468 byt es)

RFC1279 Hardcastle-Kille, S.E. X. 500 and dommins. 1991 Novenber; 13
p. (Format: TXT=26669, PS=170029 byt es)

RFC1278 Hardcastle-Kille, S.E. String encoding of presentation
address. 1991 Novenber; 5 p. (Format: TXT=10256, PS=128696 byt es)

RFC1277 Hardcastle-Kille, S.E. Encoding network addresses to support
operations over non-OSI |ower layers. 1991 Novenber; 10 p
(Format: TXT=22254, PS=176169 byt es)

RFC1276 Hardcastle-Kille, S.E. Replication and distributed operations
extensions to provide an Internet directory using X 500. 1991
Novenber; 17 p. (Format: TXT=33731, PS=217170 bytes)

RFC1275 Hardcastle-Kille, S.E. Replication requirenents to provide an

Internet directory using X 500. 1991 Novenber; 2 p. (Format:
TXT=4616, PS=83736 bytes)
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RFC1274 Kille, S.E.; Barker, P. COSINE and Internet X. 500 schema. 1991
Novenber; 60 p. (Format: TXT=92827 byt es)

RFC1255 North Anerican Directory Forum Nam ng scheme for c=US. 1991
Septenmber; 25 p. (Format: TXT=53783 bytes) (Cbsoletes RFC 1218)

RFC1249 Howes, T.; Snmith, M; Beecher, B. DI XIE protoco
specification. 1991 August; 10 p. (Format: TXT=20693 byt es)

RFC1202 Rose, MT. Directory Assistance service. 1991 February; 11 p.
(Format: TXT=21645 byt es)

RFC1006 Rose, MT.; Cass, D.E. [1SOtransport services on top of the
TCP: Version 3. 1987 May; 17 p. (Format: TXT=31935 bytes)

Non Publ i shed Wor ki ng Not es

"A String Representation of Distinguished Names", S.E. Hardcastle-Kille,
01/ 30/ 1992.

The OSI Directory uses distinguished nanmes as the prinmary keys to
entries in the directory. Distinguished Nanes are encoded in
ASN. 1. When a distingui shed name i s conmmuni cated between to users
not using a directory protocol (e.g., in a mail nmessage), there is
a need to have a user-oriented string representation of

di stingui shed nane.

"An Access Control Approach for Searching and Listing", S. E
Hardcastle-Kille, T. Howes, 09/23/1991.

This meno defines an extended ACL (Access Control List) mechani sm
for the OSI Directory. It is intended to neet strong operationa
requi renents to restrict searching and listing externally, while
all owi ng nuch nore freedomw thin an organi zation. |In particular,
this mechani smnmakes it possible to restrict searches to certain
sets of attributes, and to prevent "trawing": the disclosure of

| arge organi zational data or structure infornation by repeated
searches or lists. This capability is necessary for organizations
that want to hide their internal structure, or to prevent dunping
of their entire database. This meno describes functionality
beyond, but conpatible with, that expected in the 1992 X 500

st andard.

"Building an Internet Directory using X 500", S. Kille, 01/07/1991
The | ETF has established a Woirking Group on OSI Directory Services.

A maj or conponent of the initial work of this group is to establish
a technical framework for establishing a Directory Service on the
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I nternet, naking use of the X 500 protocols and services. This
docunent sumari zes the strategy established by the Wrking G oup,
and describes a nunmber of RFCs which will be witten in order to
establish the technical framework

"Directory Requirenents for COSINE and Internet Pilots (OSI-DS 18)",

" DSA

S.E. Hardcastle-Kille, 07/09/1991

Thi s docunent specifies operational requirenents for DUAs and DSAs
in the Internet and COSINE comunities. This docunment sunmarizes
conformance requirenents. In nost cases, technical detail is
handl ed by reference to other docunents. This docunent refers to
core directory infrastructure. Each application using the directory
may i npose additional requirenents.

Nam ng", S.E. Hardcastle-Kille, 01/24/1992.

Thi s docunent describes a few problens with DSA Naming as currently
depl oyed in pilot exercises, and suggests a new approach. This
approach is suggested for use in the Internet Directory Pilot,

whi ch overconmes a nunmber of existing problens, and is an inportant
component for the next stage in increase of scale.

"Handling QOS (Quality of service) in the Directory", S.E Kille,

08/ 29/ 1991.

Thi s docunent describes a mechanismfor specifying the Quality of
Service for DSA Operations and Data in the Internet Pilot Directory
Service "Building and internet directory using X 500"

"InterimDirectory Tree Structure for Network Infrastructure

Information", Chris Weider, Mark Knopper, Ruth Lang, 06/14/1991

As work progresses on incorporating WHO S and Net wor k
Infrastructure information into X 500, we thought it would be
useful to document the current DIT structure for this information
along with sone thoughts on future expansion and organi zati on of
this subtree of the DIT. The first section of this docunent
describes the current structure, the second section the possible
expansi on of the structure.

"InterimSchema for Network Infrastructure Information in X 500 New

nane: Encodi ng Network Addresses to support operation ov", Chris
Wi der, Mark Knopper, 06/14/1991

As the OSI Directory progresses into an operational structure which
is being increasingly used as a primary resource for Directory
Information, it was perceived that having the Internet Site
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" Nami

" oSl

Contacts and sonme linmted network information in the Directory
woul d be inmediately useful and would al so provide the prelimnary
framework for sone distributed NIC functions. This paper describes
the interimschema used to contain this information

ng Quidelines for Directory Pilots", P. Barker, S.E. Kille,
01/ 30/ 1992.

Depl oynment of a Directory will benefit fromfollow ng certain
gui del i nes. This docunent defines a nunber of nam ng guidelines.
Alignment to these guidelines will be reconmrended for nationa

pi |l ots.

NSAP Address Format For Use In The Internet”", R Colella, R Callon
02/ 13/ 1991.

The Internet is noving towards a multi-protocol environnent that
includes OSI. To support OSI, it is necessary to address network

| ayer entities and network service users. The basic principles of
OSI Network Layer addressing and Network Service Access Points
(NSAPs) are defined in Addendum 2 to the OSI Network service
definition. This docunent recomrends a structure for the Domain
Specific Part of NSAP addresses for use in the Internet that is
consistent with these principles.

"Representing Public Archives in the Directory", Wngyik Yeong,

12/ 04/ 1991.

The proliferation of publicly accessible archives in the Internet
has created an ever-w deni ng gap between the fact of the existence
of such archives, and know edge about the existence and contents of
these archives in the user community. Related to this problemis
the problem of al so providing users with the necessary information
on the nmechani sns available to retrieve such archives. In order
for the Internet user community to better avail thenselves of this
class of resources, there is a need for these gaps in know edge to
be bridged.

"Schema for Informati on Resource Description in X 500", Chris Wider

ESCC

06/ 14/ 1991.

The authors are interested in allow ng distributed access and
updating for Informati on Resource Description information to users
of the Internet. This paper discusses the schena used to hold the
I nformati on Resource Description information. The new attributes
are taken fromthe US-MARC fields, and subfields, with the napping
described in the text.
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"Schema for NIC Profile Information in X 500", Chris Wider, Mrk
Knopper, 06/14/1991

The authors of this docunent, in conjunction with the chairs of the
| ETF Network Information Services Infrastructure (NI SI) group

would like to inplement a Directory of Network Information Centers,
or NICs. This will enable NICs to find each other easily, wll

all ow users with access to a DSA to find out where NICs are, and
will in general facilitate the distribution of information about
the Internet and sone of its infrastructure. This docunent
proposes a set of standard schema for this information.

"Using the OSI Directory to Achieve User Friendly Naming", S. Kille
01/ 30/ 1992.

The OSI Directory has user friendly nanming as a goal. A sinple
m nded usage of the directory does not achieve this. Two aspects
not achieved are: 1) A user oriented notation and 2)
Quessability. This proposal sets out sone conventions for
representing nanes in a friendly manner, and shows how this can be
used to achieve really friendly nanming. This then leads to a
specification of a standard format for representing nanes, and to
procedures to resolve them This |leads to a specification which
all ows directory nanes to be communi cated between humans. The
format in this specification is identical to that defined in the
reference of "A String Representation of Distinguished Nanme", and
it is intended that these specifications are conpatible.

"Requirenments for X 400 Managenent Domains (MDs) Operating in the d oba
Research and Devel oprment X. 400 Service", R Hagens, 11/12/1991

This docunent specifies a set of mnimal operati ona
requirenents that nust be inplemented by all Managenent Donai ns
(MDs) in the dobal R&D X 400 Service. This docunment defines
the <core operational requirements; in sone cases, technica

detail is handled by reference to other docunents. The d oba
R&D X. 400 Service is defined as all organizations which neet the
requi renents described in this docunent.

"Routing Coordination for X. 400 MHS Services within a
Mul tiprotocol/Miltinetwork Environnent”, U Eppenberger,
10/ 25/ 1992.

The X 400 addresses do start to appear on business cards. The
different MHS service providers are not well interconnected and
coordi nated which makes it a very hard job for the MHS nmanagers to
know where to route all the new addresses. A big nunber of X 400

i npl enent ati ons support different | ower |layer stacks. Taking into
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account the variety of existing large transport networks, there is
now t he chance of inplenenting a worl dwi de nessage handling service
using the sane electronic mail standard and therefore w thout the
need of gateways with service reduction and w thout the restriction
to a single conmmon transport network. This docunment proposes how
messages can travel over different networks by using nulti stack
MIAs as relays. Docunment formats and coordi nation procedures bridge
the gap until an X 500 directory service is ready to store the
needed connectivity and routing information

I nternational Standards Docunents

International Consultative Conmittee for Tel ephone and Tel egraph. Open
Systens I nterconnection - The Directory. X 500 Series
Recommendati ons. Decenber, 1988.

(al so published as)

ISOIEC. Information Technol ogy - Open Systens |Interconnection - The
Directory. International Standard 9594. 1989.

International Consultative Conmittee for Tel ephone and Tel egraph. Data
Commruni cati on Networ ks - Message Handling Systens. X 400 Series
Recommendat i ons. Ceneva 1985.

International Consultative Conmittee for Tel ephone and Tel egraph. Data
Communi cati on Networks - Message Handling Systens. X 400 Series
Reconmendat i ons. Mel bour ne, 1988.

NI ST Docunent s
(National Institute of Standards and Technol ogy Docunents)

The foll owi ng docunents can be retrieved fromthe ESnet Information
Server in directory [ ANONYMOUS. NI ST] .

Gover nnent Open Systens |Interconnection Profile (GOSIP) Version 1,
National Institute of Standards and Technol ogy, Federal |nformation
Processi ng Standards Publication #146, August, 1988.

Gover nnment Open Systens | nterconnection Profile (GOSIP) Version 2,
National Institute of Standards and Technol ogy, October, 1990.

DCE Docunent s
The foll owi ng docunments prepared by the DOE GOSI P M gration WrKking

G oup can be retrieved fromthe ESnet Information Server in directory
[ ANONYMOUS. DOE- GOSI P .
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U. S. Departnment of Energy. Government Qpen Systens |nterconnection
Profile. Transition Strategy. DOE GOSI P Docunent # GWM ST-008.
Novenber, 1990.

U S. Departnment of Energy. Government Open Systens |nterconnection
Profile. Transition Plan. DOE GOSI P Docunent # GW PN _005.
Novenber, 1990.

U. S. Departnent of Energy. Government Cpen Systens |nterconnection
Profile. Procedures and Quidelines. DOE GOSI P Docurment # GW PR-
007. April, 1991.

| ETF Wor ki ng Groups

Three | ETF working groups, OSI X 400, OSl-DS and MHS-DS have been
working in in X 400 and X 500. Mnutes of neetings, descriptions of
the wor ki ng groups’ charters and goals, information about mailing
lists, and other pertinent docunents can be retrieved fromthe ESnet
Information Server in the directories [ ANONYMOUS. | ETF. OSI DS],

[ ANONYMOUS. | ETF. OSI X400] and [ ANONYMOUS. | ETF. MHSME] .

O hers

Marshall T. Rose, Julian P. Onions and Colin J. Robbins. The |ISO
Devel oprment Environment: User’'s Manual, 1991. | SODE Docunentation
Set .

Marshall T. Rose and Wengyi k Yeong. PSI White Pages Pilot Project:
Administrator’s Cuide, 1991. | SCDE Docunentation Set.

Marshall T. Rose. The Open Book: A Practical Perspective on Qpen
Systens | nterconnection. Prentice-hall, 1990. |SBN 0-13-643016- 3.

Marshall T. Rose. The Little Black Book: Mil Bonding with OS|
Directory Services. Prentice-hall, 1991. |SBN 0-13-683219-5.

Al an Turner and Paul G efle, Pacfic Northwest Laboratory. Perfornmance
Anal ysis of an OSI X. 500 (QUI PU) Directory Service |nplnentation.
1992. Available on nic.es.net in the directory [ ANONYMOUS. ESNET-
DOC] QUI PU- PERF. PS
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Security issues are discussed in sections 2.5.1 and 2.7.5.1 of this

meno.
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