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RI P-2 MD5 Authentication
Status of this Meno

This docunent specifies an Internet standards track protocol for the
Internet conmmunity, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardi zati on state
and status of this protocol. Distribution of this neno is unlimted.
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1. Use of Inperatives
Thr oughout this document, the words that are used to define the
significance of particular requirenents are capitalized. These words
are:
MUST

This word or the adjective "REQJ RED' nmeans that the itemis an
absol ute requirenment of this specification.
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MUST NOT

Thi s phrase nmeans that the itemis an absolute prohibition of this
speci fication.

SHOULD

This word or the adjective "RECOWENDED' neans that there may

exi st valid reasons in particular circunstances to ignore this
item but the full inplications should be understood and the case
careful ly wei ghed before choosing a different course.

SHOULD NOT

Thi s phrase neans that there may exist valid reasons in particul ar
ci rcunmst ances when the |listed behavior is acceptable or even
useful, but the full inplications should be understood and the
case carefully wei ghed before inplenenting any behavi or descri bed
with this I abel

MAY
This word or the adjective "OPTIONAL" neans that this itemis
truly optional. One vendor nmay choose to include the item because

a particular nmarketplace requires it or because it enhances the
product, for exanple; another vendor may onit the sane item

2. Introduction

Gowh in the Internet has nade us aware of the need for inproved

aut hentication of routing information. RIP-2 provides for

unaut henticated service (as in classical R P), or password

aut hentication. Both are vulnerable to passive attacks currently

wi despread in the Internet. WelIl-understood security issues exist in
routing protocols [4]. Cear text passwords, currently specified for
use with RIP-2, are no |onger considered sufficient [5].

If authentication is disabled, then only sinple nisconfigurations are
detected. Sinple passwords transnitted in the clear will further
protect agai nst the honest nei ghbor, but are useless in the genera
case. By sinply capturing information on the wire - straightforward
even in a renote environment - a hostile process can |earn the
password and overcone the network.

We propose that RIP-2 use an authentication algorithm as was
originally proposed for SNWP Version 2, augmented by a sequence
nunber. Keyed MD5 is proposed as the standard authentication
algorithmfor RIP-2, but the mechanismis intended to be algorithm
i ndependent. While this nechanismis not unbreakable (no known
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mechanismis), it provides a greatly enhanced probability that a
system being attacked will detect and ignore hostile nessages. This
is because we transnit the output of an authentication algorithm
(e.g., Keyed MD5) rather than the secret RIP-2 Authentication Key.
This output is a one-way function of a nmessage and a secret RIP-2

Aut hentication Key. This RIP-2 Authentication Key is never sent over
the network in the clear, thus providing protection against the
passi ve attacks now comonpl ace in the Internet.

In this way, protection is afforded against forgery or nessage

nmodi fication. It is possible to replay a nmessage until the sequence
nunber changes, but the sequence nunber nekes replay in the long term
| ess of an issue. The nechani sm does not afford confidentiality,
since nessages stay in the clear; however, the nmechanismis al so
exportable fromnost countries, which test a privacy algorithmwould
fail

O her relevant rationales for the approach are that Keyed MD5 is
bei ng used for OSPF cryptographic authentication, and is therefore
present in routers already, as is sone form of password managenent.
A simlar approach has been standardi zed for use in |P-layer

aut hentication. [7]

3. I nplenentation Approach
| npl ementation requires three issues to be addressed:
(1) A changed packet format,
(2) Authentication procedures, and
(3) Managenent controls.
3.1. RIP-2 PDU For nat
The basic R P-2 nessage fornat provides for an 8 byte header with an
array of 20 byte records as its data content. Wen Keyed MD5 is
used, the sane header and content are used, except that the 16 byte
"aut hentication key" field is reused to describe a "Keyed Message
Digest" trailer. This consists in five fields:
(1) The "Authentication Type" is Keyed Message Di gest Al gorithm
i ndicated by the value 3 (1 and 2 indicate "I P Route" and
"Password", respectively).
(2) A 16 bit offset fromthe RIP-2 header to the MD5 digest (if no

other trailer fields are ever defined, this value equals the
RI P-2 Data Length).
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(3) An unsigned 8-bit field that contains the Key ldentifier
or Key-1D. This identifies the key used to create the
Aut hentication Data for this RIP-2 nessage. In
i npl enent ati ons supporting nore than one authentication
algorithm the Key-ID al so indicates the authentication
algorithmin use for this nessage. A key is associated with
an interface.

(4) An unsigned 8-bit field that contains the length in octets of the
trailing Authentication Data field. The presence of this field
permts other algorithms (e.g., Keyed SHA) to be substituted for
Keyed MD5 if desired.

(5) An unsigned 32 bit sequence nunmber. The sequence nunber MJST be
non- decreasing for all nessages sent with the same Key |D

The trailer consists of the Authentication Data, which is the output
of the Keyed Message Digest Algorithm \When the Authentication
Algorithmis Keyed MD5, the output data is 16 bytes; during digest
calculation, this is effectively followed by a pad field and a I ength
field as defined by RFC 1321.
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3.2. Processing Algorithm

When the authentication type is "Keyed Message Digest", nessage
processing is changed in nessage creation and reception.

0 1 2 33
01234567890123456789012345678901

T T R o o i e S  E  E e e s o i N SR

| Conmand (1) | Version (1) | Routi ng Domain (2) |

Fom e e e e e oo oo Fom e e e e e oo oo Fom e m e e e e e e e e e e e +

| OxFFFF | AuType=Keyed Message Di gest |

o e e m e e e e e e e e e e oo oo - o e e m e e e e e e e e e e oo oo - +

| RI P-2 Packet Length | Key I D | Auth Data Len |

B o T T S e i i Sl NI S e S et ol mt ST T S i S S
| Sequence Nunber (non-decreasing) |
B T S St i i T s T e o S S i St SN
| reserved nust be zero |
B ok T S S S e it S R R et et TEIE SRR SR S S S S S s i e o =
| reserved nust be zero |
B o T T S e i i Sl NI S e S et ol mt ST T S i S S

(RI P-2 Packet Length - 24) bytes of Data

) )
|+- B T S e T T i S S S o S i S SN SR S S |+
| OXFFFF | 0x01 |
B Lt r s i i i o o T s ks S R S
/  Authentication Data (var. length; 16 bytes with Keyed MD5) /
B s T s s e T o e S T ks et s oot ST S S S o S S 3

In menory, the following trailer is appended by the MD5 al gorithm and
treated as though it were part of the nmessage.

T T S I S T S
si xteen octets of MD5 "secret"

+-
/

B e i i e e e R S e e s Tk i R S R S
| zero or nore pad bytes (defined by RFC 1321 when MD5 is used)
B e e et i S e S e S e S et ol S il e T T R S R S
| 64 bit message | ength MW

B T e o i S I i i S S N iy St S I S S
| 64 bit message | ength LSW |
B s S S i i i ks a ks st S S S S S S

+
|
/
|
+
|
+
|
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3. 2.

Bak

1. Message Ceneration
The RIP-2 Packet is created as usual, with these exceptions:

(1) The UDP checksum need not be cal cul ated, but MAY be set to
zero.

(2) The authentication type field indicates the Keyed Message Di gest
Al gorithm (3).

(3) The authentication "password" field is reused to store a packet
offset to the Authentication Data, a Key ldentifier, the
Aut hentication Data Length, and a non-decreasi ng sequence nunber.

The val ue used in the sequence nunber is arbitrary, but two
suggestions are the tine of the nessage’'s creation or a sinple
nessage counter.

The RIP-2 Authentication Key is selected by the sender based on the
outgoing interface. Each key has a lifetine associated with it. No
key is ever used outside its lifetine. Since the key's algorithmis
related to the key itself, stored in the sender and receiver along
with it, the Key ID effectively indicates which authentication
algorithmis in use if the inplenentation supports nore than one

aut hentication al gorithm

(1) The RIP-2 header’s packet length field indicates the standard
RI P-2 portion of the packet.

(2) The Authentication Data Offset, Key Identifier, and
Aut hentication Data size fields are filled in appropriately.

(3) The RIP-2 Authentication Key, which is 16 bytes |ong when the
Keyed MD5 algorithmis used, is now appended to the data. For
all algorithnms, the RIP-2 Authentication Key is never |onger than
the output of the algorithmin use.

(4) Trailing pad and length fields are added and the di gest
cal cul ated using the indicated algorithm Wen Keyed MD5 is the
algorithmin use, these are cal cul ated per RFC 1321.

(5) The digest is witten over the RIP-2 Authentication Key. Wen
MD5 is used, this digest will be 16 bytes | ong.

The trailing pad is not actually transmitted, as it is entirely
predi ctable fromthe nmessage | ength and algorithmin use.
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3. 2.

4,

4.

1

2. Message Reception
Wien the nessage is received, the process is reversed:
(1) The digest is set aside,

(2) The appropriate algorithmand key are determ ned fromthe val ue
of the Key Identifier field,

(3) The RIP-2 Authentication Key is witten into the appropriate
nunber (16 when Keyed MD5 is used) of bytes starting at the
of fset indicated,

(4) Appropriate padding is added as needed, and
(5) A new digest calculated using the indicated al gorithm

If the cal cul ated di gest does not match the received digest, the

message i s discarded unprocessed. |f the neighbor has been heard

fromrecently enough to have viable routes in the route table and the

recei ved sequence nunber is less than the | ast one received, the

message |ikew se is discarded unprocessed. Wen connectivity to the

nei ghbor has been lost, the receiver SHOULD be ready to accept

ei ther:

- a nessage with a sequence nunber of zero

- a nessage with a higher sequence nunmber than the |ast received
sequence numnber.

A router that has forgotten its current sequence nunber but renenbers
its key and Key-1D MJUST send its first packet with a sequence nunber
of zero. This leaves a snall opening for a replay attack. Router
vendors are encouraged to provide stable storage for keys, key
lifetimes, Key-IDs, and the rel ated sequence nunbers.

Accept abl e nessages are now truncated to RIP-2 nessage itself and
treated nornally.

Management Procedures

Key Managenent Requirenents
It is strongly desirable that a hypothetical security breach in one
I nternet protocol not automatically conpronise other Internet

protocols. The Authentication Key of this specification SHOULD NOT
be stored using protocols or algorithnms that have known fl aws.
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| mpl enent ati ons MUST support the storage of nore than one key at the
sane tinme, although it is recognized that only one key will normally
be active on an interface. They MJST associate a specific lifetine
(i.e., date/time first valid and date/tinme no |onger valid) and a key
identifier with each key, and MJUST support manual key distribution
(e.g., the privileged user manually typing in the key, key lifetine,
and key identifier on the router console). The lifetime nmay be
infinite. |If nore than one algorithmis supported, then the

i mpl erent ati on MJUST require that the algorithm be specified for each
key at the time the other key information is entered. Keys that are
out of date MAY be deleted at will by the inplenentation w thout
requiring human intervention. Manual deletion of active keys SHOULD
al so be supported.

It is likely that the IETF will define a standard key managenent
protocol. It is strongly desirable to use that key managenent
protocol to distribute RIP-2 Authentication Keys anong conmuni cati ng
RIP-2 inplenentations. Such a protocol would provide scalability and
significantly reduce the human administrative burden. The Key ID can
be used as a hook between RI P-2 and such a future protocol. Key
managenment protocols have a long history of subtle flaws that are
often di scovered long after the protocol was first described in
public. To avoid having to change all R P-2 inplenmentations should
such a flaw be discovered, integrated key nanagenent protoco

techni ques were deliberately onmtted fromthis specification

4.2. Key Managenent Procedures

As with all security nethods using keys, it is necessary to change
the RIP-2 Authentication Key on a regular basis. To nmaintain routing
stability during such changes, inplenentations MJST be able to store
and use nore than one RIP-2 Authentication Key on a given interface
at the sanme tine

Each key will have its own Key Identifier, which is stored |ocally.
The conbination of the Key ldentifier and the interface associated
with the nmessage uniquely identifies the Authentication Al gorithm and
RI P-2 Aut hentication Key in use.

As noted above in Section 2.2.1, the party creating the R P-2 nmessage
will select a valid key fromthe set of valid keys for that

interface. The receiver will use the Key ldentifier and interface to
determi ne which key to use for authentication of the received
message. Myre than one key nay be associated with an interface at
the same tine
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Hence it is possible to have fairly snoboth RI P-2 Authentication Key
rollovers without losing legitinmate Rl P-2 nmessages because the stored
key is incorrect and without requiring people to change all the keys
at once. To ensure a smooth rollover, each conmunicating R P-2
system nust be updated with the new key several m nutes before the
current key will expire and several minutes before the new key
lifetinme begins. The new key should have a lifetine that starts
several minutes before the old key expires. This gives tinme for each
systemto learn of the new RIP-2 Authentication Key before that key
will be used. It also ensures that the new key will begin being used
and the current key will go out of use before the current key’'s
lifetinme expires. For the duration of the overlap in key lifetines,
a system nay receive nessages using either key and authenticate the
message. The Key-ID in the received nessage is used to select the
appropriate key for authentication.

4.3. Pathol ogi cal Cases

Two pat hol ogi cal cases exist which nust be handl ed, which are
failures of the network manager. Both of these should be exceedingly
rare.

During key swi tchover, devices may exist which have not yet been
successfully configured with the new key. Therefore, routers SHOULD

i mpl enent (and woul d be well advised to inplenent) an al gorithmthat
detects the set of keys being used by its neighbors, and transnits
its nmessages using both the new and old keys until all of the

nei ghbors are using the new key or the lifetinme of the old key
expires. Under normal circunstances, this elevated transm ssion rate
will exist for a single update interval

In the event that the |last key associated with an interface expires,
it is unacceptable to revert to an unauthenticated condition, and not
advi sable to disrupt routing. Therefore, the router should send a

"l ast authentication key expiration” notification to the network
manager and treat the key as having an infinite lifetine until the
lifetinme is extended, the key is deleted by network nanagenent, or a
new key is configured.

5. Conformance Requirenents

To conformto this specification, an inplenentati on MIST support all
of its aspects. The Keyed MD5 aut hentication al gorithm MUST be

i mpl enented by all conformng inplenentations. MD5 is defined in
RFC-1321. A conforming inplementati on MAY al so support other

aut henti cation algorithms such as Keyed Secure Hash Al gorithm (SHA).
Manual key distribution as descri bed above MJST be supported by al
conform ng inplenmentations. Al inplenmentations MJUST support the
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snoot h key rollover described under "Key Change Procedures."

The user docunentation provided with the inplenmentati on MUST contain
clear instructions on howto ensure that smooth key rollover occurs.

| mpl enent ati ons SHOULD support a standard key managenent protocol for
secure distribution of RIP-2 Authentication Keys once such a key
managenent protocol is standardized by the | ETF.
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8.

Security Considerations

This entire meno describes and specifies an authentication nmechani sm
for the RIP-2 routing protocol that is believed to be secure agai nst
active and passive attacks. Passive attacks are clearly w despread in
the Internet at present. Protection against active attacks is also
needed because active attacks are beconi ng nore conmon.

Users need to understand that the quality of the security provided by
thi s mechani sm depends conpletely on the strength of the inplenmented
aut hentication algorithms, the strength of the key being used, and
the correct inplenentation of the security nechanismin all

communi cating RIP-2 inplenentations. This mechani sm al so depends on
the RIP-2 Authentication Key being kept confidential by all parties.
If any of these incorrect or insufficiently secure, then no rea
security will be provided to the users of this mechani sm

Specifically with respect to the use of SNWP, conproni se of SNW
security has the necessary result that the various RIP-2
configuration paraneters (e.g. routing table, R P-2 Authentication
Key) nmanageabl e via SNMP coul d be conpronised as well. Changing
Aut henti cati on Keys using non-encrypted SNVP i s no nore secure than
sendi ng passwords in the clear.

Confidentiality is not provided by this nechanism Recent work in
the | ETF provides a standard nechanismfor |P-1ayer encryption. [8]
That mechani sm i ght be used to provide confidentiality for RIP-2 in
the future. Protection against traffic analysis is also not

provi ded. Mechani snms such as bulk link encryption m ght be used when
protection against traffic analysis is required.

The menp is witten to address a security consideration in RIP
Version 2 that was raised during the IAB's recent security review
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