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RTP Payl oad for Redundant Audi o Data
Status of this Meno

Thi s docunent specifies an Internet standards track protocol for the
Internet community, and requests discussion and suggestions for

i nprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardi zati on state
and status of this protocol. Distribution of this neno is unlimted.

Abst ract

Thi s docunent describes a payload format for use with the real-tine
transport protocol (RTP), version 2, for encodi ng redundant audio
data. The primary notivation for the schene described herein is the
devel opnent of audi o conferencing tools for use with | ossy packet
networ ks such as the Internet Moone, although this schene is not
limted to such applications.

1 Introduction

If nmultinedia conferencing is to becone wi dely used by the |nternet
Moone conmunity, users nust perceive the quality to be sufficiently
good for nost applications. W have identified a nunber of problens
which inpair the quality of conferences, the nost significant of
which is packet loss. This is a persistent problem particularly

gi ven the increasing popularity, and therefore increasing |oad, of
the Internet. The disruption of speech intelligibility even at |ow
|l oss rates which is currently experienced may convi nce a whol e
generation of users that nultinedia conferencing over the Internet is
not viable. The addition of redundancy to the data streamis offered
as a solution [1]. |If a packet is lost then the nmissing information
may be reconstructed at the receiver fromthe redundant data that
arrives in the foll ow ng packet(s), provided that the average numnber
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of consecutively |ost packets is snmall. Recent work [4,5] shows that
packet |oss patterns in the Internet are such that this schenme
typically functions well.

Thi s docunent describes an RTP payl oad format for the transm ssion of
audi o data encoded in such a redundant fashion. Section 2 presents
the requirenents and notivation |leading to the definition of this
payl oad format, and does not formpart of the payload fornat
definition. Sections 3 onwards define the RTP payload format for
redundant audi o dat a.

2 Requirenments/ Mtivation

The requirements for a redundant encodi ng schene under RTP are as
fol | ows:

0 Packets have to carry a primary encodi ng and one or nore
redundant encodi ngs.

0 As a nultitude of encodings nay be used for redundant
i nformati on, each bl ock of redundant encodi ng has to have an
encodi ng type identifier.

0 As the use of variable size encodings is desirable, each encoded
bl ock in the packet has to have a | ength indicator

0 The RTP header provides a tinestanp field that corresponds to
the tine of creation of the encoded data. Wen redundant
encodi ngs are used this tinmestanp field can refer to the tine of
creation of the primary encodi ng data. Redundant bl ocks of data
will correspond to different tinme intervals than the prinary
data, and hence each bl ock of redundant encoding will require its
own tinestanp. To reduce the nunber of bytes needed to carry the
timestanp, it can be encoded as the difference of the tinestanp
for the redundant encoding and the tinestanp of the primary.

There are two essential neans by which redundant audi o may be added
to the standard RTP specification: a header extension may hold the
redundancy, or one, or nore, additional payload types may be defi ned.

Including all the redundancy information for a packet in a header
extension woul d make it easy for applications that do not inplenent
redundancy to discard it and just process the prinary encodi ng data.
There are, however, a nunber of disadvantages with this schene:
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0 There is a large overhead fromthe nunber of bytes needed for
t he extension header (4) and the possible padding that is needed
at the end of the extension to round up to a four byte boundary
(up to 3 bytes). For many applications this overhead is
unaccept abl e.

0 Use of the header extension limts applications to a single
redundant encoding, unless further structure is introduced into
the extension. This would result in further overhead.

For these reasons, the use of RTP header extension to hold redundant
audi o encodi ngs is disregarded.

The RTP profile for audio and video conferences [3] lists a set of
payl oad types and provides for a dynanic range of 32 encodi ngs that
may be defined through a conference control protocol. This leads to
two possible schemes for assigning additional RTP payload types for
redundant audi o applications:

1. A dynani c encodi ng scheme may be defined, for each conbination
of primary/redundant payl oad types, using the RTP dynanic payl oad
type range.

2. A single fixed payload type may be defined to represent a packet
with redundancy. This nmay then be assigned to either a static
RTP payl oad type, or the payload type for this nay be assigned
dynani cal | y.

It is possible to define a set of payload types that signify a
particul ar conbination of primary and secondary encodi ngs for each of
the 32 dynami c payl oad types provided. This would be a slightly
restrictive yet feasible solution for packets with a single block of
redundancy as the nunber of possible conbinations is not too |arge.
However the need for nultiple blocks of redundancy greatly increases
t he nunber of encodi ng comnbi nati ons and nmakes this sol ution not

vi abl e.

A nodi fied version of the above solution could be to decide prior to
t he begi nning of a conference on a set a 32 encodi ng conbi nati ons
that will be used for the duration of the conference. Al tools in
the conference can be initialized with this working set of encoding
conbi nations. Conmuni cation of the working set could be nade through
the use of an external, out of band, nechanism Setup is conplicated
as great care needs to be taken in starting tools with identica
paraneters. This schenme is nore efficient as only one byte is used
to identify conbinations of encodi ngs.
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It is felt that the conplication inherent in distributing the mapping
of payl oad types onto conbi nati ons of redundant data preclude the use
of this mechani sm

A nore flexible solution is to have a single payl oad type which
signifies a packet with redundancy. That packet then becones a

contai ner, encapsulating nultiple payloads into a single RTP packet.
Such a schene is flexible, since any anount of redundancy may be
encapsul ated within a single packet. There is, however, a smnal

over head since each encapsul ated payl oad nust be preceded by a header
indicating the type of data enclosed. This is the preferred
solution, since it is both flexible, extensible, and has a relatively
| ow overhead. The remainder of this document describes this

sol uti on.

3 Payl oad Format Specification

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
document are to be interpreted as described in RFC2119 [7].

The assignment of an RTP payl oad type for this new packet format is
out si de the scope of this docunent, and will not be specified here.
It is expected that the RTP profile for a particular class of
applications will assign a payload type for this encoding, or if that
is not done then a payload type in the dynam ¢ range shall be chosen

An RTP packet containing redundant data shall have a standard RTP
header, with payl oad type indicating redundancy. The other fields of
the RTP header relate to the prinary data bl ock of the redundant

dat a.

Foll owi ng the RTP header are a nunber of additional headers, defined
in the figure bel ow, which specify the contents of each of the

encodi ngs carried by the packet. Follow ng these additional headers
are a nunber of data bl ocks, which contain the standard RTP payl oad

data for these encodings. It is noted that all the headers are
aligned to a 32 bit boundary, but that the payload data will
typically not be aligned. |If nultiple redundant encodi ngs are

carried in a packet, they should correspond to different tine
intervals: there is no reason to include multiple copies of data for
a single time interval within a packet.

0 1 2 3
01234567890123 456789012345678901
B T T T o o S S S e i S S Tk e e Y S
| F block PT | tinestanp offset | bl ock | ength

B i ok it I I S e S e S ki ol ik i I TR SR i S S e S e e e e i i 5
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The bits in the header are specified as foll ows:

F: 1 bit First bit in header indicates whether another header bl ock
follows. If 1 further header blocks follow, if O this is the
| ast header bl ock.

bl ock PT: 7 bits RTP payload type for this block

timestanp offset: 14 bits Unsigned offset of timestanp of this bl ock
relative to tinmestanp given in RTP header. The use of an unsigned
of fset inplies that redundant data nust be sent after the prinmary
data, and is hence a tinme to be subtracted fromthe current
tinmestanp to determine the tinestanp of the data for which this
bl ock is the redundancy.

bl ock length: 10 bits Length in bytes of the correspondi ng data
bl ock excl udi ng header.

It is noted that the use of an unsigned tinestanp offset limts the
use of redundant data slightly: it is not possible to send
redundancy before the primary encoding. This may affect schenes
where a | ow bandw dth codi ng suitable for redundancy is produced
early in the encodi ng process, and hence could feasibly be
transmitted early. However, the addition of a sign bit would
unacceptably reduce the range of the tinestanp offset, and increasing
the size of the field above 14 bits linmts the block length field.

It seems that linmiting redundancy to be transnmitted after the primary
will cause fewer problens than limting the size of the other fields.

The tinestanp offset for a redundant bl ock is neasured in the same
units as the tinestanp of the primary encoding (ie: audio sanples,
with the same clock rate as the primary). The inplication of this is
that the redundant encodi ng MUST be sanpled at the sane rate as the
primary.

It is further noted that the block Iength and tinestanp of fset are 10
bits, and 14 bits respectively; rather than the nore obvious 8 and 16
bits. Whilst such an encodi ng conplicates parsing the header
information slightly, and adds sone additional processing overhead,
there are a nunber of problens involved with the nore obvious choice:
An 8 bit block length field is sufficient for nost, but not all
possi bl e encodings: for exanple 80ns PCM and DVI audi o packets
conprise nore than 256 bytes, and cannot be encoded with a single
byte length field. It is possible to inpose additional structure on
the block length field (for exanple the high bit set could inply the
lower 7 bits code a length in words, rather than bytes), however such
schenes are conplex. The use of a 10 bit block length field retains
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simplicity and provides an enl arged range, at the expense of a
reduced range of tinestanp val ues.

The primary encodi ng bl ock header is placed last in the packet. It
is therefore possible to omt the tinestanp and bl ock-1ength fields
fromthe header of this block, since they may be deternmined fromthe
RTP header and overall packet |length. The header for the prinmary
(final) block conprises only a zero F bit, and the bl ock payl oad type
information, a total of 8 bits. This is illustrated in the figure
bel ow.

01234567
R N S N
| O] Bl ock PT
o e

The final header is followed, imediately, by the data bl ocks, stored
in the sane order as the headers. There is no padding or other
delinmter between the data bl ocks, and they are typically not 32 bit
aligned. Again, this choice was made to reduce bandw dt h over heads
at the expense of additional decoding tine.

The choi ce of encodings used should reflect the bandw dth
requirenents of those encodings. It is expected that the redundant
encodi ng shall use significantly | ess bandwi dth that the prinmary
encodi ng: the exception being the case where the primary is very

| ow bandwi dt h and has hi gh processing requirenment, in which case a
copy of the primary MAY be used as the redundancy. The redundant
encodi ng MJUST NOT be hi gher bandwi dth than the primary.

The use of nultiple |levels of redundancy is rarely necessary.
However, in those cases which require it, the bandw dth required by
each |l evel of redundancy is expected to be significantly |less than
that of the previous |evel

4 Limtations

The RTP marker bit is not preserved for redundant data bl ocks. Hence
if the primary (containing this marker) is lost, the marker is |ost.

It is believed that this will not cause undue problens: even if the
marker bit was transmtted with the redundant information, there
woul d still be the possibility of its |loss, so applications would
still have to be witten with this in mnd

In addition, CSRC information is not preserved for redundant data.
The CSRC data in the RTP header of a redundant audi o packet relates
to the primary only. Since CSRC data in an audio streamis expected
to change relatively infrequently, it is reconmended that
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applications which require this information assune that the CSRC data
in the RTP header nay be applied to the reconstructed redundant data.

5 Relation to SDP

When a redundant payload is used, it may need to be bound to an RTP
dynani ¢ payl oad type. This may be achi eved through any out - of - band
nmechani sm but one comon way is to comunicate this binding using
the Session Description Protocol (SDP) [6]. SDP has a nechanism for
bi ndi ng a dynami c payl oad types to particul ar codec, sanple rate, and
nunber of channels using the "rtpmap" attribute. An exanple of its
use (using the RTP audi o/video profile [3]) is:

mrFaudi o 12345 RTP/AVP 121 0 5
a=rtpmap: 121 red/ 8000/ 1

This specifies that an audio streamusing RTP is using payl oad types
121 (a dynanic payload type), 0 (PCMu-law) and 5 (DVI). The "rt pnap"
attribute is used to bind payload type 121 to codec "red" indicating
this codec is actually a redundancy frame, 8KHz, and nonaural. Wen
used with SDP, the term"red" is used to indicate the redundancy
format di scussed in this docunent.

In this case the additional formats of PCM and DVI are specified.

The receiver nust therefore be prepared to use these formats. Such a
specification neans the sender will send redundancy by default, but

al so may send PCM or DVI. However, with a redundant payl oad we
additionally take this to nmean that no codec other than PCM or DVI
will be used in the redundant encodings. Note that the additiona
payl oad fornmats defined in the "m=" field may thensel ves be dynamc
payl oad types, and if so a nunber of additional "a=" attributes may
be required to describe these dynanic payl oad types.

To receive a redundant stream this is all that is required. However
to send a redundant stream the sender needs to know whi ch codecs are
recommended for the prinary and secondary (and tertiary, etc)

encodi ngs. This information is specific to the redundancy fornat,
and is specified using an additional attribute "fmtp" which conveys
format-specific information. A session directory does not parse the
val ues specified in an fntp attribute but nerely hands it to the
medi a tool unchanged. For redundancy, we define the format
paraneters to be a slash "/" separated |ist of RTP payload types

Thus a conplete exanple is:
mraudi o 12345 RTP/AVP 121 0 5

a=rtpmap: 121 red/ 8000/ 1
a=fnmtp: 121 0/5
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This specifies that the default format for senders is redundancy with
PCM as the primary encoding and DVI as the secondary encodi ng.

Encodi ngs cannot be specified in the fntp attribute unless they are
al so specified as valid encodings on the nedia ("m=") I|ine.

6 Security Considerations

RTP packets contai ning redundant information are subject to the
security considerations discussed in the RTP specification [2], and
any appropriate RTP profile (for exanple [3]). This inplies that
confidentiality of the media streans is achieved by encryption
Encryption of a redundant data stream nmay occur in two ways:

1. The entire streamis to be secured, and all participants are
expected to have keys to decode the entire stream |In this case,
not hi ng speci al need be done, and encryption is perforned in the
usual manner.

2. A portion of the streamis to be encrypted with a different
key to the remainder. In this case a redundant copy of the | ast
packet of that portion cannot be sent, since there is no
foll owi ng packet which is encrypted with the correct key in which
to send it. Simlar limtations may occur when
enabl i ng/ di sabl i ng encrypti on.

The choice between these two is a matter for the encoder only.
Decoders can decrypt either formwi thout nodification

Whi | st the addition of |ow bandwi dth redundancy to an audio streamis
an effective neans by which that stream nay be protected agai nst
packet | oss, application designers should be aware that the addition
of large amounts of redundancy will increase network congestion, and
hence packet |oss, leading to a worsening of the problem which the
use of redundancy was intended to solve. At its worst, this can |ead
to excessive network congestion and nmay constitute a denial of
service attack.
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7 Exanpl e Packet

An RTP audi o data packet containing a DVI4 (8KHz) prinary,
redundancy encoded using 8KHz LPC (both 20mns

singl e bl ock of

Sept enber 1997

and a

packets), as defined in the RTP audi o/video profile [3] is
illustrated:

0 1 2 3
01234567890123 456789012345678901
B T T T o o S S S e i S S Tk e e Y S
| V=2| P| X] CC=0 |M PT | sequence nunber of primary

B i ok it I I S e S e S ki ol ik i I TR SR i S S e S e e e e i i 5
| tinmestanp of primary encoding

B Lt r s i i i o o T s ks S R S
| synchroni zati on source (SSRC) identifier |
B T T T o o S S S e i S S Tk e e Y S
| 1| block PT=7 | tinestanp offset | bl ock | ength

B i ok it I I S e S e S ki ol ik i I TR SR i S S e S e e e e i i 5
| O] block PT=5 |

i e s +
| |
+ LPC encoded redundant data (PT=7) +
| (14 bytes) |
+ S +
| | |
e e t e e i i i o o T S S S S S +
| |
+ +
| |
+ +
| |
+ +
| DVI 4 encoded prinmary data (PT=5)

+ (84 bytes, not to scale) +
/ /
+ +
| |
+ +
| |
+ T +
|

T e el it S I R R e e e S S R i T I i e e e s
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