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Abst r act

Thi s docunent describes an experinmental nechani smfor mappi ng
entities related to TCP/IP and the UNI X systeminto X 500 [ X500]
entries so that they may be resolved with the Lightweight Directory
Access Protocol [RFC2251]. A set of attribute types and object

cl asses are proposed, along with specific guidelines for interpreting
t hem

The intention is to assist the deploynent of LDAP as an

organi zati onal naneservice. No proposed solutions are intended as
standards for the Internet. Rather, it is hoped that a genera
consensus will enmerge as to the appropriate solution to such

probl ens, |eading eventually to the adoption of standards. The
proposed mechani sm has al ready been inplenented with some success.

1. Background and Mdtivation

The UNI X (R) operating system and its derivatives (specifically,

t hose which support TCP/IP and conformto the X/ Open Single UN X
specification [ XOPEN]) require a neans of |ooking up entities, by
mat chi ng them agai nst search criteria or by enuneration. (Oher
operating systens that support TCP/IP nay provide sone neans of

resol ving sone of these entities. This schema is applicable to those
environnents al so.)

These entities include users, groups, |IP services (which map nanes to
| P ports and protocols, and vice versa), |P protocols (which map
nanes to | P protocol nunbers and vice versa), RPCs (which nmap nanes
to ONC Renote Procedure Call [RFCL057] nunbers and vice versa), NS
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2.

net groups, booting information (boot paraneters and MAC address
mappi ngs), filesystem nmounts, |P hosts and networks, and RFC822 mi l
al i ases.

Resol ution requests are made through a set of C functions, provided
in the UNIX systems Clibrary. For exanple, the UNI X systemutility
"I s", which enunerates the contents of a filesystemdirectory, uses
the Clibrary function getpwiid() in order to map user IDs to login
nanes. Once the request is nmade, it is resolved using a "naneservice"
which is supported by the client library. The nameservice may be, at
its sinplest, a collection of files in the local filesystemwhich are
opened and searched by the Clibrary. G her conmon naneservices

i nclude the Network Information Service (NIS) and the Dormai n Name
System (DNS). (The latter is typically used for resolving hosts,
servi ces and networks.) Both these naneservices have the advantage of
being distributed and thus permtting a cormmon set of entities to be
shared anongst many clients.

LDAP is a distributed, hierarchical directory service access protoco
which is used to access repositories of users and other network-
related entities. Because LDAP is often not tightly integrated with
the host operating system information such as users nay need to be
kept both in LDAP and in an operating system supported naneservice
such as NI'S. By using LDAP as the the primary neans of resolving
these entities, these redundancy issues are mininized and the
scalability of LDAP can be exploited. (By conparison, NS services
based on flat files do not have the scalability or extensibility of
LDAP or X. 500.)

The object classes and attributes defined bel ow are suitable for
representing the aforenentioned entities in a formconpatible wth
LDAP and X. 500 directory services.

CGeneral |ssues

2. 1. Term nol ogy

The key words "MJST", "SHOULD', and "MAY" used in this document are
to be interpreted as described in [ RFC2119].

For the purposes of this docunent, the term "naneservice" refers to a
service, such as NIS or flat files, that is used by the operating
systemto resolve entities within a single, |ocal nam ng context.
Contrast this with a "directory service" such as LDAP, which supports
extensi bl e schema and nul ti pl e naming contexts.
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The term "N S-related entities" broadly refers to entities which are
typically resolved using the Network Information Service. (NS was
previously known as YP.) Deploying LDAP for resolving these entities
does not inmply that NI'S be used, as a gateway or otherwise. In
particul ar, the host and network cl asses are generically applicable,
and nay be inplenmented on any systemthat wi shes to use LDAP or X 500
for host and network resol ution

The "DUA" (directory user agent) refers to the LDAP client querying
these entities, such as an LDAP to NIS gateway or the Clibrary. The
"client" refers to the application which ultimtely makes use of the
information returned by the resolution. It is irrelevant whether the
DUA and the client reside within the sane address space. The act of
the DUA meking this information to the client is terned
"republishing".

To avoid confusion, the term"login name" refers to the user’s login
nane (being the value of the uid attribute) and the term"user |ID"
refers to he user’s integer identification nunber (being the val ue of
t he ui dNunber attribute).

The phrases "resolving an entity" and "resolution of entities" refer
respectively to enunerating NIS-related entities of a given type, and
mat chi ng them agai nst a given search criterion. One or nore entities
are returned as a result of successful "resolutions" (a "natch"
operation will only return one entity).

The use of the term UNI X does not confer upon this schema the

endor senent of owners of the UNI X trademar k. \Were necessary, the
term"TCP/IP entity" is used to refer to protocols, services, hosts,
and networks, and the term"UNI X entity" to its conplenent. (The
former category does not nandate the host operating system supporting
the interfaces required for resolving UNI X entities.)

The O Ds defined bel ow are derived fromiso(1l) org(3) dod(6)
internet(1) directory(1) nisSchema(1).

2.2. Attributes

The attributes and cl asses defined in this docunent are sunmari zed
bel ow.

The following attributes are defined in this docunent:
ui dNunber
gi dNunber

gecos
honeDi rectory
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Addi tionally,
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| ogi nShel
shadowLast Change
shadowM n
shadowvax
shadowWar ni ng
shadowl nacti ve
shadowExpi re
shadowFl ag
menber Ui d
menber Ni sNet gr oup
ni sNet gr oupTri pl e
i pServi cePort

i pServi ceProtocol
i pProt ocol Nunber
oncRpcNurber

i pHost Nunber

i pNet wor kNurnber

i pNet maskNunber
macAddr ess
boot Par anet er
bootFil e

ni sMapNamne

ni sMapEntry

required.

2.3. nject classes

The followi ng object classes are defined in this docunent:

Addi tionally,

Howar d

posi xAccount
shadowAccount
posi xG oup

i pService

i pProt ocol
oncRpc

i pHost

i pNet wor k

ni sNet gr oup
ni sMap

ni soj ect

i eee802Devi ce
boot abl eDevi ce

Experi ment al

March 1998

sonme of the attributes defined in [ RFC2256] are

some of the classes defined in [ RFC2256] are required.
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2.4. Syntax definitions

The follow ng syntax definitions [ RFC2252] are used by this schena.
The ni sNet groupTri pl eSyntax represents NI'S netgroup triples:

( nisSchema. 0. 0 NAME ' ni sNet groupTri pl eSynt ax’
DESC 'NI'S netgroup triple )

Values in this syntax are represented by the follow ng:

ni snetgrouptriple = "(" hostnanme "," usernane "," domai nname ")"
host nane ="" [/ "-" [ keystring
user name ="" [/ "-" [ keystring
domai nnane ="" [/ "-" | keystring

X. 500 servers may use the follow ng representation of the above
synt ax:

ni sNet groupTri pl eSyntax ::= SEQUENCE {
hostnanme [O0] | A5String OPTI ONAL,
username [1] | A5String OPTI ONAL,
domai nnanme [2] | A5String OPTI ONAL

}

The boot Par anmet er Synt ax syntax represents boot paraneters:

( nisSchema. 0.1 NAME ' boot Par anet er Synt ax’
DESC ' Boot paraneter’ )

wher e:
boot par anet er = key "=" server ":" path
key = keystring
server = keystring
pat h = keystring
X. 500 servers may use the follow ng representation of the above
synt ax:
boot Par anmet er Synt ax ::= SEQUENCE {
key | A5Stri ng,
server | A5String,
pat h | A5String
}
Val ues adhering to these syntaxes are encoded as strings by LDAP
servers.

Howar d Experi ment al [ Page 5]



RFC 2307 Usi ng LDAP as a Network Information Service March 1998

3. Attribute definitions

This section contains attribute definitions to be inplenented by DUAs
supporting this schema.

( nisSchema. 1. 0 NAVE ' ui dNunber’
DESC ' An integer uniquely identifying a user in an
adm ni strative donai n’
EQUALI TY i nt eger Mat ch SYNTAX ' | NTEGER SI NGLE- VALUE )

( nisSchema. 1.1 NAME ' gi dNunber’
DESC ' An integer uniquely identifying a group in an
adm ni strative donain’
EQUALI TY i nt eger Mat ch SYNTAX ' | NTEGER S| NGLE- VALUE )

( nisSchema. 1.2 NAME ' gecos’
DESC ' The GECCS field; the conmon nane’
EQUALI TY casel gnor el A5SMat ch
SUBSTRI NGS casel gnor el A5Subst ri ngsMat ch
SYNTAX ’ | A5String’ Sl NGLE- VALUE )

( nisSchema. 1.3 NAMVE ' honeDirectory’
DESC ' The absolute path to the hone directory’
EQUALI TY caseExact | A5Siat ch
SYNTAX "1 A5String S| NGLE- VALUE )

( nisSchema. 1.4 NAME '| ogi nShel |’
DESC ' The path to the login shell’
EQUALI TY caseExact | Asivat ch
SYNTAX ' 1 A5String’ SINGLE- VALUE )

( nisSchema. 1.5 NAME ' shadowLast Change’
EQUALI TY i nt eger Mat ch
SYNTAX ' | NTEGER S| NGLE- VALUE )

( nisSchema. 1. 6 NAMVE ' shadowM n’
EQUALI TY i nt eger Mat ch
SYNTAX ' | NTEGER S| NGLE- VALUE )

( nisSchema. 1.7 NAMVE ' shadowvax’
EQUALI TY i nt eger Mat ch
SYNTAX ' | NTEGER S| NGLE- VALUE )

( nisScherma. 1. 8 NAVE ' shadowWar ni ng’
EQUALI TY i nt eger Mat ch
SYNTAX ' | NTEGER S| NGLE- VALUE )

( nisSchema. 1.9 NAME ' shadow nacti ve’
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EQUALI TY i nt eger Mat ch
SYNTAX ' | NTEGER Sl NGLE- VALUE )

( nisSchema.1.10 NAME ' shadowExpire’
EQUALI TY i nt eger Mat ch
SYNTAX ' | NTEGCER S| NGLE- VALUE )

( nisSchema. 1.11 NAME ' shadowrl ag’
EQUALI TY i nt eger Mat ch
SYNTAX ' | NTEGER S| NGLE- VALUE )

( nisSchema. 1.12 NAME ' nenber U d’
EQUALI TY caseExact | Asivat ch
SUBSTRI NGS caseExact | A5Subst ri ngsiat ch
SYNTAX "I A5String’ )

( nisScherma. 1.13 NAME ' nenber Ni sNet gr oup’
EQUALI TY caseExact | A5Siat ch
SUBSTRI NGS caseExact | A5Subst ri ngsiat ch
SYNTAX "I A5String’ )

( nisSchema. 1.14 NAME ' ni sNetgroupTriple’
DESC ' Netgroup triple’
SYNTAX ' ni sNet gr oupTri pl eSyntax’ )

( nisSchema. 1.15 NAME ' i pServicePort’
EQUALI TY i nt eger Mat ch
SYNTAX ' | NTEGER S| NGLE- VALUE )

( nisSchema. 1.16 NAME 'i pServi ceProtocol’
SUP nane )

( nisSchema. 1.17 NAME 'i pProt ocol Nunber’
EQUALI TY i nt eger Mat ch
SYNTAX ' | NTEGER S| NGLE- VALUE )

( nisSchema. 1. 18 NAME ' oncRpcNunber’
EQUALI TY i nt eger Mat ch
SYNTAX ' | NTEGER SI NGLE- VALUE )

( nisSchema. 1.19 NAME i pHost Nunber’
DESC 'I P address as a dotted decimal, eg. 192.168.1.1,
omtting | eadi ng zeros’
EQUALI TY casel gnor el ASMat ch
SYNTAX " | A5String{128}' )

( nisSchema. 1. 20 NAME ' i pNet wor kNumber’
DESC 'I P network as a dotted decinal, eg. 192. 168,
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omtting | eadi ng zeros’
EQUALI TY casel gnor el ASMat ch
SYNTAX ' | A5String{128}' S| NGE-VALUE )

ni sSchenma. 1. 21 NAME ' i pNet maskNunber’

DESC 'I P netnmask as a dotted decinmal, eg. 255.255.255.0,
omtting | eadi ng zeros’

EQUALI TY casel gnor el ASMat ch

SYNTAX ' | A5String{128}' S| NGLE-VALUE )

ni sSchenma. 1. 22 NAME ' macAddr ess’

DESC ' MAC address in naximal, colon separated hex
not ati on, eg. 00:00:92: 90: ee: e2’

EQUALI TY casel gnor el ASMat ch

SYNTAX " | A5String{128}' )

ni sSchema. 1. 23 NAME ’ boot Par anet er’
DESC ' rpc. boot parand par anet er’
SYNTAX ' boot Par anet er Synt ax’ )

ni sSchenma. 1. 24 NAME ' bootFi |l e’
DESC ' Boot i mage nane’

EQUALI TY caseExact | Asivat ch
SYNTAX "I A5String’ )

ni sSchena. 1. 26 NAME ' ni sMapNane’
SUP nane )

ni sSchema. 1. 27 NAME ' ni sMapEntry’

EQUALI TY caseExact | A5Siat ch

SUBSTRI NGS caseExact | A5Subst ri ngsiat ch
SYNTAX ' | A5St ri ng{ 1024}’ SI NGLE- VALUE )

4. Class definitions

This section contains class definitions to be inplenented by DUAs
supporting the schens.

The rfc822Mai | Group object class MAY be used to represent a mail
group for the purpose of alias expansion. Several alternative schenes
for mail routing and delivery using LDAP directories, which are

out side the scope of this docunent.

Howar d

( nisSchema. 2. 0 NAMVE ' posi xAccount’ SUP top AUXI LI ARY

DESC ' Abstraction of an account with POSI X attri butes’
MJUST ( cn $ uid $ uidNunber $ gi dNunber $ honeDirectory )
MAY ( userPassword $ | oginShell $ gecos $ description) )
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( nisSchema. 2.1 NAMVE ' shadowAccount’ SUP top AUXI LI ARY
DESC ' Additional attributes for shadow passwords
MUST ui d
MAY ( userPassword $ shadowLast Change $ shadowM n

shadowvax $ shadowMarni ng $ shadow nactive $
shadowExpire $ shadowFl ag $ description ) )

( nisSchema. 2.2 NAVE ' posi xGroup’ SUP top STRUCTURAL
DESC ' Abstraction of a group of accounts’
MUST ( cn $ gi dNumber )
MAY ( userPassword $ nenberUid $ description) )

( nisSchema. 2.3 NAVE 'ipService' SUP top STRUCTURAL

DESC ' Abstraction an Internet Protocol service
Maps an | P port and protocol (such as tcp or udp)
to one or nore names; the distinguished val ue of
the cn attribute denotes the service s canonica
namne’

MJUST ( cn $ ipServicePort $ ipServiceProtocol )

MAY ( description ) )

( nisSchema. 2.4 NAMVE 'ipProtocol’ SUP top STRUCTURAL
DESC ' Abstraction of an IP protocol. Maps a protocol nunber
to one or nore nanes. The distinguished val ue of the cn
attribute denotes the protocol’s canonical nange’
MUST ( cn $ ipProtocol Nunber $ description )
MAY description )

( nisSchema. 2.5 NAME " oncRpc’ SUP top STRUCTURAL

DESC ' Abstracti on of an Qpen Network Conputing (ONC)
[ RFC1057] Renote Procedure Call (RPC) binding.
This class maps an ONC RPC nunber to a nane.
The di stingui shed value of the cn attribute denotes
the RPC service's canoni cal nane’

MJUST ( cn $ oncRpcNunber $ description )

MAY description )

( nisScherma. 2.6 NAVE 'ipHost’® SUP top AUXI LI ARY

DESC ' Abstracti on of a host, an I P device. The distinguished
value of the cn attri bute denotes the host’s canoni ca
nane. Device SHOULD be used as a structural class’

MJUST ( cn $ ipHost Nunber )

MAY (| $ description $ manager ) )

( nisSchema. 2.7 NAMVE 'ipNetwork’ SUP top STRUCTURAL

DESC ' Abstracti on of a network. The distingui shed val ue of
the cn attribute denotes the network’s canoni cal nane’
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MJUST ( cn $ i pNetwor kNumber )
MAY ( i pNetmaskNunber $ | $ description $ nanager ) )

( nisSchema. 2.8 NAME ' ni sNet group’ SUP top STRUCTURAL
DESC ' Abstraction of a netgroup. May refer to other netgroups’
MUST cn
MAY ( nisNetgroupTriple $ menberNi sNetgroup $ description ) )

( nisSchema. 2. 09 NAME ' ni sMap’ SUP top STRUCTURAL
DESC ' A generic abstraction of a NI'S nap’
MUST ni sMapNane
MAY description )

( nisSchema. 2. 10 NAME ' ni sObj ect’ SUP top STRUCTURAL
DESC ' An entry in a NS nap’
MUST ( cn $ nisMapEntry $ ni sMapNane )
MAY description )

( nisSchema. 2.11 NAME 'ieee802Device’ SUP top AUXI LI ARY
DESC ' A device with a MAC address; device SHOULD be
used as a structural class’
MAY macAddress )

( nisSchema. 2. 12 NAME ' boot abl eDevi ce’ SUP top AUXI LI ARY
DESC ' A device with boot paraneters; device SHOULD be
used as a structural class’
MAY ( bootFile $ bootParaneter ) )

5. Inplenentation details
5.1. Suggested resol ution nethods

The preferred neans of directing a client application (one using the
shared services of the Clibrary) to use LDAP as its information
source for the functions listed in 5.2 is to nodify the source code
to directly query LDAP. As the source to commercial Clibraries and
applications is rarely available to the end-user, one could enulate a
supported naneservice (such as NIS). (This is also an appropriate
opportunity to performcaching of entries across process address
spaces.) In the case of NS, reference inplenmentations are wi dely
avail able and the RPC interface is well known.

The nmeans by which the operating systemis directed to use LDAP is

i mpl enent ati on dependent. For exanple, sone operating systens and C
libraries support end-user extensible resolvers using dynamcally

| oadabl e |ibraries and a naneservice "switch". The neans in which the
DUA | ocates LDAP servers is also inplenentation dependent.
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5.2. Affected library functions
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The following functions are typically found in the Clibraries of
nmost UNI X and PGCSI X conpliant systenms. An LDAP search filter

[ RFC2254] which may be used to satisfy the function call is included
al ongsi de each function nane. Paraneters are denoted by % and % for

string and integer argunents,

Howar d

get pwnan()
get pwui d()

get pwent ()

get spnan()
get spent ()

get grnan()
get grgi d()

getgrent ()
get servbynane()

get servbyport ()

get servent ()

get r pcbyname()
get r pcbynunber ()
getrpcent ()

get pr ot obynane()
get pr ot obynunber ()

get prot oent ()
get host bynane()
get host byaddr ()
get hostent ()

get net bynane()
get net byaddr ()

getnetent ()

setnetgrent ()

Experi ment al

respectively. Long lines are broken

(&( obj ect d ass=posi xAccount ) (ui d=%))
(&( obj ect d ass=posi xAccount)

(ui dNurber =%) )

(obj ect d ass=posi xAccount)

(&(obj ect d ass=shadowAccount) (ui d=%))
(obj ect d ass=shadowAccount)

(&(obj ect d ass=posi xG oup) (cn=%) )
(&( obj ect O ass=posi xG oup)

(gi dNunber =9%4) )

(obj ect d ass=posi xG oup)

(&(obj ect d ass=i pServi ce)
(cn=%) (i pServi ceProt ocol =%))
(&(obj ect d ass=i pServi ce)

(i pServicePort =%l)

(i pServiceProtocol =%))

(obj ect d ass=i pServi ce)

(&(obj ect d ass=oncRpc) (cn=%))
(&( obj ect d ass=oncRpc) (oncRpcNunber =%) )
(obj ect d ass=oncRpc)

(&(obj ect d ass=i pProtocol ) (cn=%))
(&(obj ect d ass=i pProtocol)

(1 pProtocol Nunber =%) )

(obj ect d ass=i pProtocol)

(&(obj ect d ass=i pHost) (cn=%))
(&(obj ect d ass=i pHost) (i pHost Nunber =%) )
(obj ect d ass=i pHost)

(&(obj ect d ass=i pNet work) (cn=%))
(&(obj ect d ass=i pNet wor k)

(i pNet wor kNunber =%s) )

(obj ect d ass=i pNet wor k)

(&(obj ect A ass=ni sNet group) (cn=%))
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5.3. Interpreting user and group entries

User and group resolution is initiated by the functions prefixed by
get pw and getgr respectively. The uid attribute contains the user’s
I ogin name. The cn attribute, in posixGoup entries, contains the
group’ s nane.

The account object class provides a convenient structural class for
posi xAccount, and SHOULD be used where additional attributes are not
required.

It is suggested that uid and cn are used as the RDN attribute type
for posi xAccount and posi xGoup entries, respectively.

An account’s GECCS field is preferably determined by a value of the
gecos attribute. If no gecos attribute exists, the value of the cn
attribute MJST be used. (The existence of the gecos attribute all ows
i nformati on enbedded in the GECCS field, such as a user’s tel ephone
nunber, to be returned to the client w thout overloading the cn
attribute. It also acconmopdates directories where the comon nane
does not contain the user’s full nane.)

An entry of class posi xAccount, posixG oup, or shadowAccount w thout
a userPassword attribute MUST NOT be used for authentication. The
client should be returned a non-matchabl e password such as "

x".
user Password val ues MUST be represented by follow ng syntax:

passwor dval ue
scheneprefix
schene

al t schene

encr ypt edpasswor d

scheneprefi x encrypt edpassword

"“{" scheme "}"

"crypt" / "md5" / "sha" / altschene
"x-" keystring

encrypt ed password

The encrypted password contains of a plaintext key hashed using the
al gorithm schene.

user Password val ues which do not adhere to this syntax MJST NOT be
used for authentication. The DUA MIUST iterate through the val ues of
the attribute until a value matching the above syntax is found. Only
if encryptedpassword is an enpty string does the user have no
password. DUAs are not required to consider encryption schenes which
the client will not recognize; in nost cases, it nmay be sufficient to
consider only "crypt".

Bel ow i s an exanple of a userPassword attribute:

user Password: {crypt} X5/ DBr WPOQQal
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A future standard may specify LDAP v3 attribute descriptions to
represent hashed userPasswords, as noted below. This schema MUST NOT
be used with LDAP v2 DUAs and DSAs.

attributetype
attri but enane
sep
attributeoption
schenecl ass

attributenanme sep attributeoption
"user Passwor d"

schenecl ass schene
"hash" / al tschenecl ass

schene "crypt" / "md5" / "sha" / altschene
al t schenecl ass "x-" keystring
al t schene keystring

Bel ow i s an exanple of a userPassword attribute, represented with an
LDAP v3 attribute description

user Passwor d; hash-crypt: X5/ DBr WPOQal

A DUA MAY utilise the attributes in the shadowAccount class to
provi de shadow password service (getspnanm() and getspent()). In such
cases, the DUA MJUST NOT make use of the userPassword attribute for
getpwnan() et al, and MUST return a non-matchabl e password (such as
"x") to the client instead.

5.4. Interpreting hosts and networks

The i pHost Nunmber and i pNet wor kNunber attributes are defined in
preference to dNSRecord (defined in [ RFC1279]), in order to sinplify
the DUA's role in interpreting entries in the directory. A dNSRecord
expresses a conplete resource record, including time to live and

cl ass data, which is extraneous to this schena.

Additionally, the ipHost and i pNetwork classes pernmt a host or
network (respectively) and all its aliases to be represented by a
single entry in the directory. This is not necessarily possible if a
DNS resource record is mapped directly to an LDAP entry.

| mpl enentations that wi sh to use LDAP to master DNS zone information
are not precluded fromdoing so, and may sinply avoid the ipHost and
i pNet wor k cl asses.

Thi s docunent redefines, although not exclusively, the ipNetwork
class defined in [ RFC1279], in order to achi eve consistent nam ng
with i pHost. The i pNetworkNunber attribute is also used in the
siteContact object class [ ROSE].
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The trailing zeros in a network address MJST be onitted. CIDR-style
net work addresses (eg. 192.168.1/24) MAY be used

Hosts with |1 Pv6 addresses MUST be witten in their "preferred" form
as defined in section 2.2.1 of [RFC1884], such that all conponents of
the address are indicated and | eading zeros are omitted. This

provi des a consistent nmeans of resolving i pHosts by address.

5.5. Interpreting other entities

In general, a one-to-one mapping between entities and LDAP entries is
proposed, in that each entity has exactly one representation in the
DIT. In sone cases this is not feasible; for exanple, a service which
is represented in nore than one protocol domain. Consider the
follow ng entry:

dn: cn=donmai n, dc=aja, dc=com
cn: donmain

cn: naneserver

obj ectd ass: top

obj ectd ass: ipService

i pServi cePort: 53

i pServi ceProtocol: tcp

i pServi ceProtocol: udp

This entry MUST nap to the following two (2) services entities:

domain 53/tcp nameserver
domain 53/udp nameserver

Wil e the above two entities nmay be represented as separate LDAP
entities, with different distinguished names (such as

cn=domai n+i pServi ceProtocol =tcp, ... and

cn=domai n+i pServi ceProtocol =udp, ...) it is convenient to represent
themas a single entry. (If a service is represented in nmultiple
protocol donmmins with different ports, then nultiple entries are
required; nultivalued RDNs may be used to distinguish them)

Wth the exception of userPassword val ues, which are parsed according
to the syntax considered in section 5.2, any enpty val ues (consisting
of a zero length string) are returned by the DUA to the client. The
DUA MUST reject any entries which do not conformto the schenma

(m ssing mandatory attributes). Non-conform ng entries SHOULD be

i gnored while enunerating entries.

The ni shj ect object class MAY be used as a generic neans of

representing NIS entities. Its use is not encouraged; where support
for entities not described in this schema is desired, an appropriate
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schena shoul d be devised. |Inplenentors are strongly advised to
support end-user extensible mappings between NIS entities and object
cl asses. (Wiere the nishject class is used, the nisMapNane attribute
may be used as a RDN.)

5.6. Canonicalizing entries with nulti-valued naming attributes

For entities such as hosts, services, networks, protocols, and RPCs,
where there may be one or nore aliases, the respective entry’s

rel ative distingui shed nane SHOULD be used to determ ne the canonica
nane. Any other values for the same attribute are used as aliases.
For exanple, the service described in section 5.5 has the canonica
nane "domai n" and exactly one alias, "naneserver".

The schema in this docunment generally only defines one attribute per
class which is suitable for distinguishing an entity (excluding any
attributes with integer syntax; it is assuned that entries will be

di stingui shed on nane). Usually, this is the commopn nanme (cn)
attribute. This aids the DUA in deternining the canonical nane of an
entity, as it can exami ne the value of the relative distinguished
nane. Aliases are thus any val ues of the distinguishing attribute
(such as cn) which do not match the canonical nanme of the entity.

In the event that a different attribute is used to distinguish the
entry, as may be the case where these object classes are used as
auxiliary classes, the entry’ s canoni cal name nay not be present in
the RDN. In this case, the DUA MJUST choose one of the non-

di stingui shed values to represent the entity's canoni cal nanme. As the
directory server guarantees no ordering of attribute values, it my
not be possible to distinguish an entry determnistically. This

anbi guity SHOULD NOT be resol ved by nmappi ng one directory entry into
multiple entities.

6. I nplenmentation focus

A NI'S server which uses LDAP instead of local files has been
devel oped which supports the schema defined in this docunent.

A reference inplenentation of the Clibrary resolution code has been
witten for the Free Software Foundation. It may support other C
l'ibraries which support the Name Service Switch (NSS) or the
Information Retrieval Service (IRS).

The aut hor has nmade available a freely distributable set of scripts

whi ch parses | ocal databases such as /etc/passwd and /etc/hosts into
a formsuitable for | oading into an LDAP server.
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7. Security Considerations

The entirety of related security considerations are outside the scope
of this docunent. It is noted that naking passwords encrypted with a
wi del y under stood hash function (such as crypt()) available to non-
privileged users is dangerous because it exposes themto dictionary
and brute-force attacks. This is proposed only for conpatibility
with existing UNIX systeminpl ementations. Sites where security is
critical SHOULD consider using a strong authentication service for
user authentication.

Alternatively, the encrypted password could be made available only to
a subset of privileged DUAs, which would provide "shadow' password
service to client applications. This may be difficult to enforce.

Because the schema represents operating systemlevel entities, access
to these entities SHOULD be granted on a discretionary basis. (There
is little point in restricting access to data which will be
republ i shed without restriction, however.) It is particularly

i mportant that only administrators can nodify entries defined in this
schema, with the exception of allowing a principal to change their
password (which may be done on behal f of the user by a client bound
as a superior principal, such that password restrictions may be
enforced). For exanple, if a user were allowed to change the val ue of
their ui dNunber attribute, they could subvert security by
equi val enci ng their account with the superuser account.

A subtree of the DIT which is to be republished by a DUA (such as a
NI S gat eway) SHOULD be within the sane adm ni strative domain that the
republishing DUA represents. (For exanple, principals outside an
organi zation, while conceivably part of the DIT, should not be
considered with the sane degree of authority as those within the
organi zation.)

Finally, care should be exercised with integer attributes of a
sensitive nature (particularly the ui dNunber and gi dNunber
attributes) which contain zero-length values. DUAs MAY treat such
val ues as correspondi ng to the "nobody" or "nogroup" user and group
respectively.
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A. Exanple entries

The exanpl es described in this section are provided to illustrate the
schema described in this nmeno. They are not neant to be exhaustive.

The following entry is an exanple of the posi xAccount cl ass:

dn: uid=lester, dc=aja, dc=com
obj ectd ass: top

obj ect d ass: account

obj ect d ass: posi xAccount

uid: lester

cn: Lester the Nightfly

user Password: {crypt} X5/ DBr WPOQQal
gecos: Lester

| ogi nShel | : /bin/csh

ui dNunber: 10

gi dNunber: 10

honeDi rectory: /hone/l ester

This corresponds the UNI X system password file entry:
| est er: X5/ DBr WPOQQal : 10: 10: Lester:/ hone/ | ester:/bin/sh
The following entry is an exanple of the ipHost class:

dn: cn=peg. aj a.com dc=aja, dc=com
obj ectd ass: top

obj ect d ass: device

obj ect d ass: i pHost

obj ect d ass: boot abl eDevi ce

obj ect d ass: ieee802Devi ce

ch: peg.aj a.com

ch: wWw. aj a. com

i pHost Nunber: 10.0.0.1

macAddr ess: 00: 00: 92: 90: ee: e2

boot Fil e: mach

boot Paramet er: root=fs:/nfsroot/peg
boot Par anmet er: swap=fs: / nf sswap/ peg
boot Par amet er: dunp=fs: / nf sdunp/ peg

This entry represents the host canonically peg.aja.com also known as

www. aj a. com The Et hernet address and four boot paraneters are also
speci fi ed.
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An exanpl e of the nisNetgroup class:

dn: cn=nightfly, dc=aja, dc=com

obj ectd ass: top

obj ect d ass: ni sNet group

cn: nightfly

ni sNet groupTri pl e: (charl enagne, peg, dunes. aj a. com
ni sNet groupTriple: (lester,-,)

menber Ni sNet gr oup: kamaki ri ad

This entry represents the netgroup nightfly, which contains two
triples (the user charl emagne, the host peg, and the donain

dunes. aj a. com and, the user lester, no host, and any donain) and one
net group (kamakiriad).

Finally, an exanple of the nisObject class:

dn: ni sMapNane=tracks, dc=dunes, dc=aja, dc=com
obj ectd ass: top

obj ect d ass: ni sMap

ni sMapName: tracks

dn: cn=Maxi ne, ni sMapName=tracks, dc=dunes, dc=aja, dc=com
obj ectd ass: top

obj ect d ass: ni sObj ect

cn: Maxine

ni sMapName: tracks

ni sMapEntry: Nightfly$4

This entry represents the NIS map tracks, and a single map entry.
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Ful I Copyright Statenent
Copyright (C) The Internet Society (1998). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation may be prepared, copied, published
and distributed, in whole or in part, w thout restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages other than
Engl i sh.

The linited perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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