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Status of this Meno

Thi s docunent specifies an Internet standards track protocol for the
Internet conmunity, and requests discussion and suggestions for

i nprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardi zation state
and status of this protocol. Distribution of this neno is unlimted.

Copyright Notice
Copyright (C) The Internet Society (1998). Al Rights Reserved.
Abst r act

The Poi nt-to-Point Protocol (PPP) [1] provides a standard nethod for
transporting multi-protocol datagrans over point-to-point |inks.

Thi s docunent describes the use of ATM Adaptati on Layer 5 (AAL5) for
fram ng PPP encapsul at ed packets.

Applicability

This specification is intended for those inplenmentations which desire
to use the facilities which are defined for PPP, such as the Link
Control Protocol, Network-layer Control Protocols, authentication

and conpression. These capabilities require a point-to-point

rel ati onshi p between the peers, and are not designed for the multi-
poi nt rel ationshi ps which are available in ATM and other nulti-access
envi ronment s.
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1

I ntroduction

ATM AAL5 protocol is designed to provide virtual connections between
end stations attached to the same network. These connections offer a
packet delivery service that includes error detection, but does not
do error correction.

Most existing inplenmentations of PPP use | SO 3309 HDLC as a basis for
their framing [3].

When an ATM network is configured with point-to-point connections,
PPP can use AAL5 as a fram ng nechani sm

Conventi ons

The keywords MJUST, MJST NOT, REQUI RED, SHALL, SHALL NOT, SHOULD
SHOULD NOT, RECOMVENDED, MAY, and OPTI ONAL, when they appear in this
docunent, are to be interpreted as described in [10].

AAL5 Layer Service Interface

The PPP | ayer treats the underlying ATM AAL5 | ayer service as a bit-
synchronous point-to-point link. |In this context, the PPP |ink
corresponds to an ATM AAL5 virtual connection. The virtua
connection MJUST be full-duplex, point to point, and it MAY be either
dedi cated (i.e. permanent, set up by provisioning) or switched (set
up on demand). In addition, the PPP/AAL5 service interface boundary
MUST neet the follow ng requirenents

Interface Format - The PPP/ AAL5 | ayer boundary presents an octet
service interface to the AAL5 layer. There is no provision for
sub-octets to be supplied or accepted.

Transm ssion Rate - The PPP | ayer does not inpose any
restrictions regarding transm ssion rate or the underlying ATM
| ayer traffic descriptor paraneters.

Control Signals - The AAL5 | ayer MJST provide control signals to
the PPP | ayer which indicate when the virtual connection |ink
has become connected or di sconnected. These provide the "Up"
and

"Down" events to the LCP state nmachine [1] within the PPP | ayer.
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4. Miulti-Protocol Encapsul ation

This specification uses the principles, terninology, and frame
structure described in "Miltiprotocol Encapsul ation over ATM
Adapt ati on Layer 5" [4].

The purpose of this specification is not to docunent what is already
standardi zed in [4], but to specify how the nmechani sns described in
[4] are to be used to map PPP onto an AAL5-based ATM networKk.
Section 1 within [4] defines the two mechani sms for identifying the
Protocol Data Unit (PDU) payload field s protocol type: virtua
circuit based nultiplexing, and Logical Link Control (LLC

encapsul ation. |In the fornmer technique, the payload s protocol type
isinplicitly agreed to by the end points for each virtual circuit
usi ng provisioning or control plane procedures. Wen using the LLC
encapsul ati on techni que, the payload' s protocol type is explicitly
identified on a per PDU basis by an in-band LLC header, foll owed by
t he payl oad dat a.

When transporting a PPP payl oad over AAL5, an inplenentation

1. MJST support virtual circuit multiplexed PPP payl oads as
described in section 5 bel ow by nmutual configuration or

negoti ati on of both end points. This technique is referred to
as "VC nul tipl exed PPP".

2. MJST support LLC encapsul ated PPP payl oads on PVCs as
described in section 6 bel ow by rmutual configuration or

negoti ati on of both end points. This technique is referred to
as "LLC encapsul ated PPP".

3. For SVC set up, an inplenentati on MUST negotiate using the

Q 2931 [9] Annex C procedure, encoding the Broadband Lower Layer
Interface (B-LLI) information el ement to signal either VC

mul ti pl exed PPP or LLC encapsul ated PPP. The details of this
control plane procedure are described in section 7.

If an inplementation is connecting through a Frane Rel ay/ ATM FRF. 8
[7] service inter-working unit to an RFC 1973 [6] end point, then it
MUST use LLC encapsul ated PPP payl oads. Frane Rel ay/ ATM FRF. 8
inter-working units are exenpted fromthe requirenent to support VC
nmul ti plexed PPP. This exenption allows the FRRATMIWJ to renain
conpliant with FRF. 8 when the PPP over AAL5 end point is inter-
operating with an RFC 1973 end point.
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5. Virtual Grcuit Miltiplexed PPP Over AAL5
The AAL5 PDU format is shown in figure 1
AAL5 CPCS- PDU For mat

| |
| CPCS-bDU Payl oad |
| up to 2716 - 1 octets) |
I : I

S +
| PAD ( O - 47 octets) |
e + oeeeo -
| CPCS-WJ (1 octet ) | A
e + |
| CPl (1 octet ) | |
e R +CPCS- PDU Trai | er
| Length (2 octets) | |
R R .
| CRC (4 octets) | \%
e + ---a - oo

Figure 1

The Conmon Part Convergence Sub-Ilayer (CPCS)-PDU Payl oad field
contains user information up to 2716 - 1 octets.

The PAD field pads the CPCS-PDU to fit exactly into the ATMcells
such that the |ast 48 octet cell payload created by the SAR subl ayer
will have the CPCS-PDU Trailer right justified in the cell

The CPCS-UU (User-to-User indication) field is used to transparently
transfer CPCS user to user information. The field has no function
under the nulti-protocol ATM encapsul ation described in this nmenmo and
can be set to any val ue.

The CPI (Common Part Indicator) field aligns the CPCS-PDU trailer to
64 bits. Possible additional functions are for further study in
ITUT. When only the 64 bit alignment function is used, this field
shal | be coded as 0x00

The Length field indicates the length, in octets, of the Payl oad
field. The maxi numvalue for the Length field is 65535 octets. A
Length field coded as 0x00 is used for the abort function

The CRC field protects the entire CPCS-PDU except the CRC field
itself.
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A VC-mul tipl exed PPP frane SHALL constitute the CPCS-PDU payl oad and
i s defined as:

| Protocol ID | Information | Padding
| 8/16 bits | |
Fi gure 2
Each of these fields are specifically defined in [1].
6. LLC Encapsul ated PPP Over AAL5

LLC encapsul ated PPP over AAL5 is the alternative technique to VC
mul ti pl exed PPP over AALS.

The AAL5 CPCS-PDU payload field is encoded as shown in figure 3.
The pertinent fields in that diagramare:

1. LLC header: 2 bytes encoded to specify a source SAP and
destination SAP of routed OSI PDU (val ues OXFE OxFE), foll owed
by an Un-nunbered Information (U) frane type (val ue 0x03).

2. Network Layer Protocol IDentifier (NLPID) representing PPP,
(val ue 0OxCF).

3. the PPP protocol identifier field, which can be either 1 or 2
octets long. See reference [1].

4., followed by the PPP infornmation field as per Figure 2.
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e e e e e e e e e e e e e e -
| Destination SAP (OxFE)
e e e e e e e e e e e e —— .-
| Source SAP (OxFE)

o e e e e e e e e e e e e e e e e e e m ==
| Frame Type = U (0x03)
e e e e e e e e e e e e e e -
| NLPID = PPP (OxCF)

e e e e e e e e e e e e —— .-
| Protocol ldentifier

| (8 or 16 hits)

o e e e e e e e e e e e e e e e e e e m ==
I .

| PPP infoInation field

| .

| .

o e e e e e e e e e e e e e e e e e e m ==
| paddi ng
U,
| PAD ( O - 47 octets)

o e e e e e e e e e e e e e e e e — ==
| CPCS-UWUJ (1 octet )

o e e e e e e e e e e e e e e e e e e m ==
| CPl (1 octet )
U,
| Length (2 octets)

o e e e e e e e e e e e e e e e e — ==
| CRC (4 octets)

o e e e e e e e e e e e e e e e e e e m ==

Fi gure 3

The end points MAY be bi-laterally provisioned to send ot her

4 mm oo -
| AN

+ I

| LLC header
+ I

| Y

4 mm oo -

I

F e e m - - -

+

4 o e e oo
|
.
| A

+ |

encapsul at ed protocol s besi des PPP across the sane virtua

connecti on.
pr ot ocol

However ,

July 1998

LLC

they MUST NOT send packets bel onging to any
that has an active NCP within the PPP session

| mpl enent ati ons SHOULD do packet scheduling that mnimzes the
performance i npact on the quality of service commtnents associated

with both the LLC encapsul ated PPP and non- PPP protoco

Qut - O -Band Control Plane Signaling

When originating a switched virtua
call er MUST request

circuit AAL5 connecti on,
in the SETUP nessage either VC-nultipl exed PPP

LLC encapsul ated PPP, or else both VG rmultiplexed and LLC

encapsul at ed PPP

St andards Track

When a caller is offering both techni ques,

flows.
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the two
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B-LLI IEs are encoded within a Broadband Repeat Indicator IE in the
order of their preference. The called inplenmentation MIST be able to
accept an incomng call that offers LLC encapsulated PPP in the
caller’s request. The called inplenentation MIST reject a call set
up request that only offers an encapsulation that it does not

support. Inplenmentations originating a call offering both protoco
encapsul ati on techni ques MUST be able to negotiate the use of LLC
encapsul at ed PPP

When originating a virtual circuit nultiplexed call that is to carry
a PPP payload, the ITU Q2931 [9] B-LLI elenent user information

|l ayer 3 protocol field is encoded to select ISOIEC TR 9577 [5] in
octet 7. The extension octets specify an | Pl value of PPP (O0xCF).

By definition, the first bytes of the AAL5 frame’s payload field will
al ways contain a PPP header foll owed by a packet.

When originating an LLC encapsul ated call that is to carry a PPP
payl oad, the ITU Q 2931 B-LLI elenent user information |ayer 2
protocol field is encoded to select LAN Logical Link Contro
(1S 1 EC8802-2) in octet 6. See RFC 1755 [8] appendix A for an
exanple. By definition, the first bytes of the AAL5 frane’s payl oad
field will contain an LLC header, followed by a NLPID and t he PPP
payl oad.

8. Detection And Recovery From Unsolicited PPP Encapsul ati on Transitions

When the virtual connection |oses state, the PPP encapsul ation
techni que may uni-laterally and unexpectedly change across such
transitions. Detection and recovery procedures are defined for the
followi ng state transitions:

VC-nul ti pl exed PPP changing to LLC encapsul ated PPP
LLC encapsul ated PPP changing to VC multipl exed PPP

When LLC-encapsul ated PPP is being used, the inital 6 octets of the
LCP packets contain the sequence: fe-fe-03-cf-c0-21. This sequence
constitutes the first 6 octets of the AALS frane. |In the case of
VC-nmul tiplexed PPP, initial LCP packets contain the sequence c0-21
Thi s sequence constitutes the first 2 octets of an AAL5 frame. Wen
a LCP Confi gure-Request packet is received and recogni zed, the PPP
link enters Link Establishnment phase.

Once PPP has entered the Network-1ayer Protocol phase, and
successfully negotiated a particular NCP for a PPP Protocol, if a
frane arrives using an alternate but equival ent data encapsul ation as
defined in [4], then the PPP Link MJST
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10.

For a SVC, immediately clear the call with the cause value 111,
"protocol error, unspecified".

For a PVC. tear down the active NCPs, SHOULD generate an error
message, enter the Termination state, and silently drop all
recei ved packets.

These policies prevent "black-holes" that occur when the peer |oses
state. An inplenmentation which requires PPP |ink configuration, and
ot her PPP negotiated features (such as authentication), MAY enter
Term nation state when configuration fails.

LCP Configuration Options

The Magi ¢ Number LCP configuration option is RECOWENDED, and the
Protocol Field Conpression (PFC) option is NOT RECOMVENDED. An

i npl ement ati on MUST NOT request any of the follow ng options, and
MUST reject a request for such an option:

Fi el d Check Sequence (FCS) Alternatives,
Addr ess- and- Cont r ol - Fi el d- Conpr essi on (ACFC),
Asynchr onous- Contr ol - Char act er - Map ( ACCM

The Maxi mum Recei ve-Unit (MRU) option MJST NOT be negotiated to a
| arger size than the maxi mnum CPCS- SDU si ze specified in the
associated direction for the virtual connection’s traffic contract.

When viewed peer to peer, a PPP link nmay be bridged over multiple
physi cal |ayer sections. For each such AAL5 section, the LCP franing
options MJST be actively negotiated by the bridging convertors

i ndependently of the LCP fram ng options in use by other physical

| ayer sections.

| mpl enent ati on Not e:
When an ATM AAL5 PVC is in the "Stopped" state, it is
RECOMVENDED t hat the inplenentation wait for Configure-Requests.
See the inplementation option in reference [1] section 4.2, the
" St opped State" sub-section.

Security Considerations

Generally, ATM networks are virtual circuit based, and security is
implicit in the public data networking service provider's

adm ni stration of Permanent Virtual Circuits (PVCs) between the

net wor k boundaries. The probability of a security breach caused by
m s-routed ATMcells is considered to be negligible.
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11.

12.

When a public ATM network supports Switched Virtual Grcuits, the
prot ocol nodel becones anal ogous to traditional voice band nodem di al
up over the Public Tel ephone Switched Network (PTSN). The sane

PAP/ CHAP aut hentication protocols that are already widely in use for
Internet dial up access are |everaged. As a consequence, PPP over
AALS5 security is at parity with those practices already established
by the existing Internet infrastructure.

Those applications that require stronger security are encouraged to
use authentication headers, or encrypted payl oads, and/or ATM | ayer
security services.

When using LLC encapsul ated PPP over a virtual connection, an end
poi nt can not assume that the PPP session authentication and rel ated
security nechani sns al so secure the other LLC encapsul ated flows on
that same virtual connection.
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Ful I Copyright Statenent
Copyright (C) The Internet Society (1998). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation may be prepared, copied, published
and distributed, in whole or in part, w thout restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages other than
Engl i sh.

The linited perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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