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Abstract

A standard nethod for storing Diffie-Hellnman keys in the Domai n Nane
Systemis described which utilizes DNS KEY resource records.
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1. Introduction

The Donain Name System (DNS) is the current global hierarchical
replicated distributed database system for Internet addressing, mail
proxy, and simlar information. The DNS has been extended to include
digital signatures and cryptographic keys as described in [ RFC 2535].
Thus the DNS can now be used for secure key distribution.

1.1 About This Docunent

Thi s docunment describes howto store Diffie-Hellnman keys in the DNS.
Familiarity with the Diffie-Hell man key exchange algorithmis assuned
[ Schneier].

1.2 About Diffie-Hell man

Diffie-Hell man requires two parties to interact to derive keying

i nformation which can then be used for authentication. Since DNS SIG
RRs are primarily used as stored authenticators of zone information
for many different resolvers, no Diffie-Hellman algorithmSIGRR is
defined. For exanple, assune that two parties have | ocal secrets "i"
and "j Assume they each respectively calculate X and Y as foll ows:

X=g**i (modp) Y=g ( nodp)

They exchange these quantities and then each calculates a Z as
fol | ows:

Zi =Y**i (nmodp) Z =X* ( nod p)
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shared secret between the two parties that an adversary who does not
know i or j will not be able to learn fromthe exchanged nessages
(unl ess the adversary can derive i or j by performng a discrete

Il ogarithm nod p which is hard for strong p and Q).

The private key for each party is their secret i (or j). The public
key is the pair p and g, which nust be the sane for the parties, and
their individual X (or Y).

2. Diffie-Hell man KEY Resource Records

Diffie-Hell man keys are stored in the DNS as KEY RRs using algorithm
nunber 2. The structure of the RDATA portion of this RRis as shown
below. The first 4 octets, including the flags, protocol, and
algorithmfields are conmon to all KEY RRs as described in [ RFC
2535]. The remainder, fromprime |length through public value is the
"public key" part of the KEY RR The period of key validity is not in
the KEY RR but is indicated by the SIG RR(s) which signs and

aut henticates the KEY RR(s) at that donain nane.

1111111111222222222233
01234567890123456789012345678901
B T e o i S I i i S S N iy St S I S S
| KEY fl ags | pr ot ocol | algorithme2 |
I S I T i S T i S S ik s
| prime length (or flag) | prime (p) (or special) /

T S i S T st S S i i S ik
/[ prinme (p) (variable length) | generator length |

B T e o i S I i i S S N iy St S I S S

| generator (g) (variable |ength) |
I S i I S T i T S S S i e S

| public value length | public value (variable length)/
T S i I S T i i S i S N SRR N S A S
/  public value (g*i nmod p) (variabl e | ength) |

B T e o i S I i i S S N iy St S I S S
Prime length is Iength of the Diffie-Hellman prime (p) in bytes if it
is 16 or greater. Prime contains the binary representation of the
Diffie-Hel lman prime with nost significant byte first (i.e., in
network order). If "prine length" field is 1 or 2, then the "prine"
field is actually an unsigned index into a table of 65,536

prinme/ generator pairs and the generator |ength SHOULD be zero. See
Appedi x A for defined table entries and Section 4 for information on
al l ocating additional table entries. The neaning of a zero or 3
through 15 value for "prine length" is reserved.
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Cenerator length is the length of the generator (g) in bytes.
Cenerator is the binary representation of generator w th nost
significant byte first. PublicValueLen is the Length of the Public
Value (g**i (mod p)) in bytes. PublicValue is the binary
representation of the DH public value with nost significant byte
first.

The corresponding algorithm=2 SI G resource record is not used so no
format for it is defined.

3. Performance Consi derations

Current DNS inpl enentations are optimzed for snmall transfers,
typically less than 512 bytes including overhead. Wile |arger
transfers will performcorrectly and work is underway to nake | arger
transfers nore efficient, it is still advisable to nmake reasonabl e
efforts to minimze the size of KEY RR sets stored within the DNS
consistent with adequate security. Keep in nmind that in a secure
zone, an authenticating SIGRR will also be returned.

4. | ANA Consi derati ons

Assi gnnent of nmeaning to Prinme Lengths of O and 3 through 15 requires
an | ETF consensus.

Vel |l known prine/generator pairs nunmber 0x0000 through OxO7FF can
only be assigned by an | ETF standards action and this Proposed

St andard assi gns 0x0001 through 0x0002. Pairs nunber 0s0800 through
OxBFFF can be assigned based on RFC docunentation. Pairs nunber
0xC000 t hrough OxFFFF are available for private use and are not
centrally coordinated. Use of such private pairs outside of a closed
environnment may result in conflicts.

5. Security Considerations

Many of the general security consideration in [RFC 2535] apply. Keys
retrieved fromthe DNS should not be trusted unless (1) they have
been securely obtained froma secure resolver or independently
verified by the user and (2) this secure resolver and secure
obt ai nnent or independent verification conformto security policies
acceptable to the user. As with all cryptographic algorithns,

eval uating the necessary strength of the key is inportant and
dependent on | ocal policy.

In addition, the usual Diffie-Hellnman key strength considerations

apply. (p-1)/2 should also be prine, g should be primtive nod p, p
shoul d be "large", etc. [Schneier]

East | ake St andards Track [ Page 4]



RFC 2539 Diffie-Hell man Keys in the DNS March 1999

Ref er ences

[ RFC 1034] Mockapetris, P., "Donmain Names - Concepts and
Facilities", STD 13, RFC 1034, Novenber 1987.

[ RFC 1035] Mockapetris, P., "Domain Nanes - |nplenentation and
Speci fication", STD 13, RFC 1035, Novenber 1987.

[ RFC 2535] Eastl| ake, D., "Domain Nane System Security Extensions"
RFC 2535, March 1999.

[ Schnei er] Bruce Schneier, "Applied Cryptography: Protocols,
Al gorithns, and Source Code in C', 1996, John Wley and
Sons

Aut hor’' s Address

Donal d E. Eastl ake 3rd

| BM

65 Shindegan Hill Road, RR #1
Carnel, NY 10512

Phone: +1-914- 276- 2668( h)
+1-914-784-7913(w)

Fax: +1-914-784-3833(w)

EMai | : dee3@is.i bm com

East | ake St andards Track [ Page 5]



RFC 2539 Diffie-Hell man Keys in the DNS March 1999

Appendi x A: Well known prinme/generator pairs

These nunbers are copied fromthe | PSEC effort where the derivation
of these values is nore fully explained and additional information is
avai l able. Richard Schroeppel perfornmed all the mathematical and
conput ational work for this appendi x.

A l. Well-Known Goup 1: A 768 bit prine

The prinme is 27768 - 27704 - 1 + 2764 * { [2"638 pi] + 149686 }. Its

decimal value is
155251809230070893513091813125848175563133404943451431320235
119490296623994910210725866945387659164244291000768028886422
915080371891804634263272761303128298374438082089019628850917
0691316593175367469551763119843371637221007210577919

Prime nmodul us: Length (32 bit words): 24, Data (hex):
FFFFFFFF FFFFFFFF COOFDAA2 2168C234 C4C6628B 80DC1CD1
29024E08 8A67CC74 020BBEA6 3B139B22 514A0879 8E3404DD
EF9519B3 CD3A431B 302B0A6D F25F1437 4FE1356D 6D51C245
E485B576 625E7EC6 F44C42E9 A63A3620 FFFFFFFF FFFFFFFF

Cenerator: Length (32 bit words): 1, Data (hex): 2
A 2. Wll-Known Goup 2: A 1024 bit prine

The prime is 2721024 - 27960 - 1 + 2764 * { [27"894 pi] + 129093 }.

Its decimal value is
179769313486231590770839156793787453197860296048756011706444
423684197180216158519368947833795864925541502180565485980503
646440548199239100050792877003355816639229553136239076508735
759914822574862575007425302077447712589550957937778424442426
617334727629299387668709205606050270810842907692932019128194
467627007

Prime nodulus: Length (32 bit words): 32, Data (hex):
FFFFFFFF FFFFFFFF COOFDAA2 2168C234 CAC6628B 80DC1CD1
29024E08 8A67CC74 020BBEA6 3B139B22 514A0879 8E3404DD
EF9519B3 CD3A431B 302B0A6D F25F1437 4FE1356D 6D51C245
E485B576 625E7EC6 F44CA2E9 A637ED6B OBFF5CB6 F406B7ED
EE386BFB 5A899FA5 AE9F2411 7CABLFE6 49286651 ECE65381
FFFFFFFF FFFFFFFF

Generator: Length (32 bit words): 1, Data (hex): 2
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Ful I Copyright Statenent
Copyright (C) The Internet Society (1999). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation may be prepared, copied, published
and distributed, in whole or in part, w thout restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages other than
Engl i sh.

The linited perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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