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Abstract

Thi s docunent standardi zes one particular Diffie-Hellnan variant,
based on the ANSI X9.42 draft, devel oped by the ANSI X9F1 wor ki ng
group. Diffie-Hellman is a key agreenment al gorithmused by two
parties to agree on a shared secret. An algorithmfor converting the
shared secret into an arbitrary amount of keying material is

provi ded. The resulting keying material is used as a symetric
encryption key. The Diffie-Hellman variant described requires the
reci pient to have a certificate, but the originator nay have a static
key pair (with the public key placed in a certificate) or an
epheneral key pair.
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1. Introduction

In [DH76] Diffie and Hell man describe a neans for two parties to
agree upon a shared secret in such a way that the secret will be
unavail abl e to eavesdroppers. This secret may then be converted into
cryptographi c keying material for other (synmmetric) algorithms. A

| arge nunber of mnor variants of this process exist. This docunent
descri bes one such variant, based on the ANSI X9.42 specification

1.1. Requirenents Term nol ogy

Keywords "MJST", "MJST NOT", "REQUI RED', "SHOULD', "SHOULD NOT" and
"MAY" that appear in this docunent are to be interpreted as described
in [ RFC2119].

2. Overview O W©Met hod

Diffie-Hell man key agreenent requires that both the sender and
reci pi ent of a nessage have key pairs. By conbining one’s private key
and the other party’s public key, both parties can conpute the sanme
shared secret nunber. This nunber can then be converted into
cryptographic keying material. That keying material is typically
used as a key-encryption key (KEK) to encrypt (wap) a content-
encryption key (CEK) which is in turn used to encrypt the message

dat a.

2.1. Key Agreenent

The first stage of the key agreenent process is to conpute a shared
secret nunber, called ZZ. \When the sane originator and recipient
public/private key pairs are used, the sane ZZ value will result.
The ZZ value is then converted into a shared symetric cryptographic
key. When the originator enploys a static private/public key pair,
the introduction of a public random val ue ensures that the resulting
symmetric key will be different for each key agreenent.

Rescorl a St andards Track [ Page 2]



RFC 2631 Diffie-Hell man Key Agreenent Mt hod June 1999

2.1.1. Generation of zZZ
X9.42 defines that the shared secret ZZ is generated as foll ows:
ZZ = g "™ (xb * xa) nod p
Note that the individual parties actually performthe conputations:
ZZ = (yb ~ xa) nmod p = (ya ™ xb) nod p
where ~ denotes exponentiation

ya is party a's public key; ya

yb is party b’s public key; yb

Xxa is party a's private key

xb is party b's private key

pis alarge prime

gis alarge prine

g = h™{(p-1)/q} nod p, where

his any integer with 1 < h < p-1 such that h{(p-1)/q} nod p > 1
(g has order g nod p; i.e. gfg nod p =1 if g!=1)

j a large integer such that p=qj + 1

(See Section 2.2 for criteria for keys and paraneters)

g ™ xa nod p
g ™ xb nod p

In [CMB], the recipient’s key is identified by the CVB

Reci pientldentifier, which points to the recipient’s certificate.
The sender’s public key is identified using the
OiginatorldentifierOKey field, either by reference to the sender’s
certificate or by inline inclusion of a public key.

2.1.2. Ceneration of Keying Materia

X9.42 provides an algorithmfor generating an essentially arbitrary
anount of keying material from ZZ. CQur algorithmis derived fromthat
al gorithm by mandati ng sone optional fields and omtting others.

KM=H( ZZ || OQherlnfo)

His the nmessage digest function SHA-1 [FIPS-180] ZZ is the shared
secret value conputed in Section 2.1.1. Leading zeros MJST be
preserved, so that ZZ occupies as many octets as p. For instance, if
p is 1024 bits, ZZ should be 128 bytes long. Oherlinfo is the DER
encodi ng of the follow ng structure:

O herlnfo ::= SEQUENCE {
keyl nfo KeySpeci ficl nfo,
partyAlnfo [0] OCTET STRI NG OPTI ONAL,
suppPubl nfo [2] OCTET STRI NG
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}

KeySpecificlnfo ::= SEQUENCE {
al gorithm OBJECT | DENTI Fl ER,
counter OCTET STRING SIZE (4..4) }

Note that these ASN. 1 definitions use EXPLICIT tagging. (In ASN. 1,
EXPLICIT tagging is inplicit unless IMPLICIT is explicitly
specified.)

algorithmis the ASN.1 algorithm O D of the CEK w apping al gorithm
with which this KEK will be used. Note that this is NOTI an
Algorithmdentifier, but sinply the OBJECT | DENTIFI ER. No
paraneters are used

counter is a 32 bit nunber, represented in network byte order. Its
initial value is 1 for any ZZ, i.e. the byte sequence 00 00 00 01
(hex), and it is increnmented by one every tine the above key
generation function is run for a given KEK

partyAlnfo is a random string provided by the sender. In CM5, it is
provided as a paraneter in the UserKeyinghvaterial field (encoded as
an OCTET STRING. If provided, partyAlnfo MIST contain 512 bits.

suppPublnfo is the length of the generated KEK, in bits, represented
as a 32 bit nunber in network byte order. E.g. for 3DES it would be
the byte sequence 00 00 00 CO.

To generate a KEK, one generates one or nore KM bl ocks (increnenting
counter appropriately) until enough material has been generated. The
KM bl ocks are concatenated left to right |.e. KMcounter=1) |

KM count er =2) . .

Note that the only source of secret entropy in this conmputation is
ZZ. Even if a string longer than ZZ is generated, the effective key
space of the KEK is Iimted by the size of ZZ, in addition to any
security |l evel considerations inposed by the paraneters p and q.
However, if partyAlnfo is different for each nmessage, a different KEK
will be generated for each nmessage. Note that partyAlnfo MJST be used
in Static-Static node, but MAY appear in Epheneral -Static node.

2.1.3. KEK Conputation

Each key encryption algorithmrequires a specific size key (n). The
KEK i s generated by mapping the left n-nost bytes of KMonto the key.
For 3DES, which requires 192 bits of keying material, the algorithm
must be run twice, once with a counter value of 1 (to generate K1’
K2', and the first 32 bits of K3') and once with a counter value of 2
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(to generate the last 32 bits of K3). Kl',K2' and K3' are then parity
adjusted to generate the 3 DES keys K1, K2 and K3. For RC2-128, which
requi res 128 bits of keying material, the algorithmis run once, wth
a counter value of 1, and the left-npst 128 bits are directly
converted to an RC2 key. Simlarly, for RC2-40, which requires 40
bits of keying material, the algorithmis run once, with a counter
value of 1, and the leftnpst 40 bits are used as the key.

2.1.4. Keylengths for comon al gorithns

Some common key encryption algorithns have KEKs of the follow ng

| engt hs.
3-key 3DES 192 bits
RC2- 128 128 bits
RC2- 40 40 bits

RC2 effective key lengths are equal to RC2 real key | engths.
2.1.5. Public Key Validation

The follow ng algorithm MAY be used to validate a received public key
y.
1. Verify that y lies within the interval [2,p-1]. If it does not,
the key is invalid.
2. Compute y*q nod p. If the result == 1, the key is valid.
O herwi se the key is invalid.
The prinmary purpose of public key validation is to prevent a snal
subgroup attack [LAW8] on the sender’s key pair. |f Epheneral-Static
node is used, this check may not be necessary. See also [P1363] for
nmore information on Public Key validation
Note that this procedure nmay be subject to pending patents.
2.1.6. Exanple 1

ZZ is the 20 bytes 00 01 02 03 04 05 06 07 08 09
Oa Ob Oc 0d Oe Of 10 11 12 13

The key wap algorithmis 3DES-EDE wrap.
No partyAlnfo is used.
Consequently, the input to the first invocation of SHA-1 is:

00 01 02 03 04 05 06 07 08 09 Oa Ob Oc 0d 0Oe Of 10 11 12 13 ; ZzZ
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30 1d
30 13
06 Ob 2a 86 48 86 f7 0d 01 09 10 03 06 ; 3DES wap QD
04 04
00 00 00 01 ; Counter
a2 06
04 04
00 00 00 cO ; key length

And the output is the 20 bytes:
a0 96 61 39 23 76 f7 04 4d 90 52 a3 97 88 32 46 b6 7f 5f 1le
The input to the second invocation of SHA-1 is:

00 01 02 03 04 05 06 07 08 09 Oa Ob Oc 0d Oe Of 10 11 12 13 ; ZZ
30 1d

30 13
06 Ob 2a 86 48 86 f7 0d 01 09 10 03 06 ; 3DES wap O D
04 04
00 00 00 02 ; Counter
a2 06
04 04
00 00 00 cO ; key length

And the output is the 20 bytes:
fé6 3e b5 fb 5f 56 d9 b6 a8 34 03 91 c2 d3 45 34 93 2e 11 30
Consequent |y,
K1’ =a0 96 61 39 23 76 f7 04
K2’ =4d 90 52 a3 97 88 32 46
K3 =b6 7f 5f 1le f6 3e b5 fb
Not e: These keys are not parity adjusted
2.1.7. Exanple 2

ZZ is the 20 bytes 00 01 02 03 04 05 06 07 08 09
Oa Ob Oc 0d Oe Of 10 11 12 13

The key wap algorithmis RC2-128 key wap, so we need 128 bits (16
bytes) of keying materi al

The partyAlnfo used is the 64 bytes

01 23 45 67 89 ab cd ef fe dc ba 98 76 54 32 01
01 23 45 67 89 ab cd ef fe dc ba 98 76 54 32 01
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01 23 45 67 89 ab cd ef fe dc ba 98 76 54 32 01
01 23 45 67 89 ab cd ef fe dc ba 98 76 54 32 01
Consequently, the input to SHA-1 is:

00 01 02 03 04 05 06 07 08 09 Oa Ob Oc 0d 0Oe Of 10 11 12 13 ; ZzZ
30 61

30 13
06 Ob 2a 86 48 86 f7 0d 01 09 10 03 07 ; RG22 wap OD
04 04
00 00 00 01 ; Counter
a0 42
04 40

01 23 45 67 89 ab cd ef fe dc ba 98 76 54 32 01 ; partyAlnfo
01 23 45 67 89 ab cd ef fe dc ba 98 76 54 32 01
01 23 45 67 89 ab cd ef fe dc ba 98 76 54 32 01
01 23 45 67 89 ab cd ef fe dc ba 98 76 54 32 01
a2 06
04 04
00 00 00 80 ; key length

And the output is the 20 bytes:
48 95 Oc 46 e0 53 00 75 40 3c ce 72 88 96 04 e0 3e 7b 5d e9

Consequent |y,
K=48 95 Oc 46 e0 53 00 75 40 3c ce 72 88 96 04 e0

2.2. Key and Parameter Requirenents

X9.42 requires that the group paraneters be of the formp=jq + 1
where g is a large prine of length mand j>=2. An algorithmfor
generating prines of this form (derived fromthe algorithnms in FIPS
PUB 186- 1] FI PS-186] and [ X942] can be found in appendix A

X9.42 requires that the private key x be in the interval [2, (q -
2)]. x should be randomy generated in this interval. y is then
comput ed by calculating g"x nmod p. To conply with this neno, m MJST
be >=160 bits in length, (consequently, g MJST be at |least 160 bits
I ong). When symetric ciphers stronger than DES are to be used, a

| arger mmay be advisable. p nmust be a minimumof 512 bits | ong.

2.2.1. Goup Paraneter Ceneration
Agents SHOULD generate donain paraneters (g,p,q) using the follow ng
algorithm derived from|[FIPS-186] and [X942]. Wen this algorithmis

used, the correctness of the generation procedure can be verified by
athird party by the algorithmof 2.2. 2.
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2.2.1.

1. Generation of p, q

This algorithmgenerates a p, q pair where q is of length mand p is

of

1.

I ength L.

Set mi = m 160 where / represents integer division with rounding
upwards. |.e. 200/160 = 2.

Set L’ L/ 160

Set N L/ 1024

Sel ect an arbitrary bit string SEED such that the |l ength of SEED
>=m

Set U=20

For i =0tom - 1

U= U+ (SHAL[SEED + i] XOR SHAL[(SEED + mi + i)) * 2°(160 * i)

Note that for me160, this reduces to the algorithmof [FIPS-186]

10.

12.

13.

14.

U = SHAL[ SEED] XOR SHA1[ ( SEED+1) nod 27160 ].
Formq fromU by conmputing U nod (2*n) and setting the nost
significant bit (the 2*(m1) bit) and the least significant bit to
1. In terms of boolean operations, q = UOR 2*(m1l) OR 1. Note
that 2"(m1) < g < 2"m
Use a robust prinality algorithmto test whether q is prine.
If gis not prime then go to 4.

Let counter = 0

Set R =seed + 2*ni + (L’ * counter)

Set V=20

For i = 0to L -1 do

V=V+ SHAI(R + i) * 27(160 * i)
Set W=V nod 2~L

Set X = WOR 27(L-1)
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Note that 0 <= W< 27(L-1) and hence X >= 27(L-1)
15. Set p = X - (X nod (2*q)) + 1

6. If p > 2"(L-1) use a robust prinmality test to test whether p is
prinme. Else go to 18.

17. If pis prine output p, q, seed, counter and stop

18. Set counter = counter + 1

19. If counter < (4096 * N) then go to 8.

20. Qutput "failure"

Note: A robust primality test is one where the probability of a non-

prime nunber passing the test is at nost 27-80. [FIPS-186] provides a
sui tabl e al gorithm as does [ X942].

2.2.1.2. Generation of g

2.

2.

This section gives an algorithm (derived from|[FIPS-186]) for
generating g.

(p- 1)/q.

2. Set h = any integer, where 1 < h <p - 1 and h differs
fromany value previously tried.

1. Let j

3. Set g = h"j nod p
4. If g =1 go to step 2
2. Goup Paraneter Validation

The ASN. 1 for DH keys in [PKIX] includes elenents j and validation-
Par ns which MAY be used by recipients of a key to verify that the
group paraneters were correctly generated. Two checks are possible:

1. Verify that p=qj + 1. This denonstrates that the paraneters neet
the X9.42 paraneter criteria.

2. Verify that when the p,q generation procedure of [FIPS-186]
Appendix 2 is followed with seed "seed', that p is found when
‘counter’ = pgenCounter.

This denonstrates that the paranmeters were randomy chosen and
do not have a special form
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Whet her agents provide validation information in their certificates
is alocal matter between the agents and their CA

2.3. Epheneral -Static Mde

In Epheneral -Static node, the recipient has a static (and certified)
key pair, but the sender generates a new key pair for each nessage
and sends it using the originatorKey production. If the sender’s key
is freshly generated for each nmessage, the shared secret ZZ will be
simlarly different for each message and partyAl nfo MAY be omitted,
since it serves nerely to decouple nultiple KEKs generated by the
sanme set of pairw se keys. If, however, the sane epheneral sender key
is used for nultiple nmessages (e.g. it is cached as a perfornance
optinization) then a separate partyAlnfo MJST be used for each
message. All inplenentations of this standard MJST i npl enent
Epheneral - Stati ¢ node

In order to resist small subgroup attacks, the recipient SHOULD
performthe check described in 2.1.5. If an opponent cannot deterni ne
success or failure of a decryption operation by the recipient, the
reci pi ent MAY choose to onit this check. See also [LL97] for a mnethod
of generating keys which are not subject to small subgroup attack

2.4, Static-Static Mde

In Static-Static node, both the sender and the recipient have a
static (and certified) key pair. Since the sender’s and recipient’s
keys are therefore the sane for each nessage, ZZ will be the sane for
each nmessage. Thus, partyAlnfo MIJST be used (and different for each
message) in order to ensure that different nessages use different
KEKs. | nplenentations MAY inplenent Static-Static node.

In order to prevent snmall subgroup attacks, both originator and

reci pient SHOULD either performthe validation step described in
Section 2.1.5 or verify that the CA has properly verified the
validity of the key. See also [LL97] for a nmethod of generating keys
whi ch are not subject to small subgroup attack
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Security Considerations

Al'l the security in this systemis provided by the secrecy of the
private keying material. If either sender or recipient private keys
are disclosed, all nessages sent or received using that key are
conpronmised. Simlarly, loss of the private key results in an
inability to read nessages sent using that key.

Static Diffie-Hellman keys are vulnerable to a small subgroup attack
[LAMB8]. In practice, this issue arises for both sides in Static-
Static node and for the receiver during Epheneral - Static node
Sections 2.3 and 2.4 describe appropriate practices to protect
against this attack. Alternatively, it is possible to generate keys
in such a fashion that they are resistant to this attack. See [LL97]

The security level provided by these nethods depends on severa
factors. It depends on the Iength of the symretric key (typically, a
2" security level if the length is | bits); the size of the prine ¢
(a 2"{m 2} security level); and the size of the prime p (where the
security level grows as a subexponential function of the size in
bits). A good design principle is to have a bal anced system where
all three security levels are approximtely the sanme. If many keys
are derived froma given pair of primes p and q, it nmay be prudent to
have higher levels for the prines. In any case, the overall security
is limted by the I owest of the three |evels.
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