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1. Introduction

The Conmon | ndexing Protocol (CIP) as defined in [1] proposes a
mechani sm for distributing searches across several instances of a
single type of search engine to create a global directory. CP

provi des a scal able, flexible scheme to tie individual databases into
di stributed data warehouses that can scale gracefully with the growth
of the Internet. CIP provides a nechanismfor neeting these goals
that is independent of the access nethod that is used to access the
data that underlies the indices. Separate fromCI P is the definition
of the Index hject that is used to contain the information that is
exchanged anong | ndex Servers. One such | ndex Object that has

al ready been defined is the Centroid that is derived fromthe Wois++
protocol [2].

The Centroid does not neet all the requirenents for the exchange of

i ndex infornmation anongst infornation servers. For exanple, it does
not support the notion of increnental updates natively. For

i nformati on servers that contain mllions of records in their

dat abase, constant exchange of conpl ete dredges of the database is
bandwi dth intensive. The Tagged Index Object is specifically
designed to support the exchange of index update information. This
design cones at the cost of an increase in the size of the index

obj ect being exchanged. The Centroid is also not tailored to always
be able to give boolean answers to queries. |In the Centroid Mdel
"an index server will take a query in standard Woi s++ format, search
its collections of centroids and other forward information, determn ne
whi ch servers hold records which may fill that query, and then
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notifies the user’s client of the next servers to contact to subnit
the query." [2] Thus, the exchange of Centroids anongst index servers
allows hints to be given about which information server actually
contains the information. The Tagged | ndex bject |abels the various
pi eces of information with identifiers that tie the individual object
attributes back to an object as a whole. This "taggi ng" of
information allows an index server to be nore capable of directing a
specific query to the appropriate information server. Again, this
feature is added to the Tagged | ndex Object at the expense of an
increase in the size of the index object.

2. Background

The Lightweight Directory Access Protocol (LDAP) is defined in [3],
and it defines a nechanismfor accessing a collection of information
arranged hierarchically in such a way as to provide a globally

di stributed database which is normally called the Directory
Information Tree (DI T). Sone distinguishing characteristics of LDAP
servers are that normally, several servers cooperate to nmanage a
common subtree of the DIT. LDAP servers are expected to respond to
requests that pertain to portions of the DIT for which they have
data, as well as for those portions for which they have no
information in their database. For exanple, the LDAP server for a
portion of the DIT in the United States (c=US) nust be able to
provide a response to a Search operation that pertains to a portion
of the DIT in Sweden (c=se). Nornally, the response given will be a
referral to another LDAP server that is expected to be nore

know edgeabl e about the appropriate subtree. However, there is no
mechani smthat currently enabl es these LDAP servers to refer the LDAP
client to the supposedly nore know edgeabl e server. Typically, an
LDAP (v3) server is configured with the nane of exactly one other
LDAP server to which all LDAP clients are referred when their
requests fall outside the subtree of the DIT for which that LDAP
server has know edge. This specification defines a nmechani sm wher eby
LDAP server can exchange index information that will allow referrals
to point towards a clearly accurate destination

The X. 500 series of recomendations defines the Directory Information
Shadowi ng Protocol (DI SP) [4] which allows X 500 DSAs to exchange
information in the DIT. Shadowi ng allows various information from
various portions of the DIT to be replicated anongst participating
DSAs. The design point of DISP is inproved at the exchange of entire
portions of the DI T, whereas the design point of CIP and the Tagged

I ndex Qoject is optimzed at the exchange of structural index

i nformati on about the DIT, and inproving the performance of tree

navi gati on anongst various information servers. The Tagged | ndex
hject is nore appropriate for the exchange of index information than
is DISP. DISPis nore targeted at DIT distribution and fault
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tolerance. DISP is thus nore appropriate for the exchange of the
data in order to spread the | oad anongst several information servers
DISP is tailored specifically to X 500 (and ot her hierarchica
directory systens), while the Tagged I ndex Object and CI P can be used
in awde variety of information server environments.

While DI SP allows an individual directory server to collect

i nformation about large parts of the DIT, it would require a huge

dat abase to collect all the replicas for a significant portion of the
DIT. Furthernore, as X. 525 states: "Before shadowi ng can occur, an
agreement, covering the conditions under which shadow ng may occur is
required. Although such agreenents nay be established in a variety
of ways, such as policy statenments covering all DSAs within a given
DMD ...", where a DMD is a Directory Managenent Donmain. This is
owing to the case that the data in the DIT is being exchanged anongst
DSA rather than only the information required to maintain an | ndex.
In many environments such an agreenent is not appropriate, and to
collect information for a neaningful portion of the DIT, nmany
agreenents may need to be arranged.

3. bj ect

What is desired is to have an information server (or network of
i nformati on servers) that can quickly respond to real world requests,
like:

- What is TimHowes's email address? This is nmuch harder than
What enmmil address does Ti m Howes at Netscape have ?

- What is the X 509 certificate for Fred Smith at conpuserve.con?
One certainly doesn’t want to search ConpuServe's entire
directory tree to find out this one piece of information. |
al so don’t want to have to shadow the entire CompuServe
directory subtree onto nmy server. |If this request is being nmade
because Fred is trying to log into ny server, |I’'d certainly want
to be able to respond to the BIND in real tine.

- Who are all the people at Novell that have a title of
progr anmer ?

all these requests can reasonably be translated into LDAP or \Woi s++,
and other directory access protocol queries. They can also be
serviced in a straightforward way by the users home information
server if it has the appropriate reference information into the

dat abase that contains the source data. Here, the first server would
be able to "chain" the request for the user. Alternatively, a
precise referral could be returned. |If the hone information server
wants to service (i.e chain) the request based on the index
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information that it has on hand, this servicing could be done severa
di fferent neans:

- i ssuing LDAP operations to the renote directory server
- i ssuing DSP operations to the renote directory server
- i ssuing DAP operations to the renpote directory server

- i ssui ng Whoi s++ operations to the renote \Woi s++ server

4. The Tagged | ndex Object

This section defines a Tagged | ndex (bject that can be exchanged by
Information Servers using CIP. Wiile often it is acceptable for
Information Servers to nmake use of the Centroid definition (from[2])
to exchange index information, the goals in defining a new construct
are mul ti-pronged:

- When the Information Server receives a search request that
warrants that a referral be returned, allow the server to return
areferral that will point client to a server that is nost
likely able to answer the request correctly. False positive
referrals (the search turns up hits in the index object that
generate referrals to servers that don’t hold the desired
i nformati on) can be reduced, depending on the choice of
attribute tokenization types that are used.

- Potentially allow increnental updates that will then consune
substantially | ess bandwidth then if full updates always had to
be used.

4.1. The Agreenent

Bef ore a Tagged | ndex Object can be exchanged, the organi zation that
adm ni sters the object supplier and the organi zati on that adninisters
t he object consuner nust reach an agreenent on how the servers wll
communi cate. This agreenment contains the foll ow ng:

- "index-type": This specification describes the index type "x-
t agged-i ndex- 1"

- "dsi": An O D that uniquely identifies the subtree and scope.

This field is not explicitly necessary, as it may not provide
i nformati on beyond what is contained in the "base-uri" bel ow
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- "base-uri": One or nore URI's that will formthe base of any
referrals created based on the index object that is governed by
this agreenent. For exanple, in the LDAP URL format [8] the
base-uri would specify (anong other itens): the LDAP host, the
base object to which this index object refers (e.g. ¢c=SE), and
the scope of the index object (e.g. single container).

- "supplier": The hostnane and |istening portnunber of the
supplier server, as well as any alternative servers hol ding that
same nanming contexts, if the supplier is unavail able.

- "consuneraddr": This is a URl of the "mailto:" form wth the

RFC 822 emai| address of the consumer server. Further versions

of this draft allow other forms of URI, so that the consumer nmay

retrieve the update via the WW FTP or CI P

- "updat ei nterval ": The maxi mrum duration in seconds between
occurances of the supplier server generating an update. |f the
consuner server has not received an update fromthe supplier
server after waiting this long since the previous update, it is
likely that the index information is now out of date. A typica
value for a server with frequent updates woul d be 604800
seconds, or every week. Servers whose DITs are only nodified
annual |y could have a nuch | onger update interval

- "attri buteNanespace": Every set of index servers that together
wants to support a specific usage of indeces, has to agree on
which attributenanmes to use in the index objects. The
participating directory servers also has to agree on the napping
fromlocal attributenanes to the attributenanes used in the
i ndex. Since one specific index server mght be involved in
several such sets, it has to have sone way to connect a update
to the proper set of indexes. One possible solution to this
woul d be to use different DSIs.

- "consi st encybase": How consi stency of the index is naintained
over incremental updates:

"conpl ete" - every change or del ete concerning one object
has to contain all tokens connected to that object. This
met hod nust be supported by any server who wants to conply
with this standard.

"tag" - starting at a full update every increnental update
refering back to this full updated has to maintain state-

i nformati on regardi ng tags, such that a object within the
ori gi nal database is assigned the same tagnunber every tine.
This method is optional
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"uni que" - every object in the Dataset has to have a uni que
value for a specific attribute in the index. A exanple of
such a attribute could be the distinguishedName attri bute.
This method is al so optional

- "securityoption": Wether and how the supplier server should
sign and encrypt the update before sending it to the consumer
server. Options for this version of the specification are:

"none" - the update is sent in plaintext

"PGP/M ME": the update is digitally signed and encrypted
usi ng PGP [ 9]

"SIMM": the update is digitally signed and encrypted using
S/'M ME [ 10]

"SSLv3": the update is digitally signed and encrypted using
an SSLv3 connection [11]

"Fortezza": the update is digitally signed and encrypted
using Fortezza [ 5]

It is reconmended that the "PGP/M ME" option be used when exchangi ng
sensitive informati on across public networks, and both the supplier
and consumer have PGP keys. The "Fortezza" option is intended for use
in environnents where security protocols are based on Fortezza-
conpati bl e devices. The "S/M ME" option can be used with both the
suppl i er and consumer have RSA keys and can make use of the PKCS
protocols defined in the SIM M specification. The "SSLv3" option can
be used when both the supplier and consunmer have access to SSL
services, have server certificates, and can nutually authenticate
each other.

- Security Credentials: The long-term cryptographic credentials
used for key exchange and aut hentication of the consunmer and
supplier servers, if a security option was selected. For
"PGP/MME," this will be the trusted public keys of both
servers. For "Fortezza," this will be the certificate paths of
both servers to a common point of trust. For "S/M ME" and
"SSLv3" these will be the certificates of the supplier and
consuner.
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Note that if the index server maintains the information that
woul d appear in the agreement in a directory according to the
definitions in [7], then no real formal agreenment between the
two parties needs to be put in place, and the information that
is required for conmunication between the two i ndex servers is
derived automatically fromthe directory.

4.2. Content Type

The update consists of a M ME object of type application/cip-index-
object. The paraneters are:

"type": this has value "application/index.obj.tagged"
"dsi": the DSI (if any) fromthe agreenent.

"base-uri". A set of URIs, separated by spaces. In each URI, the
host nane/ portno nust be distinct, and based on the "supplier" part
of the agreenent.

The payload is nostly textual data but may include bytes with the
high bit set. The originating information server should set the
content-transfer-encoding as appropriate for the information included
in the payl oad.

This object may be encapsulated in a wapper content (such as

mul tipart/signed) or be encrypted as part of the security procedures.
The resulting content can the distributed, for exanple via electronic
mai |l . For exanple,

From supplier @up.com Date: Thu, 16 Jan 1997 13:50: 37 - 0500
Message-1d: <199701161850. NAA29295@up. con®;
To: consuner @onsuner.com <<-- from consuner server address

Reply-to: supplier-adn n@up. com

M ME-Version: 1.0

Cont ent - Type: application/index. obj.tagged;
dsi=1.3.6.1.4.1.1466.85.85.1.2.3.4.5.6.7.8.9.10.11. 12. 13. 14. 15. 16;
base-uri ="Idap://sup. conl dc=sup, dc=com | dap://al t. conf dc=sup, dc=conti

The payload is series of CRLF-terninated |lines. The payload is UTF-8.
Some supplier servers nmay only be able to generate the printable US-
ASCI | subset of UTF-8, but all consumer servers nust be able to
handl e the full range of Unicode characters when decoding the
attribute values (in the "attr-value" field in the BNF bel ow).
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4.3. Tagged | ndex BNF

The Tagged I ndex object has the followi ng granmar, expressed in
nodi fi ed BNF format:

i ndex- obj ect
i 0-part
header

O*(io-part SEP) io-part

header SEP schena-spec SEP index-info

versi on-spec SEP update-type SEP this-update SEP
| ast - updat e context-size nane-space SEP

"version:" *SPACE "x-tagged-index-1"

"updat etype: " *SPACE ( "total" |

( "incremental" [*SPACE "tagbased"|"uni quel Dbased" ] )

"thi supdate:" *SPACE TI MESTAMP

[ "lastupdate:" *SPACE TI MESTAMP SEP]

[ "contextsize:" *SPACE 1*DIGA T SEP]

"BEA N | O Schema" SEP 1*(schema-1|ine SEP)

"END | O Schema"

ver si on- spec
updat e-type

t hi s-updat e
| ast - updat e
cont ext - si ze
schena- spec

schenma-line = attribute-nane ":" token-type

token-type = "FULL" | "TOKEN' | "RFC822" | "UUCP" | "DNS"
i ndex-info = full-index | increnmental-index

full -index = "BEG N I ndex- 1 nfo" SEP 1*(index-bl ock SEP)

"END | ndex- I nf 0"
i ncrenent al -i ndex = 1*(add-bl ock | del ete-block | update-bl ock)
add- bl ock "BEG N Add Bl ock” SEP 1*(i ndex-bl ock SEP)
"END Add Bl ock"
"BEA N Del ete Bl ock" SEP 1*(i ndex-bl ock SEP)
"END Del et e Bl ock"
"BEG N Updat e Bl ock" SEP
0* (ol d-i ndex-bl ock SEP)
1*(new i ndex- bl ock SEP)
"END Updat e Bl ock"
ol d-i ndex-block = "BEA N A d" SEP 1* (i ndex- bl ock SEP)

del et e- bl ock

updat e- bl ock

"END d d"
new i ndex- bl ock = "BEG N New' SEP 1*(i ndex-bl ock SEP)
"END New'
i ndex-block = first-line 0*(SEP cont-1line)
first-line = attr-nane ":" *SPACE taglist "/" attr-val ue
cont-line ="-" taglist "/" attr-value
tagli st = tag O*("," tag) | "*"
tag = 1*DIAT ["-" 1*DIAT]
attr-val ue = 1*(UTF8)
attr-name = 1* ( NAMECHAR)
TI MESTAMP =1*DIAT
NAVECHAR =DIGT | UPPER| LOWER | "-" | ";" | "."
SPACE = <ASCl | space, %%20>;
SEP = (CRLF) | LF
CR = <ASCI| CR, carriage return, 9%0D>;
LF = <ASCI | LF, line feed, %0A>;
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DAT ="o" | "1 "2" ] "3" | "4" | "5" | "e" | "7"
II8II | II9II

UPPER ="A"| "B"| "C | "D | "E'"| "F"| "G | "H |
S B S B VN I O I
Q| RS T UV W] X
IIYII | IIZII

LONER ="a" | "b" | "c" | "d" | "e" | "f" | "g" | "h"
R I S A I B T B
S I S B S S BT B VAN B
"yl

US-ASCl | - SAFE = %01-09 / 9%O0B-0C / 9%OE-7F
7, US-ASCI | except CR, LF, NUL
UTF8 = US-ASCI | - SAFE / UTF8-1 / UTF8-2 / UTF8-3
/ UTF8-4 / UTF8-5

UTF8- CONT = %% 80- BF

UTF8- 1 = % C0- DF UTF8- CONT
UTF8- 2 = 9% EO- EF 2UTF8- CONT
UTF8- 3 = 9% FO- F7 3UTF8- CONT
UTF8- 4 = 9% F8- FB 4UTF8- CONT
UTF8-5 = % FC FD 5UTF8- CONT

The set of characters allowed to appear in the attr-nane field is
limted to the set of characters used in LDAP and WHO S++ attribute
names. For other services that have attribute name character sets
that are larger than these, those services should create a profile
that maps the nanes onto object identifiers, and the sequence of
digits and periods is used by those services in creating the attr-
nane fields for their Tagged | ndex (bjects.

It is worth nentioning that updates to a index based in tagged index
obj ects MJUST be perforned in the order specified by the tagged index
obj ect itself.

4.3.1. Header Descriptions

The header section consists of one or nore "header |ines". The
foll owi ng header lines are defined:

"version": This line nust always be present, and have the val ue
"x-tagged-index-1" for this version of the specification

"updatetype": This line nust always be present. It takes as the
value either "total" or "increnental". The first update sent by a
supplier server to a consuner server for a DSI nust be a "total"
updat e.
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"thisupdate": This line nust always be present. The value is the
nunber of seconds from 00: 00: 00 UTC January 1, 1970 at which the
supplier constructed this update.

"l astupdate": This line nmust be present if the "updatetype" |ist
has the value "increnental". The value is the nunber of seconds
from 00: 00: 00 UTC January 1, 1970 at which the supplier
constructed the previous update sent to the consuner. This field
all ows the consurmer to deternmine if a previous update was m ssed

"contextsize": This line may be present at the supplier’s option
The value is a nunber, which is the approxi mate total nunber of
entries in the subtree. This information is provided for
statistical purposes only.

4.3.2. Tokenization Types

The Tagged I ndex Object inherits the "TOKEN' schene for tokenization
as specified in[2]. |In addition, there are several other

t okeni zati on schemes defined for the Tagged | ndex Object.

The followi ng table presents these schemes and what character(s) are
used to delimt tokens.

Token Type Tokeni zati on Characters
FULL none
TOKEN white space, "@

RFC822 white space, ".", "@
UuUCP white space, "!"
DNS any character note a nunber, letter, or "-"

4.3.3. Tag Conventions

In the tag list, multiple consecutive tags may be shortened by using
"#-#". For exanple, the list "3,4,5,6,7,8,9,10" may be shortened to
"3-10". Tags are to be applied to the data on a per entry |evel

Thus, if two index lines in the sane index object contain the same
tag, then those two lines always refer to the sane "record" in the
directory. |In LDAP terninology, the two lines would refer to the
sanme directory object. Additionally if two index lines in the same

i ndex object contain different tags, then it is always the case that
those two lines refer back to different records in the directory. The
meaning of '*’ in the tag position is that that specific token apears
in every record in the directory.

The tag applied to the sane underlying record in two separate

transm ssions of a full-index may be different. Thus, receiving

i ndex servers should make no assunptions about the values of the tags
across i ndex object boundaries.
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4.4. Increnental |ndexing

The tagged index object format supports the ability of information
servers to distribute only delta index data, rather than distributing
total index information each tinme. This scenario, known as

i ncrenental indexing supports three basic types of operations: add,
delete and replace. |If the increnental updatetype is specified in
the tagged index object, then the index object contains a snapshot of
only the changes that have been made since the index object specified

in the | astupdate header was distributed. |If the receiving index
server did not receive that index object, it should request a total
i ndex object. |If the CIP protocol supports it, the index server nmay

request the specific index object that it m ssed.

If the tagged i ndex object contains an Add Block, then the lines in
the Add Block refer to new records that were added to the information
base of the transmitting index server. |t can be guaranteed that
those records did not exist in any previously received tagged index
obj ect, and the receiving index server can insert this index
information in the index that it already naintains for the
transmitting i ndex server.

If the tagged i ndex object contains a Delete Block, then the
structure of the Del ete Bl ock depends on how the consistency is
nmai nt ai ned;

- "conpleteRecord": all the tokens connected to the record to be
del eted has to be included, the tag used to connect tokens in this
message has no relation to tags used in previously sent tagged
i ndex obj ects.

- "uniquel DBased": only the unique identifier has to be defined.

- "tagBased": all the tokens connected to the record has to be
i ncl uded but then preceded by the tag used for this specific
record in the preceding set of the last full update and the there
on follow ng incremental updates.

If the tagged i ndex object contains an Update Bl ock, then the lines
in the Update Block refer to records that were changed in the

i nformati on base of the transmtting i ndex server. Again the specific
content of the block depends on how the consistency is nmintained.

- "conpleteRecord": Al the tokens representing the old version of
the record as well as the new ones has to be incl uded.

- "uni quel DBased": The unique ID has to be included together wth
the tokens that have changed.
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- "tagBased": Only the changed tokens are included, but then both
the old version, if there was one, as well as the new one, if
there is one.

The Update Bl ock al so supports the idea of indexing new attributes
that were not previously included in the tagged index object. For
exanple, if the transmtting index server began including index

i nformati on on postal addresses, then it could include an Update

Bl ock in the index object that included all the index information on
postal addresses for all records in its information base, and

i ndi cate that nothing el se has changed.

5. Exanpl es

In the followi ng sections, for each different consistencybase type,
the tagged index object is represented for the foll ow ng scenari o;
The exanples starts with one full update and following that a set of
updates. The underlying information is presented in the LD F [6]
format.

5.1 The original database

dn: cn=Barbara Jensen, ou=Product Devel opnent, o=Ace |ndustry, c=US
obj ectcl ass: top

obj ectcl ass: person

obj ect cl ass: organi zati onal Person

cn: Barbara Jensen

cn: Barbara J Jensen

cn: Babs Jensen

sn: Jensen

uid: bjensen

dn: cn=Bjorn Jensen, ou=Accounting, o=Ace |ndustry, c=US

obj ectcl ass: top

obj ectcl ass: person

obj ect cl ass: organi zati onal Person

cn: Bjorn Jensen

sn: Jensen

title: Accounting manager

dn: cn=CGern Jensen, ou=Product Testing, o=Ace Industry, c=US
obj ectcl ass: top

obj ect cl ass: person

obj ectcl ass: organi zati onal Person

cn: Gern Jensen

cn: Gern O Jensen

sn: Jensen

title: testpilot

dn: cn=Horatio Jensen, ou=Product Testing, o=Ace Industry, c=US
obj ectcl ass: top
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obj ectcl ass: person

obj ect cl ass: organi zati onal Person
cn: Horatio Jensen

cn: Horatio N Jensen

sn: Jensen

title: testpilot

5.1.1 "Conpl ete" consistency based full update

versi on: x-tagged-index-1
updat et ype: tota
t hi supdate: 855938804
BEA N | O Schena
cn: TOKEN

sn: FULL

title: TOKEN
END | O Schena
BEA N | ndex-1nfo
cn: 1/ Barbara
-1/

-1/ Babs

-*/ Jensen

-2/ Bjorn

-3/ Gern

-3/0

-4/ Horatio

-4/ N

sn: */Jensen
title: 1/product
- 1- 2/ manager

-1/ accounti ng
-3,4/testpil ot
END | ndex-1nfo

5.1.2 "tag" consistency based full update

versi on: Xx-tagged-index-1
updat etype: tota

t hi supdate: 855938804
BEG N | O Schena

cn: TOKEN

sn: FULL

title: TOKEN

END | O Schena

BEG N | ndex-1nfo

cn: 1/ Barbara

-1/

- 1/ Babs
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-*/Jensen
-2/ Bjorn

-3/ Gern
-3/0

-4/ Horatio
-4/ N

sn: */Jensen

title: 1/product
-1- 2/ manager

-1/ accounti ng
-3,4/testpil ot
END I ndex-1nfo

5.1.3 "uni que" consistency based full update

version: x-tagged-index-1
updat et ype: total

t hi supdate: 855938804
BEG N | O Schema

dn: FULL
cn: TOKEN
sn: FULL

title: TOKEN

END | O Scherma

BEA N | ndex-1nfo

dn: 1/cn=Barbara Jensen, ou=Product Devel opnent, o=Ace |ndustry, c=US
-2/ cn=Bj orn Jensen, ou=Accounting, o=Ace Industry, c=US

-3/ cn=CGern Jensen, ou=Product Testing, o=Ace Industry, c=US
-4/ cn=Hor ati o Jensen, ou=Product Testing, o=Ace Industry, c=US
cn: 1/ Barbara

-1/

- 1/ Babs

-*/Jensen

-2/ Bjorn

-3/ Gern

-3/0

-4/ Horatio

-4/ N

sn: */Jensen

title: 1/product

- 1- 2/ manager

-1/ accounti ng

-3,4/testpil ot

END | ndex-Info
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5.2 First update
Gern Jensen’s entry above changes to:

dn: cn=CGern Jensen, ou=Product Testing, o=Ace Industry, c=US
obj ectcl ass: top

obj ectcl ass: person

obj ect cl ass: organi zati onal Person

cn: Cern Jensen

cn: CGern O Jensen

sn: Jensen

title: chiefpilot

5.2.1 First update using "conplete"

versi on: x-tagged-index-1
updat et ype: increnmenta

| ast updat e: 855940000

t hi supdate: 855938804
BEG N | O schema

cn: TOKEN
sn: FULL
title: FULL

END | O Scherma
BEA N Updat e Bl ock

BEG N A d
cn: 1/ Gern
cn: 1/0

cn: 1/Jensen

sn: 1/Jensen
title: 1/testpilot
END A d

BEG N New

cn: 1/ Gern

cn: 1/0

cn: 1/Jensen

sn: 1/Jensen
title: 1/chiefpilot
END New

END Updat e Bl ock
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5.2.2 First update using "tag" consistency

version: x-tagged-index-1
updat et ype: increnental
| ast updat e: 855940000

t hi supdate: 855938804
BEG N | O schena

cn: TOKEN

sn: FULL

title: FULL

END | O Schema

BEA N Updat e Bl ock

BEG N Ad

title: 3/testpilot

END A d

BEG N New

title: 3/chiefpilot
END New

END Updat e Bl ock

5.2.3 First update using "unique" 1D s

version: x-tagged-index-1
updat et ype: increnental
| ast updat e: 855940000

t hi supdate: 855938804
BEA N | O schena

cn: TOKEN

sn: FULL

title: FULL

END | O Scherma

BEG N Updat e Bl ock

BEG N O d

dn: 1/cn=CGern Jensen, ou=Product Testing, o=Ace Industry,

title: 1/testpilot
END O d
BEG N New

dn: 1/cn=Cern Jensen, ou=Product Testing, o=Ace |ndustry,

title: 1/chiefpilot
END New
END Updat e Bl ock

Hedberg, et al. Experi ment al
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5.3 Second update

# Add a new entry

dn: cn=Bo Didl ey, ou=Marketing,

changet ype: add
obj ectcl ass: top
obj ectcl ass: person

obj ect cl ass: organi zati onal Person

cn: Bo Didley
sn: Didley
title: Policy Mker

# Delete an existing entry
dn: cn=Bjorn Jensen, ou=Accounti ng,

changetype: delete

# Modify all other entries:
dn: cn=Barbara Jensen, ou=Product Devel opnent,

changetype: nodify
add: locality
locality: New Jersey

addi ng an additiona

dn: cn=Gern Jensen, ou=Product Testi ng,

changetype: nodify
add: locality
locality: New Ol eans

dn: cn=Horatio Jensen, ou=Product Testi ng,

changet ype: nodify
add: locality
locality: New Cal edonia

5.3.1 "conpl ete”

versi on: Xx-tagged-index-1
updat et ype: increnental

| ast updat e: 855938804

t hi supdate: 855939525
BEA N | O schema

cn: TOKEN
sn: FULL
title: FULL

locality: TOKEN
END | O Schena
BEG N Add Bl ock
cn: 1/Bo

-1/ Di dl ey

sn: 1/ Didl ey
title: 1/ Policy
-1/ maker
locality: 1/ New
-1/ York

Hedberg, et al
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END Add Bl ock

BEG N Del et e Bl ock
cn: 1/Bjorn

-1/ Jensen

sn: 1/Jensen
title: 1/Accounting
- 1/ Manager

END Del ete Bl ock
BEG N Updat e Bl ock
BEG N A d

cn: 1/ Barbara

-1/

-1-3/Jensen

-2/ Gern

-2/ 0

-3/ Horatio

sn: 1-3/Jensen
title: 1/Production
- 1/ Manager

-2/ Test pi | ot

- 3/ Chi ef pi | ot

END A d

BEG N New

cn: 1/ Barbara

-1/

-1-3/Jensen

-2/ Gern

-2/ 0

-3/ Horatio

sn: 1-3/Jensen

title: 1/Production

- 1/ Manager

-2/ Test pi | ot

-3/ Chi ef pi |l ot

locality: 1/Jersey

-2/ Ol eans

- 3/ Cal edoni a

- 1- 3/ New

END New END Updat e Bl ock

5.3.2 "tag"

version: x-tagged-index-1
updat et ype: incremnental

| ast updat e: 855938804

t hi supdate: 855939525
BEG N | O schena
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cn: TOKEN

sn: FULL

title: FULL
locality: TOKEN
END | O Schema

BEG N Add Bl ock
cn: 5/Bo

-5/ Di dl ey

sn: 5/ Didl ey
title: 5/Policy
-5/ maker

locality: 5/ New
-5/ York

END Add Bl ock

BEA N Del et e Bl ock
cn: 2/ Bjorn

-2/ Jensen

sn: 2/Jensen
title: 2/Accounting
- 2/ Manager

END Del et e Bl ock
BEA N Updat e Bl ock
BEG N New
locality: 1/Jersey
-2/ Ol eans

-4/ Cal edoni a

-1, 2, 4/ New

END New

END Updat e Bl ock

5.3.3 "uni que"

version: x-tagged-index-1
updat et ype: increnental

| ast updat e: 855938804

t hi supdate: 855939525
BEG N | O schema

cn: TOKEN

sn: FULL

title: FULL

| ocality: TOKEN

END | O Scherma

BEG N Add Bl ock

dn: 1/cn=Bo Didl ey, ou=Marketing, o=Ace |ndustry, c=US
cn: 1/Bo

-1/ Di dl ey

sn: 1/Didl ey

title: 1/Policy
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6.

-1/ maker

locality: 1/ New

-1/ York

END Add Bl ock

BEA N Del ete Bl ock

dn: 1/cn=Bjorn Jensen, ou=Accounting, o=Ace |ndustry, c=US
END Del ete Bl ock

BEG N Updat e Bl ock

BEG N New

dn: 1/cn=Barbara Jensen, ou=Product Devel opnent, o=Ace |ndustry, c=US
-2/ cn=CGern Jensen, ou=Product Testing, o=Ace Industry, c=US
-3/ cn=Horati o Jensen, ou=Product Testing, o0=Ace Industry, c=US
locality: 1/Jersey

-2/ Ol eans

- 3/ Cal edoni a

- 1- 3/ New

END New

END Updat e Bl ock

Aggr egati on

6.1. Aggregation of Tagged Index Objects

Aggregation of two tagged i ndex objects is done by nmerging the two
lists of values and rewiting each tag list. The tag list rewiting
process is done so that the resulting index object appears as if it
came froma single source. An index server that aggregates tagged

i ndex objects for export MJIST ensure that the export URL (i.e. the
base-uri of the CIP object) for the aggregate index object will route
all queries that have "hits" on the index object to that server
(otherwi se, query routing will not succeed).

Security Considerations

This specification provides a protocol for transferring information
bet ween two servers. The information transferred nmay be protected by
laws in many countries, so care nust be taken in the nmethods used to
tokeni ze the data to ensure that protected data nmay not be
reconstructed in full by the receiving server. This protocol does
not have any inherent protection against spoofing or eavesdroppi ng.
However, since this protocol is transported in M ME nessages (as are
all CP index objects), it inherits all the security capabilities and
liabilities of other M ME nessages. Specifically, those wanting to
prevent eavesdroppi ng or spoofing may use sonme of the various

techni ques for signing and encrypting M ME nessages.

Information Server administrators nust decide what portions of their
dat abases are appropriate for inclusion in the Tagged | ndex (bject.
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For distribution of information outside the enterprise, information
server devel opers are encouraged to allow for facilities that hide

t he organi zational structure when generating the Tagged | ndex Object
fromthe underlying informati on database. To allow for the secure
transm ssi on of Tagged | ndex Objects across the Internet, Index
Servers shoul d nmake use of SSL when conpleting the connection. In
order to strongly verify the identity of the peer index server on the
other side of the connection, SSL version 3 certificate exchange
shoul d be inplenmented, and the identity in the peer’'s certificate
verify with the Public Key Infrastructure. |If electronic mail is
used to exchange the Tagged I ndex hjects, then a secure nessagi ng
facility, such as PGP/M ME or S/M ME shoul d be used to sign or
encrypt (or both) the infornation.
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