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Abst r act

Thi s docunent describes a DNS RR which specifies the |ocation of the
server(s) for a specific protocol and domain.

Overview and rational e

Currently, one nust either know the exact address of a server to
contact it, or broadcast a question.

The SRV RR allows adninistrators to use several servers for a single
domain, to nove services fromhost to host with little fuss, and to
designate sone hosts as primary servers for a service and others as
backups.

Cients ask for a specific service/protocol for a specific domain
(the word domain is used here in the strict RFC 1034 sense), and get
back the nanes of any avail abl e servers

Note that where this docunent refers to "address records", it nmeans A
RR s, AAAA RR' s, or their nost nodern equival ent.
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Definitions

The key words "MJST", "MJST NOT", "SHOULD', "SHOULD NOT" and " MAY'
used in this docunment are to be interpreted as specified in [BCP 14].
O her terms used in this docunent are defined in the DNS

speci fication, RFC 1034.

Applicability Statenent

In general, it is expected that SRV records will be used by clients
for applications where the rel evant protocol specification indicates
that clients should use the SRV record. Such specification MJST
define the synbolic nane to be used in the Service field of the SRV
record as described below. It also MJST include security

consi derations. Service SRV records SHOULD NOT be used in the absence
of such specification

I ntroductory exanpl e
I f a SRV-cogni zant LDAP client wants to di scover a LDAP server that
supports TCP protocol and provides LDAP service for the domain
exanple.com, it does a | ookup of

_ldap. _tcp. exanpl e. com

as described in [ARM. The exanple zone file near the end of this
meno contai ns answering RRs for an SRV query.

Note: LDAP is chosen as an exanple for illustrative purposes only,
and the LDAP exanples used in this docunent should not be considered
a definitive statenment on the recommended way for LDAP to use SRV
records. As described in the earlier applicability section, consult
the appropriate LDAP docunents for the recomrended procedures.

The format of the SRV RR
Here is the format of the SRV RR, whose DNS type code is 33:
_Service. _Proto.Nane TTL Cass SRV Priority Wight Port Target
(There is an exanple near the end of this docunent.)
Servi ce
The synbolic name of the desired service, as defined in Assigned
Numbers [STD 2] or locally. An underscore (_) is prepended to

the service identifier to avoid collisions with DNS | abel s that
occur in nature.

@l brandsen, et al. St andards Track [ Page 2]



RFC 2782 DNS SRV RR February 2000

Some wi dely used services, notably POP, don’t have a single
uni versal nane. |If Assigned Nunbers names the service

i ndi cated, that nane is the only name which is legal for SRV
| ookups. The Service is case insensitive.

Proto
The synbolic nane of the desired protocol, with an underscore
(_) prepended to prevent collisions with DNS | abels that occur
in nature. _TCP and _UDP are at present the nost useful val ues
for this field, though any nane defined by Assigned Numbers or
locally may be used (as for Service). The Proto is case
i nsensitive.

The domain this RRrefers to. The SRV RRis unique in that the
nane one searches for is not this nane; the exanple near the end
shows this clearly.

TTL
Standard DNS meani ng [ RFC 1035] .

d ass
Standard DNS neani ng [ RFC 1035]. SRV records occur in the IN
Cl ass.

Priority
The priority of this target host. A client MUST attenpt to
contact the target host with the | owest-nunbered priority it can
reach; target hosts with the sane priority SHOULD be tried in an
order defined by the weight field. The range is 0-65535. This
is a 16 bit unsigned integer in network byte order

Wi ght

A server selection nechanism The weight field specifies a
relative weight for entries with the same priority. Larger

wei ghts SHOULD be given a proportionately higher probability of
bei ng sel ected. The range of this nunber is 0-65535. This is a
16 bit unsigned integer in network byte order. Donain

admi ni strators SHOULD use Weight O when there isn’t any server
selection to do, to make the RR easier to read for humans (Il ess
noisy). In the presence of records containing weights greater
than 0, records with weight 0 should have a very small chance of
bei ng sel ect ed.

In the absence of a protocol whose specification calls for the

use of other weighting information, a client arranges the SRV
RRs of the sane Priority in the order in which target hosts,
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specified by the SRV RRs, will be contacted. The foll ow ng
al gori thm SHOULD be used to order the SRV RRs of the sane
priority:

To select a target to be contacted next, arrange all SRV RRs
(that have not been ordered yet) in any order, except that al
those with weight 0 are placed at the beginning of the list.

Comput e the sum of the weights of those RRs, and with each RR
associate the running sumin the selected order. Then choose a
uni f orm random nunber between 0 and the sum conput ed
(inclusive), and select the RR whose running sumvalue is the
first in the selected order which is greater than or equal to

t he random nunber selected. The target host specified in the
selected SRV RR is the next one to be contacted by the client.
Remove this SRV RR fromthe set of the unordered SRV RRs and
apply the described algorithmto the unordered SRV RRs to sel ect
the next target host. Continue the ordering process until there
are no unordered SRV RRs. This process is repeated for each
Priority.

Por t
The port on this target host of this service. The range is O-
65535. This is a 16 bit unsigned integer in network byte order
This is often as specified in Assigned Nunbers but need not be.

Tar get
The domai n name of the target host. There MJST be one or nore
address records for this nane, the name MJST NOT be an alias (in
the sense of RFC 1034 or RFC 2181). |Inplenentors are urged, but
not required, to return the address record(s) in the Additiona
Data section. Unless and until permitted by future standards
action, name conpression is not to be used for this field.

A Target of "." neans that the service is decidedly not
avai |l abl e at this domain.

Domai n adni ni strator advice

Expecting everyone to update their client applications when the first
server publishes a SRV RRis futile (even if desirable). Therefore
SRV woul d have to coexist with address record | ookups for existing
protocols, and DNS administrators should try to provide address
records to support old clients:

- Where the services for a single domain are spread over severa

hosts, it seens advisable to have a |ist of address records at
the sane DNS node as the SRV RR, listing reasonable (if perhaps
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suboptinmal) fallback hosts for Telnet, NNTP and ot her protocols
likely to be used with this name. Note that sone programs only
try the first address they get back frome.g. gethostbynane(),
and we don’t know how wi despread this behavior is.

- Where one service is provided by several hosts, one can either
provi de address records for all the hosts (in which case the
round-robi n nechani sm where available, will share the | oad
equal ly) or just for one (presumably the fastest).

- If a host is intended to provide a service only when the main
server(s) is/are down, it probably shouldn't be listed in
address records.

- Hosts that are referenced by backup address records nust use the
port nunber specified in Assigned Nunbers for the service.

- Designers of future protocols for which "secondary servers" is
not useful (or neaningful) may choose to not use SRV's support
for secondary servers. dients for such protocols may use or
ignore SRV RRs with Priority higher than the RR with the | owest
Priority for a domain.

Currently there's a practical limt of 512 bytes for DNS replies.
Until all resolvers can handl e | arger responses, donain
administrators are strongly advised to keep their SRV replies bel ow
512 bytes.

Al'l round numbers, wote Dr. Johnson, are false, and these nunbers
are very round: A reply packet has a 30-byte overhead plus the name
of the service (" _ldap. _tcp.exanple.cont for instance); each SRV RR
adds 20 bytes plus the nane of the target host; each NS RRin the NS
section is 15 bytes plus the nanme of the nane server host; and
finally each A RRin the additional data section is 20 bytes or so,
and there are A's for each SRV and NS RR nentioned in the answer.
This size estimate is extrenely crude, but shouldn’t underestinate
the actual answer size by nuch. |f an answer nay be close to the
limt, using a DNS query tool (e.g. "dig") to look at the actua
answer is a good idea.

The "Weight" field

Wei ght, the server selection field, is not quite satisfactory, but
the actual |oad on typical servers changes much too quickly to be
kept around in DNS caches. It seens to the authors that offering
adm nistrators a way to say "this machine is three tines as fast as
that one" is the best that can practically be done.
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The only way the authors can see of getting a "better" load figure is
asking a separate server when the client selects a server and
contacts it. For short-lived services an extra step in the
connection establishnment seens too expensive, and for long-Ilived
services, the load figure may well be thrown off a mnute after the
connection is established when soneone el se starts or finishes a
heavy j ob.

Note: There are currently various experinents at providing relative
network proximity estimation, avail able bandw dth estimation, and
simlar services. Use of the SRV record with such facilities, and in
particular the interpretation of the Weight field when these
facilities are used, is for further study. Wight is only intended
for static, not dynamic, server selection. Using SRV weight for
dynami ¢ server selection would require assigning unreasonably short
TTLs to the SRV RRs, which would limt the useful ness of the DNS
cachi ng mechani sm thus increasing overall network | oad and
decreasing overall reliability. Server selection via SRVis only

i ntended to express static information such as "this server has a
faster CPU than that one" or "this server has a nuch better network
connection than that one"

The Port nunber

Currently, the translation fromservice name to port nunmber happens
at the client, often using a file such as /etc/services.

Moving this information to the DNS nmakes it | ess necessary to update
these files on every single conputer of the net every tine a new
service is added, and nakes it possible to nove standard services out
of the "root-only" port range on uniX.

Usage rul es

A SRV-cogni zant client SHOULD use this procedure to locate a |list of
servers and connect to the preferred one:

Do a | ookup for QNAME= servi ce. _protocol .target, QCLASS=IN
QIYPE=SRV

If the reply is NOERROR, ANCOUNT>0 and there is at |east one
SRV RR whi ch specifies the requested Service and Protocol in
the reply:

If there is precisely one SRV RR and its Target is "."
(the root donmin), abort.
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Else, for all such RR's, build a list of (Priority, Wight,
Target) tuples
Sort the list by priority (lowest number first)
Create a new enpty |ist
For each distinct priority |evel
While there are still elements left at this priority
| evel
Sel ect an el enent as specified above, in the
description of Weight in "The fornmat of the SRV
RR' Section, and nove it to the tail of the new
list
For each elenent in the new |ist
query the DNS for address records for the Target or
use any such records found in the Additional Data
section of the earlier SRV response.

for each address record found, try to connect to the
(protocol, address, service).

Do a | ookup for QNAME=t arget, QCLASS=IN, QTYPE=A

for each address record found, try to connect to the

(protocol, address, service)

Not es:

- Port nunbers SHOULD NOT be used in place of the symbolic service
or protocol nanes (for the same reason why variant nanes cannot
be al |l owed: Applications would have to do two or nore | ookups).

- If a truncated response cones back froman SRV query, the rules
described in [RFC 2181] shall apply.

- Aclient MIST parse all of the RRs in the reply.

- |If the
for all
t ar get

Addi tional Data section doesn’t contain address records
the SRV RR's and the client may want to connect to the
host (s) involved, the client MJST | ook up the address

record(s). (This happens quite often when the address record
has shorter TTL than the SRV or NS RR s.)
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- Future protocols could be designed to use SRV RR | ookups as the
means by which clients |ocate their servers.

Fi ctional exanple

This exanple uses fictional service "foobar" as an aid in

under standi ng SRV records. |f ever service "foobar" is inplenented,

it is not intended that it will necessarily use SRV records. This is
(part of) the zone file for exanple.com a still-unused domai n:

$ORI G N exanpl e. com
@ SQA server. exanpl e.com root.exanple.com (
1995032001 3600 3600 604800 86400 )
NS server. exanpl e.com
NS nsl.ip-provider. net.
NS ns2.ip-provider.net.
; foobar - use ol d-slowbox or newfast-box if either is
; avail able, nake three quarters of the logins go to
; new-fast - box.
_foobar. _tcp SRV 0 1 9 ol d-sl ow box. exanpl e. com
SRV 0 3 9 new fast-box. exanpl e. com
; i f neither ol d-slowbox or newfast-box is up, switch to
; using the sysdmin’s box and the server
SRV 1 0 9 sysadm ns-box. exanpl e. com
SRV 1 0 9 server. exanpl e.com

server A 172.30.79.10
ol d- sl ow box A 172.30.79.11
sysadmi ns- box A 172.30.79.12
new- f ast - box A 172.30.79.13
; NO other services are supported
* _tcp SRv 00O0.

*. _udp SRV 00 0.
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In this exanple, a client of the "foobar" service in the

"exanpl e.com" domai n needs an SRV | ookup of

" _foobar._tcp.exanple.com" and possibly A | ookups of "newfast-

box. exanpl e.com " and/or the other hosts named. The size of the SRV
reply is approxi mately 365 bytes:

30 bytes general overhead

20 bytes for the query string, " _foobar. tcp. exanple.com"
130 bytes for 4 SRV RR's, 20 bytes each plus the |l engths of "new
fast-box", "ol d-sl ow box", "server" and "sysadm ns-box" -

"exanpl e.com in the query section is quoted here and doesn’t
need to be counted again.

75 bytes for 3 NS RRs, 15 bytes each plus the | engths of "server"
"nsl.ip-provider.net." and "ns2" - again, "ip-provider.net." is
quoted and only needs to be counted once.

120 bytes for the 6 address records (assunming | Pv4 only) nentioned
by the SRV and NS RR s.

| ANA Consi der ati ons

The | ANA has assigned RR type value 33 to the SRV RR  No other | ANA
services are required by this docunent.

Changes from RFC 2052

Thi s docunent obsol etes RFC 2052. The maj or change fromt hat
previous, experinental, version of this specification is that now the
protocol and service | abels are prepended with an underscore, to

| ower the probability of an accidental clash with a simlar nane used
for unrelated purposes. Aside fromthat, changes are only intended
to increase the clarity and conpl eteness of the docunent. This
docunent especially clarifies the use of the Wight field of the SRV
records.

Security Considerations

The aut hors believe this RRto not cause any new security problens.
Sone probl ens becone nore visible, though

- The ability to specify ports on a fine-grained basis obviously
changes how a router can filter packets. |t becones inpossible
to block internal clients from accessing specific externa
services, slightly harder to block internal users from running
unaut hori zed services, and nore inportant for the router
operations and DNS operations personnel to cooperate.

- There is no way a site can keep its hosts from being referenced
as servers. This could lead to denial of service
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- Wth SRV, DNS spoofers can supply false port nunbers, as well as
host nanes and addresses. Because this vulnerability exists

al r eady,

with names and addresses, this is not a new

vul nerability, nmerely a slightly extended one, with little
practical effect.
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Engl i sh.
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