Net wor k Wor ki ng Group J. Carlson
Request for Comments: 2823 Sun M crosystens, |nc.
Cat egory: Experi nental P. Langner
Lucent Technol ogi es M croel ectronics G oup

E. Hernandez- Val enci a

J. Manchester

Lucent Technol ogi es

May 2000

PPP over Sinple Data Link (SDL)
usi ng SONET/ SDH wi th ATM | i ke framni ng

Status of this Meno

This meno defines an Experinental Protocol for the Internet
community. It does not specify an Internet standard of any kind.
Di scussi on and suggestions for inprovenment are requested.
Distribution of this neno is unlimted.

Copyright Notice

Copyright (C The Internet Society (2000). Al Rights Reserved.

Abst ract

The Poi nt-to-Point Protocol (PPP) [1l] provides a standard nethod for
transporting nmulti-protocol datagrans over point-to-point |inks, and
RFCs 1662 [2] and 2615 [3] provide a neans to carry PPP over
Synchronous Optical Network (SONET) [4] and Synchronous Digita
Hierarchy (SDH) [5] circuits. This docunent extends these standards
to include a new encapsul ation for PPP called Sinple Data Link (SDL)
[6]. SDL provides a very |ow overhead alternative to HDLC |i ke
encapsul ati on, and can al so be used on SONET/ SDH | i nks.

Applicability

This specification is intended for those inplenmentations that use PPP
over high speed point-to-point circuits, both with so-called "dark
fiber" and over public tel ecomuni cati ons networks. Because this
enhanced PPP encapsul ati on has very | ow overhead and good har dware
scaling characteristics, it is anticipated that significantly higher

t hroughput can be attai ned when conpared to other possible SONET/ SDH
payl oad mappi ngs, and at a significantly |ower cost for line

term nati on equi prment.
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SDL is defined over other nedia types and for other data |ink
protocols, but this specification covers only the use of PPP over SDL
on SONET/ SDH.

The use of SDL requires the presentation of packet |ength information
in the SDL header. Thus, hardware inplenenting SDL nust have access
to the packet | ength when generating the header, and where a router’s
i nput link does not have this information (that is, for non-SDL input
links), the router may be required to buffer the entire packet before
transm ssion. "Wirrmhole" routing is thus at |east problematic with
SDL, unless the input links are also SDL. This, however, does not
appear to be a great disadvantage on nodern routers due to the
general requirenment of length infornmation in other parts of the
system notably in queuing and congestion control strategies such as
Weighted Fair Queuing [7] and Random Early Detect [8].

This docunment is not a replacenment for the existing HDLC-like fram ng
mandat ed by RFC 2615 [3]. Instead, the authors intend to gain

i mpl enent ati on experience with this technique for operational and
performance eval uati on purposes, and would |like to hear fromothers
ei ther considering or using the protocol as described in this
docunment. Pl ease see Section 14 of this docunent for contact

i nformati on.
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1

I ntroduction

The Pat h Signal Label (SONET/SDH overhead byte nanmed C2; referred to
as PSL in this docunent) is intended to indicate the type of data
carried on the path. This data, in turn, is referred to as the SONET
Synchr onous Payl oad Envel ope (SPE) or SDH Administrative Unit G oup
(AUG . The experinental PSL val ue of decimal 207 (CF hex) is
currently [3] used to indicate that the SPE contains PPP franmed using
RFC 1662 COctet Synchronous (OS) fram ng and transni ssion w thout
scranbling, and the value 22 (16 hex) is used to indicated PPP franed
using OS fram ng and transm ssion with ATMstyle X*43+1 scranbling.

Thi s docunent describes a nmethod to enable the use of SDL franing for
PPP over SONET/ SDH, and describes the fram ng techni que and

requi renents for PPP. Wiile OS fram ng on SONET/ SDH has a fi xed
seven octet overhead per frame plus a worst-case overhead of 100% of
all data octets transmtted, SDL has a fixed eight octet per frane
overhead with zero data overhead. Unlike OS framing, SDL al so

provi des positive indication of link synchronization

Note: This docunent describes two new SONET/ SDH Pat h Signal Labe
(PSL) values; 23 (17 hex) for SDL with the proposed sel f synchronous
scranbl er and 25 (19 hex) for SDL with the proposed set-reset
scranbl er. These val ues have been allocated by ANSI T1X1.5 and ITU-T
SG- 15 for use with SDL over SONET and SDH, and will appear in
subsequent updates of T1.105 (Table 8) and Recommendati on G 707
(Table 7).

Conmpl i ance

In this docunent, the words that are used to define the significance
of each particular requirenent are capitalized.

These words are:
* " MUST"

This word neans that the itemis an absolute requirenent of the
speci fication.

*  "MJST NOT"

This phrase neans that the itemis an absolute prohibition of the
speci fication.
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* " SHOULD

This word neans that there nay exist valid reasons in particul ar
circunstances to ignore this item but the full inplications
shoul d be understood and the case carefully wei ghed before
choosing a different course.

*  "SHOULD NOT"

Thi s phrase nmeans that there may exist valid reasons in particul ar
circunstances to apply this item but the full inplications should
be understood and the case carefully wei ghed before choosing a

di fferent course.

* " '\/p\Y”

This word neans that this itemis truly optional. One vendor may
choose to include the item because a particul ar marketpl ace
requires it or because it enhances the product, for exanple;

anot her vendor may onit the sane item

An inplenentation is not conpliant if it fails to satisfy one or nore
of the MUST or MJST NOT requirements for this protocol. An

i npl enentation that satisfies all of the MUST, MJST NOT, SHOULD, and
SHOULD NOT requirenments for this protocol is said to be
"unconditionally conpliant". One that satisfies all the MJST and
MUST NOT requirenents but not all the SHOULD or SHOULD NOT
requirenents is said to be "conditionally conpliant”.

3. Physical Layer Requirenents

PPP treats SONET/ SDH transport as octet-oriented synchronous |inks.
No provision is nade to transnit partial octets. Al so, SONET/ SDH
links are full-duplex by definition

3.1. Payload Types

Only synchronous payl oads STS-1 and higher are considered in this
docunent. Lower speed synchronous, such as VT1.5-SPE/ VC 11, and

pl esi ochr onous payl oad mappi ngs, such as Tl and T3, are defined for
SONET/ SDH and for the SDL algorithmitself, but, since HDLC Ilike
framng is defined for PPP on those nedia, PPP over SDL is not
def i ned.

SDL is separately defined as a PPP transport for use on raw fi ber
wi t hout SONET/ SDH framing for use as an alternative to bit-
synchronous HDLC. Pl ease see the separate work-in-progress for
details.
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3.2. Control Signals

The PPP over SONET/ SDH mapping all ows the use of the PSL as a contro
signal. Not all equipnent, however, is capable of setting or
detecting this value, and any use nust take this into account.

Equi pnent enpl oyi ng only SDL MUST be capable of transmtting PSL with
val ue 23, and MAY al so be capable of transmitting PSL with val ue 25,
but need not be capabl e of detecting the peer’s value or capabl e of
changing its own val ue.

There are two nethods to enable SDL, an LCP-negotiated nethod and a
prior-arrangenent nethod. The former allows for easier configuration
and conpatibility with existing equipnent, while the latter all ows
general use with separate SONET/ SDH transm ssion equi pnent with PSL
limtations. Both types of inplenentations will freely interoperate
gi ven the procedures bel ow

LCP-negoti ated systenms MJST be capabl e of changing their transmitted
PSL val ue and detecting the peer’s value. Equipnment w thout these
features MJUST NOT support LCP negotiation of SDL.

When SDL is negotiated by LCP, LCP negotiation MJST be started with
the PSL value initially set to 22 or 207 and the correspondi ng non-
SDL O-S PPP encapsul ati on MJST be used. The SDL LCP option is then
pl aced in the LCP Configure-Request nessages transnmitted. On
reception of LCP Configure-Request with an SDL LCP option or when the
peer’s transnitted PSL value is received as 23 (or 25), the

i mpl ement ati on MUST shut down LCP by sending a Down event to its
state machine, then switch its transmtted PSL value to 23 (or 25),
swi tch encapsul ation node to SDL, wait for SDL synchronization, and
then restart LCP by sending an Up event into LCP. Oherwise, if the
peer does not transmit PSL value 23 (or 25) and it does not include
the SDL LCP option in its LCP Configure-Request nessages, then
operation using non-SDL O S PPP encapsul ation continues. |If the
recei ved PSL val ue subsequently received reverts from23 (or 25) to
any other value, then this is treated as a Down event into the LCP
state nmachine, and an Up event MJST be generated if the new value is
recogni zed as a valid PPP fram ng node

When SDL is enabled by prior arrangenent, the PSL SHOULD be
transmtted as 23 (or 25). Any other value nmay al so be used by prior
external arrangenent with the peer, although the values 22 and 207
are di scouraged. (Such use is enforced by an admi nistrator, and is
out side the scope of this specification.) Wen SDL is enabled by
prior arrangenent, the SDL LCP opti on SHOULD NOT be negotiated by the
peers.
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An i npl enent ati on-specific configuration option SHOULD exist to
enabl e the use of prior-arrangenent versus LCP-negoti ated nodes

This option SHOULD be presented to an administrator, and SHOULD
default to LCP-negotiated if the hardware permts. Oherwise, if the
hardwar e inpl enmentati on precludes non-SDL nodes of operation, then it
MUST default to prior-arrangenent node

The LCP-negotiated nethod of operation is conpatible with the current
version of G 783 [12]. This nethod may not be conpatibl e, however

wi th some non-intrusive SDH path nonitoring equi pment based on

obsol ete versions of G 783. The change in PSL val ue indicated by the
LCP negotiation nethod will cause this equipnent to declare an alarm
condition on the path. For this reason, the prior-arrangenent nethod
MJUST be used on any SDH network that is using such nmonitoring

equi prent .

3.3.  Synchroni zati on Mdes

Unli ke O S encapsul ation, SDL provides a positive indication that it
has achi eved synchroni zation with the peer. An SDL PPP

i mpl enent ati on MUST provide a nmeans to tenporarily suspend PPP data
transm ssion (both user data and negotiation traffic) if

synchroni zation loss is detected. An SDL PPP inpl enentati on SHOULD
al so provide a configurable tiner that is started when SDL is
initialized and restarted on the | oss of synchronization, and is
term nated when |ink synchronization is achieved. |If this tiner
expi res, inplenentation-dependent action should be taken to report
the hardware failure.

3.4. Sinple-Data-Link LCP Option

A new LCP Configuration Option is used to request Sinple Data Link
(SDL) [6] operation for the PPP |ink

A summary of the Sinple-Data-Link Configuration Option format for the

Li nk Control Protocol (LCP) is shown below. The fields are
transmitted fromleft to right.
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0 1
0123456789012345
B T i I S S S
| Type | Length |
B il i S S S S S T S S

Type
29

Length
2

This option is used only as a hint to the peer that SDL over

SONET/ SDH operation is preferred by the sender. |If the current
encapsul ati on node is not SDL, then the only appropriate response to
reception of this option by an SDL speaker is to then switch the
encapsul ati on node to SDL (as detailed in the section above) and
restart LCP. Non SDL-speakers SHOULD i nstead send LCP Confi gure-

Rej ect for the option

If either LCP Configure-Nak or LCP Configure-Reject is received for
this option, then the next transnitted LCP Confi gure-Request MJST NOT
include this option. |f LCP Configure-Ack with this option is
received, it MJST NOT be treated as a request to switch into SDL
nmode. |If the received LCP Configure-Request nessage does not contain
an SDL LCP option, an inplenentation MIUST NOT send an unsolicited
Configure-Nak for the option

(An inplenmentation of SDL that is already in SDL franm ng node and
receives this option in an LCP Confi gure- Request nessage MAY, both
for clarity and for convergence reasons, elect to send LCP
Configure-Ack. It MIST NOT restart LCP nor change fram ng nodes in
this case.)

3.5. Franming

The PPP franes are |located by row within the SPE payl oad. Because
franes are variable in length, the frames are allowed to cross SPE
boundaries. Bytes nmarked as "overhead" or "fixed stuff” in SONET/ SDH
docunentati on for concatenated streans are not used as payl oad bytes.

Wth reference to the Lucent SDL specification [6] when SDL franing

for PPP is enployed, the SDL "Datagram O fset" feature is set to the
value 4. This corresponds to the fixed overhead value 4 in the
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description below. The "A" and "B" nmessages are never used. These
optional features of SDL are not described in this docunent, but are
rat her described in Lucent’s SDL specification.

Fi xi ng the Datagram O fset val ue described in the Lucent
docunentation to 4 allows a PPP MRU MIU up to 65536 using SDL.

SDL framing is in general acconplished by the use of a four octet
header on the packet. This fixed-length header allows the use of a
sinmple framer to detect synchronization as described in section 3.7.
For use with PPP, this fixed-Iength header precedes each PPP/ HDLC
packet as foll ows:

0 1 2 3
01234567890123456789012345678901
B s T s s e T o e S T ks et s oot ST S S S o S S 3

| Packet Length | Header CRC

B T S S e s e i s S i S S S S S S T S SR S S S i S S S
| PPP packet (beginning with address and control fields) |
B Lt r s i i i o o T s ks S R S
|+- B S e s i T S S I T it T T ais sl i ST S S R S +-|+
| SDL CRC

B T S S e s e i s S i S S S S S S T S SR S S S i S S S

The four octet |length header is DC bal anced by excl usive-OR (al so
known as "nodulo 2 addition") with the hex val ue B6AB31EO. This is
the maxi num transition, m nimum si del obe, Barker-1ike sequence of
length 32. No other scranbling is done on the header itself.

Packet Length is an unsigned 16 bit nunber in network byte order.

Unli ke the PPP FCS, the Header CRC is a CRC-16 generated with initial
val ue zero and transnmitted in network byte order. The PPP packet is
scranbl ed, begins with the address and control fields, and may be any
integral octet length (i.e., it is not padded unless the Self
Descri bi ng Paddi ng option is used). The Packet CRC is also
scranbl ed, and has a node-dependent | ength (described below), and is
| ocated only on an octet boundary; no alignnent of this field nay be
assuned.

When the Packet Length value is 4 or greater, the distance in octets
bet ween one nessage header and the next in SDL is the sumof 8 plus
the Packet Length field. The value 8 represents a fixed overhead of
4 octets plus the fixed | ength of the Packet CRC field. When the
Packet Length is 0, the distance to the next header is 4 octets.
This is the idle fill header. Wen the Packet Length is 1 to 3, the
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di stance to the next header is 12 octets. These headers are used for
speci al SDL nessages used only with optional scranbling and
managenment nodes. See section 5 for details of the messages.

Ceneral SDL, like PPP, allows the use of no CRC, ITU T CRC 16, or

I TUT CRC-32 for the packet data. However, because the Packet Length
field does not include the CRC | ength, synchronization cannot be

mai ntained if the CRC type is changed per RFC 1570 [9], because
frame-to-frame distance is, as described above, cal cul ated including
the CRC Il ength. Thus, this PPP over SDL specification fixes the CRC
type to CRC-32 (four octets), and all SDL inplenentations MIST reject
any LCP FCS Alternatives Option [9] requested by the peer when in SDL
node.

PPP over SDL inplenentations MAY allow a configuration option to set
different CRC types for use by prior arrangenment. Any such
configurable option MIUST default to CRC 32, and MJUST NOT include LCP
negoti ati on of FCS Alternatives.

Setting the SDL Datagram Offset value to 4 accounts for the 4 octet
SDL header overhead. Wth the SDL Datagram Offset set to 4, the

val ue placed in the Packet Length field is exactly the length in
octets of the PPP frane itself, including the address and contro
fields but not including the CRC field (the RFC 1662 PPP FCS field is
not used with SDL). Note again that the Datagram Offset is just an
arithmetic value; it does not occupy bits in the nmessage itself.

Because Packet Lengths below 4 are reserved, the Packet Length MJST
be 4 or greater for any |egal PPP packet. PPP packets with fewer
octets, which are not possible wthout address/control or protoco
field conpression, MJUST be padded to length 4 for SDL

Inter-packet tinme fill is acconplished by sending the four octet
| ength header with the Packet Length set to zero. No provisionis
made for intra-packet tinme fill.

By default, an independent, self-synchronous x"43+1 scranbler is used
on the data portion of the nessage including the 32 bit CRC. This is
done in exactly the sane nmanner as with the ATM x*43+1 scranbl er on
an ATM channel. The scranbler is not clocked when SDL header bits
are transmtted. Thus, the data scranbling MAY be inplenented in an
entirely independent nmanner fromthe SDL framing, and the data stream
may be prescranbl ed before insertion of SDL frani ng narks.

Optionally, by prior arrangenment, SDL |inks MAY use a set-reset
scranbl er as described in section 6. If this option is provided, it
MUST be configurable by the adm nistrator, and the option MJST
default to the self-synchronous scranbler.
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3.6. Fram ng Exanple

To help clarify this structure, the follow ng exanple may be hel pful
First we have an LCP Configure- Request nessage that we wish to
transmt over SDL:

FF 03 CO 21 01 01 00 04

Next, we create an SDL header for the length of this packet (8
octets), a header CRC, and an SDL CRC

00 08 81 08 FF 03 C0 21 01 01 00 04 D1 F5 21 5E
Finally, we DC-bal ance the header with the barker-1ike sequence:
B6 A3 BO E8 FF 03 CO 21 01 01 00 04 D1 F5 21 5E

Note that the final length of the nessage is 8 (original nessage
I ength) plus 4 (fixed datagram offset value) plus 4 (fixed CRC
I ength), or 16 octets.

3.7. Synchronization Procedure

The Iink synchroni zation procedure is sinilar to the |.432 section
4.5.1.1 ATM HEC del i neation procedure [10], except that the SDL
messages are variable length. The machine starts in HUNT state unti
a four octet sequence in the data streamwith a valid CRC-16 is
found. (Note that the CRC-16 single-bit error correction technique
described in section 3.10 is not enployed until the machine is in in
SYNCH state. The header nmust have no bit errors in order to | eave
HUNT state.) Such a valid sequence is a candidate SDL header. On
finding the valid sequence, the nachine enters PRESYNCH state. Any
one invalid SDL header in PRESYNCH state returns the link to HUNT
st at e.

If a second valid SDL header is seen after entering PRESYNCH st at e,
then the link enters SYNCH state and PPP transm ssion is enabled. |If
an invalid SDL header is detected, then the link is returned to HUNT
state wi thout enabling PPP transm ssion

Once the link enters SYNCH state, the SDL header single bit error
correction logic is enabled (see section 3.10). Any unrecoverabl e
header CRC error returns the link to HUNT state, disables PPP
transm ssion, and disables the error correction |ogic.
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3.8. Scranbler Qperation

The transnit and receive scranblers are shift registers with 43
stages that MAY be initialized to all-ones when the link is
initialized. Synchronization is maintained by the data itself.

Transmni t Recei ve
DATA- STREAM ( FROM PPP) IN (FROM SDL FRAMER)
| |
v |
XORK- = - e e e e e + +->D0- +->D1-> ... ->D41->D42-+
| | | |
+->D0- +->D1-> ... ->D41->D42-+ P (0 = S +
| |
v v
QUT (TO SDL FRAMER) DATA- STREAM ( TO PPP)

Each XOR is an excl usive-or gate; also known as a nodul o-2 adder.
Each Dn block is a Dtype flip-flop clocked on the appropriate data
cl ock.

The scranbler is clocked once after transm ssion or reception of each
bit of payload and before the next bit is applied as input. Bits
within an octet are, per SONET/SDH practice, transnitted and received
VBB-first.

3.9. CRC Generation

The CRC-16 and CRC-32 generator polynonials used by SDL are the ITUT
polynomi als [11]. These are:

XN16+XN12+XN5+1
XN32+XN26+XN23+X N 22+ XN 16+XM12+X M 114X N 10+XABHX A T+HXNAE+X N4 +X N 2+X +1

The SDL Header CRC and the CRC-16 used for each of the three special
messages (scranbler state, nessage A and nessage B; see section 5)
are all generated using an initial remainder val ue of 0000 hex.

The optional CRC-16 on the payload data (this nmode is not used with
PPP over SDL except by prior arrangenent) uses the initial renminder
val ue of FFFF hex for calculation and the bits are conpl enent ed
before transnission. The final CRC renmi nder, however, is
transmitted in network byte order, unlike the regular PPP FCS. |If
the CRC-16 algorithmis run over all of the octets including the
appended CRC itself, then the remai nder value on intact packets wll
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3.

al ways be E2F0 hex. Alternatively, an inplenmentation nay stop CRC
cal cul ation before processing the appended CRC itself, and do a
di rect conparison.

The CRC-32 on the payload data (used for PPP over SDL) uses the
initial remainder value of FFFFFFFF hex for cal culation and the bits
are conpl enented before transm ssion. The CRC, however, is
transmitted in network byte order, nost significant bit first, unlike
the optional PPP 32 bit FCS, which is transmtted in reverse order
The renmai nder val ue on intact packets when the appended CRC value is
included in the calculation is 38FB2284.

C code to generate these CRCs is found in section 8.1.
10. Error Correction

The error correction technique is based on the use of a Gal oi s nunber
field, as with the ATM HEC correction. |n a Galois nunber field,
f(ath) = f(a) + f(b). Since the CRC-16 used for SDL forns such a
field, we can state that CRC(nessage+error) = CRC(nessage) +
CRC(error). Since the CRC- 16 remai nder of a properly fornmed nessage
is always zero, this nmeans that, for the N distinct "error" strings
corresponding to a single bit error, there are N distinct CRC(error)
val ues, where N is the nunber of bits in the nessage

A table look-up is thus applied to the CRC- 16 residue after

cal cul ati on over the four octet SDL header to correct bit errors in
the header and to detect multiple bit errors. For the optional set-
reset scranbler, a table |look-up is simlarly applied to the CRC 16
resi due after calculation over the eight octet scranbler state
message to correct bit errors and to detect nultiple bit errors.
(This second correction is also used for the special SDL A and B
nmessages, which are not used for PPP over SDL.)

Note: No error correction is performed for the payl oad.

Note: This error correction technique is used only when the link has
entered SYNCH state. VWhile in HUNT or PRESYNCH state, error
correction should not be performed, and only nessages wi th syndrone
0000 are accepted. |If the calcul ated syndrome does not appear in
this table, then an unrecoverable error has occurred. Any such error
in the SDL header will return the link to HUNT state.

Since the CRC calculation is started with zero, the two tables can be
nmerged. The four octet table is nmerely the last 32 entries of the
ei ght octet table.
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Ei ght octet (64 bit) single bit error syndrone table (in
hexadeci mal ) :

FD81 F6D0 7B68 3DB4 1EDA OF6D 8FA6 47D3
ABF9 DDEC 6EF6 377B 93AD C1C6 60E3 B861
D420 6A10 3508 1A84 0D42 06A1 8B40 45A0
22D0 1168 08B4 045A 022D 8906 4483 AAS1
DD38 6E9C 374E 1BA7 85C3 CAFl1 EDG68 76B4
3B5A 1DAD 86C6 4363 A9A1 DCCO 6E60 3730
1B98 0ODCC 06E6 0373 89A9 CCCA 6662 3331
9188 48C4 2462 1231 8108 4084 2042 1021

Thus, if the syndrone 6EF6 is seen on an eight octet nessage, then
the third bit (hex 20) of the second octet is in error. Simlarly,
if 48C4 is seen on an eight octet nmessage, then the second bit (hex
40) in the eighth octet is in error. For a four octet nessage, the
same two syndromes would indicate a multiple bit error for 6EF6, and
a single bit error in the second bit of the fourth octet for 48C4.

Note that eight octet nmessages are used only for the optional set-
reset scranbling node, described in section 6.

Corresponding C code to generate this table is found in section 8. 2.
4. Performance Anal ysis

There are five general statistics that are inportant for framning
al gorithms. These are

MITF  Mean tinme to frame

MITS Mean tinme to synchronization

PFF Probability of false frame

PFS Probability of false synchronization
PLF Probability of |loss of frane

The follow ng sections sunmari ze each of these statistics for SDL.
Details and nmathenatic devel opnent can be found in the Lucent SDL
document ati on [6].

4.1. Mean Time To Frame (MITF)
This metric neasures the anmobunt of tine required to establish correct
framng in the input data. This nmay be neasured in any conveni ent

units, such as seconds or bytes. For SDL, the rel evant nmeasurenent
is in packets, since fragnents of packets are not useful
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In order to calculate MITF, we nust first determ ne how often the
frane detection state machine is "unavail abl e" because it failed to
detect the next inconing SDL frame in the data stream

Since the probability of a false header detection using CRCG-16 in
randomdata is 27-16 and this rate is large conpared to the allowabl e
packet size, it is worthwhile to run nultiple parallel frane-
detection state machines. Each machine starts with a different

candi date framing point in order to reduce the probability of falsely
detecting user data as a valid franme header.

The results for this calculation, given naxi mal 64KB packets and
slightly larger than Internet average 354 byte packets, are:

Number of Unavailability Unavailability
Franers 64KB packets 354 byte pkts

1 3.679E-1 5.373E-3
2 3. 083E-2 1. 710E-6
3 2. 965E-3 9. 712E- 10
4 2.532E- 4 4. 653E-13

Usi ng these val ues, MITF can be calculated as a function of the Bit
Error Rate (BER). These plots show a characteristically flat region
for all BERs up to a knee, beyond which the begins to rise sharply.
In all cases, this knee point has been found to occur at a BER of
approximately 1E-4, which is several orders of magnitude above that
observed on existing SONET/SDH |inks. The flat rate values are
summari zed as:

Nunmber of Flat region Fl at region
Franers 64KB packets 354 bytes

1 3.58 1.52
2 1.595 1.5
3 1.52 1.5
4 1.5 1.5

Thus, for common packet sizes in an inplenentation with two parall el
framers using links with a BER of 1E-4 or better, the MITF is
approximately 1.5 packets. This is also the optimal time, since it
represents initiating fram ng at an average point half-way into one
packet, and achieving good fram ng after seeing exactly one correctly
franmed packet.

4.2. Mean Tinme To Synchroni zation (MITS)

The MITS for SDL with a self-synchronous scranbler is the same as the
MITF, or 1.5 packets.
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The MITS for SDL using the optional set-reset scranbler is one half
of the scranbling state transmi ssion interval (in packets) plus the
MITF. For insertion at the default rate of one per eight packets,
the MITS is 5.5 packets

(The probability of receiving a bad scranbling state transm ssion
shoul d al so be included in this calculation. The probability of
random corruption of this short nessage is shown in the SDL docunent
[6] to be small enough that it can be neglected for this

cal cul ation.)

4.3. Probability of False Frame (PFF)

The PFF is 2.328E-10 (27-32), since false fram ng requires two
consecutive headers with falsely correct CRC 16.

4.4. Probability of False Synchronization (PFS)

The PFS for SDL with the self-synchronous scranbler is the sane as
the PFF, or 2.328E-10 (27-32).

The PFS for SDL with the set-reset scranbler is 5.421E-20 (27-64),
and is calculated as the PFF above nultiplied by the probability of a
fal sely detected scranbler state nessage, which itself contains two

i ndependent CRC-16 cal cul ati ons.

4.5. Probability of Loss of Frane (PLF)

The PLF is a function of the BER, and for SDL is approximately the
square of the BER nultiplied by 500, which is the probability of two
or nore bit errors occurring within the 32 bit SDL header. Thus, at
a BER of 1E-5, the PLF is 5E-8.

5. The Special Messages

When the SDL Packet Length field has any val ue between 0000 and 0003,
the nmessage follow ng the header has a special, pre-defined |ength.
The 0 value is a tine-fill on an idle link, and no other data
follows. The next octet on the link is the first octet of the next
SDL header.

The values 1 through 3 are defined in the followi ng subsections.
These special nessages each consist of a six octet data portion
foll owed by another CRC-16 over that data portion, as with the SDL
header, and this CRC is used for single bit error correction
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5.1. Scranbler State

The special value of 1 for Packet Length is reserved to transfer the
scranbl er state fromthe transnmitter to the receiver for the optiona
set-reset scranbler. |In this case, the SDL header is foll owed by six
octets (48 bits) of scranbler state. Neither the scranbler state nor
the CRC are scranbl ed.

5.2. A/ B Message

The special values of 2 and 3 for Packet Length are reserved for "A"
and "B" nessages, which are also six octets in length followed by two
octets of CRC-16. Each of these eight octets are scranbled. No use
for these nessages with PPP SDL is defined. These nmessages are
reserved for use by |link maintenance protocols, in a manner anal ogous
to ATMs OAM cel | s

6. The Set-Reset Scranbler Option

PPP over SDL uses a self-synchronous scranbler. SDL inplenmentations
MAY al so enpl oy a set-reset scranbler to avoid sone of the possible
i nherent problens with sel f-synchronous scranblers.

6.1. The Killer Packet Problem

Scranbling in general solves two problens. First, SONET and SDH
interfaces require a mninmumdensity of bit transitions in order to
mai ntai n hardware cl ock recovery. Since data streams frequently
contain long runs of all zeros or all ones, scranbling the bits using
a pseudo-random nunber sequence breaks up these patters. Second, all
i nk-1ayer synchronization nechanisns rely on detecting |ong-range
patterns in the received data to detect franing

Sel f-synchronous scranblers are an easy way to partially avoid these
problens. One problemthat is inherent with self-synchronous,
however, is that |ong user packets frommalicious sites can nake use
of the known properties of these scranblers to inject either |ong
strings of zeros or other synchronization-destroying patterns into
the link. For public networks, where the data presented to the
network is usually multiplexed (interleaved) with rmultiple unrel ated
streams, the cl ocking problem does not pose a significant threat to
the public network. It does, however, pose a threat to the PPP-
speaki ng device, and it poses a threat to long lines that are
unchannel i zed.

Such carefully constructed packets are called "killer packets"
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6.2. SDL Set-Reset Scranbler

An alternative to the self-synchronous scranbler is the externally
synchroni zed or "set-reset"” scranbler. This is a free-running
scranbler that is not affected by the patterns in the user data, and
therefore mninizes the possibility that a malicious user could
present data to the network that mmics an undesirable data pattern

The option set-reset scranmbler defined for SDL is an
XNA48+x"28+x"27+x+1 i ndependent scranmbler initialized to all ones when
the link enters PRESYNCH state and reinitialized if the value ever
becones all zero bits. As with the sel f-synchronous scranbler, al
octets in the PPP packet data followi ng the SDL header through the
final packet CRC are scranbl ed

This nmode MAY be detected automatically. |[If a scranbler state
message is received (as described in the follow ng section), an SDL

i npl enentation that includes the set-reset scranbler option may
switch from sel f-synchronous into set-reset node autonmatically. An
SDL inpl ementation that does not include the set-reset scranbler MJST
NOT send scranbl er state nessages.

6.3. SDL Scranbl er Synchronization

As described in the previous section, the special value of 1 for
Packet Length is reserved to transfer the scranbler state fromthe
transmitter to the receiver. In this case, the SDL header is

foll owed by six octets (48 bits) of scranbler state plus two octets
of CRC-16 over the scrambler state. None of these eight octets are

scranbl ed.

SDL synchroni zati on consists of two conponents, |ink and scranbl er
synchroni zati on. Both nust be conpleted before PPP data flows on the
l'i nk.

If a valid SDL header is seen in PRESYNCH state, then the link enters
SYNCH state, and the scranbl er synchroni zati on sequence is started.

If an invalid SDL header is detected, then the link is returned to
HUNT state, and PPP transmi ssion is suspended.

When scranbl er synchronization is started, a scranbler state nessage
is sent (Packet Length set to 1 and six octets of scranbler state in
network byte order follow the SDL header). Wen a scranbler
synchroni zati on message is received fromthe peer, PPP transnission
i s enabl ed.
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Scranbl er state nessages are periodically transnmitted to keep the
peers in synchronization. A period of once per eight transmtted
packets is suggested, and it SHOULD be configurable. Excessive
packet CRC errors detected indicates an extended | oss of
synchroni zati on and should trigger |ink resynchronization

On reception of a scranbler state nessage, an SDL inpl enentati on MJST
conpare the received 48 bits of state with the receiver’s scranbler
state. |If any of these bits differ, then a synchronization slip
error is declared. After such an error, the next valid scranbler
state nessage recei ved MJST be | oaded into the receiver’s scranbler
and the error condition is then cleared.

6.4. SDL Scranbler Operation

The transnit and receive scranblers are shift registers with 48
stages that are initialized to all-ones when the link is initialized.
Each is refilled with all one bits if the value in the shift register
ever becones all zeros. This scranbler is not reset at the begi nning
of each frame, as is the SONET/ SDH X"7+X"6+1 scranbler, nor is it
nodified by the transnmitted data, as is the ATM sel f-synchronous

scranbler. Instead it is kept in synchronization using special SDL
nessages.

- - - XOR<- - - - - - - XOR<---XOR<---------------- +

| N N N |

I I I I

+- >D0- +- >D1- > ->D26- +- >D27- +- >D28- > ->M7- +

I

%

out

Each XOR is an excl usive-or gate; also known as a nodul o-2 adder.
Each Dn block is a D-type flip-flop clocked on the appropriate data
cl ock.

The scranbler is clocked once after transnission of each bit of SDL
data, whether or not the transmtted bit is scranbled. Wen
scranbling is enabled for a given octet, the OUT bit is exclusive-
ored with the raw data bit to produce the transmitted bit. Bits
within an octet are transnmitted MSB-first.

Reception of scranbled data is identical to transm ssion. Each

received bit is exclusive-ored with the output of the separate
recei ve data scranbler
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7.

7.

1

To generate a scranbler state nessage, the contents of D47 through DO
are snapshot at the point where the first scranbler state bit is
sent. D47 is transnitted as the first bit of the output. The first
octet transmitted contains D47 through D40, the second octet D39
through D32, and the sixth octet D7 through DO.

The receiver of a scranbler state nessage MJST first run the CRC 16
check and correct algorithmover this nessage. |If the CRC- 16 nessage
check detects nultiple bit errors, then the nessage is dropped and is
not processed further.

O herwise, it then should conpare the contents of the entire receive
scranbl er state D47: D0 with the corrected nessage. (By pipelining
the receiver with multiple clock stages between SDL Header error-
correction block and the descrambling bl ock, the receive descranbl er
will be on the correct clock boundary when the nessage arrives at the
descranbler. This neans that the decoded scranbler state can be
treated as imedi ately available at the begi nning of the D47 cl ock
cycle into the receive scranbler.)

If any of the received scranbler state bits is different fromthe
corresponding shift register bit, then a soft error flag is set. |If
the flag was already set when this occurs, then a synchronization
slip error is declared. This error SHOULD be counted and reported

t hrough i npl enent ati on-defi ned network managenent procedures. Wen
the receiver has this soft error flag set, any scranbler state
nmessage that passes the CRC-16 nessage check without multiple bit
errors is clocked directly into the receiver’s state register after
the conparison is done, and the soft error flag is then cleared.

O herwi se, while uncorrectabl e scranbler state nessages are received,
the soft error flag state i s naintained.

(The intent of this mechanismis to reduce the likelihood that a
falsely corrected scranbler state message with multiple bit errors
can corrupt the running scrambler state.)
Configuration Details
Default LCP Configuration

The LCP synchronous configuration defaults apply to SONET/ SDH |i nks.
The followi ng Configuration Options are recomended:

Magi ¢ Nunber

No Address and Control Field Conpression

No Protocol Field Conpression
No FCS alternatives (32-bit FCS default)
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This configuration neans that PPP over SDL generally presents a 32-
bit aligned datagramto the network layer. Wth the address,

control, and protocol field intact, the PPP overhead on each packet
is four octets. If the SDL framer presents the SDL packet header to
the PPP input handling in order to conmunicate the packet |length (the
Lucent inplenentation does not do this, but other hardware

i mpl enentations nmay), this header is also four octets, and alignnent

i s preserved.

7. 2. Modi fication of the Standard Frane For mat

Since SDL does take the place of HDLC as a transport for PPP, it is

at least tenpting to renove the HDLC-derived overhead. This is not

done for PPP over SDL in order to preserve the message alignnment and
to allow for the future possibility interworking with other services
(e.g., Franme Rel ay).

By prior external arrangenent or via LCP negotiation, any two SDL

i mpl enentati ons MAY agree to omit the address and control fields or
i mpl ement protocol field conpression on a link. Such use is not
descri bed by this docunent and MUST NOT be the default on any SDL

i mpl enent ati on.

8. Inplenentation Details
8.1. CRC Generation

The follow ng unoptimnm zed code generates proper CRC 16 and CRC- 32
val ues for SDL nessages. Note that the polynom al bits are nunbered
in big-endian order for SDL CRCs; bit 0 is the MSB

t ypedef unsi gned char u8;
typedef unsi gned short ul6;
t ypedef unsigned | ong u32;

#define POLY16 0x1021
#defi ne POLY32 0x04Cl11DB7

ulé
crcl6(ul6 crcval, u8 cval)

{

int i;

crcval 2= cval << 8;
for (i =8; i--; )
crcval = crcval & 0x8000 ? (crcval << 1) ~ POLY16
crcval << 1;
return crcval
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}
u32
crc32(u32 crcval, u8 cval)
t
int i;
crcval ~= cval << 24;
for (i =8; i--; )
crcval = crcval & 0x80000000 ? (crcval << 1) ™ POLY32
crcval << 1,
return crcval
}
ulé
crcl6_special (u8 *buffer, int Ien)
ulé crc;
crc = 0;

while (--len >= 0)
crc = crcl6(crc, *buffer++);
return crc;

}

ulé
crcl6_payl oad(u8 *buffer, int |en)

ul6é crc;

crc = OxFFFF;
while (--len >= 0)

crc = crclé(crc, *buf fer++);
return crc N OXFFFF

}

u32
crc32_payl oad(u8 *buffer, int |en)

u32 crc;
crc = OxFFFFFFFFul ;
while (--len >= 0)

crc = crc32(crc, *buf fer++);
return crc  OxFFFFFFFFul
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voi d
make sdl header (i nt packet length, u8 *buffer)

ulé crc;

buf fer[ 0] (packet |l ength >> 8) & OxFF;
buffer[1] = packet length & OxFF

crc = crcl6_special (buffer, 2);

buf fer[ 0] "~= 0xB6;

buf fer[1] "~= OxAB,;

buf fer[ 2] (crc >> 8) & OxFF) ~ 0x31;
buf fer[ 3] crc & OxFF) "~ OxEQ;

—~~

8.2. FError Correction Tabl es

To generate the error correction table, the follow ng inplenmentation
may be used. It creates a table called sdl _error_position, which is

i ndexed on CRC residue value. The tables can be used to determine if
no error exists (table entry is equal to FE hex), one correctable
error exists (table entry is zero-based index to errored bit with MSB
of first octet being 0), or nore than one error exists, and error is
uncorrectable (table entry is FF hex). To use for eight octet
messages, the bit index fromthis table is used directly. To use for
four octet nessages, the index is treated as an unrecoverable error

if it is below 32, and as bit index plus 32 if it is above 32.

The program al so prints out the error syndrome table shown in section
3.10. This may be used as part of a "switch" statenent in a hardware
i mpl enent ati on.

u8 sdl __error_position[ 65536];

/* Cal cul ate new CRC from ol d*( byt e<<8) */

ulé

crcl6é_t8(ulb crcval)

{
ule f1,f2,f3;
f1 = (crcval >>8) | (crcval <<8);
f2 = (crcval >>12) | (crcval &xF000) | ((crcval >>7) &0x01EQ) ;
f3 = ((crcval >>3) & Ox1FEO) ~ ((crcval <<4) & 0xF000);
return f1nf2/f3;

}
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voi d
generate_error_tabl e(u8 *bptab, int nbytes)

ulé crc;
int i, j, k;

/* Marker for no error */
bpt ab[ 0] = OxFE

[* Marker for >1 error */
for (i = 1; i < 65536; i++)
bptab[i] = OxFF;

/* Mark all single bit error cases. */

printf("Error syndrome table:\n");

for (i =0; i < nbytes; i++) {
putchar(’ ’);

for (j =0; ] <8 j++) {
crc = 0;
for (k =0; k <i; k++)
crc = crcl6_t8(crc);
crc = crcl6_t8(crc N (0x8000>>));
for (k++; k < nbytes; k++)
crc = crcl6 t8(crc);
bptab[crc] = (i * 8) + j;
printf(" %94X",crc);

}
putchar(’\n’);

}

i nt
mai n(i nt argc, char **argv)

u8 buffer[8] = {

0x01, 0x55, 0x02, Oxaa,

0x99, 0x72, 0x18, 0x56
s
ulé crc;
int i;
generate_error_tabl e(sdl _error_position,8);
/* Run sanpl e nessage through check routine. */
crc = 0;
for (i =0; i < 8; i++)

crc = crcl6 t8(crc ™ (buffer[i]<<8));
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/* Qutput is 0000 64 -- no error encountered. */
printf("\nError test: CRC %4X, bit position %\ n",
crc,sdl _error_position[crc]);

}

9. Security Considerations

The reliability of public SONET/ SDH net wor ks depends on wel | - behaved
traffic that does not disrupt the synchronous data recovery

mechani sms.  This docunment describes fram ng and scranbling options
that are used to ensure the distribution of transmtted data such
that SONET/ SDH desi gn assunptions are not likely to be violated.
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revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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