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1.0 Introduction
1.1 Motivation, Scope and Coals of this docunent

A nunmber of | ETF working groups have introduced new technol ogi es
which offer integrated and differentiated services. To support these
new t echnol ogi es, working group nenbers found that they had new

requi renents for configuration of these technol ogies. One of these
new requi rements was for the provisioning (configuration) of behavior
at the network | evel

An exanple of this type of configuration would be instructing al
routers in a network to provide 'gold service to a particular set of
custonmers. Depending on the specific network equi pnent and
definition of 'gold service, this configuration request mnight
translate to different configuration paraneters on different vendors
equi prent and many indi vidual configuration conmands at the router
Thi s higher |evel of configuration nanagenent has cone to comonly be
known as policy based managenent.

Wor ki ng groups associ ated with these new technol ogi es believed that

t he existing SNMP based nmanagenent framework, while adequate for
fault, configuration managenent at the individual instance (e.g.
interface) level, perfornmance and ot her nmanagenent functions commonly
associated with it, was not able to neet these new needs. As a
result they began working on new sol utions and approaches.

COPS [COPS] for RSVP [RSVP] provides routers with the opportunity to
ask their Policy Server for an adnmit/reject decision for a particul ar
RSVP session. This nodel allows routers to outsource their resource
al | ocation decisions to sone other entity. However, this nodel does
not work with DiffServ [ DSARCH where there is no signalling
protocol. Therefore, the policies that affect resource allocation
deci si ons nmust be provisioned to the routers. |t becane evident that
there was a need for coordinating both RSVP-based and D ff Serv-based
policies to provide end2end QS. Wrking groups began to extend and
| everage approaches such as COPS for RSVP to support Diffserv
policies. This gave birth to COPS-PR [ COPS- PR] .

These extensions caused concern that the | ETF was about to develop a
set of fragmented solutions which were locally optim zed for specific
technol ogi es and not well integrated in the existing Internet
Managenment Framework. The concern pronpted sone of the Area
Directors associated with the Qperations and Managenent, Transport
and General areas, and sonme | AB nenbers to organize a two day neeting
in md Septenber 1999. The primary purpose of the meeting was to
exam ne the requirenents for configurati on nanagenent and eval uate
the COPS/ PI B and SNVP/ M B approaches in |ight of these requirenents.
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At the end of the two day neeting there was no consensus on severa

i ssues and as a result a nunber of 'design teans’ were created. This
docunent is the output of the design teamchartered with the
identification of a global set of configurati on managenent

requi renents. This docunment has benefited from feedback received
during the Configuration Managenent BOF that took place on Novenber
11, 1999 during the 46th | ETF in Washi ngton DC, USA. The docunent
has al so benefited fromcoments sent to the confngt @ps.ietf.org
mailing list.

1.2 Requirenments Term nol ogy

Keywor ds "MJST", "MJST NOT", "REQUI RED', "SHOULD', "SHOULD NOT" and
"MAY" that appear in this docunent are to be interpreted as described
in RFC 2119 [Bra97].

1.3 Audi ence

The target audience for this docunent includes system designers,

i mpl enenters of network configurati on and managenent technol ogy and
others interested in gaining a general background understandi ng of
the issues related to configuration managenent in general, and in the
Internet in particular along with associated requirenents. This
docunment assunes that the reader is familiar with the Internet
Protocol, related networking technol ogy, and general network
managenent terns and concepts.

1.4 Definition of Terns
Devi ce- Local Configuration
Configuration data that is specific to a particular network device.
This is the finest level of granularity for configuring network
devi ces.
Net wor k- W de Confi guration
Configuration data that is not specific to any particul ar network
devi ce and from which nultiple device-local configurations can be
derived. Network-w de configuration provides a | evel of abstraction
above device-1local configurations.
Configuration Data Transl ator
A function that transfornms Configuration Managenment Data (high-1eve

policies) or Network-wi de configuration data (m ddl e-1evel policies)
into device |local configurations (lowlevel policies) based on the
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generic capabilities of network devices. This function can be
perfornmed either by devices thenselves or by some internediate
entity.

2.0 Statenent of the Problem

Configuring large networks is beconming an increasingly difficult
task. The problemintensifies as networks increase their size, not
only in terms of nunber of devices, but also with a greater variety
of devices, with each device having increasing functionality and
complexity. That is, networks are getting nore conplex in nultiple
di mensi ons si nul taneously (nunber of devices, tine scales for
configuration, etc.) naking the task of configuring these nore
conpl ex.

In the past, configuring a network device has been a three step
process. The network operator, engineer or entity responsible for
the network created a nodel of the network and its expected behavi or
Next, this (nodel + expected behavior) was fornalized and recorded in
the formof high-level policies. Finally, these policies were then
translated into device-local configurations and provisioned into each
net wor k devi ce for enforcenent.

Any high-level policy changes (changes in the network topol ogy and/or
its expected behavior) needed to be translated and provisioned to al
networ k devi ces affected by the change. Figure 1 depicts this nodel
and shows how hi gh-l1evel policies for a network could be transl ated
into four device-local configurations. |In this nodel, network
operators or engineers functioned as configuration data transl ators;
they translated the high-level policies to device-local configuration
dat a.

A configuration data translator could take the topol ogy independent
behavi or description such as high-level policies (first input source)
conmbine it with topology information (second input source) as well as
status/performance/ nonitoring information (third i nput source) to
derive device-local configurations. Note that there could be severa
configuration data translators operating in tandemon a set of
devices. However, there could be only one configuration data

transl ator operating at a particul ar device at any given instance.
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Confi gurati on Managenent
Data (H gh-1evel Policies)
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|

|

|

| | | |

Devi ce Devi ce Devi ce Devi ce
Local Local Local Loca
Conf (1) Conf (2) Conf (3) Conf (4)

Figure 1. Current nodel for configuring network devices

H storically, network operators and engi neers used protocols and
mechani sms such as SNMP and CLI applications to provision or
configure network devices. 1In their current versions, these
mechani sms have proven to be difficult to use because of their |ow

I evel of granularity and their device-specific nature. This problem
is worse when provisioning multiple network devices requiring |arge
anounts of configuration data.

It is evident that network adninistrators and existing configuration
management software can not keep up with the growth in conplexity of
networks and that an efficient, integrated configurati on managenent
solution is needed. Several |ETF Wrking G oups working on this
probl em converged into adding a |l ayer of abstraction to the
traditional configuration managenent process described in figure 1
Figure 2 depicts this process after the |layer of abstraction is
added. As in the previous figure, first the network operator

engi neer or entity responsible for the network creates a nodel of the
network and its expected behavior. This is formalized and recorded
in the formof high-level policies.

These policies are conbined with topology information as well as
status/performance information to generate network-w de configuration
data. These niddle level-policies are sinpler to nmanage and
represent behaviors shared by multiple network devices.
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Fi gure 2. Proposed nodel for configuring network devices.

Device |l ocal configurations are generated by automated configuration
data translators and are supplied to each network device for
enforcenent. Note how this nodel only describes the function of the
configuration data translators and it does not dictate its functiona
location. This is to say that translators may reside outside of the
devices (as it was the case in figure 1 since they were humans) or
may be possibly collocated with each devi ce.

As in the previous nodel, any high-1evel policy changes (changes in
the network topol ogy and/or its expected behavior) needs to be
propagated to all network devices affected by the change. However,
in the configuration nodel depicted in figure 2 network operators and
engi neers can specify the behavior of the network in a sinplified
manner reduci ng the anmount of device specific know edge needed.

One should keep in mind that in some cases per instance device |oca
configuration is needed in network devices. An integrated solution
MUST allow room for this. Also, the introduction of automated
configuration data translators assunes that all information needed to
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make an error free conversion of network-w de configuration data into
device-local configuration data is available. |In the event that such
data is not available the solution MIST detect this and act

accordi ngly.

3.0 Requirenents for an | P-based Configurati on Managenent System

Al 1ETF W&s active in this area agrees upon the follow ng
requi renents for configuration nanagenent. An integrated
configurati on managenent sol uti on MJST:

1) provi de nmeans by which the behavior of the network can be
specified at a | evel of abstraction (network-w de
configuration) higher than a set of configuration information
specific to individual devices

2) be capabl e of translating network-w de configurations into
device-local configuration. The identification of the rel evant
subset of the network-wi de policies to be down-1oaded is
according to the capabilities of each device,

3) be able to interpret device-local configuration, status and
monitoring information within the context of network-w de
configurations,

4) be capabl e of provisioning (e.g., adding, nodifying, deleting,
dunpi ng, restoring) conplete or partial configuration data to
net wor k devi ces sinultaneously or in a synchronized fashion as
necessary,

4a) be able to provision nultiple device-local configurations
to support fast switch-overs without the need to down-
| oad potentially large configuration changes to many
devi ces,

5) provi de nmeans by whi ch network devices can send feedback
i nformati on (configuration data confirmation, network status
and nonitoring information, specific events, etc.) to the
managenent system

6) be capabl e of provisioning conplete or partial configuration
data to network devices dynanmically as a result of network
specific or network-w de events,

7) provide efficient and reliable neans conpared to current

versions of today’s mechanisnms (CLI, SNWP) to provision |arge
anounts of configuration data,
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8)

9)

10)

11)

12)

13)

14)

15)
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provi de secure neans to provision configuration data. The
system nust provide support for access control, authentication
i ntegrity-checking, replay- protection and/or privacy security
services. The mnimumlevel of granularity for access contro
and authentication is host based. The system SHOULD support
user/rol e based access control and authentication for users in
different roles with different access privil eges,

provide expiration time and effective tinme capabilities to
configuration data. It is required that sone configuration
data itens be set to expire, and other itens be set to never
expire

provide error detection (including data-specific errors) and
failure recovery nmechani sms (including prevention of

i nappropriately partial configurati ons when needed) for the
provi sioni ng of configuration data,

elimnate the potential for ms-configuration occurring through
concurrent shared wite access to the device' s configuration
dat a,

provide facilities (with host and user-based authentication
granularity) to help in tracing back configuration changes,

all ow for the use of redundant conponents, both network
el ements and configuration application platforns, and for the
configuration of redundant network el enents.

be flexible and extensible to accommpdate future needs.
Configurati on managenent data nodels are not fixed for all tine
and are subject to evolution like any other managenent data
nmodel . It is therefore necessary to anticipate that changes
will be needed, but it is not possible to anticipate what those
changes mi ght be. Such changes could be to the configuration
data nodel, supporting nessage types, data types, etc., and to
provi de mechani sns that can deal with these changes effectively
wi t hout causing inter-operability problens or having to

repl ace/update | arge anounts of fielded networking devices,

| everage know edge of the existing SNMP nmanagenent

infrastructure. The system MJUST | everage know edge of and
experience with MBs and SM .
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Security Considerations

This docunent reflects the current requirenents that the | ETF
bel i eves confi gurati on nanagenent systens MJST have to properly
support | P-based networks. The authors believe that a configuration
managenent system MJST provi de nechani sns by whi ch one can ascertain
the integrity and authenticity of the configuration data at all
times. In sonme cases the privacy of the data is inportant therefore
configurati on managenent system MJST provide facilities to support
this services as required not only while the data is stored but al so
during provisioning or reception. Requirenents eight and twel ve
capture the required security services
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