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Abstract

Thi s docunent describes how the S/M ME (Secure/ Ml tipurpose |nternet
Mai | Extensions) protocol can be processed and generated by a nunber
of conponents of a comunication system such as nmessage transfer
agents, guards and gateways to deliver security services. These
services are collectively referred to as 'Domain Security Services’.
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1. Introduction

The SIMME [1] series of standards define a data encapsul ati on fornat
for the provision of a nunber of security services including data
integrity, confidentiality, and authentication. S/ MM is designed
for use by nessaging clients to deliver security services to

di stributed nessagi ng applications.

The mechani sns described in this docunent are designed to solve a
number of interoperability problens and technical linmitations that

ari se when different security domains wi sh to comrmuni cate securely,
for exanple when two domai ns use inconpatibl e nmessagi ng technol ogi es
such as the X 400 series and SMIP/M Mg, or when a single domain

wi shes to comunicate securely with one of its nenbers residing on an
untrusted domain. The scenarios covered by this docunment are

donmai n-t o-domai n, individual -to-donmai n and domai n-to-indi vi dual
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communi cations. This docunent is also applicable to organizations
and enterprises that have internal PKIs which are not accessible by
the outside world, but wish to interoperate securely using the SIM M
pr ot ocol

There are many circunstances when it is not desirable or practical to
provi de end-to-end (desktop-to-desktop) security services,
particularly between different security domains. An organization
that is considering providing end-to-end security services wll
typically have to deal with sone if not all of the foll ow ng issues:

1) Het erogeneous nessage access nethods: Users are accessing nai
usi ng nechani sns which re-format nessages, such as using Wb
browsers. Message reformatting in the Message Store nekes end-
to-end encryption and signature validation inpossible.

2) Message screening and audit: Server-based nmechani snms such as
searching for prohibited words or other content, virus scanning,
and audit, are inconpatible with end-to-end encryption

3) PKI depl oynment issues: There may not be any certificate paths
bet ween two organi zati ons. O an organi zati on may be sensitive
about aspects of its PKI and unwilling to expose themto outside
access. Also, full PKI deploynent for all enployees, nay be
expensi ve, not necessary or inpractical for |arge organizations.
For any of these reasons, direct end-to-end signature validation
and encryption are inpossible.

4) Heterogeneous nmessage formats: One organi zation using X 400 series
protocol s wi shes to comuni cate with another using SMIP. Message
reformatting at gateways nakes end-to-end encryption and signature
val i dation i npossi bl e.

Thi s docunent describes an approach to solving these problens by
provi di ng nessage security services at the level of a domain or an
organi zation. This docunent specifies how these 'donmmin security
services’ can be provided using the SIMME protocol. Donain security
services nmay replace or conpl enent nechanisns at the desktop. For
exanpl e, a dormain may decide to provide desktop-to-desktop signatures
but domai n-to-domai n encryption services. O it nmay all ow deskt op-

t o- deskt op services for intra-domain use, but enforce domain-based
services for conmunication with other domains.

Domai n services can al so be used by individual nenbers of a

corporation who are geographically renmote and who wi sh to exchange
encrypted and/ or signed nmessages with their base.
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Whet her or not a donain based service is inherently better or worse

t han desktop based solutions is an open question. Sone experts
believe that only end-to-end solutions can be truly nade secure,
whil e others believe that the benefits offered by such things as
content checking at domai n boundaries offers considerable increase in
practical security for nany real systens. The additional service of
al | owi ng signature checking at several points on a comunications
path is also an extra benefit in nmany situations. This debate is

out side the scope of this docunent. What is offered here is a set of
tools that integrators can tailor in different ways to neet different
needs in different circunstances.

Message transfer agents (MIAs), guards, firewalls and protoco
transl ati on gateways all provide domain security services. As with
deskt op based sol utions, these conponents rnust be resilient against a
wi de variety of attacks intended to subvert the security services.
Therefore, careful consideration should be given to security of these
conponents, to nmake sure that their siting and configuration

m nimses the possibility of attack

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [2].

2. Overview of Donain Security Services

This section gives an informal overview of the security services that
are provided by S/MME between different security domains. These
services are provided by a conbination of nmechanisnms in the sender’s
and recipient’s donains.

Later sections describe definitively how these services nmap onto
el ements of the S/M ME protocol .

The follow ng security nmechani snms are specified in this docunment:
1. Donain signature

2. Review signature

3. Additional attributes signature

4. Domai n encryption and decryption

The signature types defined in this docunent are referred to as
DOVBEC defi ned si gnat ures.
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The term’'security domain’ as used in this docunent is defined as a
col l ection of hardware and personnel operating under a single
security authority and perform ng a conmon business function

Menmbers of a security domain will of necessity share a high degree of
mutual trust, due to their shared ains and objectives.

A security domain is typically protected fromdirect outside attack
by physical neasures and fromindirect (electronic) attack by a
conmbi nation of firewalls and guards at network boundaries. The
interface between two security domains is termed a ’security
boundary’. One exanple of a security domain is an organi zati ona
network (’Intranet’).

2.1 Domain Signhature

A domain signature is an S/M ME signature generated on behalf of a
set of users in a domain. A dommin signature can be used to

aut henticate informati on sent between domains or between a certain
domai n and one of its individuals, for exanple, when two 'Intranets’
are connected using the Internet, or when an Intranet is connected to
a renote user over the Internet. It can be used when two donains
enpl oy inconpatible signature schenes internally or when there are no
certification links between their PKIs. 1In both cases nessages from
the originator’s donain are signed over the original nessage and
signature (if present) using an algorithm key, and certificate which
can be processed by the recipient(s) or the recipient(s) donmain. A
domain signature is sonetines referred to as an "organi zati ona

si gnature".

2.2 Review Signature

Athird party may review nessages before they are forwarded to the
final recipient(s) who may be in the same or a different security
domai n. Organi zational policy and good security practice often
require that messages be reviewed before they are released to
external recipients. Having reviewed a nessage, an S/M ME si ghature
is added to it - a review signature. An agent could check the review
signature at the donmain boundary, to ensure that only revi ened
nmessages are rel eased

2.3 Additional Attributes Signature
A third party can add additional attributes to a signed nessage. An
S/IMME signature is used for this purpose - an additional attributes

signature. An exanple of an additional attribute is the 'Equival ent
Label’ attribute defined in ESS [3].
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2.4 Domain Encryption and Decryption

Domai n encryption is S/MME encryption performed on behalf of a
collection of users in a domain. Domain encryption can be used to
protect information between domains, for exanple, when two
"Intranets’ are connected using the Internet. It can also be used
when end users do not have PKI/encryption capabilities at the
desktop, or when two domai ns enpl oy inconpatible encryption schenes
internally. 1In the latter case nessages fromthe originator’s donmain
are encrypted (or re-encrypted) using an algorithm key, and
certificate which can be decrypted by the recipient(s) or an entity
in their domain. This schene also applies to protecting infornation
bet ween a single donain and one of its nenbers when both are
connected using an untrusted network, e.g., the Internet.

3. Mapping of the Signature Services to the S/M ME Protoco

This section describes the SIMME protocol elenments that are used to
provide the security services described above. ESS [3] introduces
the concept of triple-wapped nessages that are first signed, then
encrypted, then signed again. This docunment al so uses this concept
of triple-wapping. |In addition, this docunent al so uses the concept
of ’signature encapsulation’. 'Signature encapsul ation’ denotes a
signed or unsigned nessage that is wapped in a signature, this
signature covering both the content and the first (inner) signature,
if present.

Si gnature encapsul ati on MAY be performed on the inner and/or the
outer signature of a triple-wapped nessage.

For exanple, the originator signs a nmessage which is then

encapsul ated with an 'additional attributes’ signature. This is then
encrypted. A reviewer then signs this encrypted data, which is then
encapsul ated by a domain signature.

There is a possibility that some policies will require signatures to
be added in a specific order. By only allow ng signhatures to be
added by encapsulation it is possible to deternine the order in which
t he signatures have been added.

A DOVSEC defined signature MAY encapsul ate a nessage in one of the
fol |l owi ng ways:

1) An unsigned nessage has an enpty signature |ayer added to it
(i.e., the nmessage is wapped in a signedData that has a
signerlnfos which contains no elenents). This is to enable
backward conpatibility with S/MME software that does not have a
DOVBEC capability. Since the signerinfos will contain no signers
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the eContent Type, within the Encapsul at edContentl|nfo, MJST be id-
data as described in CM5 [5]. However, the eContent field will
contain the unsigned nessage instead of being left enpty as
suggested in section 5.2 in CM5 [5]. This is so that when the
DOVBEC defi ned signature is added, as defined in method 2) bel ow
the signature will cover the unsigned nessage.

2) Signature Encapsulation is used to wap the original signed
nmessage with a DOVBEC defined signature. This is so that the
DOVBEC defi ned signature covers the nessage and all the previously
added signatures. Also, it is possible to determ ne that the
DOVBEC defi ned signature was added after the signatures that are
al ready there.

3.1 Nami ng Conventions and Signhature Types

An entity receiving an S/M ME signed nessage would normal |y expect
the signature to be that of the originator of the nessage. However,
the message security services defined in this docunent require the
recipient to be able to accept nessages signed by other entities

and/ or the originator. \When other entities sign the nessage the name
inthe certificate will not match the nmessage sender’s nane. An

S/'M ME conpliant inplenentation would normally flag a warning if
there were a mismatch between the name in the certificate and the
message sender’s nane. (This check prevents a nunber of types of
masquer ade attack.)

In the case of dommin security services, this warning condition
SHOULD be suppressed under certain circunstances. These
circunstances are defined by a naning convention that specifies the
formthat the signers nane SHOULD adhere to. Adherence to this

nam ng convention avoi ds the problenms of uncontrolled nam ng and the
possi bl e masquerade attacks that this would produce.

As an assistance to inplementation, a signed attribute is defined to
be included in the SSMME signature - the "signature type’ attribute.
On receiving a nessage containing this attribute, the nam ng
convention checks are invoked.

| mpl enentations conforming to this standard MJST support the naning
convention for signature generation and verification

| npl enentations confornming to this standard MJST recogni ze the
signature type attribute for signature verification. |nplenentations
conformng to this standard MJST support the signature type attribute
for signature generation.
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3.1.1 Nanming Conventions

The foll owi ng naming conventions are specified for agents generating
signatures specified in this docunent:

* For a donmin signature, an agent generating this signature MJST be
naned ' domai n-si gni ng-authority’

* For a review signature, an agent generating this signature MJST be
naned ’'review authority’

* For an additional attributes signature, an agent generating this
signature MJST be named 'attribute-authority’

Thi s nanme shall appear as the 'common nane (CN)’ conponent of the
subject field in the X.509 certificate. There MJST be only one CN
component present. Additionally, if the certificate contains an RFC
822 address, this nane shall appear in the end entity conponent of
the address - on the left-hand side of the '@ synbol.

In the case of a domain signature, an additional naming rule is
defined: the 'name mapping rule’. The name mapping rule states that
for a domain signing authority, the domain part of its name MJST be
the sane as, or an ascendant of, the domai n name of the nessage
originator(s) that it is representing. The donain part is defined as
fol | ows:

* In the case of an X 500 distingui shed subject name of an X 509
certificate, the domain part is the country, organization
organi zational unit, state, and locality conponents of the
di stingui shed nane.

* In the case of an RFC 2247 di stingui shed nane, the domain part is
t he domai n conponents of the distinguished nane.

* |f the certificate contains an RFC 822 address, the domain part is
defined to be the RFC 822 address conponent on the right-hand side
of the '@ synbol.

For exanple, a domain signing authority acting on behalf of John Doe
of the Acne corporation, whose distinguished name is ' cn=John Doe,
ou=mmar ket i ng, o=acne, c=us’ and whose e-nail address is

John. Doe@rar ket i ng. acnme. com could have a certificate containing a
di stingui shed nane of

' cn=dormmai n-si gni ng-aut hority, o=acne, c=us’ and an RFC 822 address of

" domai n-si gni ng-aut hority@cne.com. |f John Doe has an RFC 2247
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defined address of 'cn=John Doe, dc=narketi ng, dc=acne, dc=us’ then an
address of ’'cn=donai n-si gni ng-authority, dc=acne, dc=us’ coul d be used
to represent the domain signing authority.

When the X 500 distingui shed subject nane has consecutive

organi zational units and/or localities it is inportant to understand
the ordering of these values in order to deternine if the domain part
of the domain signature is an ascendant. In this case, when parsing
t he di stingui shed subject name fromthe nost significant conmponent
(i.e., country, locality or organization) the parsed organizationa
unit or locality is deened to be the ascendant of consecutive
(unparsed) organi zational units or localities.

When parsing an RFC 2247 subject nanme fromthe nost significant
component (i.e., the "dc’ entry that represents the country, locality
or organization) the parsed 'dc’ entry is deened to be the ascendant
of consecutive (unparsed) 'dc’ entries.

For exanple, a donmmin signing authority acting on behal f of John Doe
of the Acme corporation, whose distinguished nane is 'cn=John Doe,
ou=mar ket i ng, ou=def ence, o=acne, c=us’ and whose e-nmil address is
John. Doe@rar ket i ng. def ence. acne. com could have a certificate

contai ning a di stingui shed name of ’cn=domai n-signi ng-

aut hority, ou=def ence, o=acne, c=us’ and an RFC 822 address of ’'domai n-
si gni ng-aut hority@efence. acne.coni. |If John Doe has an RFC 2247
defi ned address of ’'cn=John

Doe, dc=mar ket i ng, dc=def ense, dc=acne, dc=us’ then the domain signing
aut hority could have a distingui shed name of ’'cn=donai n-si gni ng-

aut hority, dc=def ence, dc=acne, dc=us’

Any message recei ved where the donmain part of the domain signing
agent’s name does not match, or is not an ascendant of, the
originator’s domai n nane MJUST be fl agged.

This namng rule prevents agents from one organi zati on masquer adi ng
as donmmin signing authorities on behalf of another. For the other

types of signature defined in this docunment, no such naned mappi ng

rule is defined.

| mpl enent ati ons conforming to this standard MJUST support this nane
mappi ng convention as a mninum | nplenmentati ons MAY choose to
suppl enent this convention with other |ocally defined conventions.
However, these MJUST be agreed between sender and recipient domains
prior to secure exchange of nessages

On verifying the signature, a receiving agent MJST ensure that the

nam ng convention has been adhered to. Any nessage that violates the
conventi on MJUST be fl agged.
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3.1.2 Signature Type Attribute

An S/M ME signed attribute is used to indicate the type of signature.
This should be used in conjunction with the nami ng conventions
specified in the previous section. Wen an S/M ME signed nessage
containing the signature type attribute is received it triggers the
software to verify that the correct naning convention has been used.

The ASN. 1 [4] notation of this attribute is: -
Si gnat ureType ::= SEQUENCE OF OBJECT | DENTI FI ER

id-sti OBJECT IDENTIFIER ::= {iso(1) nenber-body(2) us(840)
rsadsi (113549) pkcs(1l) pkcs-9(9) snmine(16) 9 }

-- signature type identifier

If present, the SignatureType attribute MJST be a signed attribute,
as defined in [5]. |If the SignatureType attribute is absent and
there are no further encapsul ated signatures the recipi ent SHOULD
assume that the signature is that of the message originator.

Al'l of the signatures defined here are generated and processed as
described in [5]. They are distinguished by the presence of the
followi ng values in the SignatureType signed attribute:

id-sti-domainSig OBJECT IDENTIFIER ::= { id-sti 2}
-- dommin signature

id-sti-addAttribSig OBJECT IDENTIFIER ::= { id-sti 3}
-- additional attributes signature.

id-sti-reviewSig OBJECT IDENTIFIER ::= { id-sti 4}
-- review signature

For conpl eteness, an attribute type is also specified for an
originator signature. However, this signature type is optional. It
is defined as foll ows:

id-sti-originatorSig OBJECT IDENTIFIER ::={ id-sti 1}
-- originator’s signature.

Al'l signature types, except the originator type, MJST encapsul ate

ot her signatures. Note a DOVSEC defined signature could be
encapsul ating an enpty signature as defined in section 3.
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A Signerlinfo MJUST NOT include nmultiple instances of SignatureType. A
signed attribute representing a SignatureType MAY include multiple

i nstances of different SignatureType values as an Attri buteVal ue of
attrVvalues [5], as long as the SignatureType 'additional attributes
is not present.

If there is nore than one Signerinfo in a signerinfos (i.e., when
different algorithnms are used) then the SignatureType attribute in
all the Signerlnfos MIUST contain the sane content.

The follow ng sections describe the conditions under which each of
these types of signature may be generated, and how they are
processed.

3.2 Domain Sighature Ceneration and Verification

A 'domain signature’ is a proxy signature generated on a user’s
behal f in the user’s donain. The signature MJUST adhere to the naning
conventions in 3.1.1, including the nane nappi ng convention. A
"domai n signature’ on a nessage authenticates the fact that the
nmessage has been released fromthat domain. Before signing, a
process generating a 'domain signature’ MJST first satisfy itself of
the authenticity of the nessage originator. This is achieved by one
of two nmethods. Either the "originator’s signature’ is checked, if
S/M ME signatures are used inside a domain. O if not, sone
mechani sm external to SIM M is used, such as the physical address of
the originating client or an authenticated IP |ink

If the originator’s authenticity is successfully verified by one of
the above nethods and all other signatures present are valid,

i ncluding those that have been encrypted, a 'domain signature’ can be
added to a nessage.

If a 'domain signature’ is added and the nmessage is received by a
Mai |l List Agent (M.A) there is a possibility that the 'domain
signature’ will be renoved. To stop the 'domain signature’ from
bei ng renoved the steps in section 5 MJST be foll owed.

An entity generating a domain signature MJST do so using a
certificate containing a subject nane that foll ows the nan ng
convention specified in 3.1.1.

If the originator’s authenticity is not successfully verified or al

the signatures present are not valid, a ’domain signature’ MJST NOT
be generated.
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On reception, the 'donmin signature’ SHOULD be used to verify the
authenticity of a nmessage. A check MJST be nade to ensure that both
t he nanmi ng convention and the nane nmappi ng conventi on have been used
as specified in this standard.

A recipient can assune that successful verification of the donmain
signature al so aut henticates the nessage origi nator

If there is an originator signature present, the nanme in that
certificate SHOULD be used to identify the originator. This
i nformati on can then be displayed to the recipient.

If there is no originator signature present, the only assunption that
can be made is the domain the nessage originated from

A domai n signer can be assuned to have verified any signatures that
it encapsul ates. Therefore, it is not necessary to verify these
signatures before treating the nessage as authentic. However, this
standard does not preclude a recipient fromattenpting to verify any
ot her signatures that are present.

The ’'domain signature’ is indicated by the presence of the val ue id-
sti-domainSig in a 'signature type' signed attribute.

There MAY be one or nore 'donmin signature’ signatures in an S/M M
encodi ng.

3.3 Additional Attributes Signature Generation and Verification

The "additional attributes’ signature type indicates that the
Signerinfo contains additional attributes that are associated with
t he nmessage.

Al'l attributes in the applicable Signerinfo MIST be treated as
additional attributes. Successful verification of an ’'additiona
attributes’ signature neans only that the attributes are
authentically bound to the nessage. A recipient MJST NOT assune that
its successful verification also authenticates the nessage

ori gi nat or.

An entity generating an ’additional attributes’ signature MJIST do so
using a certificate containing a subject nanme that follows the naning
convention specified in 3.1.1. On reception, a check MJST be nade to
ensure that the nanming convention has been used.
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A signer MAY include any of the attributes listed in [3] or in this
docunent when generating an 'additional attributes’ signature. The
followi ng attributes have a special neaning, when present in an
"additional attributes’ signature

1) Equival ent Label: | abel values in this attribute are to be treated
as equivalent to the security |abel contained in an encapsul at ed
Signerinfo, if present.

2) Security Label: the |abel value indicates the aggregate
sensitivity of the inner nessage content plus any encapsul at ed
si gnedDat a and envel opedData containers. The |abel on the
original data is indicated by the value in the originator’s
signature, if present.

An ’additional attributes’ signature is indicated by the presence of
the value id-sti-addAttribSig in a 'signature type’ signed attribute.
O her Object ldentifiers MUST NOT be included in the sequence of O Ds
if this value is present.

There MAY be nultiple "additional attributes’ signatures in an S/M M
encodi ng.

3.4 Review Signature Ceneration and Verification

The review signature indicates that the signer has reviewed the
nmessage. Successful verification of a review signature neans only
that the signer has approved the nmessage for onward transm ssion to
the recipient(s). Wen the recipient is in another domain, a device
on a donmai n boundary such as a Mail Guard or firewall nay be
configured to check review signatures. A recipient MJST NOT assune
that its successful verification also authenticates the nessage

ori gi nat or.

An entity generating a signed review signature MJST do so using a
certificate containing a subject nane that foll ows the nanng
convention specified in 3.1.1. On reception, a check MJST be nade to
ensure that the nanming convention has been used.

A review signature is indicated by the presence of the value id-sti-
reviewSig in a 'signature type’ signed attribute.

There MAY be multiple review signatures in an S/M ME encodi ng
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3.5 Originator Signature

The 'originator signature’ is used to indicate that the signer is the
originator of the nmessage and its contents. It is included in this
docunent for conpleteness only. An originator signature is indicated
either by the absence of the signature type attribute, or by the
presence of the value id-sti-originatorSig in a 'signature type
signed attri bute.

4. Encryption and Decryption

Message encryption may be perfornmed by a third party on behal f of a
set of originators in a domain. This is referred to as donain
encryption. Message decryption may be perforned by a third party on
behal f of a set of recipients in a domain. This is referred to as
domai n decryption. The third party that perforns these processes is
referred to in this section as a "Domain Confidentiality Authority”
(DCA). Both of these processes are described in this section

Messages may be encrypted for decryption by the final recipient
and/or by a DCA in the recipient’s domain. The nessage may al so be
encrypted for decryption by a DCA in the originator’s domain (e.qg.
for content analysis, audit, key word scanning, etc.). The choice of
which of these is actually perfornmed is a system specific issue that
depends on systemsecurity policy. It is therefore outside the scope
of this document. These processes of encryption and decryption
processes are shown in the follow ng table.

| Originator Encryption | Case(a) | Case(b) |
| Dorain Encryption | Case(c) | Case(d) |

Case (a), encryption of nessages by the originator for decryption by
the final recipient(s), is described in CM5 [5]. |In cases (c) and
(d), encryption is perforned not by the originator but by the DCA in
the originator’s domain. In cases (b) and (d), decryption is
performed not by the recipient(s) but by the DCAin the recipient’s
domai n.

A client inplenentation that conforns to this standard MJST support

case (b) for transmission, case (c) for reception and case (a) for
transm ssion and reception
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A DCA inplenentation that conforns to this standard MJST support
cases (c) and (d), for transnission, and cases (b) and (d) for
reception. In cases (c¢) and (d) the 'domain signature’ SHOULD be
applied before the encryption. |In cases (b) and (d) the nmessage
SHOULD be decrypted before the originators *domain signature’ is
obt ai ned and verifi ed.

The process of encryption and decryption is docunented in CMS [5].
The only additional requirenent introduced by donain encryption and
decryption is for greater flexibility in the managenent of keys, as
described in the foll owi ng subsections. As with signatures, a nam ng
convention and nane nappi ng convention are used to |ocate the correct
public key.

The mechani sms descri bed bel ow are applicable both to key agreenent
and key transport systemnms, as docunmented in CM5 [5]. The phrase
“encryption key' is used as a collective termto cover the key
managenent keys used by both techni ques.

The mechani sns bel ow are al so applicable to individual roving users
who wi sh to encrypt nmessages that are sent back to base.

4.1 Domain Confidentiality Nam ng Conventions

A DCA MUST be naned 'donmi n-confidentiality-authority'. This name
MUST appear in the 'common nane(CN)' conponent of the subject field
in the X.509 certificate. Additionally, if the certificate contains
an RFC 822 address, this nane MJST appear in the end entity part of
the address, i.e., on the left-hand side of the '@ synbol

Along with this nam ng convention, an additional namng rule is
defined: the 'name mapping rule’. The nane mapping rule states that
for a DCA, the domain part of its name MJST be the sane as, or an
ascendant of (as defined in section 3.1.1), the domain name of the
set of entities that it represents. The domain part is defined as
fol | ows:

* In the case of an X 500 distingui shed name of an X 509
certificate, the domain part is the country, organization
organi zational unit, state, and locality conponents of the
di stingui shed nane.

* |n the case of an RFC 2247 di stingui shed nane, the donmain part is
t he domai n conponents of the distinguished nane.

* |f the certificate contains an RFC 822 address, the dommin part is

defined to be the RFC 822 address part on the right-hand side of
the '@ synbol .
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For exanple, a DCA acting on behal f of John Doe of the Acne
corporation, whose distinguished nane is ' cn=John Doe, ou=nar keti ng,
o=acmne, c=us’ and whose e-nmil address is John. Doe@rarketi ng. acne. com
could have a certificate containing a distinguished nane of

" cn=donmi n-confidentiality-authority, o=acne, c=us’ and an e-nmai
address of 'domain-confidentiality-authority@cne.com. |f John Doe
has an RFC 2247 defined address of ’'cn=John Doe, dc=narketi ng,

dc=def ense, dc=acne, dc=us’ then the domain signing authority could
have a di stingui shed nane of

' cn=dormai n-si gni ng- aut hority, dc=def ence, dc=acne, dc=us’. The key
associated with this certificate would be used for encrypting
messages for John Doe.

Any message recei ved where the domain part of the donain encrypting
agents nane does not match, or is not an ascendant of, the domain
nane of the entities it represents MJST be fl agged.

This nanming rule prevents nessages being encrypted for the wong
domai n decryption agent.

| mpl enentations confornming to this standard MJUST support this name
mappi ng convention as a mininum | nplenentations may choose to
suppl enent this convention with other |ocally defined conventions.
However, these MJUST be agreed between sender and recipi ent domains
prior to sending any nessages.

4.2 Key Managenent for DCA Encryption

At the sender’s domain, DCA encryption is achieved using the
recipient DCA's certificate or the end recipient’s certificate. For
this, the encrypting process nust be able to correctly |ocate the
certificate for the corresponding DCA in the recipient’s donain or
the one corresponding to the end recipient. Having |ocated the
correct certificate, the encryption process is then performed and
additional information required for decryption is conveyed to the
recipient in the recipientinfo field as specified in CM5 [5]. A DCA
encryption agent MUST be naned according to the naming convention
specified in section 4.1. This is so that the correspondi ng
certificate can be found.

No specific nmethod for locating the certificate to the correspondi ng
DCA in the recipient’s domain or the one corresponding to the end
recipient is mandated in this docunment. An inplenentation may choose
to access a local certificate store to |locate the correct

certificate. Alternatively, a X 500 or LDAP directory nmay be used in
one of the follow ng ways:
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1. The directory may store the DCA certificate in the recipient’s
directory entry. \When the user certificate attribute is
requested, this certificate is returned.

2. The encrypting agent maps the recipient’s nane to the DCA nane in
the manner specified in 4.1. The user certificate attribute
associated with this directory entry is then obtained.

Thi s docunent does not mandate either of these processes. Wi chever
one is used, the nane nmappi ng conventions nust be adhered to, in
order to maintain confidentiality.

Havi ng | ocated the correct certificate, the encryption process is
then perforned. A recipientinfo for the DCA or end recipient is then
generated, as described in CM5 [5].

DCA encryption may be performed for decryption by the end recipient
and/ or by a DCA. End recipient decryption is described in CVM5 [5].
DCA decryption is described in section 4. 3.

4.3 Key Managenent for DCA Decryption

DCA decryption uses a private-key belonging to the DCA and the
necessary information conveyed in the DCA's recipientlinfo field.

It should be noted that donain decryption can be perforned on
nmessages encrypted by the originator and/or by a DCA in the
originator’s domain. In the first case, the encryption process is
described in CM5 [5]; in the second case, the encryption process is
described in 4.2

5. Applying a Domain Signature when Mail List Agents are Present.

It is possible that a nessage | eaving a DOVSEC domai n may encounter a
Mai |l List Agent (M.A) before it reaches the final recipient. There
is a possibility that this would result in the 'donmmin signature
being stripped off the nessage. W do not want a MLA to renove the
"domai n signature’. Therefore, the 'domain signature’ nust be
applied to the nmessage in such a way that will prevent a M.A from
renoving it.

A MA will search a nessage for the "outer" signedData |ayer, as
defined in ESS [3] section 4.2, and strip off all signedData | ayers
that encapsulate this "outer" signedData |ayer. Were this "outer"
signedData layer is found will depend on whether the nessage contains
a m Expansi onHi story attribute or an envel opedData | ayer.
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There is a possibility that a nmessage | eaving a DOVBEC donmi n has
al ready been processed by a MLA, in which case a ' ml Expansi onHi story’
attribute will be present within the nessage.

There is a possibility that the nessage will contain an envel opedDat a
layer. This will be the case when the nessage has been encrypted
within the domain for the donmain’s "Donmain Confidentiality

Aut hority", see section 4.0, and, possibly, the final recipient.

How the 'domain signature’ is applied will depend on what is already
present within the nessage. Before the 'domain signature’ can be
appl i ed the nessage MJUST be searched for the "outer" signedData

| ayer, this search is conplete when one of the following is found: -

- The "outer" signedData |ayer that includes an
m Expansi onHi story attribute or encapsul ates an envel opedDat a
obj ect.

- An envel opedDat a | ayer

- The original content (that is, a layer that is neither
envel opedDat a nor signedData).

If a signedData | ayer containing a m Expansi onHi story attribute has
been found then: -

1) Strip off the signedData | ayer (after renmenbering the included
signedAttri butes).

2) Search the rest of the nessage until an envel opedData | ayer or
the original content is found.

3) a) If an envel opedData | ayer has been found then: -

- Strip off all the signedData | ayers down to the
envel opedDat a | ayer.

- Locate the Recipientinfo for the | ocal DCA and use the
information it contains to obtain the nessage key.

- Decrypt the encryptedContent using the nessage key.

- Encapsul ate the decrypted nessage with a ' donain
si gnat ure’

- If local policy requires the nessage to be encrypted
using S/M ME encryption before | eaving the domain then
encapsul ate the "domain signature’ with an envel opedDat a
| ayer containing Recipientlinfo structures for each of the
reci pients and an originatorinfo value built from
i nformati on describing this DCA
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If local policy does not require the nessage to be
encrypted using S/M ME encryption but there is an
envel opedData at a lower level within the nessage then
the ' domain signature’ MJST be encapsul ated by an
envel opedDat a as descri bed above.

An exanple when it nay not be local policy to require
S/M ME encryption is when there is a link crypto present.

I f an envel opedData | ayer has not been found then: -

- Encapsul ate the new nessage with a 'donmain signature’
Encapsul ate the new nmessage in a signedData | ayer, adding the
signedAttributes fromthe signedData |ayer that contained the

m Expansi onHi story attribute

signedData | ayer containing a ml ExpansionHi story attribute has

been found but an envel opedData has been found then: -

1
2)
3)

4)
5)

Strip off all the signedData | ayers down to the envel opedDat a
| ayer.

Locate the Recipientinfo for the |ocal DCA and use the
information it contains to obtain the nessage key.

Decrypt the encryptedContent using the nessage key.
Encapsul ate the decrypted nessage with a 'domain signature

If local policy requires the nessage to be encrypted before

| eavi ng the domain then encapsul ate the 'domain signature’ with
an envel opedData | ayer containing Recipientinfo structures for
each of the recipients and an originatorinfo value built from
i nformati on describing this DCA

If local policy does not require the nessage to be encrypted
using S/M ME encryption but there is an envel opedData at a

|l ower level within the nessage then the ' domain signature’” MJST
be encapsul ated by an envel opedData as descri bed above.

If no signedData |ayer containing a m ExpansionHi story attribute has
been found and no envel opedData has been found then: -

1

Encapsul ate the nessage in a 'domain signature’

5.1 Exanpl es of Rul e Processing

The foll owi ng exanpl es hel p explain the above rules. All of the

si gnedDat a objects are valid and none of them are a domain signature.
If a signedData object was a domain signature then it would not be
necessary to validate any further signedData objects.
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1) A nessage (S1 (Original Content)) (where S = signedData) in which
t he signedData does not include an nl ExpansionHi story attribute is
to have a 'domain signature’ applied. The signedbData, S1, is
verified. No "outer" signedData is found, after searching for one
as defined above, since the original content is found, nor is an
envel opedData or a nml ExpansionHi story attribute found. A new
signedData |l ayer, S2, is created that contains a 'donain
signature’, resulting in the foll owi ng message sent out of the
domain (S2 (S1 (Oiginal Content))).

2) A message (S3 (S2 (S1 (Oiginal Content))) in which none of the
signedData | ayers includes an nl ExpansionHi story attribute is to
have a 'donain signature’ applied. The signedData objects Sl1, S2
and S3 are verified. There is not an original, "outer" signedData
| ayer since the original content is found, nor is an envel opedData
or a m ExpansionHi story attribute found. A new signedData | ayer,
S4, is created that contains a 'domain signature’, resulting in
the followi ng nessage sent out of the domain (S4 (S3 (S2 (S1
(Original Content))).

3) A nessage (El1 (S1 (Original Content))) (where E = envel opedDat a)
in which S1 does not include a nml ExpansionHi story attribute is to
have a 'domain signature’ applied. There is not an original
received "outer" signedData | ayer since the envel opedbData, El, is
found at the outer layer. The encryptedContent is decrypted. The
signedData, S1, is verified. The decrypted content is wapped in
a new signedData | ayer, S2, which contains a 'donmain signature’

If local policy requires the nessage to be encrypted, using S/M M
encryption, before it | eaves the domain then this new nessage is
wr apped in an envel opedData |ayer, E2, resulting in the foll ow ng
message sent out of the domain (E2 (S2 (S1 (Original Content)))),
el se the nessage is not wapped in an envel opedData | ayer
resulting in the follow ng nessage (S2 (S1 (Oiginal Content)))
bei ng sent.

4) A nmessage (S2 (E1 (S1 (Original Content)))) in which S2 includes a
m Expansi onHi story attribute is to have a 'donmin signature
applied. The signedData object S2 is verified. The
m Expansi onHi story attribute is found in S2, so S2 is the "outer"
signedData. The signed attributes in S2 are renmenbered for |ater
inclusion in the new outer signedData that is applied to the
message. S2 is stripped off and the nessage is decrypted. The
signedData object S1 is verified. The decrypted nessage is
wrapped in a signedData | ayer, S3, which contains a 'donmain
signature’. |If local policy requires the nessage to be encrypted,
using S/M ME encryption, before it |eaves the domain then this new
message i s wapped in an envel opedData | ayer, E2. A new
signedData | ayer, S4, is then wapped around the envel opedDat a,
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5)

6)

E2, resulting in the followi ng nessage sent out of the domain (S4
(E2 (S3 (S1 (Oiginal Content))))). |If local policy does not
require the nessage to be encrypted, using S/M M encryption
before it | eaves the domain then the nmessage is not wapped in an
envel opedData | ayer but is wapped in a new signedData |ayer, $4,
resulting in the follow ng nessage sent out of the domain (S4 (S3
(S1 (Original Content). The signedData S4, in both cases,
contains the signed attributes from S2.

A message (S3 (S2 (E1 (S1 (Original Content))))) in which none of
the signedData |ayers include a nml ExpansionHi story attribute is to
have a 'donain signature’ applied. The signedData objects S3 and
S2 are verified. Wen the envel opedData E1 is found the

si gnedDat a obj ects S3 and S2 are stripped off. The
encryptedContent is decrypted. The signedData object Sl is
verified. The decrypted content is wapped in a new signedData

| ayer, S4, which contains a 'domain signature’. |If local policy
requires the nmessage to be encrypted, using S/MME encryption
before it | eaves the donain then this new nessage is wapped in an
envel opedData | ayer, E2, resulting in the foll ow ng nessage sent
out of the domain (E2 (S4 (S1 (Oiginal Content)))), else the
message i s not wrapped in an envel opedData |ayer resulting in the
foll owi ng nessage (S4 (S1 (Original Content))) being sent.

A nessage (S3 (S2 (E1 (S1 (Original Content))))) in which S3

i ncludes a m ExpansionHi story attribute is to have a 'donmain
signature’ applied. The signedData objects S3 and S2 are
verified. The m ExpansionHistory attribute is found in S3, so S3
is the "outer" signedData. The signed attributes in S3 are
renenbered for later inclusion in the new outer signedData that
is applied to the nessage. The signedData object S3 is stripped
of f. \When the envel opedbata |ayer, E1, is found the signedData
object S2 is stripped off. The encryptedContent is decrypted.
The signedData object S1 is verified. The decrypted content is
wrapped in a new signedData |ayer, S4, which contains a ’'donain
signature’. |If local policy requires the nessage to be encrypted,
using S/M ME encryption, before it |eaves the donmain then this new
message i s wapped in an envel opedData | ayer, E2. A new
signedData | ayer, S5, is then wapped around the envel opedDat a,
E2, resulting in the followi ng nessage sent out of the domain (S5
(E2 ($4 (S1 (Oiginal Content))))). |If local policy does not
require the nessage to be encrypted, using S/M ME encryption
before it | eaves the donmain then the nessage is not wrapped in an
envel opedData | ayer but is wapped in a new signedData |ayer, S5,
resulting in the foll owi ng nessage sent out of the domain (S5 ($4
(S1 (Oiginal Content). The signedData S5, in both cases,
contains the signed attributes from S3.
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7) A nessage (S3 (E2 (S2 (E1 (S1 (Oiginal Content)))))) in which S3
does not include a nm ExpansionHi story attribute is to have a
"domai n signature’ applied. The signedData object S3 is verified.
When t he envel opedData E2 is found the signedData object S3 is
stripped off. The encryptedContent is decrypted. The signedData
object S2 is verified, the envel opedData E1 is decrypted and the
signedData object S1 is verified. The signedData object S2 is
wrapped in a new signedData |ayer S4, which contains a 'donain
signature’. Since there is an envel opedData E1 | ower down in the
nmessage, the new nessage is wapped in an envel opedData | ayer, E3,
resulting in the foll owi ng nessage sent out of the domain (E3 ($4
(S2 (E1 (S1 (Original Content)))))).

6. Security Considerations

This specification relies on the existence of several well known
nanes, such as domain-confidentiality-authority. Organizations nust
take care with these nanes, even if they do not support DOVBEC, so
that certificates issued in these nanes are only issued to legitinate
entities. |If this is not true then an individual could get a
certificate associated with donmai n-confidentiality-authority@cne.com
and as a result might be able to read nessages the a DOVSEC cl i ent

i ntended for others.

| mpl enent ati ons MUST protect all private keys. Conpronise of the
signer’s private key pernmts masquerade.

Simlarly, conprom se of the content-encryption key may result in
di scl osure of the encrypted content.

Conpromi se of key material is regarded as an even nore serious issue
for donmain security services than for an SSMMe client. This is
because conpromise of the private key may in turn conprom se the
security of a whole domain. Therefore, great care should be used
when considering its protection.

Domai n encryption alone is not secure and should be used in
conjunction with a donmain signature to avoid a nasquerade attack
where an attacker that has obtained a DCA certificate can fake a
nmessage to that domain pretending to be another domain.

When an encrypted DOVSBEC nessage is sent to an end user in such a way

that the nmessage is decrypted by the end users DCA the nessage wil |
be in plain text and therefore confidentiality could be conproni sed.
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If the recipient’s DCA is conprom sed then the recipient can not
guarantee the integrity of the nmessage. Furthernore, even if the
recipient’s DCA correctly verifies a nessage’s signatures, then a
nmessage could be undetectably nodi fied, when there are no signatures
on a nmessage that the recipient can verify.

7. DOMSEC ASN. 1 Modul e
DOVBECSy nt ax
{ iso(1l) menber-body(2) us(840) rsadsi(113549)
pkcs(1l) pkcs-9(9) sminme(16) nodul es(0) donsec(10) }

DEFINITIONS I MPLICI T TAGS :: =
BEG N

-- EXPORTS Al

-- The types and val ues defined in this nodule are exported for
-- use in the other ASN. 1 nodules. Oher applications may use
-- themfor their own purposes.

Si gnat ureType ::= SEQUENCE OF OBJECT | DENTI FI ER

id-sminme OBJECT IDENTIFIER ::= { iso(1l) nenber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs-9(9) 16 }

id-sti OBJECT IDENTIFIER ::={ id-snine 9 } -- signhature type
identifier

-- Signature Type ldentifiers

id-sti-originatorSig OBJECT IDENTIFIER ::={ id-sti 1}
i d-sti-domainSig OBJECT IDENTIFIER ::= { id-sti 2}
id-sti-addAttribSig OBJECT IDENTIFIER ::= { id-sti 3}
id-sti-reviewSig OBJECT IDENTIFIER ::= { id-sti 4}

END -- of DOVSECSynt ax
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Copyright (C) The Internet Society (2001). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation may be prepared, copied, published
and distributed, in whole or in part, w thout restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages other than
Engl i sh.

The linited perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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